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Five Decades of Digital Trust

Public cryptographic standards, built with the community, secure how we live and work

1995 2001 2015 2019 2024

O—0—0 9O

DES (FIPS 46) FIPS 140 & CMVP  AES (FIPS197) SHA-3 (FIPS 202) FIPS 140-3 First PQC standards

First public encryption  Validation program  Chosen through an New hash family Module FIPS 203, 204, and 205
standard; secured ATM launched jointly with open, international from a public requirements for the quantum era
networks & federal data Canada competition competition aligned with ISO/IEC
19790
Today, : o
cryptography !’ersona . Commerce & Government Frltlca
information payments systems infrastructure

protects...
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Rapidly Evolving Cryptographic and Security Landscape NIST

O

Post-Quantum Cryptography Super Intelligence (SI)
Opportunity Standards are in place: ML-KEM, Opportunity Develop stronger standards
ML-DSA, SLH-DSA
Challenge  Everysystem must migrate, with Challenge Potential for new weaknesses or
federal deadlinesin 2030 and 2031 flaws, driving need for crypto-agility
Validation A wave of PQC modules, with new Validation New test methods, and trustin SI-
test methods and guidance assisted evidence
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A National Priority

Executive Order 14412
Securing the Nation Against Advanced Cryptographic Attacks | Signed June 22,2026 (building on NSM-10)

Year: 2030 Year: 2031

Key establishment Digital signatures

Deadlines for federal High Value Assets and high-impact systems

What the order requires NIST’s centralrole
« Accelerates PQC migration for the government’s highest- * Ongoing PQC implementation guidance for agencies, with
risk systems NSA and CISA
* OMB and the Office of the National Cyber Director lead the * Launch pilot ml.grat.lon on NIST systems by 2027
national migration across agencies, critical infrastructure, * Accelerated validation of PQC modules through the
and industry Cryptographic Module Validation Program (CMVP)

* Support to the State Department to encourage foreign

» Directs the FAR Council to update acquisition rules so sovernments to adopt NIST-standardized PQC

contractors comply with NIST’s PQC standards
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Accelerating Adoption

NIST SPECIAL PUBLICATION 1800-38B

- At NIST’s National Cybersecurity Center of Excellence T
(NCCOE)’ we are taCk“ng Cha “enges Wlth adoption’ ngantum Readiness: Cryptogr;ypaic%isgogery
implementation, and deployment of PQC in L

l. - d l Approach, Architecture, and Se¢ NIST SPECIAL PUBLICATION 1800-38C
applications and protocols w4 Migration to Post-Quantum

Rockville, Maryland

- Engage with over 60 industry and government partners  Cryptography Quantum Readi-

to increase awareness and demonstrate practices that owpen | NESS: Tesling Draft Standards

Mclean, Virginia | Volume C:

h e l p O rga n i Za ti O n S m ig ra t e to post_ q u a ntu m a lgo ri t h m S | : Quantum-Resistant Cryptography Technology Interoperability and Performance Report

Amazon Web Services, Inc.

(AWS) | Thales DIS CPL USA, Inc.
Arlington, Virginia ‘( National Institute of Standards CryptoNext Security Austin, Texas
3 and Technology Paris, France
Rockville, Maryland

- Coordinate with standards developing organizations

Dakota Consulting

Silver Spring, Maryland Entrust

and government/industry to develop guidance to December 2023

The MITRE Corporation

gies
. . PRELIMINARY DRAFT Mclean, Virginia JPMargan Chase Bank, N.A. Abingdon, MD
accelerate the migration
This publication is available free of chg
https://www.nccoe.nist.gov/crypto-agility Amazon Web Services, Inc Samsun, g SDS Co., Ltd.
(AWS) PQShield Seoul, Republic of South Kerea
Arington, Virginia Oxford, United Kingdom

timaco

- Support U.S. Government PQC initiatives
. NS M_lo | December 2023
. . NIST G
° Q ua ntu m Com p utl ng Cyberse Cu rlty P re pa red n eSS Act ? htps://www.nccoe.nist.gov/crvpto-agility-considerations-migrating-post-quantum-cryptographic-algorithms
- NSACNSA2.0
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Global Acceptance

Governments and standards bodies worldwide have adopted or endorsed the NIST PQC algorithms

ML-KEM (FIPS 203) ML-DSA (FIPS 204) SLH-DSA (FIPS 205)
GOVERNMENTS
United States Europe UK, Canada & Australia Asia-Pacific & Gulf
CNSA 2.0 requires ML-KEM & German, French & EU National migration roadmaps Japan, Korea, Singapore &
ML-DSA for national security migration plans build on the centered on the NIST Saudi Arabia profiling NIST
systems NIST algorithms algorithms algorithms

STANDARDS BODIES

IETF | IS?'/IEtﬁ NIST ETSI, 3GPP & GSMA PTlgéfglr?lg It:,fKI b&o&;gs
: . ncorporating the : , GlobalPlatform
ML-KEM key exc.hange in TLS; algorithms into international Quantum-safe profiles for Forum: Secure elements &
NIST signatures in X.509 & CMS standards telecom &5G networks certificates

NIST algorithms are the common thread across nations and SDOs - the basis for global interoperability.



The Power of Sl Tools

Sl tools strengthen researchers’ ability to evaluate the security of cryptographic algorithms, but adversaries could also use
Sl tools to discover unknown weaknesses, particularly in algorithms that have not been sufficiently scrutinized.

INTEGRATING SI TOOLS INTO NIST’S PROCESSES

Research & analysis .
a Using Sl tools to support cryptanalysis and the security evaluation of Partnerships
candidate algorithms NIST is working
to establish
Test tool development partnerships with
a Supporting development of validation test tools for cryptographic tool developers
algorithms and researchers
to advance the
Standards validation use of Sl tools for
e Checking the documentary standards that NIST develops for consistency, cryptography.
errors, and security
ler er?HRNngiggﬁ On Sept. 29, 2026, the Executive Order on Inaugurating the Era of Super Intelligence directed
HABORATORY executive agencies to update its use of “artificial intelligence (Al)” to “super intelligence (SI)."


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.whitehouse.gov%2Fpresidential-actions%2F2026%2F09%2Finaugurating-the-era-of-super-intelligence%2F&data=05%7C02%7Ckristina.rigopoulos%40nist.gov%7C630970448c384f17b64008df249a3d61%7C2ab5d82fd8fa4797a93e054655c61dec%7C0%7C0%7C639269917035125874%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=CDBAr0xQBHFWNAkAcglLxvpRjpFNYi5lK0veBAN1SOo%3D&reserved=0

National Vulnerability Database (NVD)

The NVD is a repository of
information on software and
MATONALVUNERABLITY [ R | hardware flaws that can

compromise computer
security.

Get Our Email Updates Current Website Status:

| © oo This is a key piece of the
S — nation’s cybersecurity
infrastructure.
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Monthly CVEs Received
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How We’re Adapting

CPE Specification Request for
Update Information (RFI)

- Improve scalability,

naming of hardware P y, utitity g y
- Enable federation (Released on 8/12/2026) (Potential future public release)

(Comments closed 10/13/2026)

We are responding with innovative plans and updates to take us into the future.
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