STS Teleconference
Wednesday, May 31, 2006
Participants: Allan Eustis, Nelson Hastings, David Flater, Sharon Laskowski, Ron Rivest,


           Angela Orebaugh, Jim Elekes, Helen Purcell, Patrick Gannon, Dan Schutzer,


           Steve Berger, Wendy Havens 
Agenda:
1) Administrative Updates

2) Discussion of priorities

3) Discussion of “COTS” definition 

4) Other Items

Meeting begins: 10:30 am EST
Admin Updates:
Update on the EAC Standards and Advisory Board meeting which was held 

on May 24th.

-John Wack spoke at the luncheon and presented slides on NIST HAVA responsibilities. (NIST presentation sent to all TGDC members)


-a proposal was submitted to the Standards and Advisory Boards  to create an advisory  sub-committee to NIST , which would include state and local officials.


-Jim Elekes mentioned that he thought the proposal was “extremely well received”.


-3 members of the TGDC are moving on to new responsibilities and will be off the Committee in July: they are JR Harding, David Karmol and Jim Elekes. The Access Board will be coordinating with the EAC to provide nominees to replace Mr. Elekes and Dr. Harding. Mr. Karmol of ANSI will be going to Iraq for two years. ANSI will nominate a replacement. All nominees need to be vetted by the EAC.
-Update from Nelson Hastings on the upcoming workshop at GW on the 8th & 9th of June. 
 (See:  http://vote.cs.gwu.edu/vsrw2006/schedule.html). Attendance, including presenters, will be about 30 people. The Brennan Center will also participate. Issues will be discussed during the “break-out” session. There will be audio available of the meeting, but probably not a “live feed”.

COTS/Priorities:


-Ron Rivest proposes initiating a thorough discussion on the definition of what “COTS”

is and what role it will play in testing and security;

-issues about hacking and concerns involving integrity of overall systems.


-obtaining hardware/software truly off the shelf


-examples of “names” given to define certain “COTS” or non-“COTS”


-simple case vs. tricky case; (Motherboard + version software)

-Accessibility; speech chip on board- probably satisfies COTS definition

-connecting together components 


-document changes; should be checked on a case by case basis.

- Need to define a process to evaluate/test what you ship


- Probably need to look at case by case evaluation as well.

Nelson Hastings gives examples of FIPS 140 modifications. You check modification to see if it impacts security.

-Vendor needs to be clear on what he wants certification for 


-vendor and labs need to be on the same page so when changes are made each one


can check the validity of the other.


- Operating system COTs, but configuration files are not COTs.


-summary of Steve Berger’s suggestion and NH response. (See below) 

-RR noted that Windows CE is not on the NIAP list

-Need a short explanatory paper on the issue for EAC 

Discussion of !EEE P 1583 draft voting  Protection profile and EAL  common criteria levels. (SB will distribute SAIC draft  Protection profile to sub committee for review). Cost of EAL evaluations will be an issue ($ 250k to $1 M). Also above EAL Level 4, common criteria labs do not do testing. NSA does testing. (One Common Criteria FIPs 140  Lab has applied for NVLAP certification for voting system testing). EAL  levels do not address assurance requirements. Costs for EAL level certification could result in unintended consequences.  Need to look at ways for vendors to share costs for evaluation.
TGDC Resolution/Task  Matrix will be on the  web next week. We can use this as a starting point to review security priorities.
Note: June 14, 2006 Teleconference Cancelled due to conflicts for most participants
  I think a little background on the NIAP program is needed in order to

determine the utility of the list of CC evaluated products:
The NIAP program has a set/library of standard security functional and

assurance requirements - sometimes called the Common Criteria (CC). The CC also describes a methodology for evaluating products. The security and assurance requirements are meant to be put together to construct what is called a Protection Profile (PP) based on the needs of the PP author, based on the expected threats and environment. Note the security and functional requirements found in a PP for an operating system may, and most likely will, vary of those requirements found in a PP for say a database. Once a PP is completed, a NAIP lab validates that the PP meets the requirements of a PP - uses requirements found in the CC, provides required information (rationals, assumptions, etc.), etc. and the claimed Evaluation Assurance Level (EAL) - there are seven different EALs. An EAL defines the minimum security assurance requirements that must be contained in a PP; note that an EAL does not speak to the security functional requirements of the PP. Once PP has been validated, it can be used as a basis for a CC evaluation. A NAIP lab preforms a CC evaluation when it receives the software/hardware to test and the PP to which the software/hardware is to be evaluated against.

How might this apply to our work? Based on reviewing how the

Cryptographic Module Validation Program (CMVP)or FIPS 140-2 uses the CC,

I think the key lies in identifying which PPs are appropriate to be included in the VVSG (if any). The list of PPs probably will need to change over time but for now I don't know how that list should be maintained. Using your example of operating systems as a case study, there are four PPs for operating systems; and 13 operating system products have been evaluated to at least two of the four PPs. An example draft voting system requirement related to operating systems might be:

        Voting systems shall only use operating systems that meet the

        functional requirements found in validated Protection Profiles

        (PPs) and evaluated at the CC evaluation assurance level EAL 3

        or equivalent trusted operating system.

        Discussion: The following is the list of validated PPs for

        operating systems: Controlled Access PP (Basic Robustness/C2),

        Labeled Security PP (Medium Robustness/B1), Multi-Level

        Operating Systems in Medium Robustness Environments PP, and

        Single-Level Operating Systems in Medium Robustness Environments

        PP.

However, the operating system PPs were not developed with voting systems in mind. Hence, the threats and environment may lead to security requirements that are inappropriate or inadequate. For example, two of the PPs for operating systems state "The profile is not intended to be applicable to circumstances in which protection is required against determined attempts by hostile and well-funded attackers to breach system security."

There are other things we need to consider before deciding whether or not to use the NIAP process. As with other testing programs, updates or patches to the software/hardware invalidates the current evaluation; requiring re-evaluation of the updated or patched software/hardware. Does the NAIP list provide enough breath of software/hardware used by voting systems? If not, this will have to be address by some other means. Are the PPs that already exist appropriate for our needs?

Just some things to think about.

Thanks,

Nelson
