STS Teleconference
Wednesday, May 17, 2006

  Participants:  Allan Eustis, John Wack, Ron Rivest, Nelson Hastings, John Kelsey,



Rene Peralta, Patrick Gannon, Jim Elekes, Wendy Havens 
Agenda

1) Administrative Updates

2) Update on GWU Workshop

3) Discussion of Hursti (redacted)  report (a copy of the report can be found at http://www.blackboxvoting.org/BBVtsxstudy.pdf 
4) Other Items

5) Next call Wednesday, May 31, 2006 at 10:30AM.
Meeting begins: 10:30
Administrative Issues:


-Update on meeting participation;  information about the meetings,( minutes and

Agendas) are up on the web page for the TGDC members to see. 


-Matrix page of taks/resolutions of VVSG 2005 and will be available within the week.


-Standards and Advisory Board  meeting scheduled for May starts the 21st – 25th; NIST was asked to speak; Wack will speak at lunch:
  

-Current status of standards and VVPAt will be presented


-Monthly NIST meeting with the EAC was on Monday, May 15th; a good way to 

keep track of issues from both agencies; reviewed issues surrounding the VVSG 2005;
certification and testing; reviewed various concerns from both sides and some proposed solutions were discussed. Updates on re-prioritization NIST work will be forthcoming. 
Issues for further prioritization include:

1. COTs Definition

2. Trusted Build

3. Is NSRL the correct trusted archive

4. Coordination with state’s testing

5. VVSG revision process


-There is a need for centralized reporting  of election system failures

GW Workshop Update:  


The dates for the workshop are June 8th & 9th. There will be an audio tape of what

is discussed within the workshop and possible web casting…(not yet determined). Nelson

Hastings reviews  agenda topic issues.

Tentative Schedule

Confirmed Invited Speakers:
Douglas Jones, voting expert 
Department of Computer Science
University of Iowa

Matt Bishop, computer security expert 
Department of Computer Science
University of California, Davis

Alan Sherman, co-author of Maryland Vote Verification Study
Department of Computer Science and Electrical Engineering
University of Maryland, Baltimore County

Conversations with other potential speakers are ongoing. 

Technical Program:
8 June
8:30-9 Continental Breakfast
9-11 Invited Talks
11-1 Plenary Presentations on Voting System Models
1-2 Lunch
2-4 Breakout Groups on Privacy, Integrity, Reliability Evaluations of Models presented earlier
4-5 Plenary Presentations by Breakout Group Leaders on Initial Observations

9 June
8:30-9 Continental Breakfast
9-11 Invited Talks
11-1 Breakout Groups on Privacy, Integrity, Reliability, continued
1-2 Lunch
2-3 Invited Talk(s)
3-5 Plenary Presentations of Final Evaluations of Breakout Groups 

Hursti Report:  


-Discussion among members about security report from <blackboxvoting.org> referencing: “security flaws” in Diebold systems.  Flaw had been seen in RABA Report  on page 19 several years ago.

- Question of why it had not been addressed by  Diebold earlier


-Question of whether flashing is a common procedure.  Discussion of flashing and set up validation

-Patching done often usually to address ballot lay out.


-Question of whether this is a violation of 4.4.4.2 of VSS 2002


- DF has looked at Windows CE issues and discussed with vendors.


- Need expertise at VSTL on this issue WRT certification.


- Discussion of tamper resistant seals. (Not vendor provided)

-Discussion of  SD  slot and support of wireless card


-EAC looking at public test reports from VSTLs in the future


- Discussion of over sight process

-EAC has lack of FTEs to accomplish mandated tasks.


-Discussion of upcoming voting meetings including IACREOT, NASED, and NASSS


- RR requested that priority of security  issues should be  discussed at the next meeting.
Next Meeting: Wednesday, May 31st at 10:30 am EST

