Security and Transparency Teleconference 
February 8, 2006 10:30 AM EST
Attendees: Allan Eustis, Wendy Havens, Patrick Gannon, John, Wack, Nelson Hastings, Quinh Dang, Ron Rivest, Helen Purcell, David Flater, Stephen Green, Angela Orhbaugh, David Karmol, Sharon Laskowski, John Kelsey, Rene Peralta
Agenda:
1. Administrative Updates
2. Discussion of Boston IDV Meeting

3. Rescheduling of March 24, 2006 STS Telcon

4. Next Call on Wednesday February 28, 2006 at 10:30 AM EST

5. Other Items

1. Administrative Updates
Audio files of the Boston meeting have been posted to the TGC web site. The URLs are:

http://vote.nist.gov/TGDC/stsmitam013006.mp3
http://vote.nist.gov/TGDC/stsmitpm013006.mp3
2. Discussion of Boston IDV Meeting

RR and JW initiated a discussion summarizing the Monday February 6, 2006 STS Administrative meeting at MIT. Much of the meeting was spent reviewing Independent Verification techniques and issues including witness systems, op scan etc.  The meeting ended without a good definition for “audit trail”.  A subsequent meeting at NIST came to a consensus on a definition. JWss subsequent e-mail has further elaboration.  With respect to expansion of what we consider VVPAT, his e-mail noted:
We have been playing with the basics of IDV and  have come to some initial conclusions that IDV (or IV as we are  calling it, we still need the 'ultimate' acronym) is really about  

having a reliable, accurate audit trail (AT).  Up to now we've  thought that systems in IV must have two similar records, as in  VVPAT, or have two records in which one is a cryptographic check on  the cast vote record (CVR).  We are now thinking that it would be  okay to, in some situations, have a system that produces an  independent audit trail of cast ballots and an electronic count of  the totals - in other words, some forms of op scan (it would be  preferable to have an op scan that also saves a CVR of each paper  ballot it scans, but this is not essential).

So, VVPAT is composed of an AT consisting of paper records that are  voter  verifiABLE as opposed to verifiED, thus VV+P+AT.  Here are two proposed expansions of VVPAT beyond our current DRE-VVPAT voting  system model:

(1) an op scan system using hand-marked ballots and an optical  scanner plus attached monitor so that a voter is able to see that the  ballot was scanned properly and is able to get reliable warnings of  over/undervotes and other problems.  The AT is paper and is voter- verifiable (in fact, verified in this case) and the paper can be used  in audits against machine totals.  I believe it may be necessary  although not vital that the ballots be positively associated with a  particular op scan machine.

(2) an op scan system using ballots marked by a ballot marking device  (BMD) and an optical scanner with/without a monitor -- the paper  ballots must be human readable and generated in a way in which they  are reliably computer readable (down to a very low error rate).   Examples would be a paper ballot containing human readable contents  plus a bar-coded representation.  If something like a bar code is  used, a monitor must be available so that the voter can know that the  bar code contained only the human readable contents.

Why are we proposing this?  The most important reason I can think of  is to give states more assistance in meeting their VVPAT legislation  requirements.  If we agree that these approaches do produce good ATs  that consist of VV+P, then I think we do them a service by letting  them take advantage of op scan equipment that, according to vendors,  can be modified to include monitors.  In the requirements, we  probably would want some software-based refinements as well.

RR discussed complex threats and making voting systems secure and auditable. It all comes down to audit trails.  Discussion continued on JW’s e-mail- quoted above. 
JW talked briefly about the State of Maryland’s study that was presented at the recent NASS meeting in Washington. The study reviewed four verification systems including witness and crypto-audit.  A formal report will be available in about two weeks. JK noted 

that the study concluded that the technologies are not usable at this time. RP noted that the study found VVPAT systems were found inadequate and unreliable  as well..  It was agreed that we need to read the study. RP noted that the Maryland study also had two surveys of voters. The conclusion drawn by the researchers was that 80% of the voters were satisfied with voting on DREs.  20% did not trust DREs. SL pointed out that performance was more important to the voters and not necessarily security. RP noted that the surveys did not evaluate security.
DF indicated that you need to where in the process the vote is verified 1) by the voter; 2) by the tabulator or 3) at consolidation.
JW discussed the voting vendor panel at the recent NASS meeting in Washington. The panelists (ES&S, Sequoia, Diebold, Hart Intercivic) said it would be difficult to respond to the new VVSG requirements. There were concerns over the “trusted external interface”.  He indicated that vendors expressed a desire for workshops with NIST to better predict future requirements. The vendors also requested more uniformity in future requirements.
RR noted terminology needed clarity. A glossary is useful here.
JW went on to elaborate on his e-mail and proposed expansion of IDV beyond DRE + printer . If goal is a robust audit trail, then perhaps Op scan with a monitor add on  fits the IDV definition.
HP brought up the issue of privacy fort he voter with the monitor.

RR and JW continued the discussion of Op scan representations, bar code marking devices  and IDV. 
SL  noted the bar codes appear mysterious to the voter. JW pointed out that bar codes are cheap and increase accuracy. RR agreed that bar codes have pluses and minuses.

JW began a discussion of government security procedures included in security mechanisms. RR agreed that you need to certify both systems and procedures.  SL noted that the HFP sub committee is also concerned with deployment of voting systems.
HP explained Arizona procedures for auditing with op scan systems. A new law is possible that will require re-scanning of ballots in a specified number of precincts to see if they match a hand count.  RP felt this would be reasonable and could increase public confidence in the outcome.

RR noted that EAC leadership would be helpful here in assuring proper procedures as part of the certification package.
JW began a discussion of the next iteration of the VVSG and the e-mail sent to TGDC with a proposed template. 
3. Rescheduling of March 24, 2006 STS Telcon
March 17th suggested. NH will send out an e-mail for  membership approval. 
4. Next Call on Wednesday February 28, 2006 at 10:30 AM EST
5. Other Items
AE asked RR about Internet voting report from Cal tech/MIT voting project. RR indicated that report is currently moving slowly and internal.  AE indicated the interest of the EAC in internet feasibility. HAVA requires a report be written.   PG suggested that NIST assign someone to participate with the OASIS Election and Voter Services Technical Committee which is examining internet usage in elections around the world.
JW and SL discussed the upcoming ACCURATE “in house” kick off workshop in California. SL is on the Board of Advisors and will attend. RR suggested that JW call Avi Rubin to decide on attendance by other NIST representatives.

Meeting adjourned at 11:45 EST.

