STS Teleconference

Wednesday, March 08, 2006

Attendees:  Allan Eustis, Ron Rivest, Sharon Laskowski, David Flater,


       Nelson Hastings, Stephen Green, John Kelsey, David Karmol,


       Rene Peralta, Patrick Gannon, Angela Orebaugh, Alicia Clay,


       Wendy Havens

Meeting begins: 11:30

Agenda:
*Administrative:

Several updates about the TGDC plenary meeting are posted on the web site.

http://vote.nist.gov/TGDC/MeetingMaterials-032906.html

3/1 EAC / NIST meeting went well; both sides seem happy with the progress

so far; some issues still outstanding are, the length of time it is taking on the NV

lap accreditation program ; suggestions on speeding it up; there are five labs that have 

expressed interest…cannot announce applicants until process of selection is complete.

Other issues mentioned were milestones; modular delivery of the standards.

Complete   2007 VVSG document  due  to EAC - July '07. 

NIST staff have monthly meetings scheduled with EAC staff, improving communication channels.  John Wack is working with Brian Hancock on making 2005 VVSG public comment resolution database available to NIST/TGDC.
1)  Open Ended Testing (OET):


Updates and issues discussed in length.

Early OET document is half written; working from outline; brings up policy issues for the EAC & TGDC to discuss; goal of document is to promote discussion; goal

should be clear at Plenary meeting.  RABA Report used as a model. There will be discussion at TGDC plenary meeting.

Open ended testing is a good *attacker*; document will then be presented

by NIST staff at the end of May to Standards Board and Board of Advisors.

Issues about putting the burden on vendors might be more effective in relation

to risk analysis and to articulate security; gaps in documentation; possible known

vulnerabilities / security issues; rules of engagement are very important… they need to be stated up front..They need  to be clear to someone reading report.

Discussion of intermediate attack goals and how you decide system has failed. 

Despite proprietary issues, there needs to be a public testing report output.
2)  VVPAT Discussion: 
General feedback includes enlarging scope; inclusion of optical scanning tech;

and specification on auditing.


Ballot marking devices; language should identify marks on ballots that should

be kicked out; tabulator should be able to correct.

 
Related issues to VVPAT to be discussed with TGDC members as well as talking
about federal standards vs. their own standards. Discussion of matching totals in auditing procedures for recounts. Usability issues here as well. Discussion of bar code readers.
Also need to discuss custom chips in voting equipment in future meetings.

Next STS telecom meeting is scheduled for Friday, March 17, 2006 at 10:00 am

Meeting ends: 12:00 

