Security and Transparency Subcommittee Teleconference 

January 10, 2006 
10:30 am EST
Participants: Allan Eustis

Nelson Hastings

Stephen Green

David Flater

Patrick Gannon

John Wack

Quin Dang

Davis Karmol

Ron Rivest

Agenda :

1) Administrative update - VVSG comment review, etc.

2) Review of meeting with ES&S

3) Other items

4) Next call on January 24, 2006 at 10:30AM EST
RR wished all a Happy New Year. He hoped we could review some goals and priorities for 2006 for the STS subcommittee.

AE noted change in March 24 telcon starting time to 10 am EST.  Donetta Davidson will be the new EAC Federal Officer to the TGDC. Thus she will be the main point of contact between the EAC Commissioners and the TGDC.
1) Administrative update - VVSG comment review, etc.  

JW noted that new version of the VVSG is not available at this time. The EAC indicated they would flatten some of the requirements and restructure the document from the VVSG (6/27/05). Mark Skall inquired of Tom Wilkey when the document would be final. Wilkey thought the document would be finished and made public in the next couple of weeks. (It should be available by next STS tecon.)
 JW noted that we do not know how the final VVSG will look. He will be requesting a complete list of public comments that have been carried over to future updates.
2) Review of meeting with ES&S 

NH noted the many VVSG comments to the VVSG regarding the read only interface. NH wrote all known vendors with the offer to hear their concerns. Besides ES&S, NH received comments from Automark and Populex. Populex claims their read/write port is secure. NH has offered to visit their facilities in Chicago to discuss.

NH reviewed his trip to ES&S facilities in Omaha Nebraska. He will send trip report to all STS members. ESS technicians showed him two Ivotronic motherboards. They discussed read only interface for access to software.
NH discussed ESS EPROM device, the Programmable Interface Controller (PIC) and the serial port device. The PIC is troubling as it has input and output pins. RR agreed that you cannot assure yourself that it is in the correct state. Testing the PIC pins behavior is difficult. RR suggested putting burden on manufacturer.
EPROMs are socketed and can be removed. PICs are surface mounted.

RR led a discussion of IR interface on the PEB. ESS may change to a USB interface.

NH led discussion of flash memory device. ESS says that information on device is encrypted using blowfish algorithm.

RR noted that the Committee needs to review cryptographic methods/issues this year.
NH noted that when we write software installation requirements we will cover read/write devices.

DF noted that we need verification of digital signature on Election Day set up. RR agreed that we want to test at least at the start of Election Day.

NH indicated that ESS wanted to monitor NIST TGDC activities more closely. NH recommended that they review mp3 files of teleconference meetings posted on the NIST voting web site. Discussion ensued on the feasibility of a technical working group. This was well received.
3) Other items

RR led discussion of internal goals for this year. AE noted that we need to meet STS internal deadlines and the broader VVSG timetable. We should plan on 2-3 TGDC plenary meetings in 2006. 

JW noted that there are several section/chunk deliverables due in April 2006. NIST will be meeting with the EAC in the next week  or two to discuss timeline and deliverables.
RR led a discussion of open ended vulnerability. He sent out questions to STS. SG has filled in white paper draft with the specific questions. SG will send out paper for review internally by the committee. RR noted that there could be an FAQ within the document.

4) Next call on January 24, 2006 at 10:30AM

Meeting Adjourned at:11:16 EST
