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Mission

To energize, promote, and coordinate a
robust community working together to
advance an integrated ecosystem of
cybersecurity education, training, and
workforce development
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NICE Framework

e Title: Workforce

NIST Special Pub]icaﬁoII{leg‘i]s(;;lnsi F ra m ewo r k fO r
Workforce Framework Cy b ersecur I ty
for Cybersecurity .
(NICE Framework) * Introduction of
Competencies

Karen A. Wetzel
Greg Witte

e Removed:

This publication is available free of charge from: ¢ S p e C i a Ity A re a S ( refl e Cte d i n
https://doi.org/10.6028/NIST.SP.800-181r1 .
Competencies, Work Roles)

* Ability Statements (incorporated
in Skill statements)

 Appendices: Moved
outside the publication

nist.gov/nice/framework



https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center

Core Building Blocks

Building Blocks: Tasks, Knowledge, and Skills (TKS)

Task

Describes the Work

——————

-
Knowledge Describes the Learner




Applications and Uses




NICE Framework Competencies

Competency

* A mechanism for organizations to
assess learners.

define

Competencies are
* Defined via an employer-driven COMPETENCIES

that learners

d pproach possess, acquire, develop

e Learner-focused 7 N
identify asses
e Observable and measurable e s\

Education,
Employers Training Providers,
Employers



Playbook for Workforce Frameworks

Model Framework
Structure

* Building Blocks
e Sample Uses
e Optional Components

A Workforce
Framework Template

Guidance on How to Effective Practices for

/ Write TKS statements Workforce Framework
C tenci 9 ! Development and
O ompetencies, an Stakeholder

Work Roles Engagement




NICE Framework Resource Center

* About the Framework
* Current Version & Latest Updates

* Resources
* By Stakeholder
* Users Group
* Success Stories
* Framework in Focus

° Presentations Education & Training

Providers

nist.gov/nice/framework



https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center
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https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center/success-story-catalog

Framework in Focus

NICE FRAMEWORK RESOURCE CENTER

About
Current Version
Latest Updates
| Resources
Users Group
Employer Resources

Education and Training
Provider Resources

Learner Resources
Success Stories
Framework in Focus

Presentations

Framework in Focus

To help increase the visibility of the National Initiative for Cybersecurity Education (NICE), the NICE Program Office issues
guarterly eNewsletters. Each newsletter contains a profile of a cybersecurity practitioner to illustrate application of the NICE
Framework Categories, Specialty Areas, and Work Roles.

Interviews are recorded and transcribed. Click any of the links below to listen to the audio and download the transcripts.
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SECURELY PROVISION OPERATE & MAINTAIN OVERSEE & GOVERN PROTECT & DEFEND ANALYZE COLLECT & OPERATE INVESTIGATE




Framework in Focus

NICE FRAMEWORKRI

About
. Credit: Wintana Girma
Current Version
Chris Knox Lonnie Harris Wintana Girma
Latest Updates Manager, Security Awareness & Director, Security Enterprise GRC Analyst, Third Party Risk
I R Analysis, CPS Energy Engineering, Equifax, Inc. Management, he NICE Program Office issues
esources Rush University Medical Center . ..
NICE Framework Work Roles: Cyber NICE Framework Work Roles: Security illustrate application of the NICE
Users Grou P Instructor/Threat Analyst Architect/Systems Developer/Cyber NICE Framework Work Roles: Risk
Defense Analyst Management, Authorizing
Emp loye r Resources Official/Designating Representative

and download the transcripts.

and Cyber Policy and Strategy Planner

Listen to the Interview Listen to the nterview

Education and Training

Provider Resources

Learner Resources
Success Stories

&

COLLECT & OPERATE INVESTIGATE

Framework in Focus

Presentations

Leeza Garber, Esq. Charles Britt Santi Kiran
Privacy & Cybersecurity Attorney; Information Systems Security Security Control Assessor, National
Co-Founder of Can. Trust. Will., LLC; Officer, U.S. Food and Drug Institute for Standards and




Stakeholder Engagement

National Institute of
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Consultative Process

* NICE Interagency Coordinating Council
* NICE Community Coordinating Council
* Working Groups

* Modernize Talent Management
* Promote Career Discovery
e Transform Learning Process

 Communities of Interest
* Apprenticeships in Cybersecurity
* Cybersecurity Skills Competitions
e K12 Cybersecurity Education
* NICE Framework Users

nist.eov/nice/community



https://www.nist.gov/itl/applied-cybersecurity/nice/about/community-coordinating-council

Projects

C er Seek

CYBERSECURITY SUPPLY/DEMAND
HEAT MAP

tor Data

Private Sector... A4
Total job openings AV

Cybersecurity talent gaps exist
across the country. Cl
gaps requires detailed knowledge of
the cybersecurity workforce in your
region. This interactive heat map
provides a granular snapshot of
demand and supply data for
cybersecurity jobs at the state and
metro area levels, and can be used
to grasp the challenges and
opportunities facing your local
cybersecurity workforce
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«} Share
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TOP CYBERSECURITY JOB TITLES @

Cybersecurity Analyst
Cybersecurity Consultant
Cybersecurity Manager

Software Developer

Systems Engineer

Netwaork Engineer

Penetration & Vulnerability Tester
Cybersecurity Specialist

Incident & Intrusion Analyst

CyberSeek.org

rain. Compete. Win. .

US Cyber Games brings

together talented ", | & W w
cybersecurity athletes,

coaches, & industrs,
leaders to build the first™

THAIN, COMPITE. Win

-

US Cyber Team.

USCyberGames.com



https://www.cyberseek.org/
https://www.uscybergames.com/

NICE Quarterly eNewsletter

SPOTLIGHT ARTICLES FRAMEWORK IN FOCUS

Academia

c M

Cybersecurity Mentoring Makes the CTE CyberNet:
Opportunities Difference in Strengthening )
in the U.S. Air Force Cybersecurity Cybersecurity Education Lonnie Harris Carolyn Schmidt Anju Chopra
Director, Security Enterprise Program Manager, Office Of Senior Vice President, Cyber
By Steven Comer, Instructor, 333d By Noureen Njoroge, Founder of Cisco’s By Albert Palacios, CTE CyberNet . . . . .
o . . . Engineering, Equifax, Inc. Information Systems Management, Technologies, Kroll
Training Squadron, United States Air Global Mentoring Program Program Manager, U.S. Department of g . . ]
Force Education National Institute of Standards and

Technology

nist.gov/nice/enewsletter



https://www.nist.gov/itl/applied-cybersecurity/nice/news-0/enewsletter

NICE One Pagers

By CSEC oo = ] ==

i TE a4 Hih
" —= T BN

NICE NICE NICE NICE NICE NICH NICH NICE g O
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https://www.nist.gov/itl/applied-cybersecurity/nice/resources

NICE Posters

. . . . National Cybersecurity Career Awareness Week
The National Initiative for Cybersecurity Education e November 13-18, 2017

Cybersecurity Workforce Framework
NIST Special Publication 800-181

FRAMEWORK WHAT IS THE CYBERSECURITY WORKFORCE?
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https://www.nist.gov/itl/applied-cybersecurity/nice/resources

NICE Events

* Cybersecurity Career Awareness Week
* October 18-23, 2021

* October 17-22, 2022 . . .
« NICE Webinars .'.

e Digital Citizenship: October 20, 2021 at 2-3pm ET
* NICE Framework: December 15, 2021 at 2-3pm ET
* Federal Cybersecurity Workforce Summit
* Webinar on Apprenticeships: October 26, 2021 at 1:30-3pm ET
* Webinar on Diversity, Equity, Inclusion, and Accessibility: January 25, 2021 at 1:30-3pm ET
* Annual Summit: April 26, 2022
 Annual NICE Conference & Expo
* NICE Symposium: A Coordinated Approach to Supply Chain Risks: November 16, 2021 at 1-5pm ET
* Annual Conference: June 6-8, 2022
* NICE K12 Cybersecurity Education Conference

* Annual Conference: December 6-7, 2021

* FISSEA: Federal Information Security Educators
*  Winter Forum: February 15, 2022
* Annual Conference: May 18-19, 2022

nist.gov/itl/applied-cybersecurity/nice/events



https://www.nist.gov/itl/applied-cybersecurity/nice/events
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