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Ballot Rationale:  This document is intended to provide procedures and information to aid in 1 
for the proper collection of data from DCCTV Digital Video Recorders (DVRs).  2 

 3 
Standard Practice for 4 

Data Retrieval from Digital CCTV Systems1  5 

This standard is issued under the fixed designation X XXXX; the number immediately following the designation 6 
indicates the year of original adoption or, in the case of revision, the year of last revision. A number in parentheses 7 
indicates the year of last re-approval. A superscript epsilon (ε) indicates an editorial change since the last revision or re-8 
approval.  9 

 10 

1.  Scope 11 

1.1 This document provides procedures that ensure playback while maintaining best quality 12 

of evidence for the collection of data from Digital Video Recorders (DVRs).  It also can aid in 13 

the development of Standard Operating Procedures (SOPs).  14 

1.2 This document does not address Forensic Video or Audio Analysis Techniques 15 

performed after the retrieval of data.   16 

1.3 No system units are required for this standard practice. 17 

1.4 This standard practice does not purport to address all of the safety concerns, if any, 18 

associated with its use. It is the responsibility of the user of this standard to establish appropriate 19 

safety and health practices and determine the applicability of regulatory limitations prior to use. 20 

 21 

2.  Referenced Documents 22 

2.1  ASTM Standards:2 23 

E2916-13 Standard Terminology for Digital and Multimedia Evidence Examination 24 

2.2 TSWG and Federal Bureau of Investigation Material3 25 

Best Practices for the Retrieval of Video Evidence from Digital CCTV Systems v1.0 26 

(October 2006) 27 

2.3 Home Office Scientific Development Branch Material:4 28 

 
1 This Practice/Guide is under the jurisdiction of ASTM Committee Digital Multimedia Scientific Area 

Committee and is the direct responsibility of Subcommittee Video / Imaging Technology and Analysis.  
Current edition approved XXX. XX, XXXX. Published XX XXXX. DOI: 10.1520/XXXXX-XX. 
2 For referenced ASTM standards, visit the ASTM website, www.astm.org, or contact ASTM Customer Service at service@astm.org.  For Annual 

Book of ASTM Standards volume information, refer to the standard’s Document Summary page on the ASTM website.   
3 Available from Combating Terrorism Technical Support Office (CTTSO), http://www.cttso.gov/?q=node/229 
4 Available from Home Office Scientific Development Branch, Sandridge, St. Albans, AL4 9HQ, United Kingdom 

http://webarchive.nationalarchives.gov.uk/adv_search/ 

http://www.astm.org/
mailto:service@astm.org
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66-08 Retrieval of Video Evidence and Production of Working Copies from Digital CCTV 29 

Systems v.2.0 (August 2008)            30 

2.4 LEVA Material:5 31 

2.5 Best Practice for the Acquisition of Digital Multimedia Evidence v.3.0 (April 14, 2010) 32 

2.6 SWGIT/SWGDE Material:6 33 

SWGIT Section 24 Best Practices for the Retrieval of Digital Video, v.1.0 (September 27, 34 

2013) 35 

 36 

3.  Terminology 37 

3.1  Definitions:  38 

3.1.1 aspect ratio, n—the ratio of the width to the height of a rectangle, such as an image a 39 

pixel or an active video frame.  ASTM E2916-13 40 

3.1.2 bit stream duplicate, n—in computer forensics, an exact, bit-for-bit reproduction of all 41 

data objects independent of any physical media upon which that data is stored. (Compare copy).  42 

ASTM E2916-13 43 

3.1.3 codec, n—an algorithm to encode and decode digital data, typically to reduce the 44 

amount of data for transmission or storage.  ASTM E2916-13 45 

3.1.3.1 DISCUSSION—A codec is not a storage format, but may be required to interpret 46 

stored data.  47 

3.1.4 copy, v—to reproduce information with some level of accuracy ASTM E2916-13 48 

3.1.4.1 DISCUSSION—Depending on the process used, copying might result in a loss of data 49 

(Compare bit stream duplicate).    50 

3.1.5 compression, n—a process to reduce the size of a data file or steam while attempting to 51 

retain the original semantic meaning of that data.  ASTM E2916-13 52 

3.1.6 data, n—information in analog or digital form that can be transmitted or processed.  53 

ASTM E2916-13   54 

 
5 Available from Law Enforcement & Emergency Services Video Association (LEVA) International, Inc., 84 Briar Creek Road, Whitesboro, 

Texas 76273, https://leva.org/ 
6 Available from Scientific Working Group on Digital Evidence (SWGDE), https://www.swgde.org/ 
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3.1.7 digital video recorder, DVR, n—a stand-alone embedded system or a computer-based 55 

system for recording video and, optionally, audio data.  ASTM E2916-13 56 

3.1.7.1 DISCUSSION—For example, a digital video recorder can be a Stand-Alone 57 

Embedded Digital Video Recorder, Personal Computer (PC), Network Video Recorder (NVR), 58 

etc.   59 

3.1.8 image set, n—an accurate and complete reproduction of all data objects, independent of 60 

physical media, that are saved as files.  Best Practices for the Retrieval of Video Evidence 61 

from Digital CCTV Systems 62 

3.1.9 intermediate storage, n-any media or device on which data is temporarily stored for 63 

transfer to permanent or archival storage. ASTM E2916-13  64 

3.1.10 master evidence, n—the original retrieved data irrespective of media.  For example, if 65 

the recorded video from the DVR hard drive was downloaded to CD/DVD, that CD/DVD is 66 

defined as the master.  Best Practices for the Retrieval of Video Evidence from Digital 67 

CCTV Systems 68 

3.1.11 metadata, n—data, frequently embedded within a file, that describes a file or 69 

directory.   ASTM E2916-13       70 

3.1.12 proprietary file format, n—any file format that is unique to a specific manufacturer or 71 

product.  ASTM E2916-13     72 

3.1.13 resolution, n—in facial identification, image and video analysis, a measure of the limit 73 

of an imaging system’s capability to distinguish between two separate but adjacent stimuli, such 74 

as elements of spatial detail in an image, or similar colors. ASTM E2916-13 75 

3.1.14 work copy, n—a copy of a recording or data that can be used for subsequent 76 

processing and/or analysis.   ASTM E2916-13 77 

3.1.15 forensic wipe, n—in computer forensics, a verifiable procedure for sanitizing a defined 78 

area of digital media by overwriting each byte with a known value.  ASTM E2916-13 79 

 80 

4. Summary of Practice 81 

4.1 Recognize and protect Digital CCTV Systems and data.   82 

4.2 Gather information that will assist with further analysis.   83 
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4.3 Evaluate the system output options to determine the best and most practical method that 84 

will provide the highest quality of evidence.  85 

4.4 Whenever possible, the proprietary file(s) and playback software or codec(s), or both, 86 

should be downloaded to a secure electronic storage option to maintain the integrity and quality 87 

of the master evidence. 88 

4.4.1 Working copies are to be produced from the master evidence.    89 

 90 

5.  Significance and Use 91 

5.1 Data retrieval from DVRs may not follow the same methodology as Computer Forensics.  92 

5.2 Due to its evidentiary value, as well as its potential value for intelligence and security 93 

matters, it is imperative that data from DVR systems is properly recognized, protected and 94 

collected.   95 

5.3 It is highly recommended that the individual retrieving data from CCTV systems should 96 

have training and familiarity of these devices prior to retrieving data.  97 

 98 

6. Recognizing Digital CCTV Systems and Data  99 

6.1 Digital CCTV systems include three major types: 100 

6.1.1 Stand-Alone Embedded Digital Video Recorder:  Menu-driven device containing a 101 

recording system that typically uses a Linux based operating system. 102 

6.1.2 Personal Computer (PC):  May appear to be a standard computer or may be a 103 

proprietary turnkey system with video and audio recording capability.  104 

6.1.3 Network Video Recorder (NVR): Records video and audio from a network connection 105 

to a storage device.  Data may be recorded or stored at a scene or an off-site location.   106 

6.1.4 These systems may include a built-in multiplexer, transactional data, audio recording 107 

capabilities, other peripheral devices, network capabilities, and camera control capabilities.  PC-108 

based systems may also contain business or personal data, or both.   109 

6.2 Most DVRs utilize compression to reduce the amount of data storage and transmission 110 

requirements.  111 
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6.3 The live camera view(s) may appear to be of better quality than the actual recorded 112 

video.  113 

6.4 DVR output maybe in a proprietary file format, which usually requires proprietary 114 

playback software or a special video or audio codec(s) (or both) from the manufacturer in order 115 

to review the files and any metadata (for example, time, date, camera number/name).  116 

6.4.1 The software may automatically copy the proprietary viewer to the output option; 117 

however, this specification may need to be manually selected. A correct version should be 118 

retrieved from the manufacturer, if the system does not provide a copy.  Important:  Make sure 119 

you download the correct player for the operating system. 120 

6.5 DVRs may allow the data to be downloaded / exported in an “open file format” that can 121 

be reviewed in non-proprietary software (for example, AVI in Windows Media Player or MOV 122 

in QuickTime). While these formats usually facilitate instant usability, there are several issues 123 

including:   124 

6.5.1 The open file format still may be proprietary, which would require additional codec(s) 125 

or software.   126 

6.5.2 Open file formats often further compress the video or audio data, or both, which results 127 

in a reduction of quality.  128 

6.5.3 Metadata such as time and date information may be lost or modified.  129 

6.5.4 These formats often provide a different resolution or aspect ratio, or both, compared to 130 

the proprietary file due in part to the specifications chosen upon export.  131 

 132 

7. Protecting DVR Data 133 

7.1 The list of actions below should be followed upon arrival in preparation to acquire all 134 

relevant information.  This will ensure evidential integrity and the ability to review the data.  135 

7.1.1 Important: Documentation of affirmative permission / consent granted by the owner of 136 

the device or a valid search warrant may be necessary (per state law) before beginning any 137 

retrieval of evidence from a digital device. 138 

7.1.2 Contemporaneous notes should be kept to provide an audit trail detailing the course of 139 

action taken.  140 

7.2 Gain Physical Access 141 
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7.2.1 If the data is stored on-site, coordinate with personnel at the storage location to gain 142 

access to the secured area, locked containers or storage devices. 143 

7.2.2 Access to remotely stored evidence may be acquired over network cables, phone 144 

cables, or through wireless connectivity.  It may be necessary to contact other personnel who can 145 

access the DVR data and make arrangements to preserve the evidence.   146 

7.3 Gain Logical Access 147 

7.3.1 Usernames and passwords may be required to gain logical access to the data on the 148 

system.  Local network information, such as IP addresses, may also be required. 149 

7.3.2 Be aware that the standard user password may provide only limited functionality and an 150 

administrator password may be necessary in order to enable data retrieval. Administrative or 151 

engineer login access to the DVR usually allows more options for retrieval, including proprietary 152 

files.  153 

7.3.3 Determine if a manual is available to assist with system information (for example, 154 

passwords, and output options). 155 

7.3.4 A translator may be necessary for those interfaces that use foreign languages. 156 

7.4 Control Access 157 

7.4.1 Controlling access to the system can be accomplished by limiting physical access to the 158 

recording/storage device and by isolating the recording/storage device from external sources.  159 

Disconnecting external sources of access such as network cables, phone cables and wireless 160 

communication devices should be considered. 161 

7.5 Prevent Loss 162 

7.5.1 Whenever possible, the system should remain recording during the retrieval of the data 163 

unless:  164 

7.5.2 Some devices stop recording in order to facilitate the export of data. This may be an 165 

unavoidable feature of the system. 166 

7.5.3 There is an immediate risk that important data will be overwritten before it can be 167 

retrieved.  Steps should be taken to ensure no overwriting of the relevant data occurs until the 168 

data has been transferred to the acquisition media.  Some systems allow write-protecting a 169 

selected video sequence to prevent it from being overwritten before it can be retrieved; however, 170 

it should not be assumed that this option will be present. 171 



 

9 

Standard Practice for Data Retrieval from Digital CCTV Systems 

7.5.4 Attention should be given to pre-scheduled data-purge or over-write settings.  This is 172 

particularly important if the retrieval cannot be carried out immediately, or needs to be 173 

prioritized against other tasks.   A maximum time period can then be determined within which 174 

the retrieval must be carried out before data is lost. 175 

7.5.4.1  Video systems  can be configured for data pruning. “Pruning” reduces the frame 176 

count and/or resolution of the recorded video for archiving.  This is generally done over a period 177 

of time.  178 

7.5.5 This can be accomplished by determining the earliest recorded date.  For example, if 179 

the earliest recorded date is seven days prior to the incident, it may be seven days before the 180 

relevant data is overwritten.   However, factors such as motion detection, frequency of alarm 181 

triggers (for example, doors opening), recording schedules, etc., could shorten the length of the 182 

maximum time period. When the storage device is full, new data overwrites the oldest recorded 183 

data in a manner that is not recoverable. 184 

7.5.6 Do not change the time and date on the DVR system as this update may lead to data 185 

loss.  186 

7.5.7 Any discrepancy between the system time and real time should be recorded in the notes 187 

and accounted for.  It is suggested that a reference clock be used, such as the Navy Observatory 188 

Master Clock or NIST Telephone Time of Day Service.  These services will provide the current 189 

time for the local time zone. 190 

7.5.7.1 IP cameras can produce their own on-board time and date that is independent from 191 

and may differ with the NVR time and date.  Both should be documented.  192 

7.5.8 Determine if a date/time change occurred in-between the time of the incident and the 193 

time of acquisition, which would throw off the offset.  This will ensure the correct section of data 194 

is acquired.     195 

7.5.9 A sudden loss of power could cause destruction of the evidence.  Terminating the 196 

power source should be a last resort. 197 

7.5.10 When data is deleted by other means (for example, formatting the storage device or 198 

restoring factory settings), the space occupied by that data is marked as free for recording. 199 

Deleted data in this space may be recoverable for a limited amount of time before being 200 

overwritten.  However, this is dependent on the formatting process used (for example, Quick 201 

Formatting vs. Full Format). 202 
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7.5.10.1 It may be necessary to solicit the assistance of additional resources including, but 203 

not limited to, manufacturer support personnel, network administrators or a qualified Video or 204 

Computer Forensic Examiner. 205 

7.5.11 The venue owner/security system operator may be an option for assistance if 206 

appropriate due to the nature of the investigation. 207 

8. Collecting data from DVRs 208 

8.1 Establish that relevant video and audio (if possible) has been recorded by reviewing the 209 

recording. Preferably, a person with knowledge of the recording device should operate it during 210 

playback, if it is appropriate for them to do so. Care should be taken not to change settings on the 211 

DVR.  212 

8.1.1 Refer to the CCTV System Information Form (X1) for an example of what should be 213 

documented before the retrieval process.  Also, photograph the system if possible.  The 214 

photographs will provide assistance in returning the system to its original state if any changes are 215 

made to facilitate retrieval such as settings or cable connections. 216 

8.2  The following items should be reviewed and documented before the retrieval process: 217 

8.2.1 Scene contact information such as address, hours of operation, scene/DVR point(s) of 218 

contact, email and phone number(s).   219 

8.2.2 DVR type (for example, PC-based, Stand-Alone Embedded or NVR). 220 

8.2.3 DVR make/model and serial number. 221 

8.2.4 Device or operating system, user name and password. 222 

8.2.5 Administrative/Engineer user name and password. 223 

8.2.6 Date/Time display and actual date/time. 224 

8.2.6.1 Any discrepancy between the system time and real time. 225 

8.2.7 Number of recording units. 226 

8.2.8 Number of hard drives and storage capacity. 227 

8.2.9 Network Connection. 228 

8.2.10 System firmware version.  229 

8.2.11 Applicable event log(s). 230 

8.2.12 The total number of cameras connected to the DVR and their associated camera 231 

numbers/names. 232 
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8.2.13 Camera type (for example, alarm/motion triggered or infrared), transmission method; 233 

and resolution. Note: a camera may have a local storage option that utilizes removable flash 234 

media. 235 

8.2.14 Make(s) and model(s) of camera(s) if known. 236 

8.2.15 System settings to include, but not limited to transmission method, camera resolution, 237 

record mode (for example, time lapse recording, for example 2,6,12,24,48,72 hour), image 238 

quality (for example, high, medium, low), frames/images per second, recorded image/frame size 239 

(for example, 320x240), and audio quality/configurations (for example, mono/stereo, sampling 240 

rate). 241 

8.2.16 The total number of microphones/audio inputs connected to the DVR and if the audio 242 

is able to be downloaded/exported. 243 

8.2.17 Changes made to the system (for example, overwrite, display settings, etc.) and if 244 

photographs were taken. 245 

8.2.18 Hardware export options. 246 

8.2.19 File format export options. 247 

8.2.20 The playback software name and version number if available for export or 248 

documented in the user manual. 249 

8.2.21 Passwords associated with playback software. 250 

8.2.22 Prepare a sketch of the camera placement to facilitate the decision making process if 251 

time permits and per organization procedures (See X2). 252 

8.3 A determination should be made as to how much and what type of data needs to be 253 

retrieved from the DVR. Knowing the timeframe and camera view(s) of interest will aid in this 254 

decision.   255 

8.3.1 A listing of all applicable camera numbers/names should be provided by the requestor, 256 

which will provide more specific information than a request for “all exterior cameras” or “all 257 

cash registers,” for example.  This will expedite the retrieval process as well as assist in 258 

documenting that all DVR evidence was collected.  259 

8.3.2 Determine if the cameras can be downloaded and played back separately.  All the DVR 260 

data for the required area of interest should be taken as it was recorded. These cameras should be 261 

recorded in isolation, showing one camera full screen and not multi-cameras on a single screen 262 

(for example, not 4, 9, and 16 on a single screen). 263 
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8.4 Generally, the DVR system software will have an archive, backup, copy, download or 264 

export function that will facilitate data retrieval directly to an output option.  265 

8.4.1 It is not recommended that any additional software be installed on the DVR system for 266 

example, CD writing software, if it is not present. If it is necessary to install additional software, 267 

it is highly recommended to contact the manufacturer prior to installation. 268 

8.4.2 Some DVR systems have a limitation on the amount of data that can be retrieved 269 

(downloaded/exported) at a time, typically 1GB, sometimes 2GB. This limit may not be 270 

specified in the system manual or known to the manufacturer. It is best to keep file(s) under        271 

1GB, unless it is confirmed that the system is capable of more. 272 

8.5 A downloaded/exported file without the time/date data may provide the highest quality 273 

footage.   However, a second retrieval of the footage that includes the time/date data should also 274 

be recovered to provide this information.  275 

8.5.1 On systems where the time/date stamp can be moved within the frame, ensure that this 276 

overlay does not obscure critical events.  277 

8.6 (regardless of the submitted request), all recorded data from all camera views for the 278 

requested time should be collected. 279 

8.6.1 It is advisable to collect a non-relevant camera view from the system in the instance 280 

that there is an issue with playback.  For example, files that do not playback or have readily 281 

available software for playback may need manual decoding.  It is not a best practice to 282 

experiment with decoding options on the actual evidence.   283 

8.7 An evaluation of the output options of the system should help determine the best and 284 

most practical method. Collecting the proprietary file(s) should remain the highest priority to 285 

ensure image quality and provide the best evidence. Other factors to consider include the amount 286 

of media required and the data transfer time.  For example:   287 

8.7.1 If the incident is, for example, a 10-minute robbery, the system has a CD writer and the 288 

proprietary file(s) fit on a CD, then collection on CD would be the best method.  289 

8.7.2 If the request is, for example, for 24 hours of video and the system has an external USB 290 

port, connecting an external USB hard drive may be the best option. This assumes that the 291 

system allows for recovery of large amounts of data at one time.  292 
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8.7.3 If the request is, for example, for 30 days of video, the best, or only, option may be 293 

producing a bit stream duplicate of the hard drive(s) or removing the recording unit, or both, 294 

from the scene.  295 

8.8 To enable retrieval from a variety of DVRs that will be encountered, a range of 296 

equipment is recommended.  See the Recommended Equipment list for more information (X3).   297 

8.9 Performing a test by retrieving a portion of the video will provide guidance about the 298 

time and storage requirements for the chosen output option.  299 

8.9.1 If the possibility exists that the data from the DVR retrieval will be used for 300 

identification purposes, including but not limited to facial recognition, the collection of aspect 301 

ratio calibration data (e.g. sphere method) is recommended.  302 

8.10 When it is impractical or not economically viable to download the requested data and 303 

the DVR is too large or complex to be removed, the amount of DVR data to be retrieved should 304 

be reevaluated. For example:   305 

8.10.1 It may be possible to reduce the volume of data required by reconsidering the time 306 

period of interest or the number of cameras needed.   307 

8.10.2 By reducing the volume of data, it may then be possible to use some of the methods 308 

that had previously been rejected. 309 

8.11 The list below is organized with the beginning considered most advisable to the end 310 

being the least advisable from a technical and quality of service standpoint.  311 

8.12 CD/DVD Writer 312 

8.12.1 Many DVRs have a built-in or external (USB) CD/DVD writer to retrieve recorded 313 

data. In some instances, an external CD/DVD/Blu-ray writer can be connected through a 314 

USB/FireWire/SCSI port (see USB/FireWire/SCSI Devices).  315 

8.12.2 Secure electronic storage options should be used (e.g., Write-Once/Read Many 316 

(WORM) CD-Rs, DVD-Rs,  DVD+Rs, or Blu-ray).  317 

8.12.3 Some DVR systems may only provide an intermediate storage option (e.g., a CD-318 

RW/DVD-RW disc).  Any files exported/downloaded to this rewritable medium should be 319 

transferred to a secure electronic storage option as soon as possible.    320 

8.12.4 Some drives may only write to a specific brand(s) of media. Consult the DVR or drive 321 

user manual to determine which media brand(s) is compatible, or attempt various brands of 322 

media if difficulties are encountered.  323 
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8.12.5 The system may require that the CD/DVD is formatted, either in the DVR itself or in 324 

another computer.  325 

8.12.6 The system may require that the CD/DVD be finalized in the original recording device 326 

before the disc can be read in other devices.   327 

8.12.7 The resulting produced WORM media or file(s) on the secure electronic storage is the 328 

master evidence.  329 

8.13 Removable Storage Devices 330 

8.13.1 USB ports can be used to connect external storage devices such as flash media (for 331 

example, “thumb drives” or flash card options such as CF, SD, MicroSD, xD, etc.,), CD/DVD 332 

writers, hard drives, and legacy devices. FireWire/SCSI/eSATA ports may also be present.  333 

8.13.2 Removable storage devices such as flash media and legacy media should be 334 

considered intermediate storage.   335 

8.13.3 External hard drives are a good resource when large amounts of data need to be 336 

collected.  337 

8.13.4 Establish that the port is a working port for data collection (not a mouse port or system 338 

update port), as well as the type of device (format, capacity, and /or brand), with which the port 339 

is designed to work.  340 

8.13.5 Some devices may require activation by installing the necessary drivers on the 341 

recording system. It is recommended that the manufacturer be contacted before attempting to 342 

install any drivers.  343 

8.13.6 Removable storage devices often need to be formatted to a specific capacity and file 344 

system recognizable to the DVR. 345 

8.13.7 Some systems that employ flash media drives export files in real time (for example, a 346 

10 - minute file will take 10 - minutes to download/export). This may not be the most appropriate 347 

option for the retrieval of a large amount of data.  348 

8.13.8 It may be possible on some PC based systems that utilize a standard Windows 349 

Operating System to copy the proprietary file(s) using Windows Explorer.  350 

8.13.8.1 Note: This does not work on all systems as the file(s) retrieved in this manner may 351 

require the use of the hardware/software during the retrieval process for subsequent playback. It 352 

is strongly recommended to know the system before utilizing this method or to consult the 353 

manufacturer to ensure the file(s) copied will be capable of playback. 354 
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8.13.9 Some cameras have the option to store data locally on flash media. Check the camera 355 

body to identify if there is a removable flash card. If such a card is present, remove the card, and 356 

if applicable, use a write blocker to review the footage to assure that it is relevant. If the footage 357 

is relevant, transfer the data to a secure electronic storage option to create the master evidence. 358 

Warning: with the media card removed, the camera may no longer be recording. 359 

8.14 Network Connection 360 

8.14.1 Many DVR systems have network ports. Furthermore, many have their own 361 

proprietary network viewer software, which allows for connectivity and recovery of the 362 

proprietary recorded file(s).   363 

8.14.2 If the individual recovering the data has limited experience with computers or 364 

networking, it is highly recommended that assistance be obtained prior to retrieving data using 365 

this method.   366 

8.14.3 By utilizing the appropriate network cable, computer, and network viewer, a 367 

connection to the DVR can be established and the proprietary file(s) downloaded/exported.  368 

8.14.4 The remote or network viewer software is installed on a separate computer/laptop, the 369 

IP address of the DVR is most likely configured in the remote viewer software, a connection is 370 

established, and the data is downloaded.  371 

8.14.5 Verify that the network viewer will recover the proprietary file(s). For example, some 372 

remote viewers only allow for the collection of still images and not the entire proprietary 373 

recorded file.  374 

8.14.6 Ensure administrator rights are active on the computer/laptop used for 375 

downloading/exporting the file(s). Disable any firewalls and antivirus software.  376 

8.14.6.1 Warning:  Disabling firewalls or anti-virus software, or both, can introduce risks 377 

such as viruses to the media used for download. 378 

8.14.7 Screen savers should be disabled as they can interfere or disrupt the download/export 379 

process. 380 

8.14.7.1 Set the power scheme settings on the computer used for downloading/exporting the 381 

file(s) to ‘always on’ with hibernation disabled. 382 

8.14.8 The IP address may be required from the DVR. This usually requires accessing the 383 

menu functions of the DVR. Care should be taken not to change other settings on the DVR when 384 

doing this.  385 
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8.14.9 Some proprietary remote/network viewers are installed on the DVR system for easy 386 

access. Otherwise, reviewing manufacturer’s information may be necessary.  387 

8.14.10 On some systems, setting up a standard Windows network connection between the 388 

computer/laptop and the DVR may be necessary (for example, computer/laptop 192.168.10.1, 389 

and the DVR 192.168.10.2).  390 

8.14.10.1 Important: It is best practice to retain the existing IP settings on the DVR and 391 

change those on the computer/laptop to match.  392 

8.14.11 If a network viewer for the system does not exist, a connection may be possible 393 

utilizing Windows Explorer, a web browser, and typing in an appropriate IP address.  394 

8.14.12 If the IP address was changed on the DVR, make note of the original IP address so 395 

that it can be changed back when complete. Changing the IP address may also require rebooting 396 

the system.  397 

8.14.13 Some networkable systems may only allow for the video and audio to be streamed 398 

out and may not provide proprietary data transfer. Metadata can be lost through streaming.  399 

8.14.14 Ensure network speed is sufficient such that no data is lost and to prevent 400 

crashes/timeouts during downloading/exporting.    401 

8.14.15 After completing data retrieval, confirm that the firewall / antivirus software was re-402 

enabled and all system settings are changed back to their prior state.    403 

8.14.16 The computer/laptop or external hard drive(s) that was used to retrieve the DVR 404 

file(s) usually is an intermediate medium, and should be transferred to a permanent medium.  If 405 

the file(s) retrieved are too large, it may be retained as the master evidence.  406 

8.15  Replacing Hard Drives 407 

8.15.1 In some situations, the quickest solution may appear to be removing the original hard 408 

drive(s) from the system and replacing them. This option should be considered carefully as there 409 

are many factors that come into play.  410 

8.15.1.1 Simply removing a hard drive does not ensure the data contained on that hard drive 411 

will play back. Some DVR systems require the actual DVR hardware to playback the video on 412 

the drive.  413 

8.15.2 An individual with computer hardware experience should be consulted. Care should 414 

be taken to follow appropriate health and safety procedures, particularly with regard to potential 415 

exposure to electricity.  416 
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8.15.3 Determine if retrieving or replacing the recording device’s original hard drive(s), will 417 

void an existing warranty on the system, and arrange the proper level of authorization. 418 

8.15.4 A brand new hard drive should be used as a replacement.  It is not best practice to 419 

reuse old hard drives.  See Section 8.16 for more information.   420 

8.15.5 Power down the system prior to removing any hard drive, even if the drive appears to 421 

be “hot swappable.”  422 

8.15.6 Ensure that all of the system’s hard drives are retrieved and location within the system 423 

is noted. The system may have a removable drive in a caddy, but also additional internal drive(s).  424 

8.15.7 Document the master/slave drive configuration of all retrieved drive(s).  425 

8.15.8 The DVR may require a specific brand, model and size of hard drive to operate 426 

correctly with a replacement. Consult the manufacturer for more information.  427 

8.15.9 The replacement drive(s) may need to be formatted by the DVR before it will 428 

recognize and record to it.  429 

8.15.10 Once the replacement drive(s) are installed, restart the system and confirm that 430 

recording and playback are operational, as the system may require that vendor specific 431 

software/operating system be installed. Failure to install such software can render a system either 432 

partially or completely inoperable.  433 

8.15.10.1 Some systems require the original hard drive(s) for proper operation. 434 

8.15.11 If the system is not operational, the DVR unit may have to be retrieved (see Section 435 

8.18), along with the original hard drive(s).  436 

8.15.12 The original removed hard drive(s) are the master evidence.  437 

8.15.13 Inspect the drive(s) using a write blocker and a separate computer/laptop. 438 

8.15.14 The bit stream duplicates are not a discussion for this section and addressed in 439 

8.16.12.  440 

8.16 Drive Duplication 441 

8.16.1 In some situations, drive duplication may be necessary. This option should be 442 

considered carefully as there are many factors that come into play.  443 

8.16.1.1 Drive duplication does not ensure playback. Some DVR systems require the original 444 

hard drive(s) for playback.  The duplicated drive may also need the DVR system in order to 445 

playback the media files.    446 
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8.16.2 If the individual recovering the data has limited experience with computers or hard 447 

drives, an individual with computer hardware experience should be consulted. Care should be 448 

taken to follow appropriate health and safety procedures, particularly with regard to potential 449 

exposure to electric shock. 450 

8.16.3 A brand new hard drive should be used as a duplicate.  It is not best practice to reuse 451 

old hard drives. 452 

8.16.4 It is recommended that a bit stream duplicate of the original hard drive(s) is produced, 453 

not an image set.  454 

8.16.5 The system should be properly shut down prior to removing any hard drive, even if 455 

the drive appears to be “hot swappable.”  456 

8.16.6 Some systems require the original hard drive(s) for proper operation. Therefore, if the 457 

drive(s) is duplicated, place the duplicated drive back in the system, make sure the system is 458 

operational, and retrieve the original drive(s) from the scene. If the system is not operational, the 459 

recording device may have to be retrieved, along with the original hard drive(s).  460 

8.16.7 Ensure all the original drives in the system are duplicated as the DVR may have more 461 

than one internal drive.  462 

8.16.8 Document the master/slave drive configuration of all duplicated drives.  463 

8.16.9 External playback software may exist to access the data on the duplicate hard drive. 464 

8.16.10 Upon initial inspection, a hard drive duplicated from a system may not appear to 465 

contain data when viewed using a standard PC. Many systems utilize proprietary formats or 466 

operating systems or both that prevents data from being recognized. If files are not visible upon 467 

inspection of a bit stream duplicate, the drive may still contain useful data.  468 

8.16.11 The bit stream duplicate(s) or original drive(s), or both, should be inspected using a 469 

write blocker and a separate computer/laptop.  470 

8.16.12 The bit stream duplicates and original drives retrieved from the scene are the master 471 

evidence.  472 

8.17 Legacy Output 473 

8.17.1 These output methods include, but are not limited to media such as DDS Tape (Digital 474 

Data Storage), Iomega Jaz, Iomega Zip, Floppy, and Magneto Optical.  They can be located 475 

inside the digital recording unit or as an attached external device. In some circumstances, this 476 
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may be the only method available on the DVR system for retrieval of the data. These can 477 

typically be connected through the SCSI port.  478 

8.17.2 Legacy Output options, such as the media listed above are intermediate storage.  479 

8.18 Removal of DVR Unit 480 

8.18.1 When the above listed options are either impractical or impossible, then the decision 481 

may be made to remove the recording unit itself. This assumes that it is physically possible to do 482 

so, and that the removal is justified. For example, where the volume of data required is very 483 

large, it may be time efficient to temporarily remove the recorder and perform the retrieval in the 484 

lab, rather than on site. Alternatively, there may be no method for extracting the DVR data (for 485 

example, CD writer or USB ports), thus it would be necessary to remove the recorder and retain 486 

the unit as the master evidence. 487 

8.18.2 Consider the legal implications if the system is removed, such as: 488 

8.18.2.1 Some DVRs are used as both a recording system as well as a business computer.  489 

8.18.2.2 Whether owner consent is necessary and applicable for removing the recording 490 

system.  491 

8.18.2.3 Whether the scope of the search warrant encompasses the DVR data and necessary 492 

system components.  493 

8.18.2.4 Whether it is necessary or feasible to provide the business with a replacement 494 

recording device if their system has been removed.  495 

8.18.2.5 Seize the DVR system if it is an instrument or fruit of the offense.  496 

8.18.3 The recording device should be stopped and the system properly shut down prior to 497 

removal.  498 

8.18.4 Ensure all relevant components of the system are collected (for example, power 499 

supply, remote control, dongle, manual, cables, and hard drive keys).  500 

8.18.5 Ensure all cables are uniquely identified (for example, camera inputs) to facilitate 501 

reinstallation of the system.  502 

8.19 Non-Standard Retrieval Methods  503 

8.19.1 The collection of video/audio signal using non-standard retrieval methods should be a 504 

last resort option and conducted if it is the only possible option. For examples, some DVR 505 

systems may only have an analog output. For these systems, consider collecting the DVR system 506 

as the master evidence. If this is not practical, then the following should be considered:  507 
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8.19.2 S-Video/Composite Output 508 

8.19.2.1 Video and audio can only be retrieved in real time and the process should be 509 

repeated for each required camera view.  510 

8.19.2.2 When a system has both an S-video and composite output, it is recommended that 511 

the S-video output be used. 512 

8.19.2.3 When taking an S-video / composite out into a recording device, it is recommended 513 

that the least amount of compression is utilized by the chosen method / device.  514 

8.19.2.4 If audio is also present, it is recommended that uncompressed audio be used by the 515 

chosen recording method / device.  In the event that uncompressed audio is not an option, the 516 

highest quality / bit rate for the available compressed audio format(s) (for example, MP3, WMA, 517 

and M4A, etc.,) should be chosen. Audio input levels should be set accordingly, such that the 518 

input signal(s) do not overdrive the recorder’s circuitry, which would create clipping of the 519 

signal and distortion not present in the original recording.   520 

8.19.2.5 Ensure the time/date stamp is displayed on output; this may require checking several 521 

signals (for example, composite and S-video).  522 

8.19.2.6 A separate recording without the time/date stamp is recommended, in the event that 523 

the position of the time/date stamp obscures desired visual content.   524 

8.19.2.7 It is recommended that the DVR’s video output be directly connected to the 525 

recording device and a separate output from the recording device be made to a monitor to ensure 526 

that the video signal is being received and recorded.  527 

8.19.2.8 If recorded audio is present, the DVR’s audio output(s) should be directly connected 528 

to the recording device and confirmed as being received and recorded through headphones or 529 

loudspeakers. 530 

8.19.2.9 Prior to recording the video data, check and adjust playback speed on the DVR to 531 

real time.  532 

8.19.2.10 If multiple audio recordings are present (for example, one for each camera input), 533 

select the appropriate audio output on the DVR. Audio outputs should be recorded 534 

independently, without mixing two or more channels into a single output, and stereo outputs 535 

should not be mixed down to mono. 536 

8.19.2.11 Taking the analog video output from a DVR may produce a different frame size or 537 

display aspect ratio, or both, from the original proprietary frame size/display aspect ratio.  538 
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8.19.2.12 The recording produced using this process is the master evidence.  539 

8.19.2.13 The recordings produced with and without the date/time stamp are also considered 540 

master evidence.  541 

8.20 VGA/DVI/HDMI Output 542 

8.20.1 Some DVR systems have a VGA, DVI (DVI-A/DVI-D) or HDMI output that allows 543 

the video data to be displayed on a computer monitor. Devices are available that allow the 544 

Digital DVI (DVI-D) and HDMI signals to be directly captured at their resolution, while 545 

maintaining the signal's progressive scan format. Alternatively, a scan converter can convert a 546 

VGA or DVI signal to a standard video signal, usually analog, which can be recorded to video 547 

format and retained as the master evidence.  548 

8.20.2 Either method should be a last resort as the final product may not include all metadata 549 

and image/audio quality may be compromised. The latter is especially of concern with scan 550 

conversion as it can reduce image quality below that of an S-video/composite output. 551 

8.20.3 Whenever possible, the video should be captured at its native resolution (without 552 

scaling). 553 

8.20.4 If recorded audio is present on systems with VGA or DVI outputs, the DVR’s audio 554 

output(s) should be directly connected to the recording device and confirmed as being received 555 

and recorded through headphones or loudspeakers. 556 

9. Verifying and Protecting the Master Evidence  557 

9.1 After retrieval, review the downloaded/exported file(s) on another computer before 558 

leaving the scene or at your earliest convenience, to verify that: 559 

9.1.1 The downloaded/exported file(s) play back.   560 

9.1.2 Any associated replay software functions correctly. 561 

9.1.3 The visual characteristics and content of the exported files are consistent with those on 562 

the DVR. 563 

9.1.4 The appropriate camera view(s), date(s) and time(s) were retrieved.   564 

9.1.4.1 If multiple files or storage media are retrieved, they should be identified to ensure that 565 

the proper order of playback is identifiable. 566 
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9.1.5 Once the data is verified, ensure that the DVR has been returned to its original state (for 567 

example, any changes to the system settings have been reset), and that the system is operational, 568 

preferably in the presence of venue personnel.  569 

9.2 The collected DVR data should be handled as follows.   570 

9.2.1 Initiate a chain of custody for the retrieved data according to Standard Operating 571 

Procedures for handling evidence.  572 

9.2.2 Media should be packaged to minimize the likelihood of damage in transit, for 573 

example: 574 

9.2.2.1 CDs and DVDs should be kept in individual cases rather than on a spindle.  575 

9.2.2.2 Removable media should be stored in protective packaging.  576 

9.2.2.3 Particular care should be taken to protect hard drives removed from systems when 577 

packaged.   578 

9.2.2.4 Keep evidence away from magnets, excessive temperatures and humidity, and 579 

otherwise hostile environments.  580 

9.3 Depending upon the data retrieval method chosen, additional steps may be needed to 581 

create the master evidence.  582 

9.3.1 Rewritable CD/DVDs, removable storage devices such as external flash cards and 583 

“thumb drives,” as well as legacy outputs are intermediate storage and should be transferred to a 584 

non-rewritable media or secure electronic storage as soon as possible, creating the master 585 

evidence.   586 

9.3.2 A forensic wipe should be performed on the intermediate storage media after the master 587 

evidence is created.     588 

9.4 Files on non-rewritable media or secure electronic storage will be considered the master 589 

evidence.   590 

9.4.1 Master evidence should be handled and packaged according to Standard Operating 591 

Procedures. 592 

9.4.2 Working copies may be produced from the master evidence. 593 

10. Keywords 594 

10.1 Data 595 

10.2 Digital Video Recorder (DVR) 596 

10.3 Proprietary File Format 597 
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10.4 Video 598 

10.5 Audio 599 

 600 

  601 
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APPENDIX 602 

(Non-mandatory Information) 603 

X1.  CCTV SYSTEM INFORMATION FORM 604 

 CCTV System Information Form 605 

Scene Contact Information: 606 

Scene Address:  ________________________________________________________________ 607 

Hours of Operation: _____________________________________________________________ 608 

Scene Point of Contact: __________________________________________________________ 609 

Email: ________________________________________________________________________ 610 

Phone: ________________________________   Phone: ________________________________ 611 

CCTV System Point of Contact: ___________________________________________________ 612 

Phone: ________________________________   Phone: ________________________________ 613 

Email: ________________________________________________________________________ 614 

Equipment Information:   615 

☐ Digital Video Recorder                ☐ Analog Video Recorder 616 

Make/Model:  __________________________________________________________________ 617 

Serial Number: _________________________________________________________________ 618 

☐ Stand-Alone    ☐ Personal Computer     ☐ Network Video Recorder     ☐ Manual 619 

Available     620 

Multiplexor Make/Model: ________________________________________________________ 621 

Standard User Name and Password: ________________________________________________ 622 

Administrative/Engineer User Name and Password: ____________________________________ 623 

Date/Time Display: ______________________ Actual Date/Time: _______________________ 624 

Date/Time Offset: ________________________   ☐ Loss Prevention Steps Taken (See Notes) 625 

Other System Information and Settings:   626 

Number of Recording Units: ________________   Number of Hard Drives: ________________   627 

Storage Capacity: _______________________________________________________________ 628 
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☐ Network Connection (See Notes)   IP Address: _____________________________________ 629 

System Firmware Version: ________________ ☐ Applicable Event/Service Log(s) (See Notes) 630 

Total Cameras (See Notes for associated names): _________ Total Active Cameras: __________ 631 

☐ Alarm/Motion Triggered (See Notes)   ☐ Infrared (See Notes) 632 

Make/Model: __________________________________________________________________ 633 

Transmission Method: ______________________ Camera Resolution: ____________________ 634 

Record Mode (Analog) (e.g. 2, 6, 12, 24, 48, 72 hour): _________________________________   635 

Image Quality (Digital):  ☐ High     ☐ Medium     ☐ Low        636 

Image/Frame Size (e.g. 320x240):_________   Frames/Images per Second (FPS / IPS): _______  637 

Total Audio Inputs: ____________________ Audio Sampling Rate: ______________________  638 

Location(s) of Microphones: ______________________________________________________ 639 

☐ Changes Made to System (See Notes)          ☐ Photographs Taken 640 

Export Options (Hardware): ______________________________________________________ 641 

File Format Export Options: ______________________________________________________ 642 

Playback Software: ____________________________________    Version: ________________ 643 

Playback Software User Name and Password: ________________________________________ 644 

Media Collected (e.g. tape, CD/DVD, USB Device, etc.): _______________________________  645 

 646 

 647 

 648 

 649 

 650 

 651 

 652 

 653 
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  654 
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Camera Placement Sketch: 655 

 656 

 657 

 658 

 659 

 660 

 661 

 662 

 663 

 664 

 665 

 666 

 667 

 668 

 669 

 670 

 671 

 672 

Additional Notes: 673 

 674 

 675 
  676 
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APPENDIX 677 

(Non-mandatory Information) 678 

 X2.  CAMERA PLACEMENT SKETCH 679 

 680 

 681 
 682 
Camera 1: Clerk and check-out area, facing east 683 
Camera 2: Front door entrance, facing north 684 
Camera 3: Outside of office, facing south 685 
Camera 4: Freezer area, facing south 686 
Camera 5: Emergency exit, facing south 687 
Camera 6: Automated teller machine, facing west 688 
Camera 7: Parking lot, facing south-east 689 
  690 
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APPENDIX 691 

(Non-mandatory Information) 692 

X3.  RECOMMENDED EQUIPMENT 693 

 694 

The following is a suggested list of equipment that should permit video and audio data retrieval 695 

from the most commonly encountered systems:  696 

• Laptop with CD/DVD writable drives, USB ports, network port, eSATA ports, and 697 

wireless access.  Additionally, the capability for installing proprietary viewers and codecs 698 

as well as the ability to change Operating System (OS) settings should be activated. 699 

Ensure administrator access is provided, and there are no restrictions that would impede 700 

the download (for example, firewalls, and agency software).  701 

• Flash Media Reader (multi-format)  702 

• External CD/DVD Writeable Drive (for example, USB/SCSI/FireWire compatible) 703 

• USB and FireWire Storage Devices in multiple sizes 704 

• IDE, SCSI and SATA Hard Drives in multiple sizes (80, 160, 300 GB for backwards 705 

compatibility)  706 

• Four Port Network Switch/Hub  707 

• Internal or USB Floppy Drive  708 

• Write Blockers (USB, IDE, FireWire)  709 

• Blank Media (for example, CD-R, DVD-R, DVD+R, DVD-RAM, CD-RW, DVD-RW, 710 

DVD+RW, Blu-ray, flash media, magnetic tapes, etc., in varying sizes)  711 

• Video Monitor (NTSC/PAL)  712 

• Computer Monitor  713 

• Headphones or Loudspeakers 714 

• Device to record video signal 715 

• Scan Converter  716 

• Spherical reference target  717 

• Cables to include, USB, FireWire (iLink, 400, 800), Network (Ethernet Crossover Cable 718 

and straight patch cable), S-Video and Composite, as well as RCA to BNC adapters, 719 
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Audio (RCA, 3.5 mm Stereo, and 3.5 Mono, attenuator), VGA/DVI-A/DVI-D/DVI-720 

I/HDMI, Power adapters for external devices, and Extension cords / power strips. 721 

• Toolkit containing a still camera with media, flash light, anti-static strap, mirror, assorted 722 

screwdrivers, pens, permanent marker (appropriate for marking media), tape (appropriate 723 

for marking cables), appropriate forms (for example, chain of custody, notes, and consent 724 

forms), evidence packaging (for example, anti-static bags and jewel cases), personal 725 

protective gear (for example, gloves and shoe covers).       726 

 727 


