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About Andrea Amico

PRIVACYA.CARS

Andrea Amico * Recognized expert & speaker on vehicle privacy & security

Fo.under and CEO < Created first platform to manage and execute deletion of Personal
Privacy4Cars Information from vehicles (AutoCleared ™) — free to consumers

Columbia MBA % More than 1,500,000 vehicles cleared of PI to date
MSc Engineering

*

Created first privacy transparency tool which includes the first privacy
label for any loT (Vehicle Privacy Report™) — free to consumers
< More than 300,000 pageviews through word-of-mouth

St < More than 10,000,000 impressions per month on dealer websites

» 10 patents in AI/ML/CV/privacy-tech for automotive

«,n  This caris like a
@ “smartphone on
wheels” ©

» Compliance & Education Co-Chair at International Automotive
Remarketers Alliance

» Discovered and ethically disclosed multiple privacy and security
vehicle vulnerabilities to tens of automakers and other companies in
the automotive ecosystem




I Vehicle Privacy Is Increasingly Seen As Particularly Problematic

It's Official: Cars Are the Worst
Product Category We Have Ever
Reviewed for Privacy

aon

By Jen Caltrider, Misha Rykov and Zoé MacDonald | Sept. 6, 2023

Ah, the wind in your hair, the open road ahead, and not a care in the world... except all the
trackers, cameras, micropheones, and sensors capturing your every move. Ugh. Modern cars
are a privacy nightmare.

What has four wheels, collects
your sexual activity data and sells
vour personal information?

Probably your car.

25 car brands tested
25 car brands failed

*Privacy Not Included
| maoziial

>
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4’2 NBC NEWS

@

FCC chair says LS. law on domestic abuse should cover car technology
FEB. 28, 2024 / 04:14

PRIVACYA.CARS

Automaker Policies Related to Government
Demands for Customer Location Data

Who requires a
warrant?

Who tells their
customers about
demands for their data?

GM
Toyota
Ford
Hyundai
Stellantis
Honda
Nissan

NBC NEW3S NOW

FCC chair says U.S. law on domestic abuse should cover car technology

Subaru
Volkswagen

STR265¢
2 6569602

173646
IB3D4A

Tesla
BMW
Mazda
Mercedes-Benz
Kia

Volvo

TO UNDERSTAND HOW PRIVACY RIGHTS
OF CONSUMERS ARE BEING o
™ ..

did not respond

did not respond

August 8, 2023 - CPPA interview on KCRA - Privacy Practices of Connected Vehicles

RON WYDEN
UM STATES SRATI. | SRELIT




39% Of Consumers Say Data Privacy is Highly Important in Cars
sSBD)

% who ranked as ‘High Importance’...

safety |, 719

PRIVACYA.CARS

39% Say Data Privacy is Highly
Important during the vehicle shopping

and ownership experience e —
* More than vehicle’s Style & Design, Build quality I O
: aintenance & repair costs || GGG -0
Brand, or Tech & Infotainment features Haint & repair cost 59%

Interest rate / monthly payment | GGG 30
Comfort [N 55
Safety technology / features (ADAS) [IIENEGEGEGEGEGE -+
Handling & maneuverability [ GG 532

» Last year: 0% (category did not exist)

SBD Automotive g warranty [ NG 520
Insurance costs |G <00
We set out to Survey Details
explore if some of Performance (speed & acceleration) | GGG <12

today’s hottest

automotive tech Data privacy [ NNNEGGEEEE 3°%
e NN 4] 25 oo R 35
- I
Questions Tech trends Hand 34%
Technology & infotainment features || N 33%

O I' Nov/ Environmentally friendly | G 23%
USA Online 23 =i

Customizability

Respondents

Coverage Approach Field research




Consumers Complain About Opt-out, Deletion, And Transparency

PRIVACYZ.CARS

Other, 7.00%
Want more

protection/
choice, 11.00%

3 Options going forward

1. Keep assuming that
consumers can read

PPs and ToS and

understand them
| did not know,

12%
Stop collection/ 2. Encourage dealers to
Shar'"ssg;e"'“g’ make verbal disclosures
o

to potential customers

3. Require written
disclosures to be made
before the vehicle is sold

Delete my data,
15%

Source: 384 comments left by visitors of Privacy4Cars’ Vehicle Privacy Report, as of April 2024
privacy4cars.com
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Manufacturers’ approach (Toyota example)

UNIQUE DOCUMENTS WORDS READ TIME™
10 66,441 331 min
Main Privacy Policy 813 44 min
Last updated: 01/01/2023 Reading Level: 16th Grade™"

Main TOS 7,484 37 min
Last updated: 01/01/2023 Reading Level: 16th Grade™"

Vehicle Owners Privacy Policy Same Same
Same as Main TOS Reading Level: Same

Vehicle Owners TOS NIA N/A
Last updated: N/A Reading Level: N/A

Connected Services/Telematics 6,875 34 min
Privacy Policy

Last updated: 08/09/2023 Reading Level: 13th Grade™*

Connected Services/Telematics TOS 8,103 41 min
Last updated: 07/03/2023 Reading Level: 14th Grade™*

Sirius XM: Main Privacy Policy 10,996 55 min
Last updated: 6/30/2023 Reading Level: 12th Grade™*

Sirius XM: Main TOS 3,843 19 min
Last updated: 1/19/2018 Reading Level: 11th Grade™*

Android Auto: Main Privacy Policy 9,362 47 min
Last updated: 10/4/2023 Reading Level: 8th Grade™*

Android Auto: Main TOS 3,492 17 min
Last updated: 1/5/2022 Reading Level: 11th Grade™

Apple Carplay: Main Privacy Policy 4,069 20 min
Last updated: 12/22/2022 Reading Level: 13th Grade™"

Apple Carplay: Main TOS 3,404 17 min

Last updated: 11/20/2009

Reading Level: 15th Grade™"

* Estimate based on public disclosures made in the Privacy Policy (PP} and Terms Of Senvice (TOS) of the vehicle's OEM {Criginal Equipment

Manufacturer). For full disclosure and information go to the links provided.

= Average time to read entire document(s) at 200 words per minute

privacy4cars.com

@ Vehicle Privacy Report™

2019 TOYOTA CAMRY

AT1B1MHK1KUB814974 RESIDENCE

EE United States v

(¢,

This car is like a
“smartphone on
wheels” ©

>300,000

pageviews
through

WOM

VEHICLE PRIVACY LABEL™
Toyota Data Practices ©

SharefSell to Collect

Mobile Apps

&P

Identifiers Biometrics Location
YES YES YES

0 o
o™ &'r)

Affiliates Service Providers Insurance
YES YES YES

Remotely control + monitor this car

Toyota & prior users may have access

TAKE STEPS HERE TO SECURE YOUR VEHICLE @

OPT-OUT FOR FREE

powered by

PRIVACYZ.CARS

CLICK CARDS TO LEARN MORE

E]Q AR

Synched Phones User Profiles

SILENT YES

fir (&S

Government Data Brokers

YES SILENT

In-Car Apps & Services ©

i
=

C)

Sirius XM Android Auto
ONE-WAY YES

CLICK CARDS TO LEARN MORE

Apple Carplay
YES

« 5

Amazon Alexa Many Uther
NO companies
SOON
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Oral Disclosures at Dealerships Are Inaccurate

PRIVACYZ.CARS

"l read that cars collect a lot of data. What kind of
information the first car | drove (brand of the dealership)
would collect about me?"

All data types
0%

Smartphone
data only 16%

Source: Privacy4Cars 2024 consumer study, sample of 116 visits at top 100 dealership groups

"Is it true that [name the manufacturer of the dealership
brand] can sell or give my information to companies and

the government? "

Yes, for safety, recall,
warranty, and third
0% parties but only to make
services work (e.g.
SiriusXM, mapping, Apple
Car, etc.) 8%

Yes, but
only for the\
purposes of
safety,
recall, or
warranty
3%




Dealership Representations On PI Protection Do Not Match

Consumer Experience PRvACYACARS

WHAT CONSUMERS EXPERIENCE

86% of Consumers Find Pl in Test Drives

44% of Consumers Find A Home Address

WHAT DEALERS REPRESENT

73% of Dealers Tell Consumers Their Pl stored in
Vehicles Will be Deleted, 8% Will Delete if Asked

85% of Consumers Believes Dealers Should Delete PI

Source: Privacy4Cars’ 1Q2024 mystery shops performed art 166
dealerships belonging to the top 100 auto dealership groups in the country

privacy4cars.com
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Written Disclosures Are Customary... and Effective

A Monroney sticker is required for new cars and At the end of 2023, Privacy4Cars started
is a result of the Automobile Information Disclosure oublishing privacy badges on dealership

Act of 1958. o s
—  —— websites’ vehicle inventory pages to
T SRR T e e e e B e NKATESS disclose the privacy practices of

<> mmggm " A78233 manufacturers and, for used vehicles only,

EXTERIOR.
‘OXFORG WHITE

ROTRROR v anat o Environmental Performance

s if the dealerships had deleted the personal
Frn(e:(lheemlmlnmam Chomse vehu:‘esv\'\lhhighur‘rnlings inform ation Of prior owners
o ® o . 10,000,000+ impressions on dealer R ...

websites in April 2024 Mercedes-Benz GLC 300
COVERNNET SSTAR SAFETY RATWGS = Stock: M9716A
Dol soos o . = VIN: WINOGEDESLFB58225

www. M Bo™NO.com (S04)-456-3727

Frontal
Crash
u

BUYERS GUIDE @Details

& GREENTREE = || —===200r0008

TDYDTA . SCION \__/ visn it oot Vs nsntn AR 10K 1 st

[0 AS IS-NO WARRANTY _ _
2015 Toyota RAV4 AWD v o sy o eponekalt o oy o Exterior: Silver
M Ao St 0 WARRANTY Interior: Silk Beige/Black

MILEAGE: 8984 DRIVETRAIN: ALL WHEEL DRIVE O FULL [ LIMITED WARRANTY. The dealer will pay __100_ % of the labor and __100 _ % of the parts for
WARRANTY: LIMITED WARRANTY COLOR: GRAY the covered systems that fallduring tho warranty period, Ask tha doalor for a.00gy of the wananty document

e 2 rage, lusions, s i I . UNDER STATE LAW,
LUXURY FEATURES POWER FEATURES SAFETY FEATURES e T o e e opak CORRIOIE. LHDRR STATR LA,

Side Front seat
Crash Rear seat

TOTAL MSRP  §55,780.00

e ot e
ot dealerfrdetals or vt

[—

SPECIAL ORDER LT
MGz W RB2X 218 ooz 07 1322 B

AR FO = 3
CLIMATE CONTROL POWER WINDOWS PASSENGER ARBAG | ssewscovehed |
DUAL ZONE CLIMATE CONTROL  POWER LOCKS SIDE AIRBAGS 1. ENGINE:. & KE\I" FEATU RES
CRUISE CONTROL PO P P and Vi Pup. B, parts of the Stearing Ge, and Power RSHIP WARRANTIES THIS -
Hoad,ana Manoigs.Harmen Seang P, Hosogt. Sedond VEMELE 10 B MECHANGALLY
TINTED WINDOWS ADDITIONAL FEATURES A8S BRAKES. ool Inaciors, Carueioe snan ‘GPERATIONAL AND SOUND
. . CLOCK TRACTION CONTROL Toto Gragac oGO g mmmmumu.m..m i, (0 0DEIRASNMIES. whides
ears later, tne rederal |rade L.ommission iy g ' * D iy
b NAVIGATION SYSTEM SECURITY SYSTEM e 3 2 Oeatuter, ot e Coret W = 108489929, e
TILT STEERING WHEEL FOG LIGHTS ier 2 e e &
H TELESCOPING STEERING SOUND SYSTEM . S Ot Jorks, i P, Speses Susiom,
stepped In 1o protect usea car el i : PR o S ammnny. wice
STEERING WHEEL RADIO €O PLAYER S s/ with purchase, ta
CONTROLS SATELLITE RADIO otsng 7 P Gz, Camtes Bongs,. > e o o T i 5299999 of any velvcie thatis 7
. x years or older which age should
buyers. In 1985, it passed the Used Motor o . et et
- bl Assist Baoster, Cabpors. and e mm.mnue a covered January of the designated model
Ji 0 This coris Bbs o

“imartptcnn
o whauk®

& vt o i S Pl et f e i SHOW ME THE
= e [CARF AN

Vehicle Trade Regulation Rule, known 5 (SCANBAE! ¢ oo W oot v s oo om s ™
today as the Used Car Rule, requiring
dealers to display a Buyers Guide

203.730.4040

R SERVIC T. jabie at an ext icio. Ask for
BE THE FRST TO VIEW THEM ON THE WES dietails as to Coverage, deductible, price, and exclusions. If you buy a senice contract within 80,
www . greentreemoters.com days of the time of sale, state law, “Implied Warranties™ may give you additional rights.

PRE-PURCHASED INSPECTION: ASK THE DEALER IF YOU MAY HAVE THIS VEHICLE
INSPECTED BY YOUR MECHANIC EITHER ON OR OFF THE LOT.




Lawmakers Are Taking Action to Protect PI in Cars

STATE OF ILLINOIS
103rd LEGISLATURE

EFFECTIVE JANUARY 1, 2024

SB 800 states: “The General Assembly finds: (i) due to
advancements in technology, personal information associated with
consumers is increasingly collected and stored on motor vehicles
that function as collateral in secured loans, (ii) the loss or breach of
such personal information can cause consumers financial and
personal harm and loss, including, but not limited to, harm and loss
associated with identity theft and loss of privacy, (iii) when motor
vehicles are repossessed, it is critical that consumers be protected
from such harm and loss, and (iv) that collateral recovery practices
affect public health, safety, and welfare.” and “that if a “licensed
repossession agency” has cause to believe that a vehicle that serves
as collateral collects or stores Personal Information (“PIl”), then,
as soon as practicable upon repossession of the vehicle and prior to
the release of the vehicle from the possession of the licensed
repossession agency, the licensed repossession agency shall clear,
erase, delete, or otherwise eliminate the PI collected or stored in or

by the vehicle.”

PRIVACYA.CARS

STATE OF NEW JERSEY
220th LEGISLATURE

EFFECTIVE JANUARY 8, 2024

NJ A4723 requires: “Whenever a motor vehicle dealer takes
possession of a motor vehicle from a consumer for the purpose
of resale or lease, the motor vehicle dealer shall offer to delete
the consumer’s personal information from the motor vehicle’s
computer system in the motor vehicle, including, but not limited
to, navigation history, paired phones, and garage door codes, by
performing data clearing protocols in accordance with the
Guidelines for Media Sanitization developed by the National
Institute of Standards and Technology using techniques specified
by the vehicle manufacturer to overwrite data or by using a
menu option to reset the device to original factory settings.”

10


https://pub.njleg.state.nj.us/Bills/2022/A5000/4723_R2.PDF

Conclusions o

PRIVACYA.CARS

» Vehicle privacy is an area of concern for both consumers and regulators

» The current approach to disclosure (legal docs on OEM websites) is prone
to transparency problems and consistent misunderstanding/
miscommunication for both consumers and auto dealerships

» Auto has well established precedents on using window stickers to
transparently, systematically, and objectively disclose important

information to perspective buyers of both new and used vehicles

» Not taking actions will likely yield a growing patchwork of local laws as
states take in their own hands the need to “fix” vehicle privacy issues

11
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PRIVACY4.CARS

Thank You

Andrea Amico

Founder and CEO
Privacy4Cars
andrea@privacy4cars.com
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Manufacturer Declarations in Privacy Policies (examples)

'/?' ::-:_:;-::1;?“ @
TOYOTA L=odUus
Your Responsibilities

PRIVACYA.CARS

Please note that the information stored in your Audi vehicle may be accessible to
AN others who use your Audi vehicle or mobile device, and thus may be deleted, altered, or
AUOl transferred. Please see your vehicle’s owner’s manual for information about how to
remove the information stored in your Audi vehicle.

Your responsibilities include: (1) informing passengers and drivers of
your vehicle that data is collected and used by us, and (2) notifying g

us of a sale or transfer of your vehicle. If you do not notify us of a sale
or transfer, we may continue to send data about the vehicle to the

If you sell or otherwise transfer your vehicle, it is your responsibility to delete all
m information (such as contacts, address look-ups, saved map addresses, or preferences)
from the vehicle and contact us to transfer or cancel your account. If you do not delete this
information, it may remain in the vehicle and may be accessible to future users of the
subscriber's Account Information currently on file, and we are not vehicle. For instructions on how to delete information from your vehicle, please refer to your
responsible for any privacy related damages you suffer. vehicle owner’s manual.

i)

BENTLEY

Please note that the information stored in your BMI vehicle (e.g., phone contacts if you pair your
smartphone, points of interest saved through navigation system) may be accessible to others who use
your BMI vehicle or mobile device, and thus may be deleted, altered, or transferred.

2 =MITSUBISHI'

YOUR OBLIGATIONS

It is your sole responsibility to tell your vehicle occupants and users about the Services and
the CV Services, how they work, what data may be collected (e.g., collection of geolocation
data), how that data may be shared, and what the limitations of the Services and CV
services are (e.g., they may not work in remote areas). If you choose to activate features
such as curfew, boundary or speed alerts, you have the obligation to explain that remote

e ! ) - Information stored in your vehicle may also be accessible to a new owner in a private sale of the vehicle.
monitoring of the vehicle will be conducted using parameters that you set. You agree to

: X , i Please consult your Owner’s Manual for instructions on how to perform a factory reset to remove
make all vehicle occupants and users aware of this Privacy Statement and the privacy g ; p .
. information stored in your vehicle.
choices you have made.
If you sell, lease or otherwise transfer your vehicle directly to another person, it is your
responsibility to notify such subsequent owner of the CV Services, the Services (including @ HYLI n D H I
the Vehicle Data Collection and any other collection of data), this Privacy Statement, and the

Terms and Conditions. In addition, prior to such transfer, you should delete all information Sale or Transfer of Vehicle. If you sell or otherwise transfer your Vehicle, it is your responsibility to:
(such as contacts and saved map addresses stored in the vehicle) from the vehicle and

' . (i) contact us to cancel or transfer your Bluelink® subscription; and (ii) delete all stored information
contact Customer Care to cancel your account. Any information you do not delete may be

accessible to future users of the vehicle. Please refer to your Owner's Manual for (such as contacts and saved locations) from your Vehicle. If you do not delete this information, it
instructions on how to delete information from your vehicle's system. may remain in the Vehicle and may be accessible to future users of the Vehicle. For instructions on

privacy4cars.com how to delete information from your Vehicle, please refer to your Vehicle owner’s manual.
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Vehicle Privacy is Newsworthy... And News Are Impacttul

PRIVACYA.CARS

March 11: NYT Article March 14: Class action March 22: Policy change

Automakers Are Sharin g = Ehe New Aork Times 2 = Elye New ork Times -}
b b o L&Y THE CROSSWOR PLAY THE CROSSWO
Consumers’ Driving Behavior EaNE e
With Insurance Companies Florida Man Sues G.M. and General Motors Quits Sharing Driving
LexisNexis, which generates consumer risk profiles for LexisNexis Over Sale of His Cadillac Behavior With Data Brokers
the lns:’urers" knew ?bOUt ?Very trip G.M. drivers had Data G.M. had provided information about braking,
taken in their cars, lnCIUdlr}g when they SpEd’ braked Romeo Chiccos auto insurance rate doubled because of acceleration and speed to LexisNexis Risk Solution and
too hard or accelerated rapidly. information about his speeding, braking and acceleration, Verisk, firms that generated driver risk profiles for
according to his complaint. insurers.
'% Share full article ~ m :‘ 11K
% Share full article ~ EI ‘% Share full article ~ m

By Kashmir Hill
Kashmir Hill has been writing about technology and privacy for

more than a decade.

Published March 11, 2024 Updated March 13, 2024




Vehicle Privacy Report™ Sample Press Coverage

-r_—"- == PRIVACYZA.CARS

0X 26

HOUSTON

Rip Current Statement
from MON 9:55 AM CDT until MON 10:00 PM CDT, Galveston Island

NEW YORK POST

Here's what you may find when you plug in your VIN:

® Details like your name, address, email address, and driver’s license
number.

Your car is SPYing on you, but anew ® Location data that shows where you are and where you went.
website helps you Iearn what's being @ Biometrics are collected by your car’s microphone and camera.
@ \Voice recordings are collected by your car’s voice assistant.
shared , e
I t k ® Data is synced from your connected devices, like call records, text
By Tom Zizka | Published May 23, 2023 | Updated May 24, 2023 S '}J’DUF CEI’ I'EC II'Ig messages, or contacts.

Cars and Trucks | FOX 26 Houston

New website reveals
your car’s data secrets

information cars are sharing, what you May &, 2023

».¢an do about it

= G@ Video TV News Tech RecRoom Life Horoscopes

BOSTON GLOBE TODAY

you? Here's how to

find out and put a stop
Is your car spying on you? Website offers to it

May 7, 2023

KIM KOMANDO

TECHBY VICE

New Tool Shows if Your Car Might Be
Tracking You, Selling Your Data

The free tool from Privacy4Cars provides some insight on whether your

vehicle is collecting and sharing location and other types of data.

@ By Joseph Cox
A
<t

privacy4cars.com

The tool also lists who your information is shared with — think
insurance companies, the government, and data brokers.

DATA

Services and for internal research and dal . o e . i ",
h I’I
I e

la anarya; See www toyota.comiprivacyvts. To disable, pross vehici’s S0S futin
TO BE REMOVED BY OWNER ONLY
_ —
; R
FORBES > BUSINESS > MANUFACTURING

Groundbreaking New Tool Unveils
Secrets Behind The Automotive
Industry’s Data Collection

Joe Toscano Contributor @
Entrepreneur; author; privacy advocate ft'd Netflix m

The Soeial Dilemma
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