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About Andrea Amico

Andrea Amico 
Founder and CEO 
Privacy4Cars 
Columbia MBA
MSc Engineering

 Recognized expert & speaker on vehicle privacy & security

 Created first platform to manage and execute deletion of Personal
Information from vehicles (AutoCleared™) – free to consumers
 More than 1,500,000 vehicles cleared of PI to date

 Created first privacy transparency tool which includes the first privacy
label for any IoT (Vehicle Privacy Report™) – free to consumers
 More than 300,000 pageviews through word-of-mouth
 More than 10,000,000 impressions per month on dealer websites

 10 patents in AI/ML/CV/privacy-tech for automotive

 Compliance & Education Co-Chair at International Automotive
Remarketers Alliance

 Discovered and ethically disclosed multiple privacy and security
vehicle vulnerabilities to tens of automakers and other companies in
the automotive ecosystem



Vehicle Privacy Is Increasingly Seen As Particularly Problematic
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39% Of Consumers Say Data Privacy is Highly Important in Cars

39% Say Data Privacy is Highly 
Important during the vehicle shopping 
and ownership experience
• More than vehicle’s Style & Design, 

Brand, or Tech & Infotainment features
• Last year: 0% (category did not exist)
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I did not know, 
12%

privacy4cars.com

Consumers Complain About Opt-out, Deletion, And Transparency

Other, 7.00%
Want more 
protection/ 

choice, 11.00%

Delete my data, 
15%

Stop collection/ 
sharing/selling, 

55%

Source: 384 comments left by visitors of Privacy4Cars’ Vehicle Privacy Report, as of April 2024

3 Options going forward

1. Keep assuming that
consumers can read
PPs and ToS and
understand them

2. Encourage dealers to
make verbal disclosures
to potential customers

3. Require written
disclosures to be made
before the vehicle is sold
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OEM Written Disclosures Are Too Long and Too Complex

Manufacturers’ approach (Toyota example) Privacy4Cars’ approach: https://vehicleprivacyreport
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>300,000
pageviews 

through 
WOM

https://privacy4cars.com/
https://vehicleprivacyreport/


Oral Disclosures at Dealerships Are Inaccurate

"I read that cars collect a lot of data. What kind of 
information the first car I drove (brand of the dealership) 

would collect about me?"

"Is it true that [name the manufacturer of the dealership 
brand] can sell or give my information to companies and 

the government? "

0%

Yes, for safety, recall, 
warranty, and third 
parties but only to make 
services work (e.g. 
SiriusXM, mapping, Apple 
Car, etc.) 8%

Yes, but 
only for the 
purposes of 
safety, 
recall, or 
warranty 
3%

Source: Privacy4Cars 2024 consumer study, sample of 116 visits at top 100 dealership groups 7
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Dealership Representations On PI Protection Do Not Match 
Consumer Experience
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WHAT DEALERS REPRESENT

73% of Dealers Tell Consumers Their PI stored in 
Vehicles Will be Deleted, 8% Will Delete if Asked

WHAT CONSUMERS EXPERIENCE

86% of Consumers Find PI in Test Drives

44% of Consumers Find A Home Address

85% of Consumers Believes Dealers Should Delete PI

Source: Privacy4Cars’ 1Q2024 mystery shops performed art 166 
dealerships belonging to the top 100 auto dealership groups in the country

https://privacy4cars.com/


9

Written Disclosures Are Customary… and Effective

A Monroney sticker is required for new cars and 
is a result of the Automobile Information Disclosure 
Act of 1958.

Years later, the Federal Trade Commission 
(FTC) stepped in to protect used car 
buyers. In 1985, it passed the Used Motor 
Vehicle Trade Regulation Rule, known 
today as the Used Car Rule, requiring 
dealers to display a Buyers Guide

At the end of 2023, Privacy4Cars started 
publishing privacy badges on dealership 
websites’ vehicle inventory pages to 
disclose the privacy practices of 
manufacturers and, for used vehicles only, 
if the dealerships had deleted the personal 
information of prior owners
10,000,000+ impressions on dealer
websites in April 2024



Lawmakers Are Taking Action to Protect PI in Cars

STATE OF ILLINOIS
103rd LEGISLATURE

EFFECTIVE JANUARY 1, 2024

SB 800 states: “The General  Assembly finds:  (i) 
advancements in technology, personal information associated with 
consumers is increasingly collected and stored on motor vehicles 
that function as collateral in secured loans; (ii) the loss or breach of 
such  personal information can cause consumers financial and 
personal harm and loss, including, but not limited to, harm and loss 
associated with identity theft and loss of privacy; (iii) when motor 
vehicles are repossessed, it is critical that consumers be protected 
from such harm and loss; and (iv) that collateral recovery practices 
affect public health, safety, and welfare.” and “that if a “licensed 
repossession agency” has cause to believe that a vehicle that serves 
as collateral collects or stores Personal Information (“PI”), then, 
as soon as practicable upon repossession of the vehicle and prior to 
the  release  of  the  vehicle  from  the  possession  of  the  licensed 
repossession agency, the licensed repossession agency shall clear, 
erase, delete, or otherwise eliminate the PI collected or stored in or 
by the vehicle.”

STATE OF NEW JERSEY
220th LEGISLATURE

EFFECTIVE JANUARY 8, 2024

NJ A4723 requires: “Whenever a motor vehicle dealer takes 
possession of a motor vehicle from a consumer for the purpose 
of resale or lease, the motor vehicle dealer shall offer to delete 
the consumer’s personal information from the motor vehicle’s 
computer system in the motor vehicle, including, but not limited 
to, navigation history, paired phones, and garage door codes, by 
performing  data  clearing  protocols  in  accordance  with  the 
Guidelines for Media Sanitization developed by the National 
Institute of Standards and Technology using techniques specified 
by the vehicle manufacturer to overwrite data or by using a 
menu option to reset the device to original factory settings.”

due to
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https://pub.njleg.state.nj.us/Bills/2022/A5000/4723_R2.PDF
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Conclusions

 Vehicle privacy is an area of concern for both consumers and regulators

 The current approach to disclosure (legal docs on OEM websites) is prone 
to transparency problems and consistent misunderstanding/ 
miscommunication for both consumers and auto dealerships

 Auto has well established precedents on using window stickers to 
transparently, systematically, and objectively disclose important 
information to perspective buyers of both new and used vehicles

 Not taking actions will likely yield a growing patchwork of local laws as
states take in their own hands the need to “fix” vehicle privacy issues
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Thank You

12

Andrea Amico 
Founder and CEO 
Privacy4Cars
andrea@privacy4cars.com
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Manufacturer Declarations in Privacy Policies (examples)

YOUR OBLIGATIONS
It is your sole responsibility to tell your vehicle occupants and users about the Services and 
the CV Services, how they work, what data may be collected (e.g., collection of geolocation 
data), how that data may be shared, and what the limitations of the Services and CV 
services are (e.g., they may not work in remote areas). If you choose to activate features 
such as curfew, boundary or speed alerts, you have the obligation to explain that remote 
monitoring of the vehicle will be conducted using parameters that you set. You agree to 
make all vehicle occupants and users aware of this Privacy Statement and the privacy 
choices you have made.
If you sell, lease or otherwise transfer your vehicle directly to another person, it is your 
responsibility to notify such subsequent owner of the CV Services, the Services (including 
the Vehicle Data Collection and any other collection of data), this Privacy Statement, and the 
Terms and Conditions. In addition, prior to such transfer, you should delete all information 
(such as contacts and saved map addresses stored in the vehicle) from the vehicle and 
contact Customer Care to cancel your account. Any information you do not delete may be 
accessible to future users of the vehicle. Please refer to your Owner's Manual for

Please note that the information stored in your Audi vehicle may be accessible to 
others who use your Audi vehicle or mobile device, and thus may be deleted, altered, or 
transferred. Please see your vehicle’s owner’s manual for information about how to 
remove the information stored in your Audi vehicle.

If you sell or otherwise transfer your vehicle, it is your responsibility to delete all 
information (such as contacts, address look-ups, saved map addresses, or preferences) 
from the vehicle and contact us to transfer or cancel your account. If you do not delete this 
information, it may remain in the vehicle and may be accessible to future users of the 
vehicle. For instructions on how to delete information from your vehicle, please refer to your 
vehicle owner’s manual.

instructions on how to delete information from your vehicle's system.

https://privacy4cars.com/
https://privacy4cars.com/
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Vehicle Privacy is Newsworthy… And News Are Impactful

March 11: NYT Article March 14: Class action March 22: Policy change
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Vehicle Privacy Report™ Sample Press Coverage
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