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Introduction to the NSRL

e |sacomputer forensics project at NIST
e |scomposed of 3 things:

1. library: physical collection of software media and
packages

2. database: logical collection of collected file
information
* file name, size, type, package, MD5, SHA1, etc.

3. RDS: (Reference Data Set) and other products

e Produced quarterly

e Metadata db —close to 75M files; publicly available data +
db schema
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NSRL Use

e Application of NSRL unique identification

— Law Enforcement

e Automated elimination of “known” app files from an investigation
e Positive ID of “interesting” files
e Forensic tools use various metadata

e NIST/NSRL — provides — unbiased, court-admissible data to NIJ, FBI,
DoD

— NARA Presidential search
— Voting — baseline maintenance; auditing

— Ongoing research — online archive of data, file-type
identification

— Used by all major tools



NSRL File Extraction
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The Need

NSRL wants more files ...

— Two primary ways to get more
1. Get more media (containing files)
2.Unpack more compound files (i.e., archives)

— Fundamental challenge
— get files out of archives
— Whyis it hard?
— different versions, different formats

— corruption
— unpacker not always available or current

This need will always exist



Smart Unpacking Approach

Addresses NSRL Need by creating a process,
tools, and techniques for ...
1. Getting files out

2. Doing this in a general, reliable, testable
manner

3. Producing unpacker programs and measures
of unpacking results



Smart Unpacking - How it works

3 major steps
Representation = Inference = Unpacking

1. Representation
— choose primitives
— encode data to differentiate key patterns
2. Inference
— perform pattern-theoretic and
other analyses on representations
— locate files and meta-data
— derive measures
— derive + test unpacker
3. Unpacking
— extract files
— measure results
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Representation &
transformation

alpha = upper or lower
binary

delimiters = punctuati
email = at symbhol = @
BOxff = all one bhits
brackets, parentheses
newline

markup = html or xml
numeric = 0..9

path = slash {fud or b
space

dot = period

white space = tab

Bx88 = the zero bhyte

ph+khabab+albh+kbadnh+dah

HxA80080E2
HxA00ARRAS
HxB800808f
HxA00AAR48
HxA8080A%H

A:xANARAAS 4
HxB8088071
A:xANARAA? b
HxB8080807 f
AxANAAARAR
HxB00800ad
A:xANARAARLA
HxAB0BBALG
A:xANARARLL

Archive NSRL cannot unpack:
total files extracted =0

aml

ad
asnznznsnsnsdlntnl
at

at
asnsnznsnsnzsdlbzhk

Filez Unpacked

File: _._~/..-/._./datasacpid_1.8_4-1_i386.deb

file header <hytesz read = 68> relative t
— zaving file to Pilename=[dghiaq—hinary]

SU process derives unpacker + extracts files:

total files extracted = 89




An Example Usage of Smart Unpacking

1. File ACPID*.deb was 1 archive in NSRL
— Applied SU process, tools, techniques

2. Now itis 89 files
— Derived unpacker program, executed it,
extracted files
3. Verification

— Found alternate unpacker program and verified
SU result

— Original archive had corrupted data, causing
format variances from standard format



Technical /Scientific Basis and Methods

Methods used to Discern Structure and Metadata
-Modeling
-Uniqueness features in — syntax, content, abstract pattern representations

Pattern Theory Formal Language Theory

Context-free grammars

Mathematical Modeling based on: Parser Theory
e|Information Theory eVariable lookahead mechanisms
eStatistics e Multi-channel token processors
«Probability *Augmentation with syntactic and semantic

eUniversal Algebra predicates for context-sensitivity

eTopology
eGraph Theory, and more ... Measurements and Measurability
eDerived from mathematical models



Next Steps

 Production-quality
e Validation + Testing
* |Integration into NSRL ops



NSRL + SU
Use (Data Reduction)




SU Useful for Other Things

e SU can add to current NSRL/CF efforts
— Block hashing

* |locate, optimize blocks to hash

e Associate parse-rule for fixed-sections with variable content to BH
algorithm
— NOW:

» hash according to parse rule rather than fixed content

— File Carving/Content Analysis

* Through pattern experiments, build up corpus of useful alphabets,
primitives, and rules
 Make higher-level reductions of content
— NOW:

» Use existing techniques (suffix arrays, bioinformatics) on these
abstract, compressed representations rather than just raw data
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