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What's Ahead for the NIST Small Business
Cybersecurity Program in 2024?

January 10, 2024
2:00 p.m. —2:45 p.m. EST

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE This webinar is being recorded
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In the toolbar at the bottom, click on the
3-dot button

Please use the Q&A
window to enter your
guestions.

0000000
On thaenu, click Q&A ‘ |
L

1.

To open the Q&A panel,
click on the ellipses at the

bottom of the screen for o

\ . : 2. Type your question in the
More Panels' and click on .

QA text box and click Send
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Celebrating 50+ Years in Cybersecurity

We cultivate trust by advancing

cybersecurity & privacy standards &
guidelines, technology, & |
measurement science.

nist.gov




Helping the Nation’s Small Business Community Identify,
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Assess, Manage, and Reduce their Cybersecurity Risks

ler e ger NIST Cybersecurity White Paper
searen 1S NIST CSWP 28
- . . NISTIR 7621
Ifpetian Fechnolagy Estrortary Security Segmentation in a Small Revision 1

Manufacturing Environment . . .
g Small Business Information Security:
Dr. Michael Powell

SMALL BUSINESS CYBERSECURITY CORNER The Fundamentals

National Institute of Standards and Technology

John Hoyt

Aslam Sherule

Dr. Lynette Wilcox
The MITRE Corporation

Celia Paulsen
Patricia Toth

Cybersecurity Basics

This publication is available free of charge from:

NIST Cybersecurity https://doi.org/10.6028/NIST.CSWP.28
Framework

N H April 6, 2023
Events

Guidanca by Sector iy BL"smess This publication is available free of charge from:
Guidance by Topic Cybersecurity Corner hitps://doi org/10.6028/NIST IR 76211

Training

Videos

Get Engaged <o o
Cybersecurity @ NIST EE(

s

MANUFACTURING EXTENSION PARTNERSHIP (MEP)

o mouss 43

NIST

National Institute of
CONNECT WITH US ABOUT NIST MEP Standards and Technology

Cybersecurity Resources for Manufacturers e e o ored
MEP NATIONAL

L NETWORK ——
S POT L I G H T SUPPLY CHAIN Manufacturers increasingly rely or
disclosure, modification, dis”
CYBERSECURITY priorities and limited reso o4 Q = Menu
RESOURCES FOR and ultimately helps the
MANUFACTURERS

Where to Start

TECHNOLOGY PARTNERSHIPS OFFICE

Videos Cybersecurity Framework Case Studies

Resources and Guidance
by Topic WHERE TO §

Compliance with

small Business Small Business Innovation Research Program

. Innovation Research
Cybersecurity and Privacy (SBI R)
Laws and Regulations EIowisnsiSEIR)
MATTR Contact your local MEP Resources ¥
MATIRY: SBIR Past Solicitations and
MANUFACTURING Awards The National Institute of Standards and Technology (NIST) issues an annual Notice of Funding Opportunity (NOFO) for SBIR Phase

Of Interest + | proposals. Science and technology-based firms with strong research capabilities in any of the areas listed in the NOFO are

encouraged to participate. Phase Il awards are limited to small businesses that have successfully completed Phase | projects
NIST SBIR Fraud, Waste,

and Abuse (FWA)

Please see Resources for more information on the specifics of the program.

www.nist.gov/itl/smallbusinesscyber
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How are we Defining Small Business? NILST | o

WHAT’S NEW WITH SMALL BUSINESS?

MARCH 2023 OFFICE OF ABVOCAY
D e e e

* The U.S. Small Business Administration’s Office of

Aocljvocac(yj/ gengrally defri\nes a .Z.cmall bl#]sinessgoas an T IS AASHALL BUSINESS? "ET”EWJ"B(S)
independent business having fewer than
employees. 'H' <5©© 62.7 /0

A small business is an Small businesses accounted
independent business with fewer for 62.7% of net new jobs.
than 500 employees. BED [1995-2021]

e Of 33.2 million small businesses, 27.1 million (81.7%)

o SMALL BUSINESS COMPRISE
are run by a single owner and have no employees. SUSB, NES, ITA
ALL ALL FII_!_MS EXPORTING KNOWN PRIVATE SMALL PRIVATE
FIRMS e FRMS R EMPLOVEES 9%OFGDP  PAYROLL
* For those with employees: 99.9% 99.7% 97.3% 32.6% 46.4% 43.5% 39.4%

33.2M SMALL BUSINESSES IN THE U.S. CHANGE IN ESTABLISHMENTS

* In 2020, small firms averaged 11.7 employees.
New firms (less than 2 years old) averaged 6
employees, while firms older than 20 years
averaged 60 employees.

1.02M 1.0TM
Closings Openings

mmm 81.7% No. -
Bl Employees 18.3% Paid
ERIp Eriployees *

SUSB, NES

EMPLOYER FIRMS BY DEMOGRAPHIC

(in millions)

https://advocacy.sba.gov/2023/03/07/frequently-asked-questions-about-small-business-2023/

Women

Minority

SOURCES

ABS Annual Business Survey MNES Monemployer Statistics 15 EMLALL BISINIESS ATWINISTEATICH —
BED  Business Employment Dynamics  SUSB  Statistics of US Businesses il a e SBA
ITA International Trade Administration For more information, visit advocacy.sba.gov. m
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e Cybersecurity has become a fundamental risk that must be addressed
alongside other business risks.

e Size often doesn’t matter to a threat actor.

e Small businesses can be more agile and innovative in response to
cybersecurity risks.

e Most small business owners and employees are not cybersecurity
experts.

e There are actionable steps smaller organizations can take to begin
managing cybersecurity risks.
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The Fundamentals

NIST

Small Business
Cybersecurity Corner

Outreach and Education
Small

ADVANCED Business
COMMUNICATIONS Ecosyste m

ARTIFICIAL

INTELLIGENCE PY
Transparent, trustworthy

Al and machine learning

(5G and beyond) and wireless
technologies

( (f‘é’)) )
ENERGY
BIOTECHNOLOGY TECHNOLOGIES
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Engaging with NIST

And engineering biology to . (.Eene:ratlon, storage,
impact the health, agricultural, T}strlbu%mf]n,;nd sﬁe.cEJre,
and industrial sectors ¢ lmate.—.rler) Y, efficient
utilization of energy

CYBERSECURITY
AND PRIVACY

] o
To enable the development and

deployment of emerging
technologies

QUANTUM INFORMATION
SCIENCE

Leveraging quantum mechanics
for the storage, transmission,
manipulation, computing, or
measurement of information
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Education:
v’ Understanding NIST—who we are and how we support U.S. innovation and industrial
competitiveness.
v"Working with NIST subject matter experts from across our diverse research portfolio to develop
cybersecurity resources, communication materials, and collateral tailored for the SMB community.

Engagement:
v’ Deepening/expanding our SMB-focused work and relationships across the federal government.
v’ Deepening/expanding NIST’s relationship with small business-focused resource partners who are the
‘boots-on-the-ground.
v’ Deepening/expanding our work with the SMB community directly.
v’ Getting NIST more involved in SMB-focused events—both attending them, speaking at them, and
hosting them.
v’ Creating more opportunities to listen to the SMB community to better understand their
needs/challenges.
v'Highlighting opportunities for the SMB community to get more involved in NIST’s work.
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* NIST SMB Cybersecurity COIl Sub- ooqi'-“ ’Ogd’)
Groups & GOVERN “,
* NIST-hosted SMB events
* Going out into the SMB community to NIST
o Cybersecurity
engage e Framework E
* CSF 2.0in 2024 5 o
% &

* Development of topical fact sheets on
key NIST technology/research areas DETECT
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Over 7,000 individuals have already joined the full COI!
The NIST

Sma " BUSl ness Convening companies, trade associations, and others who can share business

- insights, expertise, challenges, and perspectives to guide our work and assist
CO mmun Ity Of NIST to better meet the cybersecurity needs of small businesses.
Interest (COI)

Join Here: www.nist.gov/itl/smallbusinesscyber/about-contact-us/subscribe
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NIST SMB COIl Sub-Groups
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Subgroup

Definition Meeting Dates

SMB Owners/ This Community of Interest subgroup is a forum for SMB  February 14, 2024

Operators

SMB Vendors
and Resource
Partners

owners and operators to communicate their cybersecurity April 17, 2024
needs and challenges directly to NIST; gain access to July 17, 2024
education, information, and resources they can use in their October 17, 2024
business; and collaborate on projects that will promote

stronger cybersecurity resilience across the SMB

community.

View the COI Charter

This Community of Interest subgroup is a forum for SMB  February 21, 2024
service/product vendors and resource partners (such as  April 24, 2024
SBDCs, SCORE, etc.) to share best practices and resources July 24, 2024

for SMB outreach, receive technical guidance and October 24, 2024
education from NIST researchers, and collaborate on

projects that will promote stronger cybersecurity resilience

across the SMB community.

View the COI Charter

How to Join

Email:
NIST-SMB-Owners+subscribe@list.nist.gov

Email:
NIST-SMB-Vendors+subscribe@list.nist.gov

Learn More Here: https://www.nist.gov/itl/smallbusinesscyber/get-engaged



https://www.nist.gov/document/sbcc-coi-smb-owners-and-operators
mailto:NIST-SMB-Owners+subscribe@list.nist.gov
https://www.nist.gov/document/sbcc-coi-smb-vendors-and-resource-partners
mailto:NIST-SMB-Vendors+subscribe@list.nist.gov
https://www.nist.gov/itl/smallbusinesscyber/get-engaged
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Public Webinars SMB Owner/Operator SMB Vendor/Resource

(all 2:00-2:45 ET) COI Subgroup Calls Partner COI Subgroup Calls

U . * March 20: CSF 2.0 for SMB February 14, 2024 February 21, 2024
pcomlng * May 2: Manufacturing Extension April 17, 2024 e April 24, 2024

: Partnership (MEP) Cybersecurit
Events In nership (MEP) Cy Y July 17, 2024  July 24,2024

Services
October 17, 2024 October 24, 2024

2024 * August 15: Open topic

Register Here: https://www.nist.gov/itl/smallbusinesscyber/events
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e January 24: Path to Prosperity Event in Little
Rock, AK https://www.usda.gov/path-to-prosperity

e January 30: DAF CISO's Blue Cyber “Cybersecurity Resources Lollapalooza” Ten
Agencies offer their services to US Small Businesses www.sbir.gov/events

* Have an event you'd like us to participate in? Email: smallbizsecurity@nist.gov



https://www.usda.gov/path-to-prosperity
https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sbir.gov%2Fevents&data=05%7C02%7Cdaniel.eliot%40nist.gov%7Cfa8ebc1113e34f0c294d08dbffe15a33%7C2ab5d82fd8fa4797a93e054655c61dec%7C1%7C0%7C638385115577386706%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=qeOCz6EkMyvtnFPKCcJdjYMt67EIpQZLYkNeYIzMryQ%3D&reserved=0
mailto:smallbizsecurity@nist.gov

Cybersecurity Framework

y . The NIST Cybersecurity Framework (CSF) helps organizations reduce their
w4 cybersecurity risks and is widely recognized as foundational to securing
EEEEEE orgamzatlons & technology

NIST
* CSF 2.0 to be published in 2024. nformatinTchnlogy Lbortory

SMALL BUSINESS CYBERSECURITY CORNER

* Recently, we made SMB-focused resources

based on the CSF 2.0 easier to find on the NIST e -

Small Business Cybersecurity Corner website. one NIST
Gy Scer N o

* As NIST publishes new SMB resources for the — L LA o

CSF 2.0, they will be housed here. N E_ i

Cybersecurity @ NIST 'ﬂ o lq“ﬁ
) . . NNECT WITH US SPOTLIGHT
www.nist.gov/itl/smallbusinesscyber

Videos Cybersecurity Framework Case Studies

R Framewoni | I
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NIST Small Business Cybersecurity Corner
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Your secure business is just around the corner.

U.S.DEPARTMENT OF COMMERCE

NIIST | ST RoLoay
S S CHNOLOG www.nist.gov/itl/smallbusinesscyber
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SMALL BUSINESS CYBERSECURITY CORNER

v All-Purpose Guides v Phishing
Cybersecurity Basics
NIST Cybersecurity . .
Framework Q v" Choosing A v Privacy
idancehyss ' NISI' Vendor/Service
Small Business .
- Cybersecurity Corner Provider
Training
Videos
Contibutors v Cloud Security v Protecting Against
About & Cor-1tact Us Scams
Cybersecurity @ NIST
v" Government v' Ransomware
CONNECT WITH US
Contractor
x SPOTLIGHT Requirements
: G Studi . .
Videos Cybersecurity Framework ase Studies v DGVE'Oplng Secure v Securing Data and
Products Devices

&

FRAMEWORK

v" Employee Awareness v Securing Network
Connections

v Multi-Factor v Telework
Authentication

LATEST RESOURCES

e Security Segmentation in a Small Manufacturing Environment. This paper outlines a six-step approach that manufacturers can

follow to implement security segmentation and miti cyber vulnerabilities in their manufacturing environments.



Short Videos
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Phishing

Protecting Your Small Business: Ph...

Protectin | Business:
Phishing

See the Phishing companion PDF here.

You've Been Phished

You've Been Phished

. D

NIST research has uncovered one reason,
and the findings could help ClOs mount a
better defense.

Multi-Factor

Authentication Ransomware

Protecting Your Small Business: M...

> Ol

= > ‘—' -

- ’ e

Protectin_ [ Business: Protectii Business:

Multi-Factor Authentication Ransomware

See the Multi-Factor Authentication See the Ransomware companion PDF
companion PDF here. here.

The NIST Privacy
Framework

The NIST Privacy Framewaork
anu l:ll'll'nl:‘_l_K

Learn more here.

www.nist.gov/itl/smallbusinesscyber/videos

Protecting Your Small-Business: Ra...

Short videos that also
include a companion

PDF handout.
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Small Business Case Studies
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SMALL BUSINESS CYBERSECURITY CASE STUDY ‘{

A Business Trip to South America Goes South

SCENARIO:
AT0-person consulting firmn sent a small feam to South America to complete a client project. During their
atay, an employes used a business debit card at a local ATM. A month after returning to the US, the firm
received overdraft notices from their bank. They identified frauvdulent withdrawals of 513,000, all

originatir
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SMALL BUSINESS CYBERSECURITY CASE STUDY SERIES

CYRERSECURITY

ALLIANCE

Hotel CEO Finds Unwelcome Guests in Email Account

SCENARIO:

The CEO of a boutique hotel realized their business had become the victim of wire fraud when the
beokkeeper began to receive insufficient fund nofifications for regularly recurring bills. A review of the

accounting records
a link in an email th
credentials, the cyb
business and persot

ATTACK:
Social engineering,

A phishing atfock & o form ¢
from an authentc sowrce, su

you fo open o makcious affe

RESPONSE:
The hotel’s cash res
hotel also contacte:

IMPACT:
The business lost §1

LESSONS LEA
' Teach staft
the need t

SMALL BUSINESS CYBERSECURITY CASE STUDY SERIE
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Stolen Hospital Laptop Causes Heartburn

SCENARIO:
A health care system executive left their work-issued laptop, which hod access fo over 40,000 medical
records, in a locked car while running an errand. The car was broken into, and the loptop stolen.

ATTACK:
Physical theft of an unencrypted device.

Encryphion is the process of scrambiing readebls faxt so if con only be read by the person whao has the decrypiion key. It creafes an odded layer of securnfy
for sansitive infarmation.

RESPONSE:

The employes immediately reported the theft to the police and to the health care system’s IT department
whao disabled the laptop's remote access and began monitoring activity. The laptop was equipped with
security fools and password protection. Data stored on the hard drive was not encrypted - this included
sensitive, personal patient dota. The hospital had to follow state lows as they pertain to a data breach.
The U5, Department of Health and Human Services was alsa notified. Personally ldentifiable Information
PIN and Pratected Health Infarmation (PHD data reauire rigorous renporting orocecsss and standards

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE

1-page case studies, each
including:

Brief scenario

Impact to business

Lessons learned
Discussion questions
And related resources

More to come!

www.nist.gov/itl/smallbusinesscyber/cybersecurity

-basics/case-study-series



http://www.nist.gov/itl/smallbusinesscyber/cybersecurity-basics/case-study-series
http://www.nist.gov/itl/smallbusinesscyber/cybersecurity-basics/case-study-series

How Can You Participate? NILST | #55co

Attend our events: https://www.nist.gov/itl/smallbusinesscyber/events

Become an active participant in one of our COIl sub-groups:
https://www.nist.gov/itl/smallbusinesscyber/about-contact-us/subscribe

Send questions, comments, project ideas or request a speaker for your
event: smallbizsecurity@nist.gov

Submit comments on our publications:
csrc.nist.gov/publications/drafts-open-for-comment

Become a collaborator on an NCCoE project:
https://www.nccoe.nist.gov/seeking-collaborators



https://www.nist.gov/itl/smallbusinesscyber/events
https://www.nist.gov/itl/smallbusinesscyber/about-contact-us/subscribe
mailto:smallbizsecurity@nist.gov
https://csrc.nist.gov/publications/drafts-open-for-comment
https://www.nccoe.nist.gov/seeking-collaborators

Other NIST SMB Opportunities NIST | o

NIST SBIR/STTR Program:

e https://www.nist.gov/tpo/small-business-innovation-research-program-sbir

* https://www.sbir.gov/

NIST Cybersecurity and Privacy Stakeholder Engagement

* https://www.nist.gov/cybersecurity/cybersecurity-privacy-stakeholder-engagement



https://www.nist.gov/tpo/small-business-innovation-research-program-sbir
https://www.sbir.gov/
https://www.nist.gov/cybersecurity/cybersecurity-privacy-stakeholder-engagement
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Questions?

https://www.nist.gov/itl/smallbusinesscyber

smallbizsecurity@nist.gov

Daniel.eliot@nist.gov

fis
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