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1 What is Skills-based Hiring? Why Does it Matter?

An employer can begin by evaluating how they communicate their
cybersecurity talent needs. Job descriptions that focus on NICE Framework
Work Roles more clearly define the work and call out what individuals need to
know and what skills they should possess. The employer can assess their
current team to identify areas for ongoing skill development and gaps that
might require recruiting additional talent.

In the world of cybersecurity hiring, too often employers rely on proxies of
employee capability and preparedness, such as advanced degrees, years
of experience, and certifications. Doing so, however, can bar wide swaths
of the population from desirable careers, limiting the number of

candidates in the applicant pool and resulting in slower and less effective
hiring.

As part of ongoing performance-based assessments, the employer should
provide access to learning that helps employees develop and improve their
skills. Ideally, the employer uses a robust learning management system (LMS)
and/or learning and employment records (LER) to help their cybersecurity
workforce document their achievements. Other methods include developing
hands-on learning experiences in the workplace, such as registered
apprenticeship programs, that enable employers to have a steady pipeline of

Skills-based approaches focuses on the job seeker’s capabilities and career
readiness while increasing and diversifying the pool of prospective talent.
Skills-based hiring simplifies position descriptions and engages in a talent
management lifecycle that includes defined career paths. It also creates
retraining and reskilling opportunities that open doors to new careers,
whatever someone’s background or education may be.
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and individual capabilities. This shared language can be used by both
employers and job seekers to communicate which skills are sought as part
of cybersecurity work and can be a useful part of any skills-based hiring
program.
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