Welcome and Objectives

Tuesday, November 13, 2018 Wednesday, November 14, 2018
9:30am  REGISTRATION 8:30am  REGISTRATION

10:00am  WELCOME AND WORKSHOP OBJECTIVES 8:45am WELCOME AND OBJECTIVES
Chris Greer, NIST

10:15am  KEYNOTE: GRID MODERNIZATION AND THE CASE FOR INTEROPERABILITY
John Gibson, Avista Utilities

9:00 am KEYNOTE: CYBERSECURITY OF COMPLEX SYSTEMS
Ron Ross, NIST
9:30 am PANEL SESSION: CYBERSECURITY AND GRID MODERNIZATION

11:00am  PANEL SESSION: GRID MODERNIZATION AND INTEROPERABILITY Panelists discuss some of the cybersecurity challenges and practices emerging from grid modernization,

Panelists discuss some of the opportunities, challenges, and technologies at the nexus of grid with a focus on device and domain communication pathways and interoperability.
modernization and interoperability. Carol Hawk U.S. Department of Energy
Dwayne Bradley Duke Energy David Lawrence  Duke Energy
Chris Irwin U.S. Department of Energy Michael Murray BlackRidge Technology
Joe Peichel Xcel Energy Candace Suh-Lee Electric Power Research Institute
Alvin Razon National Rural Electric Cooperative Association MODERATOR: Elizabeth Sisley, Calm Sunrise Consulting
Naza Shelley District of Columbia Public Service Commission
MODERATOR: David Wollman, NIST 10:30am  BREAK
12:00pm  LUNCH 10:45am  PARALLEL BREAKOUT SESSIONS

Breakout sessions repeat during the afternoon. Participants can join discussions in two different topics.
1:15 pm KEYNOTE: THE ECONOMICS OF INTEROPERABILITY . . L . )
¢ Learning from other Sensor Networks: Translating and Linking Logical Interface Categories

Wade Malcolm, Open Energy Solutions « Risk Profiles for Grid Architectures and Services

2:00 pm PLENARY: INTRODUCTION TO NIST’S SMART GRID CONCEPTUAL MODELS * Securing New Communications Architectures: Brokered vs. Brokerless Cybersecurity
Avi Gopstein, NIST 12:15 pm LUNCH
2:30 pm INTERACTIVE DISCUSSION: MAJOR CONCERNS FOR SMART GRID INTEROPERABILITY

1:30 pm  PARALLEL BREAKOUT SESSIONS
Participants will identify and give perspectives on important Smart Grid Conceptual Model, and key . . . . . .
Aspects and Concerns related to grid modernization and interoperability Breakout sessions repeated from the morning. Participants are asked to join a different topic.

+ Learning from other Sensor Networks: Translating and Linking Logical Interface Categories
* Risk Profiles for Grid Architectures and Services

e Securing New Communications Architectures: Brokered vs. Brokerless Cybersecurity

3:30 pm BREAK

3:45 pm PLENARY: THREE KEY THEMES FOR CYBERSECURITY AND GRID INTEROPERABILITY 3:00 pm BREAK
+ Risk Profiles—Jeffrey Marron, NIST
+ Interface Categories—Nelson Hastings, NIST 3:15 pm REPORT OUT PANEL

+ Securing Communications—Michael Bartock, NIST

4:45pm  WRAP UP AND CHARGE FOR NEXT DAY 3:45pm  NEXT STEPS

5:00 pm  ADJOURN 4:00pm  ADJOURN




Cybersecurity of Complex Systems — Ron RoSsS

Wednesday, November 14, 2018
8:30 am REGISTRATION

8:45am WELCOME AND OBJECTIVES

9:00 am KEYNOTE: CYBERSECURITY OF COMPLEX SYSTEMS

Ron Ross, NIST
9:30 am PANEL SESSION: CYBERSECURITY AND GRID MODERNIZATION

Panelists discuss some of the cybersecurity challenges and practices emerging from grid modernization,
with a focus on device and domain communication pathways and interoperability.

Carol Hawk U.S. Department of Energy

David Lawrence  Duke Energy

Michael Murray BlackRidge Technology

Candace Suh-Lee Electric Power Research Institute
MODERATOR: Elizabeth Sisley, Calm Sunrise Consulting

10:30am  BREAK

10:45am  PARALLEL BREAKOUT SESSIONS
Breakout sessions repeat during the afternoon. Participants can join discussions in two different topics.

¢ Learning from other Sensor Networks: Translating and Linking Logical Interface Categories
* Risk Profiles for Grid Architectures and Services
* Securing New Communications Architectures: Brokered vs. Brokerless Cybersecurity

12:15pm  LUNCH

1:30 pm PARALLEL BREAKOUT SESSIONS

Breakout sessions repeated from the morning. Participants are asked to join a different topic.

+ Learning from other Sensor Networks: Translating and Linking Logical Interface Categories
* Risk Profiles for Grid Architectures and Services

e Securing New Communications Architectures: Brokered vs. Brokerless Cybersecurity

3:00 pm BREAK

3:15pm  REPORT OUT PANEL

3:45 pm NEXT STEPS

4:00 pm ADJOURN
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Cybersecurity of Complex Systems
An Urgent International Imperative
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Our appetite for advanced technology is
rapidly exceeding our ability to protect it.
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Data. Data. Everywhere.
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Cyber Risk.

Function (threat, vulnerability, impact, likelihood)

Transportation L* .

Defense
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‘ Reducing susceptibility to cyber threats
i Bg ‘ requires a multidimensional strategy.

Harden the
target ‘

First Dimension

— Limit damage
to the target

Second Dimension

LB

Make the target
resilient

Third Dimension

NIST NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY



Cyber Resiliency. -
—
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e

The ability to anticipate, withstand, recover
from, and adapt to adverse conditions,
stresses, attacks, or compromises on systems
that use or are enabled by cyber resources.

NISSST
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Cyber resiliency relationships with other
specialty engineering disciplines.
o Safety

- Resilience and Survivability ~
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2 CyberResﬂlency Constructs in System Life Cycle.

et at-fr 1
= i“% &;nﬁﬂ 7 = Business or mission analysis | -
iy 1R G gt = Stakeholder needs and requirements definition
“EEdE .&# = System requirements definition

= Architecture definition
= Design definition
= System analysis
= |mplementation
= |ntegration
= Verification
= Transition NIST
= Validation 5P 800-160
= QOperation
= Maintenance
= Disposal

NIST NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY
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Relationship among cyber resiliency constructs.
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Transparency.

NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY

Traceability.
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Government

The essential partnership.

Industry

NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY

Academia
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Cybersecurity & Grid Modernization — Panel

Wednesday, November 14, 2018
8:30 am REGISTRATION

8:45am WELCOME AND OBJECTIVES

9:00 am KEYNOTE: CYBERSECURITY OF COMPLEX SYSTEMS

Ron Ross, NIST
9:30 am PANEL SESSION: CYBERSECURITY AND GRID MODERNIZATION
Panelists discuss some of the cybersecurity challenges and practices emerging from grid modernization,
with a focus on device and domain communication pathways and interoperability.
Carol Hawk U.S. Department of Energy
David Lawrence  Duke Energy
Michael Murray BlackRidge Technology
Candace Suh-Lee Electric Power Research Institute
MODERATOR: Elizabeth Sisley, Calm Sunrise Consulting

10:30am  BREAK

10:45am  PARALLEL BREAKOUT SESSIONS
Breakout sessions repeat during the afternoon. Participants can join discussions in two different topics.

¢ Learning from other Sensor Networks: Translating and Linking Logical Interface Categories
* Risk Profiles for Grid Architectures and Services
* Securing New Communications Architectures: Brokered vs. Brokerless Cybersecurity

12:15pm  LUNCH

1:30 pm PARALLEL BREAKOUT SESSIONS

Breakout sessions repeated from the morning. Participants are asked to join a different topic.

+ Learning from other Sensor Networks: Translating and Linking Logical Interface Categories
* Risk Profiles for Grid Architectures and Services

e Securing New Communications Architectures: Brokered vs. Brokerless Cybersecurity

3:00 pm BREAK

3:15pm  REPORT OUT PANEL

3:45 pm NEXT STEPS

4:00 pm ADJOURN




PANEL SESSION: CYBERSECURITY AND GRID
MODERNIZATION

* Panelists discuss some of the cybersecurity challenges and practices
emerging from grid modernization, with a focus on device and domain
communication pathways and interoperability.

— Carol Hawk U.S. Department of Energy

— David Lawrence Duke Energy

— Michael Murray BlackRidge Technology

— Candace Suh-Lee Electric Power Research Institute

— MODERATOR: Elizabeth Sisley, Calm Sunrise Consulting



CALM
SUNRISE

e SEPA (originally SGIP):

— Active member of both Architecture and Cybersecurity Committees since 2009,
primary architect for the NISTIR 7628’s Logical Reference Architecture

— Chair of Grid Architecture Ontology Task Force

e With the initial work complete, the next step is to understand how the ontology results and
methods can be applied in the DOE GMLC Grid Architecture work. A micro grid example is
planned.

— Chair of Cyber-Physical Resiliency Task Force
e Catalog of CPR Best Practices

— https://sepapower.org/knowledge/catalog-of-cyber-physical-resiliency-best-practices/

e Started a Crosswalk between 7628r1 cybersecurity controls and CPR Best Practices to create a
supplemental SEPA document of Resiliency Controls

calmsunrise.com
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Carol Hawk — U.S. Department of Energy
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OFFICE OF
CYBERSECURITY, ENERGY SECURITY,
SPONSE

P

Cybersecurity for Energy Delivery Systems (CEDS)
Division Overview

Carol Hawk

Acting Deputy Assistant Secretary
November 14, 2018



Electricity Delivery Infrastructure

TRANSMISSION AUTOMATION SUBSTATION AUTOMATION ~ FEEDER AUTOMATION HOME & BUSINESS
DISTRIBUTION AUTOMATION (DA) INTELLIGENCE

Wide Area Monitoring,

il Protection, Control
s (9]}
Balancing Authority ( )

Utility Central Operations

Cloud
Computing

Fiber
Energy Management Systems (EMS) Optics

Utility Communications Communications

Tower

AMI Collector Distributed Energy

Resources (DER)

Line Switch with

e ; Radio Receiver
Smart Substations
GENERATION
LOCAL AREA NETWORK (LAN) | | LOCAL AREA NETWORK (LAN) FIELD AREA NETWORK (FAN) | | HOME AREA NETWORK (HAN)
WIDE AREA NETWORK (WAN)
U.S. DEPARTMENT OF OFFICE OF
CYBERSECURITY, ENERGY SECURITY,
28 ENERG AND EMERGENCY RESPONSE




DOE CESER Multiyear Plan for Energy Sector

Cybersecurity

. DOE's strategy for partnering with industry to
protect U.S. energy system from cyber risks

. Guided by direct industry input on
cybersecurity needs and priorities —
complements the Energy Sector Roadmap

. Market-based approach encourages
investment and cost-sharing of promising
technologies and practices

Multiyear Plan for
Energy Sector Cybersecurity . Establishes goals, objectives, and activities

MARCH 2018 to improve both near- and long-term energy

I "

Resilient energy delivery systems are designed, installed, operated, and
maintained to survive a cyber incident while sustaining critical functions

U.S. DEPARTMENT OF OFFICE OF
Y CYBERSECURITY, ENERGY SECURITY,
29 ENERG AND EMERGENCY RESPONSE




DOE’s Strategy for Energy Sector Cybersecurity

Leverage strong partnerships with the energy sector to:

Strengthen today’s cyber systems Develop innovative solutions for tomorrow’s
1 and risk management capabilities 2 inherently secure and resilient systems

GOAL 1 GOAL 2 GOAL 3
Strengthen energy Coordinate cyber Accelerate game-changing
sector cybersecurity incident response and RD&D of resilient energy
preparedness recovery delivery systems

* Information sharing and * Coordinate national cyber  RD&D to prevent, detect,
situational awareness incident response for the and mitigate a cyber

. Bi-directional, real-time, energy sector incident in tOday’S SyStemS
machine-to-machine * Build cyber incident response ||«  RD&D of next-generation
information sharing tools and incident reporting resilient energy delivery

* Risk management tools and * Cyber incident response systems
technical asIS|stance | exercises «  Build National Lab core

*  Cybersecurity supply chain capabilities and university
risk reduction collaborations

U.S. DEPARTMENT OF OFFICE OF

” ENERGY \50Eisccency Response UM




Coordination with Other Federal Cybersecurity R&D

Programs

NITRD

e Primary mechanism for U.S.
Government, unclassified
Networking and IT R&D
(NITRD) coordination

. woimmve,  Health Information Technology
* Supports Networking and @ | .
Information Technology N QT

policy making in the White
House Office of Science and
Technology Policy (OSTP)

The Office of the Naticnal Cuordnm or far

N ENERGY Si5Tissyny musraysseyrm


http://www.facebook.com/photo.php?pid=7878911&id=128463482993
http://www.nitrd.gov/SUBCOMMITTEE/nitrd_agencies/nro.aspx
http://www.nitrd.gov/SUBCOMMITTEE/nitrd_agencies/nist.aspx

For More Information, Please Contact:

Multiyear Plan for
Energy Sector Cybersecurity

MARCH 2018

. CarolHav I

Acting Deputy Assistant Secretary
Cybersecurity for Energy Delivery Systems (CEDS) Division
Office of Cybersecurity, Energy Security, and Emergency Response (CESER)

Carol.Hawk@hq.doe.gov
202-586-3247

Visit: https://www.enerqy.gov/ceser/office-cybersecurity-energy-security-and-emergency-response

U.S. DEPARTMENT OF OFFICE OF
EN ERGY CYBERSECURITY, ENERGY SECURITY,
AND EMERGENCY RESPONSE

32
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David Lawrence — Duke Energy
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Regulatory Gaps in Cybersecurity

e |EEE 1547 — 2018 DER

Interconnection Standard
— Addresses interoperability by
specifying mandatory
protocols for smart inverter’s
communications interfaces
 [IEEE P2030.5, DNP3, or

SunSpec Modbus « By

e Only P2030.5 suggests TLS p
1.2 over HTTPS for 3" party ) ’@i
BTM aggregators. EPR| L

— Does not address Cybersecurity needs, concerns, or requirements
for the communication protocols, devices, or interfaces

e Situational awareness continues to be a major gap for OT!

Copyright © 2018 Duke Energy Corporation All rights reserved.

4~ DUKE

T ” ENERGY.



ICS Passive Monitoring - POC

\

£~ DUKE
<’ ENERGY.

N

Security / Network
Battery Passive Monitoring :
Traffic Inventory
-/ Analyzer

. Behavior Single-Line
Open Field Message Bus Analytics Diagram

3

Recloser / Switch Meter

E ==

DER / Microgrid

/ Optimizer
Microgrid Abstraction

Layer / Interface

Copyright © 2018 OpenFMB Users Group and UCAIug, All rights reserved. ;


http://www.google.com/imgres?imgurl=http://www.smartenergy-jobs.com/furniture/cms/images/thumbnails/sector_icon_smart_meter.gif&imgrefurl=http://www.smartenergy-jobs.com/&usg=__GsvewpASnN9XC6FoMxyHMisCyCI=&h=80&w=80&sz=1&hl=ko&start=5&sig2=qQuHU1C15MX1IiHIGdm8Wg&zoom=1&itbs=1&tbnid=u6Irlz20fT3RvM:&tbnh=74&tbnw=74&prev=/images?q=smartmeter+icon&hl=ko&tbm=isch&ei=TNPSTZ_4Hsuq-Aa5vLjXCg

e . W 4~ DUKE
. C e . T ° ENERGY.
OpenFMB Cybersecurity 2019 Initiatives

rads

 |dentity Management
— Grid Device Provisioning — Use Case Modeling
— TPM 2.0 for Hardened ldentity
— Secure Boot, OS, Containers
— Pub / Sub Protocol Integration with TPM 2.0

 Key Management, DPKI
— Refer to IEC 62351-9 and SSP21; Use Case Modeling

* Network and System Management (NSM) IEC 623517

— Coordinate with past EPRI MIB definition work
— Situational Awareness: ICS Network Monitoring and Microgrid Analytics

e Dynamic Grid — Pub / Sub Architecture Strawman

— Microgrid, FLISR, Circuit-segment orchestration
— Software Defined Networking (SDN)
— Scope of Certificates with FLISR b SPEN

Copyright © 2018 OpenFMB Users Group and UCAIug, All rights reserved. =



£~ DUKE
<’ ENERGY.

Node Architecture

Logic K8S Vault PTP Time Series |Coordination, OpenFMB
Controller Kublet au Client DB Services Apps
HW Vendor API Container Virtualization

CPU RAM Flash / SSD BIOS TPM 2.0 Comms Node

e Pods are the atomic unit for Kubernetes management
e 1 Pod can be equal to 1 Container or multiple Containers
¢ Containers are on an internal 10.x.x.x network for cross Container communications

e Discuss / define the Boot sequence 4 = OPEN
e TPM 2.0 interface / drivers / library ;MB
¢ Coordination between Containers, and Containers and TPM

Copyright © 2018 Duke Energy Corporation All rights reserved.
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IEC 61850 Digital Microgrid & OpenFMB

— > To Circuit Segment Manager

Protection
Node
Battery PV Load Bank Load
o |~ E B g = ——— _— — —_—
g %‘ g g E § 'E OpenFMB OpenFMB OpenFMB OpenFMB
& S
- |k Security Security Security Security

LGET T Adapter Adapter

I Adapter

OpenFMB

SMV

Behavior Coordination
HMI Historian Analysis Service Admin
Goose : : : , :
PTP OpenFMB OpenFMB OpenFMB OpenFMB OpenFMB
=7 = Security Security
MU ‘ \ MU ‘ \ Adapter Adapter

ST SEFT

PTs CTs PTs C(CTs

Security Security Security

G ET T Adapter Adapter

|

Breaker Breaker

Breaker Breaker

Copyright © 2018 OpenFMB Users Group and UCAIug, All rights reserved. ;MB
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Duke Energy: keeping the lights on so you can sleep
peacefully!

-

“Working to Secure the Grid, One Distributed Autonomous
Function at a Time!”



Michael Murray — BlackRidge Technology




End Game: Resilient Architectures Require
Economic Asymmetry

Advantage: Attackers age: Defenders

COST TO ATTACK

Cost

COST TO DEFEND

Resilience

BlackRidge
~— TECHNOLOGY 41
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United Siates
Computer Erméngenty
Readiness Toam

%@ Homeland
) Security US-CERT

THE WHITE HOUSE
WASHINGTON

PRESIDENTIAL EXECUTIVE ORDER ON
STRENGTHENING THE CYBERSECURITY OF FEDERAL
NETWORKS AND CRITICAL INFRASTRUCTURE

Security Tip (ST18-001) Securing Network Infrastructure Devices

NCCIC encourages users and network administrators to implement the following recommendations to better secure their
network infrastructure:

« Segment and segregate networks and functions.
« Limit unnecessary lateral communications.

« Harden network devices.

e Secure access to infrastructure devices.

» Perform Out-of-Band network management.
 Validate integrity of hardware and software.

Segment and Segregate Networks and Functions

Security architects must consider the overall infrastructure layout, including segmentation and segregation. Proper
network segmentation is an effective security mechanism to prevent an intruder from propagating exploits or laterally
moving around an internal network. On a poorly segmented network, intruders are able to extend their impact to control
critical devices or gain access to sensitive data and intellectual property. Segregation separates network segments based
on role and functionality. A securely segregated network can contain malicious occurrences, reducing the impact from
intruders in the event that they have gained a foothold somewhere inside the network.

Technical Alert (TA18-074A) Russian Government Cyber Activity Targeting
Enerqgy and Other Critical Infrastructure Sectors
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https://www.us-cert.gov/ncas/alerts/TA18-074A
https://www.us-cert.gov/ncas/tips/ST18-001

Segmentation/Segregation of Legacy 0,1,2 layers

Legacy Systems are a tapestry of older sensors, controllers and trust policies.
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Segmentation/Segregation of all Layers
New Systems can exist with legacy systems through Segmentation and Segregation.
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What Can the Community of Interest do to Respond?

Protect Critical Servers and Management Systems

* Protect high value servers and data (PIl, algos, research, IP, ....)
* Protect Management Plane of IT networks and systems
e Data centers, laaS cloud services, and loT

Isolate and Protect Cloud Services

e Control access to laaS cloud servers by all parties
e All access attempts logged for audit history with attribution
e No unauthorized awareness of public cloud services

| Micro-Segmentation / Software-Based Segmentation / Compliance

e Infrastructure independent and supports heterogenous environments
e Separates security policy from network topology
e Addresses compliance, risk and regulatory requirements

General

*  Data
» Protection

Regulation

4[ Identity-Based Networking

e |dentity Based Policy and Network Access
e Topology Independent Networking

BlackRidge
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Candace Suh-Lee — EPRI
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Grid Modernization
Challenges and Urgent Needs

Candace Suh-Lee, CISSP, CISA
Principal Technical Leader

Workshop on Smart Grid Interoperability and
Cybersecurity, NCCoE

November 13-14, 2018
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Utility Communications — Recent Past

Owned or Operated by a Utility

i
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Internet ;ﬂ =
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AMI Network
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Meters

Substations
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Smart Grid Communications — Near Future

Owned or Operated by a Utility




Risk Profile & Security Requirements — Recent Past

PCI 1ISO27001/2,

Threat monitoring &
Incident Response

*  Vulnerability/Patch
Management

»  Perimeter & End-point
Protection
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Internet

N

Data Center

High Exposure &
Low Impact

*  Privacy

Response

NISTIR 7628

* Communications Security
(Traffic Encryption, Key
Management, etc.)

*  Vulnerability/Patch Management
*  System Monitoring & Incident

/

=

&
LR TR
System Operators

ISA99, NERC CIP

* Perimeter Access Controls

* Asset/Configuration/Change
Management

*  Vulnerability/Patch Management

*  System Monitoring & Incident
Response

.

—

AMI Network

)
i
L

(
)

/ Control Center

\_

Substations /

Medium Exposure &
Medium Impact

Low Exposure &
High Impact
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Risk Profile — Near Future

‘Exposure (Internet)

. Impact (Customer Data or Grid Reliability)

Public LTE

51 |= ELECTRIC POWER
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New Cybersecurity Considerations

= Multi-party Grid

— Customers, 3-rd parties have increasing
influence in how the power is generated and
delivered

— Devices / energy sources not owned by utility
are connected to the grid

— Who is responsible for cybersecurity?

= Securing Emerging Technology

— Smart devices, sensors, smart appliances, 10T,
EVs etc.

— Not enough guidelines for engineering
cybersecurity into these technologies

52

© 2018 Electric Power Research Institute, Inc. All rights reserved.

= Securing the Ecosystem

— Securing things within the boundary of
ownership may not be enough

— Need to consider the risk that our assets or
actions pose to the ecosystem

— Security standards should capture the
cybersecurity responsibilities to the
ecosystem
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Breakout Sessions

Main Room .

Wednesday, November 14, 2018

8:30 am REGISTRATION
B rea ko u t 1 : 8:45 am WELCOME AND OBJECTIVES

. 9:00 am KEYNOTE: CYBERSECURITY OF COMPLEX SYSTEMS
Learning from other Sensor Networks )
on Ross, NIST
-an d - 9:30 am PANEL SESSION: CYBERSECURITY AND GRID MODERNIZATION
Panelists discuss some of the cybersecurity challenges and practices emerging from grid modernization,
1 1 1 1 with a focus on device and domain communication pathways and interoperability.

Tra nSIatl ng an d LI n kl ng Loglca I Carol Hawk U.S. Department of Energy

David Lawrence  Duke Energy

Interface Categories Michael Murray  BlackRidge Technology

Candace Suh-Lee Electric Power Research Institute
MODERATOR: Elizabeth Sisley, Calm Sunrise Consulting

Middle Room 10:30am  BREAK

10:45am  PARALLEL BREAKOUT SESSIONS

Breakout sessions repeat during the afternoon. Participants can join discussions in two different topics.

¢ Learning from other Sensor Networks: Translating and Linking Logical Interface Categories
* Risk Profiles for Grid Architectures and Services
* Securing New Communications Architectures: Brokered vs. Brokerless Cybersecurity

Breakout 3:
Securing New Comms Architectures,
Brokered vs. Brokerless

12:15pm  LUNCH

1:30 pm PARALLEL BREAKOUT SESSIONS

Breakout sessions repeated from the morning. Participants are asked to join a different topic.

+ Learning from other Sensor Networks: Translating and Linking Logical Interface Categories
Fa r Room * Risk Profiles for Grid Architectures and Services
e Securing New Communications Architectures: Brokered vs. Brokerless Cybersecurity

3:00 pm BREAK

Brea kOUt 2: 3:15pm  REPORT OUT PANEL
Risk Profiles for Grid Architectures & 345pm  NEXT STEPS
Se rVi ces 4:00 pm ADJOURN




Lunch:

12:15-1:30

Potomac Pizza-301.279.2234
9709 Trayille Gateway Drive
Rockville, MD 20850
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Breakout Sessions

Main Room .

Wednesday, November 14, 2018

8:30 am REGISTRATION
B rea ko u t 1 : 8:45 am WELCOME AND OBJECTIVES

. 9:00 am KEYNOTE: CYBERSECURITY OF COMPLEX SYSTEMS
Learning from other Sensor Networks )
on Ross, NIST
-an d - 9:30 am PANEL SESSION: CYBERSECURITY AND GRID MODERNIZATION
Panelists discuss some of the cybersecurity challenges and practices emerging from grid modernization,
1 1 1 1 with a focus on device and domain communication pathways and interoperability.

Tra nSIatl ng an d LI n kl ng Loglca I Carol Hawk U.S. Department of Energy

David Lawrence  Duke Energy

Interface Categories Michael Murray  BlackRidge Technology

Candace Suh-Lee Electric Power Research Institute
MODERATOR: Elizabeth Sisley, Calm Sunrise Consulting

Middle Room 10:30am  BREAK

10:45am  PARALLEL BREAKOUT SESSIONS

Breakout sessions repeat during the afternoon. Participants can join discussions in two different topics.

B rea ko ut 3 . ¢ Learning from other Sensor Networks: Translating and Linking Logical Interface Categories
* * Risk Profiles for Grid Architectures and Services
H H * Securing New Communications Architectures: Brokered vs. Brokerless Cybersecurity
Securing New Comms Architectures,

12:15pm  LUNCH

Brokered vs. Brokerless

1:30 pm PARALLEL BREAKOUT SESSIONS

Breakout sessions repeated from the morning. Participants are asked to join a different topic.
+ Learning from other Sensor Networks: Translating and Linking Logical Interface Categories

Fa r Room + Risk Profiles for Grid Architectures and Services
e Securing New Communications Architectures: Brokered vs. Brokerless Cybersecurity
3:00 pm BREAK
Brea kO ut 2: 3:15pm  REPORT OUT PANEL
Risk Profiles for Grid Architectures & 345pm  NEXT STEPS

Services 400pm  ADJOURN




Report Out Panel

Wednesday, November 14, 2018
8:30 am REGISTRATION

8:45am WELCOME AND OBJECTIVES

9:00 am KEYNOTE: CYBERSECURITY OF COMPLEX SYSTEMS

Ron Ross, NIST
9:30 am PANEL SESSION: CYBERSECURITY AND GRID MODERNIZATION
Panelists discuss some of the cybersecurity challenges and practices emerging from grid modernization,
with a focus on device and domain communication pathways and interoperability.
Carol Hawk U.S. Department of Energy
David Lawrence  Duke Energy
Michael Murray BlackRidge Technology
Candace Suh-Lee Electric Power Research Institute
MODERATOR: Elizabeth Sisley, Calm Sunrise Consulting
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Next Steps
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MODERATOR: Elizabeth Sisley, Calm Sunrise Consulting

10:30am  BREAK

10:45am  PARALLEL BREAKOUT SESSIONS
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* Risk Profiles for Grid Architectures and Services
* Securing New Communications Architectures: Brokered vs. Brokerless Cybersecurity
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e Securing New Communications Architectures: Brokered vs. Brokerless Cybersecurity
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3:45 pm NEXT STEPS

4:00 pm ADJOURN




Please provide written feedback

 Updated Conceptual Model:

— https://www.nist.gov/document/draftsmartgridconceptualmodelupdatev3pdf
* Developing an Ontology for the Grid:

— https://www.nist.gov/document/draftontologyforthesmartgridv2pdf
 Smart Grid Cybersecurity Risk Profile:

— https://www.nist.gov/document/draftcsfsmartgridprofilepdf
* Logical Interface Categories for High-DER Scenatrio:

— https://www.nist.gov/document/draftinterfacecategoriesassessmentpdf
e Overview of Pub/Sub Communications and Security Concerns:

— https://www.nist.gov/document/draftpubsubsecurityaspectspdf
* Interoperability Profiles:

— https://www.nist.gov/document/draftinteroperabilityprofiledescriptionfinalpdf

o Testing & Certification Landscape for Smart Grid Standards
— https://www.nist.qgov/document/drafttclandscapeevaluationfinalpdf

USE THIS EMAIL ADDRESS: smartgridframework@nist.qov
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https://www.nist.gov/document/draftsmartgridconceptualmodelupdatev3pdf
https://www.nist.gov/document/draftontologyforthesmartgridv2pdf
https://www.nist.gov/document/draftcsfsmartgridprofilepdf
https://www.nist.gov/document/draftinterfacecategoriesassessmentpdf
https://www.nist.gov/document/draftpubsubsecurityaspectspdf
https://www.nist.gov/document/draftinteroperabilityprofiledescriptionfinalpdf
https://www.nist.gov/document/drafttclandscapeevaluationfinalpdf
mailto:smartgridframework@nist.gov

And more...

Upcoming Regional Roundtables:
— Providence: November 29, 2018

Additional documents will be posted soon:
https://www.nist.gov/engineering-laboratory/smart-grid/smart-grid-framework
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