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Welcome & Workshop Objectives – Chris Greer

Note: If you want to order lunch for 
delivery to NCCoE and have not yet done 
so, please see Konstantina in the 
registration now.



Smart Grid Interoperability and Cybersecurity 
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Chris Greer
Director, Smart Grid and Cyber-Physical Systems Office
National Institute of Standards and Technology
U.S. Department of Commerce

November 13-14, 2018
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Measurements are critical…

“Uniformity in the currency, 
weights, and measures of 

the United States is an 
object of great importance, 

and will, I am persuaded, 
be duly attended to.”

George Washington, State 
of the Union Address, 1790

to commerce
• Up to 92% of U.S. 

exports affected by 
standards/technical 
regulations 

NIST Illustrated, https://youtu.be/2j9BGVKbzS4

to innovation and to international trade

NIST measurement 
science provides the 
foundation for innovation 
in every industry and 
economic sector, from 
manufacturing to health 
care to defense

If you know how to measure 
something, you can design 
it, compare it, understand 
it, and improve it

https://youtu.be/2j9BGVKbzS4
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NIST Mission

To promote U.S. innovation and industrial 
competitiveness by advancing measurement 
science, standards, and technology in ways that 
enhance economic security and improve our quality of life

Measurement Science – Creating the experimental and theoretical tools 
– methods, metrics, instruments, and data – that enable innovation

Standards – Disseminating physical standards, providing technical expertise 
to documentary standards that enable interoperability and commerce

Technology – Driving innovation through knowledge dissemination and 
public-private partnerships to bridge gap between discovery /marketplace
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NIST Laboratory Programs

Driving innovation through 
Measurement Science and 

Standards

Accelerating the adoption and 
deployment of advanced 

technology solutions

Providing world class, unique, 
and cutting-edge research 

facilities
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Energy Independence and Security Act

NIST has “primary responsibility 
to coordinate development of a 
framework that includes 
protocols and model standards for 
information management to 
achieve interoperability of smart 
grid devices and systems…” 
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Interoperability Frameworks to date
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2010 2012 2014
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A break for context…
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Source (all): IEA 2017, Digitalization & Energy
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Smart Grid Conceptual Model (2018, Draft)

• Generation including DER

• Intelligent distribution system

• Empowered consumers

• Emerging Markets
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Workshop Agenda & Purpose
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Grid Mod. & the Case for Interoperability – John Gibson



Innovation for Future Utility Business Model

John Z Gibson, P.E. 
Avista Utilities Chief R&D Engineer
November 2018 



 Incorporated in 1889

 Investor-Owned Utility with headquarters in 
Spokane, Washington

 Over 1,700 employees

 Electric and natural gas service
 379,000 electric customers

 342,000 natural gas customers

About Avista 



Avista

Capture opportunity from the changing electric utility business model



Avista’s Projects of Grid Edge Journey of Discovery

Smart Grid 
Automation

2013

2014

2015

Community 
Solar Project

2016

Battery Storage 
Project in Pullman

Clean Energy 
Fund I

2017

Electric Vehicle 
Charging Pilot 

Shared Energy 
Economy Pilot
Clean Energy 

Fund II

WA Advanced 
Metering 

Infrastructure

University 
District’s South 

Landing          
Eco-District

Smart City 
Collaborative

Avista’s Business to Invent 

Grid Edge 1 Grid Edge 2 Grid Edge 3



Introduction: Avista’s Use Case Chronology

Movement from inward system improvements to outward customer experience

 Smart Grid

 Turner Energy Storage Project

 Shared Energy Economy

 Smart City 

 Eco-District



Smart Grid Investment Project
• Fifty Nine Distribution Feeders

Smart Grid Demonstration Project
• Thirteen Distribution Feeders

Smart Grid Deployment 
American Recovery and Reinvestment Act



Distribution Equipment
• Switches (S&C) Scada-Mate
• Reclosers (G&W) 
• Switch Capacitor Banks (Cooper)
• Individual Phase Regulator (Cooper) 

Control Software
• Distribution Management System (DMS)
• Fault Detection Interruption Restoration (FDIR)
• Integrated Volt Var Compensation (IVVC)

Communication
• Tropos Radios
• Fiber Backhaul

Smart Grid Technologies



Smart Grid Architecture 
Client/Server

 Technology Debt 

 Legacy Architecture

 Vendor Eco-System



UET Battery System in Pullman, WA
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Turner Energy Storage
Utility versus Customer Value

 1MW – 3.2 MWh Battery

 Locate on SEL Manufacturing Campus

 UET Vanadium Flow Battery
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Turner Energy Storage
Use Cases

Use Case and application as described in PNNL 
Catalog 

Avista PSE Sno – 
MESA1 

Sno – 
MESA2 

Sno - 
Controls 
Integration 

UC1:  Energy Shifting      
Energy shifting from peak to off-peak on a daily basis Y Y Y Y  
System capacity to meet adequacy requirements Y Y Y Y  
UC2: Provide Grid Flexibility      
Regulation services Y Y  Y*  
Load following services Y Y  Y*  
Real-world flexibility operation Y Y  Y*  
UC3:  Improving Distribution Systems Efficiency      
Volt/Var control with local and/or remote 
information 

Y  Y Y  

Load-shaping service Y Y Y Y  
Deferment of distribution system upgrade Y Y    
UC4:  Outage Management of Critical Loads  Y    
UC5:  Enhanced Voltage Control      
Volt/Var control with local and/or remote 
information and during enhanced CVR events 

Y     

UC6:  Grid-connected and islanded micro-grid 
operations 

     

Black Start operation Y     
Micro-grid operation while grid-connected Y 

 
 
 

   

Micro-grid operation in islanded mode Y     

UC7:  Optimal Utilization of Energy Storage Y Y   Y 

 

 Ancillary Markets

 Reserve Markets

 Grid Services

 Resiliency Services



Utility vs. Ratepayer Perspective
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Base Case vs. Revenue Requirements – Utility Perspective Benefits vs. Revenue Requirements – Inclusive of Customer 
Reliability Benefits

Turner Energy Storage
Voltage Sag Compensation



Avista 

Develop a roadmap to the future utility business model 



Avista’s Road Map / Grid Edge 3 
Utility Business Model Road Map



Shared Energy Economy 
Spokane Udistrict Micro-Transactive

Assets
 Two Roof Top 100 kW Solar Systems

 Two Energy Storage Assets 

 100 kW and 500 kW

 Two Building Management Systems



1. Grid 
Service

2. DER 
Optimization

3. Building 
Fleet 

Optimization

4. Critical 
Resiliency

Shared Energy Economy/ Valuation



Shared Energy Economy/Interoperability

Multiple Partner Products
 Spirae Business Optimizer

 SEL Microgrid Controller

 McKinstry Building System

 Itron Riva Meter System

Research Partners
 Washington State University

 Pacific Northwest National Lab



Shared Energy Economy/Communication Latency
Distinct Operational Systems
 DER Field Bus - Minutes

 Business Optimizer

 SCADA Network - Seconds
 Distributed Management System

 AMI Network – Batched 4 hours
 Billing/Application Platform

 Goose Messaging - Milliseconds
 Microgrid Controller Platform 



BEMSBEMS

BEMSBEMSBMSBMS

BMSBMS

BEMSBEMS

Microgrid Control 
System

DMS Centralized 
Optimization

Shared Energy Economy/Distributed Applications

Distributed Capability
 Enterprise/Central Control

 Volt/Var

 Demand Response

 Forecasting

 Market

 Site/Microgrid Control
 Island Detection

 Decoupling

 Re-synchronization

 Local/Autonomous Control
 Invertor Settings

 Energy Management System

 Protection Settings

 Building Management Operational 
Parameters 



Avista

Blurring the line between utility and municipal infrastructure 



Avista Smart City - Urbanova

 Partners
 City of Spokane

 Avista Utilities

 University District

 Itron

 Washington State University

 McKinstry

 Gallup

 Version

 Urbanova Projects
 Smart and Connected Streetlights Pilot

 Shared Energy Economy Model Pilot

 Gallup People-centered Research

 Benefiting Cities and Citizens
 Healthier citizens

 Safer neighborhoods

 Smarter infrastructure

 Sustainable Environment

 Stronger economy 



Avista Smart City Street Light Architecture 

Use Case
 Adaptive Lighting Based on Traffic Volume 

 Leverage Utility Infrastructure for Broader Purpose

Architecture
 Utility AMI Infrastructure

 Urbanova Platform / Amazon Web Services

 City Internal Traffic Management System



Avista  

Disrupt the utility business model to ensure fair customer rate reform



Eco-District

Commercial Development
 Eco-District

 Conditioned Environment

 Electric Service

 Self-Generation



Eco-District

Distributed Capability
 Enterprise/Central Control

OPCO LLC
Operates & Maintains HVAC/Electrical 

Company 
Ownership
Avista Development/McKinstry

HUB
Research & Service Building

Ownership
Avista Development/McKinstry

NewCo LLC
Owns HVAC/Electrical Equipment

Ownership
Avista Development/McKinstry

Catalyst
First Building

Ownership
Avista Development/McKinstry

New Buildings
Additional Eco-District 

Development

Ownership
Unknown

Avista Utilities
Electrical & NG Utility

Ownership
Avista Corp

Electric Service
Master Meter Equipment Lease

HVAC Service Agreement

Electric Service
Agreement

Electric Service
Agreement

Lease Space



Eco-District

Certification Elements
 Best in Class Building Design

 Energy load offset with on-site and off-site renewables

 Zero energy performance not modeling

 No combustion allowed 

Versus                 Grid Optimal

Grid Optimal / Grid Opportunities
 Capacity Offsets

 Load Transfer

 Generate Renewable Resource into Load

 Voltage Support

 Phase Balancing



Eco-District – Rate Reform

Goal
 Develop a rate mechanism to incentivize developments to be grid optimal without unfairly burdening other 

customers with the cost of the utility infrastructure

Observation
 The eco-district proforma is a financial model which provides insight on how future performance base rate making 

might be accomplished

Challenge
 Existing rate structures do not support the business model for the grid of the future

 Schedule 21 Energy and demand charges – Infrastructure costs rolled into consumption charges

 Schedule 51 Line extension allowances calculated buy energy consumption

 Schedule 90 Electrical energy efficiency programs – Socialized benefits and application

 Schedule 63 Net metering – kW limit on local generation due to cross subsidy

 Schedule 65 Interconnection standards

 Schedule 62 PURPA rates – 5 year schedule



Eco-District – Rate Reform

Opportunity

 To be successful, a special contract would be developed to allow for the developer to obtain economic efficiency, operational
flexibility and fair allocation of the utility fixed asset costs

 So, what would this look like?
 A utility revenue and cost model comparative to the assumptions made in the proforma
 Unlimited amount of generation behind the meter owned and operated by customer
 Incentivize the developer to build highly efficient buildings
 Incentivize the developer to limit utility capacity required to support the development 
 Create a regulatory methodology which can provide a road map for future utility rate reform



Avista  

An architecture for our customer OpenDSP



Distributed System Platform

Avista Distribution Management System  
Micro-Services Requirements  



Vendor-specific 3rd Party Open-Source
Legend

Proprietary Platform*

Apps

Device 1

Device 2

Device 3

Today
“Rip & Replace”

OpenFMB  
(Device to Device Edge Interoperability)

Open API(s) & App 
Store

App App App

OpenDSP (Platform Core Infrastructure)

3rd Party API(s) & App 
Store(s)

App App App

Device 1 Device 2 Device 3

Future
“Interoperable”

Open Architecture
For a Distribution Management System 

Today Platform 
 Proprietary 

 Silo Solutions 

 Integration

Future Platform
 Open Platform Services

 Enables Interoperability

 Establishes Application Eco-System 

 Scalable Framework for Vendors



Application Interoperability Layer

Demand 
Response

DER 
Orchestration

Outage 
Management

Core Platform Services Layer
Application Management Services

DER 
Forecasting

Co
re

 IT
 S

er
vi

ce
s

Distributed 
SCADA

Co
re

 O
T 

Se
rv

ic
es

Grid Topology State EstimationDistributed Security

Data Lake

Stream Processor

Time Synchronization

Sensor and Measurement Services

Field Network Management Services

Voltage 
Mgmt

Device Interfaces

Physical Device Layer

Voltage 
Mgmt App A App B

Core Platform Services 

Physical Interfaces

Device Function

OpenDSP Core Services  
Utility Perspective 

Core Platform Services Layer
 Application Management Services

 Distribution and orchestration of distributed 
Applications

 Firmware Management

 Sensor and Measurement Services
 Field Message Bus

 Device Discovery

 Grid Management Service
 Topology Awareness

 State Awareness

 Content Awareness

 Simulation Engine

 Core IT Services
 Stream Processor

 Big Data

 Security

 Time Synchronization



Application Interoperability Layer
3rd Party 

Aggregation
Peer to Peer 
Transaction

Customer Grid 
Products

Core Platform Services Layer

Prosumer 
Settlement

Non-Firm 
Transport

Energy 
Choice

Physical Device Layer

Home Alexa Nest

Core Platform Services 

Physical Interfaces

Device Function

OpenDSP Core Services
Customer Centric 

Home 
Generator

Utility Customers
 Prosumers

 Consumers

 Aggregator

 Eco-Districts 

 In Home Service Providers
 Google 

 Apple

 Tesla

 Building Management Systems



Questions  
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Grid Modernization & Interoperability – Panel
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Chris Irwin – U.S. Department of Energy
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Alvin Razon – NRECA
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kMultiSpea

Unlocking the Value of Data  
Optimizing the Distribution System

Alvin.razon@nreca.coop 
Senior Director, Distribution Optimization

mailto:Alvin.razon@nreca.coop


TODAY: NRECA Distribution Optimization (DO) Team



Ecosystem of Solutions

MultiSpeak Marketplace, MultiSpeak App-Store & More…



FUTURE “Tomorrow” (DO):
Enabling the Electric Utility of the Future

GridState

VALUES & BENEFITS: Reduction of Losses in Capital Expenses, Outage/Restoration Cost,  
Custom Integration Cost, Cybersecurity and Resiliency
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Dwayne Bradley – Duke Energy
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OpenFMB Life Cycle Framework

page 56Copyright © 2018 OpenFMB Users Group and UCAIug,  All rights reserved.



Co-existence of Legacy and Future Architectures
Centralized 

Command and 
Control  (Hierarchical)

Coordinated and 
Distributed  Functions 

(Layered)

Tertiary   
(mins-

hours) 

Secondary
(secs-min)

Primary
(msecs) 

DI / OpenFMB

Copyright © 2018 Duke Energy Corporation  All rights reserved.

Cap-
bank 

Voltage 
Reg 

P&C 
Relay  

DER Plant 
Controller

DER #1 DER #2 DER #3 P&C 
Relay  

Cap-
bank 

DER #1 DER #2

DA 
App

DER
App

Head-End      
Schedule

SCADA 
Setpoints

ADMSDERMS or
DRMS/VPP



Smart 
Meter

Capacitor 
Bank

Line 
Sensor

Battery
Inverter

DMS

Head
Ends SCADA

Higher Tier Node
Central Office

(Utility Datacenter)

Common Semantic Model
Legacy Protocol Translation

Legend

Middle Tier Nodes
(e.g. substation)

Lower Tiers Nodes
(e.g. grid)

End Points
Devices

Legacy Protocol 
Adapter

Common Data 
Model Profile(s)

Open
Field 

Message 
Bus

Client/Server Polling
Pub/Sub Messaging

Distributed Architecture: Telecom Networking VisionOpen Field Message Bus (OpenFMB) Framework

page 58

Firewall

Virtual Firewall

MDMM

- +
OpenFMB
protocol 

Legacy Protocol 
Adapter

Common Data 
Model Profile(s)

OpenFMB
protocol 

Legacy Protocol 
Adapter

Common Data 
Model Profile(s)

OpenFMB
protocol 

Breaker
Relay 

Solar PV
Inverter

Modbus

Open FMB IoT Protocol

Legacy Protocol Adapter

Common Data Model

OpenFMB protocol 

OMSGIS

Copyright © 2018 Duke Energy Corporation All rights reserved.



Protocol Translation: OpenFMB Adapters

page 59Copyright © 2018 Duke Energy and Open Energy Solutions, Inc..  All rights reserved.

DNP3

Modbus

Goose

Protobu
fYMAL

NATS

MQTT

IDL

DDS

dB Other

SCADA Protocols Pub/Sub Protocols

UML Generated PSMs
Mapping Configuration
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Naza Shelley – D.C. Public Service Commission
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Customers & the Future Grid 
A State Regulatory Perspective

THE VIEWS AND OPINIONS EXPRESSED IN THIS PRESENTATION ARE THOSE OF THE PRESENTER AND DO NOT NECESSARILY REFLECT 
THE OFFICIAL POLICY OR POSITION OF THE DISTRICT OF COLUMBIA PUBLIC SERVICE COMMISSION OR THE DISTRICT GOVERNMENT.



What Customers Want 

 Customers are in the driver’s seat

 What we are hearing –
 Clean Energy
 Competition
 Data Access & Control

 It’s industry’s job to figure out what 
customers want

 What’s the regulator’s job?



A Regulator’s 
Concerns

 Customer vs. Prosumer
 Data ownership vs. data 

protection

 Reliability
 Safety
 Cost



A Regulator’s 
Responsibility

 Protect and empower customers
 Reduce/remove regulatory barriers 
 Establish a clear/flexible regulatory framework 
 Tell stakeholders what you need to make a decision

 Ask the right questions
 Put the risk on industry to present solutions to problems
 Put the burden on industry to justify the solution they present if 

cost sharing is required for implementation
 Favor the carrot but be willing to use the stick



Questions?

Naza Shelley – Attorney Advisor
D.C. Public Service Commission
1325 G. St. NW, Suite 800, 
Washington, D.C. 20011
nshelley@dcpsc.gov
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Joe Peichel – Xcel Energy
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Who Do You Trust?

• Certified Identity
• Devices, Organizations and People

• Delegations of Authority



Illustration courtesy of Phil Wilkerson, Xcel Energy
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Lunch: 12:00-1:15

Afternoon Keynote 
begins at 1:15pm
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Economics of Interoperability – Wade Malcolm



The Economics of Interoperability
November 13, 2018

Wade P. Malcolm, P.E.
Open Energy Solutions Inc.
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Why is Interoperability Important?

• Many solutions are not (easily/cheaply) interoperable and are packaged for 
a single “silo” or ideal for only a single function

• To achieve lower-cost and better performance, an architecture with 
intelligence “at the edge” is needed

• Multi-function devices should reduce capital and O&M costs
• Standards-based, modular hardware, communications, software and 

messaging systems will promote interoperability, lower costs, and improve 
reliability

• Integration and analysis of multiple data sources creates new value based 
on its timeliness, location, and availability (e.g. close to where things 
happen)

72



Getting some context:
Four Generations of Interoperability?

73

EMS 
and 

SCADA

AMR and 
DA

AMI, 
Smart 

Grid and 
Adv. DA

DERs, 
Resiliency 

and TE



1. Energy Management Systems and SCADA

• Integration Protocols
• Linking large centralized systems
• WSCC
• Others
• SCADA Protocols

• Benefits
• Interoperability by definition

74



2. Automated Meter Reading and 
Distribution Automation
• Profile, Protocols and the OSI 

Model
• Utility Communications 

Architecture
• IEC61850
• Common Information Model – CIM 

(IEC61868/70)
• ICCP / TASE.2

• Additional Benefits
• Reduced integration costs
• Reduced training costs
• Reduced maintenance and 

upgrade costs
• Vendor lock-in avoided
• Reduced stranded assets
• “Best of breed” deployments 

75Sources: GE, EPRI 



3. Advanced Metering Infrastructure, Smart 
Grid and Advanced Distribution Automation
• Architectures

• GridWise
• IntelliGrid Architecture

• Systems Engineering
• Use Cases

• Additional Benefits
• Re-use
• Multi-function H/W, S/W

76
Source:  EPRI



4. Distributed Energy Resource Integration, 
Resiliency and Transactive Energy
• Grid Architecture

• Laminar Coordination Framework
• Distributed Intelligence
• Grid Edge Interoperability

• Pub/Sub
• Open Field Message Bus 

(OpenFMB)
• “Open Distributed Systems 

Platform”(OpenDSP)
• Conformance and Certification

• Additional Benefits
• Perhaps a necessity?
• Managed migration
• Distributed Intelligence Business 

Model (DIBM)
• Stacked Benefits

77



78

Laminar Coordination Framework for …

Sources:  Adam Smith Institute, PNNL-24044 Grid Architecture, OES Analysis

• Expect additional intelligent devices on the grid
• Today we have gaps of control and uncoordinated control
• No one vendor provides a true end-to-end solution
• “Local Optimization Inside Global Coordination”



What Happens When We Outgrow our 
Centralized Control Systems?

Sources:  Duke Energy, Accenture
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Example – Duke Energy
The power of interoperability and distributed 
intelligence for the future

Interoperability is important to Duke Energy because of the benefits it 
creates for customers by giving them value-added services off the electric 
grid, and the benefits it creates for the company, making disparate systems 
work well together at a lower cost Sources: Duke Energy, Accenture

Distributed intelligence in the electric grid has the potential to 
significantly increase benefits realization through additional cost 
savings by:
• Achieving improved operational performance
• Improving system response times
• More effectively managing the scalability associated with field 

devices
• Driving greater insight for more efficient decision making 



OpenFMB – The Industry Catalyst for 
Interoperability

• Open Field Message Bus (OpenFMBTM) is a reference architecture and 
framework for distributed intelligence

• Leverages existing standards to federate data between field devices and 
harmonize them with centralized systems

• IEC Common Information Model (CIM) for semantic data model
• Internet of Things (IoT) publish/subscribe protocols for peer-to-peer communications

• Allows scaling of operations independently, without a system-wide rollout
• Flexible integration of renewables and storage with the existing grid

• NAESB’s OpenFMB standard was led by utilities and developed by SEPA/SGIP

81
Source: Duke Energy



What is OpenDSP?
• OpenDSP  (Open Distributed Systems Platform) is a collaborative effort led by utilities to 

develop a real-time operational technology (OT) platform as an extension to the 
DOE/PNNL DSPx concept

• OpenDSP characteristics

• Can manage the operation of both utility and customer assets allowing for new service and revenue 
opportunities

• Leveraging distributed intelligence (DI) and grid edge interoperability facilitating interaction with all 
vendor equipment and software

• Delivered as an Open Source core with a mix of proprietary and open extensions

• Built upon other open source applications

• Creating an “Energy Operating System”

• Broad market support to share cost and risk 82



OpenDSP: Activity and Roadmap
Where we are
• Seeing significant OpenDSP industry engagement and interest
OpenDSP Activity to Date

OpenDSP Future: Initial Strategic Development Plan

83

Charter and 
Executive 

Commitment
Q3 2018

Core 
Requirements 

Spec 
Q4 2018

Early Adopter 
Pilots

Q2 2019

Commercial Code 
Development

Q3 2019

Pre-Kickoff
Jan 2018

•DistribuTECH
•43 Attendees
•17 Utilities

Kickoff Webinar
Mar 2018

•87 Attendees
•27 Utilities

In-Person Working Group 
April 2018

•Hosted by Xcel
•30 Attendees
•12 Utilities

In Person Special Session 
July 2018

•Hosted by APS

 Arizona Public Service, Avista, Consolidated Edison, Duke Energy, Entergy and Xcel Energy have all made contributions to the effort to date



Distributed Intelligence Functions and Use Cases for DER 
Integration

84

Function Use Case

Voltage Management and Optimization 1. DER Circuit Segment Management

2. Volt/VAR Management

3. Solar Smoothing with PV and Advanced Inverter, and Energy Storage 

Planning and Engineering DER Integration and Interconnection

Capacity Management and Optimization DER Optimization with Utility-Owned Inverter

DER Optimization with Customer-Owned Inverter

Demand Response Optimization

DER Forecasting 

Microgrid Management and Optimization Point of Common Coupling Management of Utility-Owned Microgrid

Point of Common Coupling Management of Customer-Owned Microgrid

Protection and Safety Inadvertent Island Detection / Anti-islanding

Localized Protection Alarms and Events

Adaptive Protection

Operational Performance Improvement Remote Device Configuration

SCADA Point Aggregation

Resiliency & Reliability Improvement Self Healing-Network, Radial

Market Interactions Transactive Energy

Foundational
for Distributed 
Coordination



Why OpenDSP? -Duke Energy

• Increasing DER penetration is forcing a new resiliency approach 
• Committed to distributed intelligence and new grid-edge solutions

• Augmenting existing legacy systems for enhanced functionality and performance
• Addresses existing scalability and performance limitations
• Improves cybersecurity of grid devices and telecommunications

• Interoperability emphasis provides additional benefits:
• Enables greater choice of functionality and suppliers
• Helps better manage integration efforts
• Accelerates development and deployment cycles

85



• DI is an architecture that supports building layered intelligence on the 
grid

• DI can occur at many locations, including the headend, node, and grid edge
• It is a method of optimizing the location a decision is made based on primary 

needs – sensitivity, timeframe, system updates.  It dramatically reduces the 
transportation of data

• What does DI look like? 

Distributed Intelligence (DI) As An Emerging 
Architecture

86

Today Future

Communications 
and Controls

DI represents an opportunity to proactively and efficiently manage grid operations on 
distribution circuit segments to account for growing DER  and microgrid activities

86Sources:  Duke Energy, Navigant



• To quantify the value of DI in a manner that 
recognized the value created by DI above the 
value created by individual sensors, controls, 
and equipment.

• Develop a comprehensive and granular 
theoretical model that applies 22 DI use 
cases to 2700 feeders in North Carolina using 
14 representative circuits.

Duke Energy Distributed Intelligence Business Model 
Project: Objectives

Duke Energy sought to determine whether using DI to optimize distributed grid 
infrastructure and operations (as new DER assets come online) ultimately drives 

value for the customer and the utility

87

87Sources:  Duke Energy, Navigant
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• Navigant’s Grid+TM model was used to support the DIBM development
• DIBM created a comprehensive and highly granular view of DI deployment 

in North Carolina

DIBM Project Approach

Navigant Grid+TM

Duke Energy Distributed Intelligence Business Model

Representative Clusters

Benefits

Benefit 
Streams

Impact 
Factors

Valuation 
Parameters

Mapping 
& 

Allocation

Costs

Assets Cost 
Categories

Scaling 
Factors

Deployment TimelineUse Cases

Sources:  Duke Energy, Navigant
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• Use cases were 
developed and 
analyzed 

• Model provides 
granular insights 
for costs, 
benefits, 
scalability, and 
deployment 
timelines

• Also facilitates 
stacked benefits 
analysis to 
address system 
challenges

DIBM Use CASE Development
Use Case Capacity 

Management
Voltage 

Management DER Management Utility Operations

DER Circuit Segment Management    

Baseload Storage Monitoring/Mgmt.  

Peak Power Management  

DER Forecasting w/ Meters  

DER Forecasting w/ Weather Stations  

DER Optimization (Cust. Inverter)  

DER Optimization (DE Inverter)  

Demand Response Optimization 

PCC Monitoring/Mgmt./Opt. (DE µgrid)   

PCC Monitoring/Mgmt. (Cust. µgrid)   

Volt/VAR Management    

Grid Connectivity Discovery 

Remote Device Configuration  

SCADA Point Aggregation  

Enhanced COMS Network Ops. Status 

Improve Asset Maint. Practices 

Localized Protection Alarms & Events  

Self Healing Radial Network  

Solar Smoothing  

Solar Smoothing (+Battery)  

Inadvertent Island Detection 

DER Integration & Interconnection 

Sources:  Duke Energy, Navigant 89



Analysis considers benefits and costs accrued over time through a theoretical deployment

Benefits And Costs Over Deployment 
Timeframe

90

90Sources:  Duke Energy, Navigant



A Targeted Approach Increases Value

In the early years, an optimal business 
case should leverage a targeted approach 
that maximizes system value. 
A stronger business case considers:
• Feeder characteristics. Ex: DER 

penetration, sites, and sizes, as well as 
customer type and count.

• Segmented installations instead of 
broad-brush system deployments

91
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Analysis was conducted on four scenarios 
representing alternate future states

Every benefit and cost input factor could be 
individually adjusted for ranges of 

uncertainty

92

Scenario And Sensitivity Analysis

0. Base 
Case

1. High 
Level of DI 
Maturity

3. Strong 
Growth of 

DER 
Adoption

2. Low 
Level of DI 
Maturity

4. 
Stagnant 

Growth of 
DER 

Adoption

Sources:  Duke Energy, Navigant



DIBM Project Insights
• Assuming a theoretical deployment timeline, the DIBM results informed Duke Energy on the 

incremental value a DI and OpenFMB enabled solution can unlock

• It reinforced the need for utility and vendor community engagement

• A DI enabled product suite will be critical to future success

• DIBM is available to help other utilities investigate Distributed Intelligence approaches

• A positive outcome was determined along with some specific insights

• Duke Energy is working to make more DIBM related work available in 2019

93

Sources: Duke Energy, Navigant, OES Analysis
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• Regulation and legislation will still significantly impact how utilities 
continue to transform

• At some point, traditional control may no longer be a viable option
• The evolution of interoperability has enabled new coordination and 

control schemes to be able to address future needs economically

Conclusion
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Introduction to NIST’s Smart Grid Models – Avi Gopstein



Introduction to NIST’s Smart Grid Conceptual 
Models

Avi Gopstein
Associate Director & Smart Grid Program Manager
National Institute of Standards and Technology
U.S. Department of Commerce

November 13-14, 2018
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Smart Grid Conceptual Model (2018, Draft)
• Generation including DER

– Technology diversity
– Physical proximity to transmission, 

distribution + customer domains
• Intelligent distribution system

– Increasing importance 
– Improved controllability + intelligence
– Connected to service provider domain 

(e.g., congestion mitigation)
• Empowered consumers

– Operations & intelligence enters 
customer domain

– Customer diversity incorporated
• Emerging Markets

– Platforms
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Conceptual Model Domains (2018, Draft)

https://www.nist.gov/document/draftsmartgridconceptualmodelupdatev3pdf

https://www.nist.gov/document/draftsmartgridconceptualmodelupdatev3pdf
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End-user (Customer Domain) 
resources (↑ or ↓) participate 
as supply options

Distribution

Generation
Including DER

Transmission

  

Markets

Operations

Wind

Hydro Coal

Nuclear

Gas

Geothermal Pumped
Storage

Biomass Control Measure Protect

  

Record

Internal Communication Flows
Electrical Flows

Domain

External Communication Flows

Storage

Source:  DRAFT NIST Smart Grid Framework 4.0

Service 
Provider

CustomerCustomer

Solar
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Generation Including DER Domain

Distribution Domain gains 
role of supply integrator for 
distributed resources
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Communication Pathways Diagram—Legacy Utility
Service Providers

Third-Party
Provider

Utility
Provider

Operations
RTO/ISO

 Ops
Transmission

Ops
Distribution Ops

Distribution           

Transmission

Customer

Generation

Markets

Demand
Response

CIS

Energy
Services
Interface

Meter

Customer
Equipment

Appliances

Customer
EMS

Aggregator

Billing

ISO/RTO 
Participant

Energy
Market

Clearinghouse

Others

Thermostat

Plant Control 
System

Substation
Device

Electric
Storage

Substation 
Controller

Retailer / 
Wholesaler

Home / Building
Manager

Premises 
Networks

Data
Collector

DMS

Generators

EMS

Internet /
e-Business

Service 
Integration

Wide Area
Networks Field Area

Networks

Substation
Integration

Field
Device

Market
Services
Interface

Roles and Actors

Domain

Gateway Role

Network

Comms Path
Comms Path Changes Owner / Domain

Aggregator

Distribution
SCADA

Metering 
System

WAMS

Asset
Mgmt

MDMS

EMS

Internet /
e-Business

Transmission
SCADA

Retail 
Energy 
Provider

CIS

Billing

Service 
Integration

Service 
Integration

RTO
SCADA

Distributed Energy Resources

Electric
Storage

Distributed 
Generation

Electric
Storage

Electric
Vehicle

Distributed 
Generation

  

Source:  NIST Smart Grid Framework 3.0, 2014
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• Grid architectures are changing
– Driven by technology and policy

• Changes will impact
– Operations
– Economics
– Cybersecurity
– Testing & Certification

• No single architecture is “correct”
• NIST are not architects

101

NIST perspective
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Legacy Communication Pathways Scenario
Service Providers

Third-Party
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Utility
Provider

Operations
RTO/ISO

 Ops
Transmission

Ops
Distribution Ops

Distribution           

Transmission

Customer

Generation

Markets

Demand
Response

CIS

Energy
Services
Interface

Meter

Customer
Equipment

Appliances

Customer
EMS

Aggregator

Billing

ISO/RTO 
Participant

Energy
Market

Clearinghouse

Others

Thermostat

Plant Control 
System

Substation
Device

Electric
Storage

Substation 
Controller

Retailer / 
Wholesaler

Home / Building
Manager

Premises 
Networks

Data
Collector

DMS

Generators

EMS

Internet /
e-Business

Service 
Integration

Wide Area
Networks Field Area

Networks

Substation
Integration

Field
Device

Market
Services
Interface

Roles and Actors

Domain

Gateway Role

Network

Comms Path
Comms Path Changes Owner / Domain
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Energy 
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Source:  NIST Smart Grid Framework 3.0, 2014
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High-DER Communication Pathways Scenario

103

Utility Service Providers

Business Systems  

Internet

System Operations
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Devices
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Owner / Domain

Meter Data 
Management 

System (MDMS)

Operational Enterprise Service Bus

Enterprise 
Resource 
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Customer 
Info System
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System
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Electric 
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Internet

DER 
Energy 
Storage

Participating 
Load

Participating 
Generation$

Workforce 
Management 

System

Gateway, Data 
Translator, IP SCADA 

Communications

Admin Enterprise Service Bus

Legend
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Domain

Gateway Role

Comm Network

Comms Path

DR Head 
End

Demand 
Response 

Management 
System

Generator 
Control 
System

Bulk 
Generator
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Generator
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Substation 
Devices
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Generation

Smart
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DR 
Devices

Sub Meter
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Energy 
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Source:  DRAFT NIST Smart Grid Framework 4.0
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Detail—Transmission/Distribution substation
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Detail—Customer Domain
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Detail—Generation Domain



N I S T  s m a r t  g r i d  p r o g r a m

Microgrid Communication Pathways Scenario

Customer-Managed Microgrid

Operations Control Center
Distribution Ops

Microgrid 
Master 

Contoller
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System

Demand Response 
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Distribution 
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Markets      
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Controller

Generator

Operational Controls

Generation including DER

Lighting 
Control 
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System 
PV Control 
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Controller 
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Control 
System 

HVAC 
System

Circuit 
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PV System 
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PV System Fuel Cell Wind 
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Energy 
Storage 
System
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Capacity 
Market 
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Market 

Clearinghouse

Energy 
Market 
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Source:  DRAFT NIST Smart Grid Framework 4.0
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Hybrid Utility Communication Pathways Scenario
System Operations

Distribution Ops

Distribution
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Transmission
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Source:  DRAFT NIST Smart Grid Framework 4.0
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Operational Communications
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What does all of this mean for how we 
operate a modern grid?
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Interoperability standards landscape assessment

Smart Grid Standards for 
Evaluation (244 Standards)

DSO Priority ListIdentified SG Standard List 
of NIST Framework R3.0

SEPA/SGIP SG CoS List

NIST SG Framework V3.0-2014 SG List

1. ANSI C12.1-2008
2. ANSI C12.18-2006
3. ANSI C12.19-2008
4. ANSI C12.20-2010
5. ANSI C12.21-2006
6. ANSI/ASHRAE 135-2012
7. ANSI/CEA 709 and CEA 852.1 LON Protocol Suite
8. IEC 60870-6 -503 TASE.2-2010
9. IEC 60870-6-702 Function profile
10. IEC 60870-6-802: TASE.2 Object model
11. IEC 61850-1
12. IEC61850-2
13. IEC61850-3
14. IEC61850-4
15. IEC61850-5
16. IEC61850-6
17. IEC61850-7-1
18. IEC61850-7-2
19. IEC61850-7-3
20. IEC61850-7-4
21. IEC61850-7-410
22. IEC61850-7-420
23. IEC61850-8-1
24. IEC61850-9-2
25. IEC61850-10
26. IEC61850-90-5
27. IEC 61968/61970 suite
28. IEEE 1815 (DNP3)-2012
29. IEEE C37.118.1-2011
30. IEEE C37.118.2-2011
31. IEEE C37.238 -2011 PTP
32. IEEE C37.239-2010 COMFEDE
33. IEEE 1547 Suite
34. IEEE 1588 PTP
35. IEEE 1901-2010 (ISP) and ITU-T G.9972

36. MultiSpeak
37. NAESB REQ18, WEQ19 -2010
38. NAESB REQ-21 Energy Services Provider Interface (ESPI)
39. NAESB REQ-22
40. NEMA Smart Grid Standards Publication SG-AMI 1-2009
41. OPC-UA
42. Open Automated Demand 2.0
43. Open Geospatial Consortium(OGC) Geography Markup Language (GML)
44. OASIS Energy Interoperation (EI)
45. OASIS EMIX (Energy Market Information eXchange)
46. Smart Energy Profile 2.0 (Device communication and information model)
47. RFC 6272 IP-based SG network
48. OASIS WS-Calendar (Communication)
49. NISTIR 7761v1, NIST Guidelines for Assessing Wireless Standards for SG applications
50. NISTIR 7862 – Guideline for the Implementation of Coexistence for Broadband PLC Standards
51. OpenHAN
52. SAE J1772: SAE Electric Vehicle and Plug in Hybrid Electric Vehicle Conductive Charge Coupler
53. SAE J2836/1: Use Cases for Communication Between Plug-in Vehicles and the Utility Grid
54. SAE J2847/1: Communication between Plug-in Vehicles and the Utility Grid.
55. SGTCC Interoperability Process Reference Manual (IPRM) v1.0
56. SGIP 2011-0008-1 PAP 18 Transition from SEP 1 to SEP 2.0
57. Security Profile for Advanced Metering Infrastructure, v 1.0, 2009
58. DHS, NCS, Catalog of Control Systems Security: recommendations for standards developers
59. DHS Cyber Security Procurement Language for Control Systems
60. IEC 61851: Electric vehicle conductive charging system - Part 1: General requirements
61. IEC 62351-1
62. IEC 62351-2 
63. IEC 62351-3 TCP/IP
64. IEC 62351-4 security for MMS
65. IEC 62351-5 the application layer authentication and security-issues
66. IEC 62351-6 security for IEC 61850
67. IEC 62351-7 end-to-end information security
68. IEC 62351-8 specifies role-based access control (RBAC) requirements
69. IEEE 1686-2007 defines functions and features to be provided in substation IEDs
70. NERC Critical Infrastructure Protection (CIP) 002-009
71. NIST Special Publication (SP) 800-53 Mandatory standards for the bulk electric system
72. NISTIR 7628 Guidelines for Smart Grid Cyber Security V1.0, V2.0, V3.0

Source: http://www.gridstandardsmap.com/
Source: 
https://www.edsoforsmartgrids.eu/wp-
content/uploads/public/DSO-Priorities-
Smart-Gird-Standardisation.pdf

https://www.nist.gov/news-events/news/2014/10/nist-
releases-final-version-smart-grid-framework-update-30

New Standards:
• New Standards  
• New versions of old standards
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http://www.gridstandardsmap.com/
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Interoperability Profile: Illustrative Landscape
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Interoperability landscape assessment
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Interoperability Profile: Illustrative Landscape
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Interoperability Profile: IEEE 1547 Case Study
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Interoperability Profile: California Rule 21 Case Study
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See NIST DRAFT Interoperability Profile Description
https://www.nist.gov/document/draftinteroperabilityprofiledescriptionfinalpdf

https://www.nist.gov/document/draftinteroperabilityprofiledescriptionfinalpdf
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Jargon surrounds the electrical grid:
• Intelligence moving to the edge
• Data tsunami
• Grid architecture
• Cloud / fog computing
• Smart grid
• Microgrid vs backup power

The CPS Framework—A Tool to Understand the Smart Grid

The cyber-physical systems (CPS) 
framework provides a vocabulary of 
energy sector semantics, or 
ontology, through evaluation of CPS 
framework aspects and concerns
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• Functional
– Actuation
– Communication
– Controllability
– Functionality
– Manageability
– Measurability
– Monitorability
– Performance
– Physical
– Physical Context
– Sensing
– States
– Uncertainty

• Timing
– Logical Time
– Synchronization
– Time Awareness
– Time Interval & Latency

• Data
– Data Semantics
– Identity
– Operations on Data
– Relationship 

between Data
– Data Velocity
– Data Volume

• Lifecycle
– Deployability
– Disposability
– Engineerability
– Maintainability
– Operability
– Procureability
– Producibility

CPS Aspects and Concerns
• Business

– Cost
– Enterprise
– Environment
– Policy
– Quality
– Regulatory
– Time to Market
– Utility

• Human
– Human Factors
– Usability

• Boundaries
– Behavioral
– Networkability
– Responsibility (Illustrative relationships only)

• Trustworthiness
– Privacy
– Reliability
– Resilience
– Safety
– Security

• Composition
– Adaptability
– Complexity
– Constructivity
– Discoverability

INTELLIGENCE
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Description of CPS Concerns for the Smart Grid
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Cybersecurity Threats: Increasing and Diversifying
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• Functional
– Actuation
– Communication
– Controllability
– Functionality
– Manageability
– Measurability
– Monitorability
– Performance
– Physical
– Physical Context
– Sensing
– States
– Uncertainty

• Timing
– Logical Time
– Synchronization
– Time Awareness
– Time Interval & Latency

• Data
– Data Semantics
– Identity
– Operations on Data
– Relationship 

between Data
– Data Velocity
– Data Volume

• Lifecycle
– Deployability
– Disposability
– Engineerability
– Maintainability
– Operability
– Procureability
– Producibility

CPS Aspects and Concerns
• Business

– Cost
– Enterprise
– Environment
– Policy
– Quality
– Regulatory
– Time to Market
– Utility

• Human
– Human Factors
– Usability

• Boundaries
– Behavioral
– Networkability
– Responsibility

• Trustworthiness
– Privacy
– Reliability
– Resilience
– Safety
– Security

• Composition
– Adaptability
– Complexity
– Constructivity
– Discoverability

Which concerns are 
most important to you?



N I S T  s m a r t  g r i d  p r o g r a m 121

Break: 3:30-3:45
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• Speakers:
– Jeff Marron
– Nelson Hastings
– Mike Bartock

• Limited Q&A:
– Write down your questions
– Breakout discussions tomorrow 

(pick two!)
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Key Themes for Cybersecurity & Grid Interoperability



Cybersecurity Framework 
Smart Grid Profile

November 2018



The Cybersecurity Framework
The Basics

• Created by industry, academia and government 
participants in response to U.S. Executive Order, 
Improving Critical Infrastructure Cybersecurity

• Based on workshops, led by NIST, and other outreach to 
gather input and best practices for improving 
cybersecurity

• NIST Cybersecurity Framework (CSF) design:
• Flexible
• Leverages existing approaches, standards, practices
• Internationally applicable
• Focused on risk management vs checklist



The Cybersecurity Framework
Three Primary Components

Implementation Tiers
A qualitative measure of organizational cybersecurity risk 
management practices

Core
Desired cybersecurity outcomes organized in a hierarchy 
and aligned to more detailed guidance and controls

Profiles
Alignment of an organization’s requirements and 
objectives, risk appetite and resources using the desired 
outcomes of the Framework Core



The Framework Core
Establishes a Common Language

• Describes desired outcomes

• Understandable by everyone

• Applies to any type of risk 
management

• Defines the entire breadth of 
cybersecurity

• Spans both prevention and reaction

Function

Identify

Protect

Detect

Respond

Recover



Core
A Catalog of Cybersecurity Outcomes

Function Category

What processes and 
assets need 
protection? Identify

Asset Management
Business Environment
Governance
Risk Assessment
Risk Management Strategy
Supply Chain Risk Management1.1

What safeguards are 
available? Protect

Identity Management, Authentication and 
Access Control1.1

Awareness and Training
Data Security

Information Protection Processes & Procedures

Maintenance
Protective Technology

What techniques can 
identify incidents? Detect

Anomalies and Events
Security Continuous Monitoring
Detection Processes

What techniques can 
contain impacts of 

incidents?
Respond

Response Planning
Communications
Analysis
Mitigation
Improvements

What techniques can 
restore capabilities? Recover

Recovery Planning
Improvements
Communications 127



An Excerpt from the Framework Core
The Connected Path of Framework Outcomes

5 Functions 23 Categories 108 Subcategories 6 Informative References



Risk-Based Decision Making
Expressed Using Cybersecurity Framework Profiles

Identify

Protect

Detect

Respond

Recover

Risk-Based Approach - recognizing that each organization’s business 
objectives, cybersecurity requirements, and technical environments 
create unique cybersecurity priorities. 

Profile – an expression of priorities using the outcomes 
within the Cybersecurity Framework Core

• A customization of the Core for a given sector, subsector, or organization

• A fusion of business/mission logic and cybersecurity outcomes

• An alignment of cybersecurity requirements with operational methodologies

• A basis for assessment and expressing target state

• A decision support tool for cybersecurity risk management



Profile Foundational Information
A Profile Can be Created from Three Types of Information

130

Subcategory
1
2
…

108

Cybersecurity
Requirements

Legislation
Regulation

Internal & External Policy

Technical 
Environment

Threats
Vulnerabilities

1

2 3

Business 
Objectives

Objective 1
Objective 2
Objective 3

Operating
Methodologies

Controls Catalogs
Technical Guidance



Smart Grid Profile – Our Approach
• Identified high-level business objectives for a high-DER environment

• Business requirements include regulatory requirements and cybersecurity 
requirements

• Reviewed relevant literature (PNNL smart grid architecture documentation, 
NIST publications, etc.)

• Interviewed industry experts (i.e., power system owners operators, electric 
power industry think tanks)

• High-level business objectives:
• Maintain safety
• Maintain power system reliability
• Maintain power system resilience
• Support grid modernization



Smart Grid Profile – Our Approach, continued
• Prioritized Subcategory outcomes:

• Analyzed Cybersecurity Framework Core Subcategories in 
relation to identified business objectives

• Does each Subcategory directly assist power system 
owners/operators in achieving the business objectives

• Highlighted relevant Subcategories
• Provided further considerations for implementation:

• Described the rationale for the selection of each Subcategory
• Provided implementation considerations for power system 

owners/operators (e.g., challenges that they may encounter as 
they seek to achieve cybersecurity outcomes)



An Excerpt from the Smart Grid Profile



Smart Grid Profile – Questions

The high-level business objectives defined in the Smart Grid Risk Profile apply 
generally to all grid architectures. However, cybersecurity and risk considerations 
for each architecture can differ.

• What considerations are unique to different grid architectures? 
• Or perhaps unique to specific Functions/Categories (e.g., asset 

management, maintaining inventory for non-grid devices, etc.) from the 
Cybersecurity Framework

• Or perhaps to varied owner/operator perspectives (e.g., merchant 
transmission owner, cooperative utility, microgrid joint venture between 
utility and developer, etc.). 



Smart Grid Profile – Questions, continued

• Do you see value in creating additional Risk Profiles to address 
these considerations, and at what cross-section (e.g., architecture, 
service level, Functions/Categories, frequency regulation, voltage 
support within DER, etc.)? If so, Why? 

• Is the current risk Profile useful to stakeholders other than power 
system owners/operators? Should we explore Risk Profiles from 
the perspective of other smart grid stakeholders, e.g., technology 
vendors, and why? 



Logical Interface Categories Assessment

Nelson Hastings
Electronics Engineer
Applied Cybersecurity Division
Information Technology Laboratory 



Agenda

• Background

• NISTIR 7628 Logical Interface Reference Model 

• High-DER Architecture and New Logical Interfaces

• Potential Security Requirements for New Logical Interfaces

• Q&A



Background

• What are the cybersecurity implications of a High Distributed 

Energy Rersouce (DER) architecture? 

• A High-DER architecture will introduce new logicial interfaces 

• What are the cybersecurity implications associated with the newly 

introducted logicial interfaces?



NISTIR 7628 Logical Interface Reference Model -
“Spaghetti Diagram”
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Logical Interface Categories - Sample

• Control System and Equipment
– High Availability, Compute/bandwidth constraints
– No High Availability, Compute/bandwidth constraints
– High Availability, No compute/bandwidth constraints (3)
– No High Availability, No compute/bandwidth constraints (4)

• Control systems
– Intra-organizational (5)
– Inter-organizational (6)

• Back office systems
– Under common management authority
– Without common management authority

• B2B connections
– Financial/Market transactions (9)



High-DER Architecture Description

• Extensive Distributed Energy Resource (DER) penetration on 
distribution feeder (~1000 DERs)

• DERs involve active management of supply and load 
– Four quadrant inverters
– Demand-response
– Electric Vehicle (EV)  
– Battery systems

• Extensive distribution automation beyond current practice
• Reconfigurable system topologies



High DER Architecture – New Logical Interfaces 
Example

Utility 
Grid

Customer 
Site LoadMeter and 
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Market 
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Management 
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U11
U27

D06
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Level 4: Distribution System 
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Level 1: Autonomous  DER 
Generation and Storage

Level 3: Third Party, Aggregator

Example Logical Interfaces in a High-DER Architecture 

D08
D09

6b - Electric 
Vehicle (EV)

4b – DER 
Device

30 - Energy 
Management 

System
U87

Level 4: Transmission/ISO/RTO 
System Operations

41b - 
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U92
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U17

U69
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High-DER Architecture – New Logical Interfaces 
Example

• Distributed Generation and Storage Management  Distributed 
Energy Resource Management System (DERMS)
– New interfaces between the DER devices and DER system controllers
– New external interface to Distribution System Operations

• Customer Energy Management System  Facilities DER Energy 
Management System (FDEMS)
– Three new external interfaces with the Distribution System Operations

• Distribution System Operations
– New external interfaces to Market Operations, Transmission/ISO/RTO System 

Operations, and Third Party Aggregator 
– Two new internal interfaces from the DERMS to the Geographic Information 

System (GIS) and Distribution Management System (DMS)



New Logical Interfaces to NISTIR 7628 Logical 
Interface Categories 

NISTIR 7628 Logical Interface 
Category  (LIC)

NISTIR 7628 LIC 
Descriptions

New interfaces for High-DER 
Architecture

3 Control System and 
Equipment, 

High Availability  

D8

4 Control System and 
Equipment, 

No High Availability  

D9

5 Control Systems, 
Intra-organizational

D1, D2

6 Control Systems, 
Inter-organizational

D3, D4, D5, D7, D52

9 B2B Connections, 
Financial/Market transactions

D6



High-DER Architecture: Logical Interface Categories

Transmission Energy 
Market Clearinghouse

Level 4: ISO/RTO/TSO 
System Operations

High-DER Example Logical Interfaces by Category

Level 4: DSO: Distribution Utility 
Operational Analysis and Control 
for Grid Management

Distribution 
Management System 

(DMS)

Outage 
Management 
System (OMS)

DER Management 
System (DDEMS or 

DERMS)

Contractual Agreements 
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Facilities, and 
Aggregators
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System
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Level 2: Facilities DER Energy 
Management System (FDEMS)
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cyber-physical DER 
systems

Level 5: Market Interactions
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Utility WAN/LAN

EV as DER 
Controller

PV 
Controller

PV 
Equipment

Diesel 
Controller

ECP ECPECPECP

Geographic 
Information 
System (GIS)

Transmission Energy 
Management System 

(EMS)

Level 3: Third Party: 
Retail Energy 

Provider (REP) or 
DER Aggregator 

Demand Response (DR)  
and/or Market System

Distribution Energy 
Market Clearinghouse

Retail Energy Market 
Clearinghouse

Battery 
Equipment

Energy Storage 
Controller

Electric Vehicle 
Equipment

Diesel 
Generator

Facilities DER Energy 
Management Systems 

(FDEMS)

Facilities Load 
Management 

Facilities 
Site Loads

9

5

System Integrity 
Protection Scheme

Aggregator DER & Load 
Management System

3 3 3 4

SCADA

3

SCADA

Facilities DER Energy 
Management Systems 

(FDEMS)

6

5

6

6

9

6 Facilities DER and Load
Energy Management 

System

6

16

16

9

4

5
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System or Device
Logical Interface
Power Grid

Logical Interface Identifier 
(NISTIR 7628 interface)

WAN/LAN

Logical Interface Identifier 
(New High-DER interface)

6



Potential Security Requirements for New Logical 
Interfaces

• New interfaces D3, D4, D5, D7, and D52 map to NISTIR 7628 LIC 
6 

• Security requirements for NISTIR 7628 LIC 6:
– SG.AC-14: Permitted Actions without Identification orAuthentication
– SG.IA-04: User Identification and Authentication
– SG.SC-05: Denial-of-service protection
– SG.SC-06: Resource Priority
– SG.SC-07: Boundry Protection
– SG.SC-08: Communication Integrity
– SG.SI-07: Software and Information Integrity



Q & A



Securing Communications

Mike Bartock
IT Specialist
Computer Security Division
Information Technology Laboratory 



Agenda

• Background
• Publish Subscribe Communications

– Brokered
– Brokerless

• Wrap Up
• Q&A



Background

• Participated in the SEPA OpenFMB Cybersecurity Task Force

• Performed a security review of NAESB RMQ.26 and 

corresponding OpenFMB CTF output

• Publish and Subscribe communications are required by OpenFMB



Motivations
• As recently as 2011, publish and subscribe communications were not 

being considered within grid architectures1

• Publish and subscribe communications provide “improved scalability 

with regard to the number of communication partners, and ease of 

application development”2

1Wayne Weng, Yi Xu, Mohit Khanna. A survey on the communication architectures in smart grid. https://doi.org/10.1016/j.comnet.2011.07.010. July 

5, 2011
2Michael Hoefling, et. al. Integration of IEEE C37.118 and Publish/Subscribe Communication. https://ieeexplore.ieee.org/document/7248414. June 

8, 2015

https://ieeexplore.ieee.org/document/7248414


Publish and Subscribe Communications

• Messages are associated with topics

• Topics have hierarchical structure
– Ex. topic1/topic2/…/topicN

• Published messages must have a topic
– Ex. topic1/topic2/…/topicX/"Message Text”

• Devices subscribe to specific topics, and receive 

messages published to that topic



Pub/Sub Example

• Device A subscribes to topic devices/Information

• Device B publishes message “I am Device B” to topic 

devices/Information

• Device A receives message devices/Information/”I am 

Device B”



Brokered Pub/Sub Communications
Pros Cons

Reduces computations on 
devices

Centralized broker adds extra 
hops/time for messages to be 
sent and received

Device management can be 
standardized

Difficulty in getting 
new/specialized devices 
registered

Broker can ensure devices 
receive all intended messages

Single point of failure if 
broker goes down

Logging and aggregation of all 
messages

Device registry with access 
rules could become very 
complex



OpenFMB PoC Implementation

• Raspberry Pi 2 – 900MHz quad-core 
ARM Cortex-A7 CPU

• Ubuntu Linux Operating System
• OpenSSL Crypto Library
• Mosquitto MQTT Broker and Client
• Java Simulation of Grid Devices
• Netgear GS724Tv4 24-Port Gigabit 

Smart Managed Pro Switch
• Laptops: Windows 10



OpenFMB PoC Implementation Outcomes



OpenFMB PoC Implementation Outcomes

Preliminary Performance Results

Authentication / Encryption None TLS 1.2

None .002855 .108071

Username & Password .003223 .108458

X509 Certificate N/A .201232

Authentication / Encryption None TLS 1.2

None .003242 .109013

Username & Password .003216 .108034

X509 Certificate N/A .186208

MQTTInit --> MQTTSUBACK

MQTTPUB --> MQTTSUB_RECV



Brokerless Pub/Sub Communications
Pros Cons

Direct device to device 
communication

Increases computations on 
devices

Device can be updated 
dynamically per device

Possibly no standard way to 
manage devices/message 
access list

Distributed messaging 
enables resiliency if any 
device fails

No guarantee messages are 
received by all intended 
devices

Simple message access rules 
on each device

Difficulty logging and 
aggregating messages



Communications Security Considerations

• Other communication methods applicable to Smart Grid?

• What to do with legacy equipment?

• How to handle device identity and authentication?

• Acceptable performance overhead due to security implementation?

• What are commonly used pub/sub protocols?

• Are devices supporting pub/sub protocols natively?



Q & A



N I S T  s m a r t  g r i d  p r o g r a m

• Tomorrow begins at 8:45am

• Keynote by Ron Ross begins at 
9:00am!

• Cybersecurity panel at 9:30

• 3x2 breakout structure
– Morning breakout sessions repeat in 

the afternoon
– Pick your favorite two topics and 

dive in deep!

• Tomorrow’s close will be 4pm
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Day 1: Adjourn


	Smart Grid Interoperability and Cybersecurity Workshop
	Welcome & Workshop Objectives – Chris Greer
	Smart Grid Interoperability and Cybersecurity Workshop
	Measurements are critical…
	NIST Mission
	NIST Laboratory Programs
	Energy Independence and Security Act
	Interoperability Frameworks to date
	A break for context…
	Smart Grid Conceptual Model (2018, Draft)
	Workshop Agenda & Purpose
	Grid Mod. & the Case for Interoperability – John Gibson
	Innovation for Future Utility Business Model
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Utility vs. Ratepayer Perspective
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	Grid Modernization & Interoperability – Panel
	Chris Irwin – U.S. Department of Energy
	Alvin Razon – NRECA
	Unlocking the Value of Data  Optimizing the Distribution System
	TODAY: NRECA Distribution Optimization (DO) Team
	Ecosystem of Solutions
	FUTURE “Tomorrow” (DO):
Enabling the Electric Utility of the Future
	Dwayne Bradley – Duke Energy
	OpenFMB Life Cycle Framework
	Co-existence of Legacy and Future Architectures
	Open Field Message Bus (OpenFMB) Framework
	Protocol Translation: OpenFMB Adapters
	Naza Shelley – D.C. Public Service Commission
	Customers & the Future Grid �A State Regulatory Perspective
	Slide Number 62
	A Regulator’s Concerns
	A Regulator’s Responsibility
	Questions?
	Joe Peichel – Xcel Energy
	Who Do You Trust?
	Slide Number 68
	Lunch: 12:00-1:15
	Economics of Interoperability – Wade Malcolm
	� The Economics of Interoperability�November 13, 2018����Wade P. Malcolm, P.E.�Open Energy Solutions Inc.
	Why is Interoperability Important?
	Getting some context:�Four Generations of Interoperability?
	1. Energy Management Systems and SCADA
	2. Automated Meter Reading and Distribution Automation
	3. Advanced Metering Infrastructure, Smart Grid and Advanced Distribution Automation
	4. Distributed Energy Resource Integration, Resiliency and Transactive Energy
	Laminar Coordination Framework for …
	What Happens When We Outgrow our Centralized Control Systems?
	Example – Duke Energy�The power of interoperability and distributed intelligence for the future
	OpenFMB – The Industry Catalyst for Interoperability
	What is OpenDSP?
	OpenDSP: Activity and Roadmap
	Distributed Intelligence Functions and Use Cases for DER Integration
	Why OpenDSP? -Duke Energy
	Distributed Intelligence (DI) As An Emerging Architecture
	Duke Energy Distributed Intelligence Business Model Project: Objectives
	DIBM Project Approach
	DIBM Use CASE Development
	Benefits And Costs Over Deployment Timeframe
	A Targeted Approach Increases Value
	Scenario And Sensitivity Analysis
	DIBM Project Insights
	Conclusion
	Introduction to NIST’s Smart Grid Models – Avi Gopstein
	Introduction to NIST’s Smart Grid Conceptual Models
	Smart Grid Conceptual Model (2018, Draft)
	Conceptual Model Domains (2018, Draft)
	Generation Including DER Domain
	Communication Pathways Diagram—Legacy Utility
	NIST perspective
	Legacy Communication Pathways Scenario
	High-DER Communication Pathways Scenario
	Detail—Transmission/Distribution substation
	Detail—Customer Domain
	Detail—Generation Domain
	Microgrid Communication Pathways Scenario
	Hybrid Utility Communication Pathways Scenario
	Slide Number 109
	Interoperability standards landscape assessment
	Interoperability Profile: Illustrative Landscape
	Interoperability landscape assessment
	Interoperability Profile: Illustrative Landscape
	Interoperability Profile: IEEE 1547 Case Study
	Interoperability Profile: California Rule 21 Case Study
	The CPS Framework—A Tool to Understand the Smart Grid
	CPS Aspects and Concerns
	Description of CPS Concerns for the Smart Grid
	Cybersecurity Threats: Increasing and Diversifying
	CPS Aspects and Concerns
	Break: 3:30-3:45
	Key Themes for Cybersecurity & Grid Interoperability
	Slide Number 123
	The Cybersecurity Framework�The Basics
	The Cybersecurity Framework�Three Primary Components
	The Framework Core�Establishes a Common Language
	Core�A Catalog of Cybersecurity Outcomes
	An Excerpt from the Framework Core�The Connected Path of Framework Outcomes
	Risk-Based Decision Making�Expressed Using Cybersecurity Framework Profiles
	Profile Foundational Information�A Profile Can be Created from Three Types of Information
	Smart Grid Profile – Our Approach�
	Smart Grid Profile – Our Approach, continued�
	An Excerpt from the Smart Grid Profile�
	Smart Grid Profile – Questions�
	Smart Grid Profile – Questions, continued�
	Logical Interface Categories Assessment
	Agenda
	Background
	NISTIR 7628 Logical Interface Reference Model - “Spaghetti Diagram”
	Logical Interface Categories - Sample
	High-DER Architecture Description
	High DER Architecture – New Logical Interfaces Example
	High-DER Architecture – New Logical Interfaces Example
	New Logical Interfaces to NISTIR 7628 Logical Interface Categories 
	High-DER Architecture: Logical Interface Categories
	Potential Security Requirements for New Logical Interfaces
	Slide Number 147
	Securing Communications
	Agenda
	Background
	Motivations
	Publish and Subscribe Communications
	Pub/Sub Example
	Brokered Pub/Sub Communications
	OpenFMB PoC Implementation
	OpenFMB PoC Implementation Outcomes
	OpenFMB PoC Implementation Outcomes
	Brokerless Pub/Sub Communications
	Communications Security Considerations
	Slide Number 160
	Day 1: Adjourn

