
Call to Order and Welcome

Chris Greer
Director, Smart Grid and Cyber-Physical Systems Program Office
Engineering Laboratory, NIST

NIST Smart Grid Advisory Committee Virtual Meeting
April 2, 2019



N I S T  s m a r t  g r i d  p r o g r a m

Agenda
11:05 AM Opening Remarks – Paul Centolella

11:10 AM Engagement Subcommittee Report Out – Paul Centolella

11:20 AM Technical Subcommittee Report Out – John McDonald

11:30 AM NIST Smart Grid Framework Update – Avi Gopstein

12:05 PM Proposed 2020 Budget for NIST – Jason Boehm

12:15 PM Discussion – All

12:35 PM Planning for June Face to Face Meeting - All

12:45 PM Public Comments

1:00 PM Adjourn
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Technical Subcommittee Report Out

John McDonald
NIST Smart Grid Advisory Committee Member

April 2, 2019



N I S T  s m a r t  g r i d  p r o g r a m

Technical Subcommittee

Chair:        John McDonald
Members:  Heather Donaldson, Santiago Grijalva, Audrey Lee, Paul 

Centolella, Debbie Gracio, Jason Handley, Kevin Cosgriff

The goal of the technical subcommittee was to review and provide 
feedback to NIST on draft materials including Communications 
Pathways Scenarios, Domain Models and CPS Concerns and Smart 
Grid Matrix that were developed as part of the update to the NIST 
Framework and Roadmap for Smart Grid Interoperability Standards, 
version 4. 
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Legacy Communication Pathways Scenario (Unchanged)
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Source:  NIST Smart Grid Framework 3.0, 2014
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Scenario: High-DER Communications 
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Scenario: Microgrid Communications
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Scenario: Hybrid Communications
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High-DER Communication Pathways Scenario (updated)
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Microgrid Communications Pathway Scenario (updated)
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Hybrid Utility Communications Pathway Scenario (updated)
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Table of functions:
• Sub-cycle

• Automation
• Reactive Power
• Microgrid islanding

• 5-minute
• Frequency regulation
• Distributed dynamic markets for local optimization
• Flexible intelligent demand

• 5- to 15-minute
• Dynamic line/transformer ratings
• Dynamic topology management
• Reserve market for flexibility ramping
• SCED
• Bulk power real time energy + reserves markets

• 15-minute to Daily
• Upstream V-VAR control
• Security constrained unit commitment
• Day ahead markets
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Functional Requirements Discussion
To complement the architecture in the prior Releases and analyze future 
requirements, this memo suggests a forward looking functional 
perspective. A functional architecture would start by focusing on what 
will be needed to integrate new technology and meet new challenges 
and how to do so efficiently so as to create net value.

Comments SGAC Chair

A functional perspective could facilitate the analysis of complex issues 
and enable consistent identification of the interoperability requirements 
needed to meet system objectives. Although the Actors who perform an 
activity may vary, interoperability standards ideally should support 
multiple business and regulatory models and provide consistent 
definitions of function, the information to be exchanged, syntax and 
communications, and require physical components…

Comments from SGAC Chair
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Testing & Certification Landscape & Interoperability Profiles

https://www.nist.gov/sites/default/files/documents/
2018/06/25/draft_tc_landscape_evaluation_final.pdf

https://www.nist.gov/sites/default/files/documents/2018/
06/25/draft_interoperability_profile_description_final.pdf

https://www.nist.gov/sites/default/files/documents/2018/06/25/draft_tc_landscape_evaluation_final.pdf
https://www.nist.gov/sites/default/files/documents/2018/06/25/draft_interoperability_profile_description_final.pdf
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Questions?
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Update on Interoperability 
Framework 4.0

Avi Gopstein
Smart Grid Program Manager

April 2, 2019
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Activities since last SGFAC Meeting (April 2018)
Stakeholder engagement and feedback at the heart of our process:

Public Events:
• June 6: Launch Webinar
• July 9: Testing & Certification Workshop
• September 12: Georgia Public Service Commission Workshop
• September 27: Indiana Utility Regulatory Commission Workshop
• October 16: California Public Utilities Commission Workshop
• November 13-14: Smart Grid Interoperability Framework & Cybersecurity Workshop
• November 29: Rhode Island Public Utilities Commission Workshop

Significant and Diverse Participation:
• 275 unique participants (261 non-NIST; 233 in-person)
• Regulators & state government, standards organizations, equipment manufacturers, technology providers, 

utilities, ISO/RTO, service providers, T&C laboratories, FFRDCs, National Laboratories, NGOs, consultants, 
foreign governments, citizens/energy users.

Many evolving pre-publication documents

https://www.nist.gov/engineering-laboratory/smart-grid/smart-grid-framework
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Launch Webinar (June 6, 2018)

• 55 participants
– 27% of whom attended later events in person

• Unveil updated Smart Grid Conceptual Model
• Describe “new” Generation Including DER domain
• Communication Pathways Scenarios
• Discuss Cybersecurity Risk Profile

Important Takeaway:
Questions surround the inclusion of DR
as a supply resource.
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Archival Domain Image from Webinar
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Testing & Certification Workshop (July 9, 2018)

• Sponsored by IEEE-SA and SEPA
• 48 attendees
• Two draft documents:

– DRAFT Evaluation of Testing & Certification Landscape for Smart Grid Standards
– DRAFT Interoperability Profile Description
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Archival Interoperability Profile and Standards T&C Landscape Assessment Figures from Workshop
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Testing & Certification Workshop (July 9, 2018)
Important Takeaways
• Lack of interoperability is already costing companies $Millions
• Lack of interoperability limits where data can be used
• Broad support for the idea of an interoperability profile

– Mix of physical performance, communications, and data model is the right approach
– Profiles should lead to specific interoperability testing requirements
– Questions over which profiles are most important, and how specific

• Standards landscape assessment confirmed and quantified known issue
• Open-source requirements and test harnesses would be revolutionary

Actions:
• Near-term: publish landscape analysis
• Medium-term: develop stakeholder community for profile development
• Longer-term: publish profiles, develop open-source test harnesses
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Atlanta Workshop (September 12, 2018)
• Sponsored by NARUC, hosted by the Georgia PSC
• 23 participants

– Limited by Hurricane Florence response 
• Provided complete draft update of Smart Grid Conceptual Model

Important Takeaways:
• The grid is switching from capacity to resource (fuel) based reliability models

– Interoperability is key to utilizing dynamic ratings for conventional assets 
• The business case for interoperability isn’t clear to decision makers:

– Need to improve understanding of interoperability economic benefits
• Unanticipated benefits of interoperability are significant

– Industry representatives believe most benefits accrue to customers
• Demand response must be included as a generation asset
• Microgrid controller to operations center is key interoperability profile interface

– The difference between sunny day and resilience operations
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Indianapolis Workshop (September 27, 2018)
• Sponsored by NARUC, hosted by the Indiana URC
• 28 participants
• Updated conceptual model (again)
• Updated communication pathways models

Important Takeaways:
• Key Gap: Value metrics for interoperability (especially AMI)
• Key Interfaces: Focused on the customer

– Electric vehicles
– Customer storage (battery, water heater)
– Human interface (proxies are customer devices for automation, or AMI)

• Key Graphic: Cloud model 
– Useful for customer interface
– Communication and education (will benefit utilities)
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San Francisco Workshop (October 16, 2018)
• Sponsored by NARUC, hosted by California Public Utilities Commission
• 37 participants
• Two new draft documents:

– Update of NIST Smart Grid Conceptual Model – Second Discussion DRAFT
– Developing an Ontology for the Smart Grid – Discussion DRAFT

Important Takeaways:
• The idea of a common language (ontology) is important
• Timeline for change is accelerating
• Trustworthiness is an issue of growing concern

– Trustworthiness, resource location, system topology could drive interoperability requirements
• Data sharing is an important part of interoperability

– The need depends on what you are trying to accomplish
– Data format is a big concern

• Benefits quantification remains an underserved issue
• Questions about whether interoperability can facilitate planned obsolescence

– The ability to plan for new capabilities through legacy asset retirement and replacement
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Interoperability Framework & Cybersecurity Workshop

• November 13-14, 2018; 109 attendees
• Provided five draft documents

– Draft update to NIST’s Smart Grid Conceptual Model (Version 3)
– Draft introduction of a smart grid ontology (Version 2)
– Draft description of a smart grid cybersecurity risk profile
– Draft assessment of smart grid interface categories
– Draft overview of publish/subscribe communications
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Snapshot of Smart Grid Risk Profile Logical Interface Categories for High-DER Scenario



N I S T  s m a r t  g r i d  p r o g r a m

Interoperability Framework & Cybersecurity Workshop

Important Takeaways:
• Complexity is a driving feature

– Utility’s historic approach doesn’t work anymore, increases threats
• Cybersecurity and trustworthiness tradeoffs need to be explored

– Identity management & full trust versus micro-segmentation and zero trust
– In a CPS with abstracted layers of autonomous function, trustworthiness also involves 

the physical function and control decisions
• The use of scenarios to explore the different diagrams / models / 

requirements is very helpful
• Interest in exploring the relationship between the logical interface categories 

with the cybersecurity risk profile
• Question: If the spaghetti diagram is an inherently hierarchical set of 

interfaces, do we need to create a new LIC for peer-to-peer 
communications?
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Providence Workshop (November 29, 2018)
• Sponsored by NARUC, hosted by Rhode Island PUC
• 33 participants

Important Takeaways:
• A better approach to understanding the value of interoperability is needed

– Interoperability is a hedge against forced obsolescence, but the value of that hedge is uncertain.
• Regulators want to know what questions they should be asking about interoperability 

when vetting proposals
• The Northeast region would benefit from technical exchanges and working groups that 

are bigger than individual states
– Would help avoid balkanization of markets, requirements, and technologies

• Interoperability requirements must be better described to facilitate improved tests
– A standard is only as good as the test it is verified against

• Changes are accelerating: 
– NEISO has had days where midday loads are lower than nighttime minimums
– Question: Future load curves will look like flat horizons—which interoperability interfaces will enable 

that?
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Next Steps – Document and Publish

• NIST Tech Notes:
– T&C Workshop Report
– Regional Workshops Report
– Interoperability Framework & Cybersecurity Workshop Report
– Smart Grid Standards Testing & Certification Landscape Assessment
– Cybersecurity Risk Profile for the Smart Grid

• NIST Special Publication:
– Smart Grid Interoperability Framework 4.0
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