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PUBLIC COMMENT IN RESPONSE TO THE NOTICE:

“MODELS TO ADVANCE VOLUNTARY CORPORATE NOTIFICATION TO CONSUMERS REGARDING THE ILLICIT
USE OF COMPUTER EQUIPMENT BY BOTNETS AND RELATED MALWARE”

The detection, reporting and mitigation of large-scale network attacks have been a focus of the Internet Storm Center and
DShield ever since their respective inception. The initial work that resulted in building the sensor network and reporting
engine behind DShield was prompted by the need to facilitate more effective reporting of these incidents. Since then, many

other systems adopted this approach to collect and disseminate information about malicious network activity.

DShield.otg, by integrating with the SANS Internet Storm Center, adopted a two tier approach. DShield.org continues to
serve as an automated data collection engine, while the Internet Storm Center provides human analysis of the data including
the collection of reports by end users who either do not use the DShield system, or are reporting more complex events that do

not fit the data model employed by DShield.

During the more then 10 years of collecting and reporting intrusions, botnet infections and other security incidents, we
consistently run into two very specific problems making the mitigation and cleanup process slow and inefficient, to the point

were we currently send hardly any notices down from several thousand a day a few years ago.

Modern malware spreads on the scale of minutes or hours. Any meaningful response curbing the spread of malware has to
happen on a similar time scale. We believe that the only way to achieve a rapid and effective mitigation is to largely automate
these systems. Automation is also in the interest of other stakeholders, in particular ISPs, as it will reduce the costs involved in

mitigating the infections.

Our most difficult problem is finding an appropriate contact to report the event to. While many large ISPs have well
developed “abuse” procedures to deal with reports of infected machines, finding the correct contact can be labor intensive and

has turned out to be difficult to automate.

If a contact is identified, the report needs to be formatted in a way that is easily understood and processed by the recipient.
The receiving organization needs to be able to correlate reports received from various sources in order to prioritize and filter

the reports.
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