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Outline 

• Procedure for random subset analysis 
• Observations from analysis 
• Suggestions for tool improvement 
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Procedure for Subset Analysis 

• A selected set of warnings were analyzed by 
experienced programmers 
– This year it was Aurelien, Vadim, and Paul 
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Step 1 – select a warning 
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Step 2 – understand the warning 
• What does it say about the code? 
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Step 3 – understand the code 
• Does this happen? Could it cause problems? 

 
• Doxygen provides call graphs and hyperlinks 

to functions and definitions. 
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Step 3 – understand the code 
• Original tool output has a lot of information and splices 

code to show control flow. 
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Step 4 – write an evaluation 
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• Include code snippets and reasoning so 
others can critique it 



Decision process 
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Security 

False 

Insignificant 

Unknown 

Quality 

Path ... Type ... 

Context ... 

Bug ... 



Step 4b – alert developers 

• If there is clearly an error  
– and it is easily fixed or high impact 
– and it exists in the current version, 

• tell the developers 

11 



Step 5 – associate other warnings 
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Overlap for true quality/security 
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Jetty (2 tools)

Tomcat (2 tools)

Wireshark (5 tools)

Dovecot (6 tools)

1 tool 2 tools 3 or 4 tools

More overlap for some weakness categories 



CVEs 

• Real-life vulnerabilities 
• 88 CVEs in the 4 test cases 

– Identify source, sink or path locations 
– Match to tool warnings 
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Top 5 CWEs for CVEs 

• Top CWEs cover 43 of 88 CVEs 
• A total of 30 different CWE ids 
• Many design flaws 15 
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Related warnings from tools 
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Jetty (5)

Tomcat (32)

Wireshark (43)

Dovecot (8)

Directly related Indirectly related None

• CVEs described better than in SATE 2010 



Related Warnings for Top 5 CWEs 
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Path trav (8)

Info leak (8)

XSS (10)

Buffer (12)

Null deref (5)

Directly related Indirectly related None

• Related warnings from tools for 8 CWEs 



CVE-2006-7195 Not Found 

• JSP Standard Tag Library (JSTL) 
<td>${header["host"]}</td> 

• Should understand popular libraries and 
frameworks 
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On discrimination 

• Reporting a weakness when there is one 
• Keeping quiet when there is none 

 

• Varies a lot by tool and weakness category 
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CVE-2009-3550 Found 

Vulnerable version: 
1314 item = item -> parent; 

 

1318     item = item -> parent; 

 

Tool warning: pointer item last assigned on line 1314 
could be NULL and is dereferenced at line 1318 
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CVE-2009-3550 Found 

Fixed version: 
#define GET_ITEM_PARENT(x) \ 

        ((x->parent!=NULL)?x->parent:x) 

 

item = GET_ITEM_PARENT(item); 

 

    item = GET_ITEM_PARENT(item); 

 

No tool warning here. Perfect! 
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CVE-2006-7196 / 2009-0781 

Vulnerable version: 
String role = request.getParameter(“role”); 

… 

<%= role %> 
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Reported 



CVE-2006-7196 / 2009-0781 
Not discriminated 

Fixed version: 
String role = request.getParameter(“role”); 

… 

<%= filter(role) %> 
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Reported anyway 

• Plenty of much more complex cases 
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Human Analysis 

• Wireshark dissectors are protocol decoders 
• Chose Intelligent Platform Management 

Interface (IPMI) dissector for analysis 
– Fuzzing 
– Manual source code review 
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Human Analysis Results 

• Buffer overrun in vulnerable version 
• Corrected in fixed version 
• Corresponds to CVE-2009-2559 
 



CVE-2009-2559 Not Found 

static const int *tsel[] = { &ett_ipmi_se_XX_b1, 
&ett_ipmi_se_XX_b2, &ett_ipmi_se_XX_b3, &ett_ipmi_se_XX_b4 }; 
 

for (i = 0; offs < len; i++, offs++) { 
 

 s_tree = proto_item_add_subtree(ti, *tsel[i]); 
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tsel declared with size 4 

i is not checked and goes out of bounds 

• Tools routinely find such weaknesses. Why not here? 
• Did tools find/analyze the code? 



Summary 

• Find and analyze more code 
• Better discrimination 
• Better understand libraries and frameworks 
• Participate in future SATEs  
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