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Subject: Comment of Pacific Northwest National Laboratory RE: NIST Workshop and Call for Position
Papers on Standards and Guidelines to Enhance Software Supply Chain Security

Pacific Northwest National Laboratory (PNNL), managed by Battelle for the U.S. Department of Energy,
advances the frontiers of knowledge, taking on some of the world’s greatest science and technology challenges.
For over two decades, PNNL has advanced resilient cyber capabilities to thwart adversaries seeking to infiltrate
and damage our national security through digital means. Working in partnership with government agencies and
industry, we deliver unique solutions to protect critical strategic assets. Heavily rooted in a scientific
perspective, our methodologies, algorithms, and tools enable stronger, more resilient technologies and systems
to analyze threats and understand, predict, and control complex adaptive systems. We leverage expertise in
information assurance, computer network defense operations and development, system architectures and
integration, mission assurance and resilience, assessments and evaluations, and software development.

PNNL has extensive experience assessing, auditing, and mitigating software supply chain resilience. As one of
the nation’s leading labs in cybersecurity, PNNL conducts research for a variety of sponsors, including DOE,
DHS, DOD and the intelligence community. PNNL leverages these capabilities to benefit DOE in two areas: the
Cybersecurity Risk and Information Sharing Program (CRISP) to assist utilities with grid security; and the
Cooperative Protection Program (CPP) to provide real time cyber monitoring across the DOE enterprise. In
supply chain risk management, we currently support the US Air Force Space and Missile Systems Center, the
DOE Office of Cybersecurity, Energy Security, and Emergency Response, and the NNSA Tritium Production
efforts. Our current research and development efforts are focused on understanding, evaluating, and developing
trusted systems for critical infrastructure.

PNNL Position:
(5) Guidelines for software integrity chains and provenance. See EO Sections 4(e)(ii, vi, and viii).

Documenting software supply chains is a challenging effort, as inputs to source code may come from a standard
library, may be created fresh and new by the developer, or may be pulled from a public code share. However,
documenting this information is critical to ensuring secure software both during creation and operation; sharing
the information is also critical to enable lifecycle-long security for the end users. Before this information can be
shared, however, there are two critical prerequisites:

1. Format. What data regarding the provenance of the software supply chain exists is currently in
completely unique formats, with each vendor or manufacturer documenting and saving different things
in different formats. Current efforts are underway to create a standard Software Bill of Materials or
SBOM format for critical infrastructure industries, along with sister efforts to standardize Hardware Bill
of Material and security testing data reporting templates. These efforts will require broad acceptance
across multiple industries.
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2. Data sharing platform. If software has been proven to be of high integrity, but the information which
asserts this and the methods of proving such an allegation are not provided, the end user is forced to treat
the software as if has low or no integrity. Integrity chains and provenance attestations must be shared.

A comprehensive and centralized data repository containing this information is crucial in both ensuring access
for end users and enabling national security focused industry wide data analyses. In operational technology
software, ensuring that all operators have the data access required may prevent a significant event such as large-
scale power outages or nuclear plan shutdowns. All data should be consistent in a standard software bill of
materials (SBOM) format and allow for interaction of analyses with relevant hardware in HBOM format; while
a software-only analyses is valuable, it becomes much more actionable when paired with operational hardware.

A distributed data storage method such as blockchain has been proposed as an underlying structure for the
sharing of this information between various actors. However, this would not be as effective or accessible as it
increases challenges for end users when attempting ensure security across multiple vendors. A distributed data
storage method also reduces the ability to streamline and standardize data input. However, a distributed ledger
may be a viable alternative to a centralized data repository for ensuring historical accountability and enabling
data sharing.

Finally, A trusted third party should be used to hold this data. An external party holding the information reduces
bias in any vulnerabilities found and can also help in collating data in a standard format. For critical
infrastructure software, the organization should also be responsible for performing larger-scale data analyses
across the entire industry, to identify nationwide weaknesses.

Please direct any questions to jess.smith@pnnl.gov.

If requested, we would be happy to present this position and its supplementary information. The coordinating
author will be:

Jess Smith, PhD

Jess.Smith@PNNL.gov
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