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NowSecure recognizes the criticality of addressing software integrity chains for securing mobile apps
and reducing risk for all organizations
e Specify the use of predefined standardized SBOMs that includes key identifying information
such as source provider, version, etc.
e Consider the creation and use of standardized labelling and establish credentialing system to
identify proper, valid sources of supply chain code with corresponding certifications
e For consistency and ease of adoption, consider leveraging the application software standards
to be defined in the project and how to apply those standards and requirements for software
components themselves in the supply chain.

Regarding open source provenance, NowSecure recommends DevSecOps environment with shared
code repositories and automated continuous security testing:
e Enables the ‘prior tested and repeatedly reviewed’ content for frequent use by the Federal
community.
e In order to meet this requirement, organizations will have to implement multiple assessment
types, and disparate tools become hard to manage.





