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NowSecure recommends the use of industry-standard configuration guidance for the
development and configuration of secure mobile applications. Here is a sample list of
configurable features to be provided by mobile app developers and documented for proper
configuration for federal use:

Ensure sufficient encryption levels

Ensure multi-factor authentication configuration, including soft tokens

Ensure ability to configure mobile apps to run over secure VPN

Ensure configuration to limit data storage

Ensure configuration to limit data sharing between mobile apps and services on device
(block SMS, Block external memory card, Block contact address book, etc)

NowSecure recommends that Zero Trust Architecture include specific standards and
requirements for mobile applications, not just devices and users.

e Zero Trust architecture is an effective way to apply security standards to least privilege,
network segmentation, and proper configuration

e The massive and ever growing use of mobile devices and apps, including 3rd party apps
from public app stores through BYOD programs, creates often unknown, unmanaged
risk in federal organizations.

e Create standards for 3rd party mobile app vetting that identifies all mobile apps
untrusted in Zero Trust architecture until properly vetted before deployment AND
continuously monitors all apps in production for new weaknesses that could be
introduced.

e The standards for certification for use in Zero Trust environments can incorporate the
same standards as documented throughout our other responses.



NowSecure has a database of millions of security assessments for millions of apps in the public
app stores of Apple AppStore and Google Play. Data includes results of binary SAST, DAST,
and APIsec testing including vulnerabilities, privacy issues, leaked Pll, SDKs and SBOM,

crypto, data storage, network connections and APIs, geolocation, and data transmission to other
countries with history of app versions for years. These applications are continuously monitored
with each new release, and we can provide additional information on trends and statistics from
that data to assist in the process of defining standards.



