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Key Barriers



Opportunities

• Clear standards for technology providers & technology adopters

• Data standards, integration, and communication protocols

• Cybersecurity & Privacy (devices and software)

• Digital public infrastructure

• Dependable supply chain

• Public/Private partnership



The current landscape without clear standards 
is overly complex and expensive



The adoption of IoT can be 
accelerated by creating clear and 
consistent standards for 
technology providers & adopters



Cybersecurity & Privacy
Challenge:

OPPORTUNIT IES

Minimum Cybersecurity 

Capabilities

Guidelines/requirements based on device 

classification

Product Labels

Help manufacturers communicate capabilities

Help adopters understand, evaluate, and compare 

cybersecurity & privacy capabilities

Software Bill of Materials (SBOM)

Enable vulnerability management programs



Data Standards & Communication Protocols

O P P O RT UNI T I E S  F O R  I M P ROV E ME NT  – T H E  “ W H AT ”

• Data Standards / Governance / Sharing

• Communication Protocols

• Clarity around data ownership and use

I M PAC T  O F  S O LV I N G – T H E  “ W H Y ”

• Simplify and accelerate integration

• Improve device interoperability

• Reduce total cost of ownership

• Allow product teams to focus on value-

added differentiation



Digital Public Infrastructure

• Challenge:

• Opportunity:

• Digital Public Infrastructure for IoT 

• Potential drawbacks and concerns



Dependable Supply Chain

Challenge:

Supply Chain Improvement Opportunities

• Chip Availability & Component Supply

• Supply Chain Transparency & Security

• American Manufacturing



Public/Private 
Partnership

Development of standards

Facilitate data sharing

Training initiatives & education programs

Financial incentives to foster adoption and 
accelerate growth

Business transformation



Thank you!

https://www.linkedin.com/in/jonboulos


Q&A and 
Discussion


