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THE PROTECTION OF COMPUTER AND ELECTRONIC SYSTEMS AGAINST
POWER SUPPLY AND DATA LINES DISTURBANCES

Frangois D. Martzloff

1. INTRODUCTION

The irresistible trend toward greater numbers
of distributed computing systems may be a source
of difficulties which the earlier, centralized systems
had overcome: surge voltages and surge currents
injected or induced into power supply lines and
communication (data) lines. These surges may be
produced by lightning, by power system switching,
or by differences in the actual potential of points
expected to be at ground potential but which are,
in fact, driven apart by a surge current. Unin-
formed users of terminal equipment or personal
computers might also connect their equipment in a
manner inviting difficulties. Another source of
transients, not covered in this report, is static
discharge.

A different source of disturbances for comput-
ers is, of course, undervoltage transients, some-
times called ‘‘sags.”> These are largely due to
power system switching or faults, some being the
consequence of lightning. Unfortunately, it is
more difficult to fill a void in the power delivery
than to divert and block an excess energy, so that
the techniques needed to protect computer systems
against these sags require approaches and equip-
ment different from those discussed in this report,
whose scope is limited to overvoltage or over-
current surges. A number of approaches for miti-
gation of externally caused sags have been suc-
cessfully implemented by computer manufacturers
and users. These approaches range from power
supplies with sufficient storage capacity or motor
generator sets with sufficient mechanical inertia to
ride through short sags, to uninterruptible power
supplies with storage batteries and solid-state
inverters being instantaneously switched to take
over a failing utility power supply. These are now
classical remedies and, when properly applied,
eliminate the problems of sags, while the problems
associated with surges still seem to be with us.
This report presents a summary of present
knowledge on the occurrence of surges and on
mitigating measures, with recent case histories
illustrating the pitfalls of inappropriate applications.

Manuscript received June 17, 1985

2. THE ORIGINS OF TRANSIENT
OVERVOLTAGES

Transient overvoltages in power systems ori-
ginate from one cause — energy being injected
into the power system — but from two sources:
lightning discharges or switching within the power
system. In communication or data systems there
is another source of transients: the coupling of
power system transients into the system. Further-
more, all systems involving several connections to
external equipment face the risk of transient over-
voltages associated with ground potential rise
during the flow of surge currents. As stated pre-
viously, static discharge problems are not treated
in this report.

Lightning discharges may not necessarily mean
direct termination of a lightning stroke onto the
system. A lightning stroke terminating on some
object near a power or data line will create a very
fast-changing magnetic field that can induce vol-
tages — and inject energy — into the loops
formed by the conductors of the system. Light-
ning can also inject overvoltages in a system by
raising the ground potential on the surface of the
earth where the stroke terminates, while more dis-
tant ‘‘ground” points remain at a lower voltage,
closer to the potential of ‘‘true earth.”” The litera-
ture provides information on the characteristics of
lightning discharges.!!=®

Surges from power system switching create
overvoltages as a result of trapped energy in loads
being switched off, or of restrikes in the
switchgear. These transients will be examined in
greater detail in the following paragraphs.

2.1 Transients in power systems

A transient is created whenever a sudden
change occurs in a power circuit, especially during
power switching — either the closing or opening.
It is important to recognize the difference between
the intended switching (the mechanical action of
the switch) and the actual happening in the cir-
cuit. During the closing sequence of a switch, the
contacts may bounce, producing openings of the



circuit with reclosing by restrikes and reopening by
clearing at the high-frequency current zero.
Prestrikes can also occur just before the contacts
close, with a succession of clearings at the high-
frequency current zero, followed by restrikes.
Similarly, during an opening sequence of a switch,
restrikes can cause electrical closing(s) of the
circuit.

Simple switching transients include circuit
closing transients, transients initiated by the clear-
ing of a short circuit, and transients produced
when the two circuits on either side of the switch,
being opened, oscillate at different frequencies.
On the load side of the switch, for circuits having
inductance and capacitance (all physical circuits
have at least some, in the form of stray capaci-
tance and inductance) with little damping, these
simple switching transients are inherently limited
to twice the peak amplitude of the steady-state
sinusoidal voltage. On the load side of the switch
and without a surge protective device, the current
flowing just before switching is available to charge
the circuit capacitances at whatever voltage is
required to store the inductive energy of the
current by converting it into capacitive energy;
voltages can reach high levels, such as ten times
the normal level.

Several mechanisms are encountered in practi-
cal power circuits that can produce large transient
overvoltages. Two such mechanisms occur fre-
quently: current chopping and restrikes, the latter
being especially troublesome when capacitor
switching is involved.

A similar scenario can unfold when an
ungrounded power system experiences an arcing
ground fault. The switching action is then not the
result of a deliberate parting of contacts but the
intermittent connection produced by the arc.

These switching overvoltages, high as they may
be, are somewhat predictable and can be estimated
with reasonable accuracy from the circuit parame-
ters, once the mechanism involved has been
identified.® There is still some uncertainty as to
when and where they occur because the worst
offenders result from some abnormal, and thus
rare,* behavior of a circuit element. Lightning-
induced transients are much less predictable
because there is a wide range of possibilities for
the coupling mechanism.

(7

* This rarity can take two different aspects: 1. In the vast

majority of circuits, these abnormal transients can some-
times occur, but rarely (“‘when™). 2. Among all circuits,
a few rare ones are frequently and consistently afflicted
with such abnormal behavior (“where’’).

In response to these concerns, various commit-
tees and working groups have attempted to
describe ranges of transient occurrences or max-
imum values occurring in power circuits. Three
such attempts are described in the next section.
Figures 1, 2, and 3 show typical examples of tran-
sients recorded in power systems.
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Figure 1. Lightning surge recorded on a 120 V
overhead distribution system
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Figure 2. Switching surge recorded on a 120 V
residential wiring system
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Figure 3. Capacitor switching transient
recorded on a 460 V system



2.2 Transients in data lines

Data lines are different from power lines in the
occurrence of surges: power systems can generate
their own transients, as seen above, in addition to
receiving injected surges. Data lines are only sub-
jected to what the environment will inject. How-
ever, the operating voltages and the overvoltage
tolerance of signal-processing components in these
data systems are generally much lower than those
of power system components. Thus, damage (not
to discount problems of misoperation) is more
likely to occur to data lines than to power system
components from the same exposure to injected
transients.

The systematic effort at characterizing surges in
power circuits, exemplified by the IEEE standard
described in the next section, has not been exten-
sively reported by users of data lines, with the
exception of the telephone industry.® ' In the
telephone environment, much emphasis is placed
on lightning effects on long overhead or buried
cables and lines, as well as on induced noise from
adjacent power systems. The same IEEE group
that produced the Guide on surge voltages is now
addressing the lack of knowledge on data lines,
such as interbuilding computer links and process
control lines in chemical plants, which will be
more relevant to computer users than are tele-
phone environment data."*  Figures 4 and 5
show transients recorded on typical data lines
exposed to lightning effects.

3. STANDARDS ON TRANSIENT
OVERVOLTAGES IN POWER LINES

Several standards or guides have been issued
or proposed in Europe and in the United States
specifying a surge withstand capability for specific
equipment or devices and specific conditions of
transients in power or communication systems.
Some of these specifications represent early
attempts to recognize and deal with the problem
in spite of insufficient data. As a growing number
of organizations address the problem and as
exchanges of information take place, improve-
ments are being made in the approach. Three of
these are briefly discussed here.

3.1 The IEEE Surge Withstand Capability Test
swo) 1

One of the earliest published documents which
addressed new problems facing electronic equip-
ment exposed to power system transients was
prepared by an IEEE committee dealing with the
exposure of power system relaying equipment to
the harsh environment of high-voltage substations.

Figure 4. Transients induced by lightning
in overhead data cable
Vertical: 4 V/div
Sweep: 1 ms/div
Cable: 1000 m long, S m high
(courtesy Digital Equipment
Corporation)

Figure 5. Surge and noise induced by lightning
in overhead data cable
Peak: 48 V
Duration: 22 ms
Cable: 1000 m long, 15 m high
(courtesy Digital Equipment
Corporation)

Because this useful document was released at a
time when little other guidance was available,
users attempted to apply the recommendations of
this document to situations where the environment
of a high-voltage substation did not exist. The
revised version of this standard, soon to be
issued, recognizes the problem and attempts to be
more specific (and restrictive) in its scope. Thus,
an important consideration in the writing and pub-
lishing of documents dealing with transients is a
clear definition of the scope and limitations of the
application.



Table 1
IEC Report 664

PREFERRED SERIES OF VALUES OF IMPULSE
WITHSTAND VOLTAGES FOR RATED VOLTAGES
BASED ON A CONTROLLED VOLTAGE SITUATION

Voltages Line-to-Earth Preferred Series of Impulse
Derived from Rated Withstand Voltages in
System Voltages, Up to: Installation Categories
(V rms and dc) I 11 I v
50 330 550 800 1500
100 500 800 1500 2500
150 800 1500 2500 4000
300 1500 2500 4000 6000
600 2500 4000 6000 8000
1000 4000 6000 8000 12000
3.2 The IEC 664 Report'!® 3.3

The Insulation Coordination Committee of the
International Electrotechnical Commission (IEC)
included in its report a table indicating the vol-
tages that coordinated equipment must be capable
of withstanding in wvarious system voltages and
installation categories (Table 1). The table
specifies its applicability to a controlled voltage
situation, which implies that some surge-limiting
device has been provided — presumably a typical
surge arrester with characteristics matching the
system voltage in each case. The waveshape
specified for these voltages is the 1.2/50 S
wave,* a specification consistent with the insula-
tion withstand concerns of the group that prepared
the document. No source impedance is indicated,
but four “‘installation categories’*t are specified,

each with decreasing voltage magnitude as the
installation is farther away from the outdoor
environment. Thus, this document primarily

addresses the concerns of insulation coordination;
the specification it implies for the environment is
more the result of efforts toward coordinating the
voltage levels than efforts to describe the environ-
ment and the occurrence of transients. The latter
approach has been that of the IEEE Working
Group on Surge Characterization in Low-Voltage
Circuits, which will be reviewed in detail.

* The designation, 1.2/50 us, widely used in high-voltage
dielectric tests, means a unidirectional impulse. double
exponential, with 1.2 us rise time and 50 us to half-value
on the decaying tail.

T The term ‘‘overvoltage categories’ will replace ‘‘installa-
tion categories’’ in subsequent IEC recommendations.

The IEEE Guide on Surge Voltages
(ANSI/IEEE Std C62.41-1980) 17

3.3.1 Voltages and rate of occurrence

Data collected from a number of sources led to
plotting a set of lines representing a rate of
occurrence as a function of voltage for three types
of exposures (Figure 6). These exposure levels
are defined in general terms as follows:

e Low Exposure — Systems in geographical areas
known for low lightning activity, with little
load-switching activity.

e Medium Exposure — Systems in geographical
areas known for high lightning activity, or with
frequent and severe switching transients.

e High Exposure — Rare, but real, systems sup-
plied by long overhead lines and subject to
reflections at line ends, where the characteris-
tics of the installation result in high sparkover
levels of the clearances.

The two lower lines of Figure 6 have been
drawn at the same slope because the data base
shows reasonable agreement among several sources
on that slope. All lines may be truncated by
sparkover of the clearances, at levels depending on
the withstand voltage of these clearances. The
high exposure line needs to be recognized, but it
should not be indiscriminately applied to all sys-

tems. Such application would penalize the vast
majority of installations where the exposure is
fower.

The voltage and current amplitudes presented
in the Guide attempt to provide for the vast
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*In some locations, sparkover of clearances may limit
the overvoltages

Figure 6. Frequency of occurrence vs level,
from ANSI/IEEE C62.41-1980

majority of lightning strikes, but none should be
considered ‘‘worst case,”’ because this concept can-
not be determined realistically. It is necessary to
think in terms of the statistical distribution of
strikes and to accept a reasonable upper limit for
* most cases. Where the consequences of a failure
are not catastrophic but merely represent an
annoying economic loss, it is appropriate to make
a tradeoff of the cost of protection against the
likelihood of a failure caused by a high but rare
surge.

3.3.2 Waveshape of the surges

Many independent observations have
established that the most frequent type of tran-
sient overvoltage in ac power systems is a decay-
ing oscillation, with frequencies between 5 and
500 kHz. This finding is in contrast to earlier
attempts to specify the unidirectional double-
exponential voltage wave that is generally
described as 1.2/50. Indeed, the unidirectional
voltage wave has a long history of successful
application in the field of dielectric withstand tests
and is representative of the surges propagating in
power transmission systems exposed to lightning.
In order to combine the merits of both waveshape
definitions and to specify them where they are
applicable, the Guide proposes two representative
waveshapes: an oscillatory waveshape inside build-
ings, a unidirectional waveshape outside buildings,
and both at the interface (Figure 7).

The oscillatory waveshape simulates those tran-
sients affecting devices that are sensitive to dv/dr
and to voltage reversals during conduction,®?
while the unidirectional voltage and current
waveshapes, based on long-established ANSI stan-
dards for secondary valve arresters, represent an
equivalent of the transients where energy content
is the significant parameter.*

(17-21)

* Recent concerns on the occurrence of longer duration
surges, or lower frequencies, such as the S kHz lower
limit cited, will probably be reflected in the updating of
this standard over the next several years.

From a pragmatic point of view, the realization that
oscillaling}waves are unavoidably produced by practical test
systems will also be a driving force toward specification
of oscillatory waveforms rather than unidirectional
impulses in future standards.

Increased recognition of the upset aspect of transient
overvoltages is also likely to result in the inclusion of a
‘‘fast transient” with rise time and duration in the
nanosecond range.

N— I I
9V pk b —V / ——
0.9V, 0.9v, b— Pk 0.91,, ok
T = 10us (f = 100 kHz)
- 0.5V 0.515
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.5 us I
[ T1 J L_ 50 us TZ—- ]-—
20 us
T, %167 =12us
Tyx1.25=8us
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Figure 7. Surges defined for power li
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Table 2

(Reprinted by permission of the Institute of Electrical and Electronic Engineers, Inc.)

Impulse

Energy (joules)
Type Deposited in a Suppressor*

Comparable to of Specimen with Clamping Voltage of
Location IEC No 664 Medium Exposure or Load 500V 1000V
Category Category Waveform Amplitude Circuit {120 V System) (240 V System)
A Long branch 6 kv High impedance - -
Circuits and n 0.6 ks-100 kHz 200 A Low impedance¥, § 0.8 1.6
outlets
B Major feeders, 1.2 X 50 us 6 kV High impedancet — —
short branch - 8 X 20 us 3kA Low impedancet_ 40 80
circuits, and R 6 kV High impedance — —_
load center 0.5 us-100 kHz 500 A Low impedance¥. § 2 4

*Other suppressors having different clamping voltages would receive different energy levels,
TFor high-impedance test specimens or load circuits, the voltage shown represents the surge voltage. In making simulation tests, use

that value for the open-circuit voltage of the test generator.

#For low-impedance test specimens or load circuits, the current shown represents the discharge current of the surge (not the short-
circuit current of the power system). In making simulation tests, use that current for the short-circuit current of the test ger{emtor.
§The maximum amplitude (200 or 500 A) is specified, but the exact waveform will be influenced by the load characteristics.

3.3.3 Energy and source impedance

The energy involved in the interaction of a
power system with a surge source and a surge pro-
tective device will divide between the source and
the protective device in accordance with the
characteristics of the two impedances. With a gap-
type protective device, the low impedance of the
arc after sparkover forces most of the energy to
be dissipated elsewhere: for instance, in a resistor
added in series with the gap for limiting the
power-followt current, or in the impedance of the
circuit upstream of the protective device. With an
energy-absorber gapless protective device, a sub-
stantial share of the surge energy is dissipated in
the suppressor, but its clamping action does not
involve the power-follow energy resulting from the
short-circuit action of a gap. It is therefore essen-
tial to the effective use of surge protective devices
that a realistic assumption be made about the
source impedance of the surge whose effects are
to be duplicated.

Unfortunately, not enough data have been col-
lected on what this assumption should be for the
source impedance of the transient. Standards and
recommendations, such as DOD STD-1399 or the
IEC 664 report, either ignore the issue or indicate
values applicable to limited cases, such as the
SWC test for high-voltage substation equipment.
ANSI/IEEE C62.41 attempts to relate impedance
to categories of locations but unavoidably remains
vague on their definitions (Table 2).

t Power-follow is defined in the IEEE Dictionary as ‘‘the
current from the connected power source that flows
through an arrester during and following the passage of
discharge current.”

Having defined the environment for low-
voltage ac power circuits, the Working Group is
now preparing an Application Guide, where a step-
by-step approach will outline the method for
assessing the need for transient protection and
selecting the appropriate device or system. Paral-
lel work in other IEEE working groups preparing
test specification standards‘®*-?” for surge protec-
tive devices will be helpful in this selection pro-
cess. Other groups in the USA, as well as the
international bodies of the IEC and the Comité
Consultatif International Télégraphique et Télé-
phonique (CCITT), are now working toward
further refinements and the reconciliation of
different approaches.

3.4 Previous and future surge recordings

The supporting data cited in Appendix A of
ANSI/IEEE C62.41 are based on voltage surge
recordings made in the 1962-1975 period. In that
period, digital instrumentation for surge monitor-
ing was not as readily available as it is now, and,
most significantly, the proliferation of surge pro-
tective devices, such as metal oxide varistors, had
not reached the present level.

Measurements, limited to voltage, were con-
ducted with oscilloscope/camera systems or with
peak-recording instruments. Voltages were gen-
erally recorded between the line(s) and the neutral
of a single-phase or polyphase power system. No
measurements had been reported as neutral-to-
ground; some may have been between line and
ground. Of course, that distinction is moot for
measurements made at the service entrance where
neutral and ground are bonded.



Prior to the proliferation of varistors, a limita-
tion had been recognized for peak voltages: the
flashover of clearances, occurring typically between
2 and 8 kV for low-voltage wiring devices. For
that reason, the curves of Figure 1 in the Guide
include the indication of a possible truncation of
the distribution around 6 kV. Recent studies, still
in progress, have indicated that benign flashover
of clearances, without power follow and therefore
not readily detectable, may be more prevalent than
was previously believed.

An estimate of the number of low-voltage
surge protective devices such as varistors used in
the United States since 1972 on ac power circuits
is in the order of 500 million. An undefined but
substantial portion of that number is installed in
permanently connected equipment. Therefore, it
is now very likely that a new limitation exists in
the recording of voltage surges. A surge record-
ing instrument installed indiscriminately at a ran-
dom location may have a varistor connected across
the line near the point being recorded.®®* This
situation will have several implications for the
recordings obtained in present and future measure-
ments, as contrasted to those of previous meas-
urement campaigns.

1. Locations where voltage surges were previ-
ously identified — assuming no change in the
source of surges — are now likely to experi-
ence lower voltage surges, while current surges
will occur in the newly installed protective
devices.

2. Not only will the peaks of the observed vol-
tages be changed, but also their waveforms
will be affected by the presence of nearby
varistors as follows:

a. If a varistor is located between the source
of the surge and the recording instru-
ment, the instrument will record the
clamping voltage of the wvaristor. This
voltage will have lower peaks but longer
time to half-peak than the original surge.

b. If the instrument is located between the
source of the surge and a varistor, or if a
varistor is installed in a parallel branch
circuit, the instrument will record the
clamping voltage of the varistor, preceded
by a spike corresponding to the inductive
drop in the line supplying surge current
into the varistor.

c. If a varistor is connected between line
and neutral with a surge impinging

* See Case History No. 7 in Section 7 of this report.

between line and neutral at the service
entrance, a new situation is created: the
line-to-neutral voltage is indeed clamped
as intended, but the inductive drop in the
neutral conductor between the point of
connection of the varistor and the service
entrance creates a spike voltage between
the neutral and the grounding connector
at the point of connection of the varistor
and downstream points supplied by the
same neutral. Because this spike will
have a short duration, it will be enhanced
by the open-end transmission line effect
between the neutral and grounding con-
ductors. ¥+

3. The surge voltage limitation function per-
formed by flashover of clearances is more
likely to be assumed by new surge protective
devices that are constantly being added to the
systems.

4. The considerations discussed in paragraphs 1,
2, and 3 above will produce a significant
reduction in the mean of recorded voltage
surges in a population of different locations.
This reduction will continue as more and
more varistors are installed. The upper limit,
however, will remain the same for locations
where no varistor has yet been installed. A
sense of false security and an incorrect
description of the environment might be
created by attention given only to the average
of voltage surges presently recorded in power
systems. Furthermore, the need for adequate
surge current handling capability of a new
candidate surge suppressor might be under-
estimated if partial surge diversion is already
being performed by a nearby varistor. This
risk will be exacerbated if an attempt is made
to clamp at lower voltages by the installation
of a new protective device with a clamping
voltage lower than that of the device already
installed.®

4. SURGE PROPAGATION

4.1 The limitations of arbitrary division into
categories

The standards cited in the preceding paragraphs
describe surges which may be expected at specific
points of a wiring system; the implication is that
the surges will proceed downstream, at the same
amplitude and waveform, until some interface
somehow produces a staircase-like decrease in

1 See an example of this situation in Section 6.5 of this report.



amplitude. TEC 664 proposes a voltage staircase
with its overvoltage categories (Table 1), while
ANSI/IEEE C62.41 proposes a current staircase
with its location categories (Figure 8).

This staircase representation is useful to sim-
plify the real world into a manageable set of
assumptions, but it is a simplification that can
mask the reality. Surges will propagate in the sys-
tem starting at the point of entry; voltage surges
will be attenuated to the extent that the series
impedance between the point of interest and the
source (Z,, Figure 9) on one hand and the shunt
impedance (Z,) on the other hand, form a voltage
divider. If the series impedance is low and the
shunt impedance is high (light loading of the sys-
tem), the voltage divider does not produce high
attenuation of the voltage surges. In addition to
an attenuation of the amplitude, a waveform
change takes place which is most apparent for fast
front and short duration pulses.?”® Conversely,
current surges, if they are the result of a current
source such as a lightning strike, will produce high
voltages unless a low-impedance diverting path is
offered to the flow of current. If the current surge
in a system is the result of a combined current
source and multipath to ground (Figure 10), there
is then a division of the current among the paths
that is governed by the inverse ratio of the
impedances. If a user has control over only one
of the paths, he can decrease the amplitude of the
current surge in his path only by forcing a greater
share of the total current to flow through the
other paths; thus, surge blocking is likely to be an
exercise in passing the problem from one point of
the system to another. The solution lies in surge
diversion, offering to the surge a path where the
current flow can occur harmlessly.
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4.2 The limitations of transmission line
analysis

In qualitative discussions of surge propagation,
the classical behavior of a transmission line is
often called upon to provide explanations of the
situation. In particular, the reflections occurring at
the end of a line are cited in accordance with the
theory that the impulse is doubled if the line is
open-ended, and that an inverse impulse is
returned if the line is shorted. However, these
discussions sometimes lose sight of the fact that
the concept is applicable only if the line length is
sufficient to contain all of the surge front. If the
surge has a rise time longer than the propagation
time along the line, the point is moot and, by the
time the surge reaches its peak, the voltage at the
receiving end of the line does not differ from the
voltage applied at the sending end. Figure 11
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Figure 11. Voltages at sending end and receiving
end of a line
B: Black or phase conductor
W: White or neutral conductor
G: Green or grounding conductor



1. THE ANSHIEEE STD C82.41—1980 CONCEPT OF LOCATION CATEGORIES IN UNPROTECTED CIRCUITS
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- .
LOCATION CATEGORY . LOCATION CATEGORY : LOCATION CATEGORY
c Ld B8 » A
"'Quiside and Service Entrance’ : “Mujor Feeders and Short Branch Circuits™ : “Outlets and Long Branch Circuits”
- .
10 kV or more b4 .
VOLTAGES 8 kV impuise or Ring . 8 k¥ Ring
10 kA or more ]
C_URRENTS* 3 kA Impulae 500 A Ring .
1 200 A Ring
2. TYPICAL EXAMPLES OF INDUSTRIAL OR RESIDENTIAL CIRCUITS
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LEGEND: M: Watt-hour mater AW. Arc weiding supply CA: Cord-connected appliance -4 HF: Consumer slectronics
P Surge arraster FA: Fixed appliance COMP. Computer with buffered input = P& Surge protsctor
{secondary rating) ID: Induatriat drive system ICS: Industrial control syatem PC: Personal computer
P2 Surge arrester M: Driven mator LC. Line power conditioner TV: Transtormer.isolated
{secondary rating) MB: Main bresker P21 Surge portecior slectronics
P. Transient protector WR2: Wail receptical with
SE. Sarvice entrance (may take many forms attenuation provided
depending on specific cass of system) by: Z-—series impeadance
WRT. Wall receptaclie without attenuation C-—shunt impedance
3. THE IEC REPORT 664— 1980 CONCEPT OF CONTROLLED VOLTAGES
Uncontrolied
VOLTAGES
IV: @8)4 kV See Note 2
Hi: (4)2.5 kv
INSTALLATION CATEGORY 0 (2.5)1.5 kV
v INSTALLATION CATEGORY L (cZOAR
Primary supply levei. Overhead lines n l 11 (1.5)0.8 kv
and cable systems including distribu- Fixed installation following INSTALLATION CATEGORY
1ion bus and ils associated aovercurrent installation category IV n
protection equipment Appliances, portable equipment etc l INSTALLATION CATEGORY
. ]

Specisl equipment or parts of equip-

tollowing installation category It
I ment following instaltation category i,

ation, lic, etc

Independently from the location of a device or equipment in the above figure, it should remain safe (no fires, no personnel haz-
ard) over the full range of available surges at any point within the installation. It may also be desirable, under particular cir-
cumstances and for specific devices, to proscribe damage as a result of testing at higher levels than might be suggested by its
typical location.

Notes:

(1)The Controlled Voltage Situation of IEC Report 664 requires the presence of interfaces; these can be surge protective devices
such as P1, P2, P3 or P4, or the existence of well-defined impedance networks such as Z and C shown in the circuit diagram
upstream of WR2.

(2) Voltage levels following the designation of Installation Category (IV, III, II or I) are shown in parentheses for a system with
300 V phase-to-ground voltage, and next for 150 V phase-to-ground voltage. The voltages shown are implied as 1.2/50 us
impulses.

(3) This diagram makes no allowance for the possibility of surges associated with ground potential differences that may occur, for
instance, with a sensor connection to the ICS control system, a cable TV connection to the line-isolated TV set, etc., or the flow
of ground current in the impedance of the grounding conductors.

Figure 8. Simlilarities and differences between the location categories concept of ANSI/IEEE
Std C62.41-1980 and the installation categories concept of IEC Report 664-1980,
applied to a typical example



illustrates this situation showing the voltage at the
sending end (SD) and the voltage at the receiving
end (RC) of a conduit-enclosed three-wire line.
There is a minor difference during the rise, where
the initial front is doubled at the receiving end,
but the final crest values are the same.

The effects of reflections and attenuations
along a line are further illustrated in Figures 12,
13, and 14, excerpted from Reference 29. A
three-wire, conduit-enclosed line, 225 m long was
subjected to short pulses applied through an
impedance-matching network to provide minimum
interaction between the surge generator and the
line. Access points at 75 and 150 m, in addition
to the far end at 225 m, were provided within
reach of the measuring oscilloscope probes by
folding the line in a zig-zag configuration.

Figure 12 shows the propagation of a 200 ns-
wide pulse when a matching impedance is con-
nected at the receiving end. The attenuation of
this pulse is quite apparent, with an average ratio
of 0.7 between the voltages at points 75 m apart
in the line. The travel time can also be seen as
1.1 us from sending to receiving and, correspond-
ing to 225 m/1.1 us = 204 m/us, or two-thirds
the speed of light in vacuum.

Figure 13 shows the same pulse propagating in
the same line, but with a doubling of the voltage
at the receiving end, which was left open. In
spite of this doubling affect, there has been
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Figure 13. Propagation of the same pulse as
Figure 12, with open-ended line
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Figure 14. Propagation of a 2 us-wide pulse
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Figure 12. Propagation of a 200 ns-wide pulse in a line terminated by its matching impedance



enough attenuation of the short spike over the
225 m that the pulse at the receiving end is lower
than the pulse at the sending end. However, for
shorter lines, the attenuation would not have
taken its toll before doubling at the end: doubling
the pulse which appears at the intermediate 75 m
of the 225 m line implies that, at the end of an
open-ended 75 m, one could have a pulse 20%
greater than at the sending end. Note also that,
while the amplitudes are attenuated, the rise time
tends to be increased; therefore, the time integral
of the pulse (and therefore its potential for
damaging energy-sensitive components) is not
attenuated as quickly as is the amplitude along the
line length.

Figure 14 shows a 2 us-wide pulse propagating
along the same line, with matched termination.
The attenuation is lower than for the 200 ns
pulse, with an average ratio of 0.9 between the
voltages of points 75 m apart in the line. This
lower attenuation at longer pulse duration (lower
frequencies) results from the decreased effect of
the shunt capacitance of the line.

These propagation characteristics will be dis-
cussed again in conjunction with the performance
of protective devices, in Section 6 of this report,
Thus, for many installations contained in a build-
ing, the line lengths are short compared to the
length required to contain, say, a 1 us front trav-
eling at the speed of 200 m/us. A more detailed
report describing some of the aspects of the pro-
pagation of surges and their implications is given
in References 29 and 30.

4.3 Common Mode or Normal Mode?

Another aspect of the propagation of surges
concerns the dichotomy normal mode/common
mode. In power lines, the issue is whether
significant surges occur line-to-line (black-to-white,
or phase-to-neutral), the situation described by
“‘normal mode,”’ or whether they occur between
any — or all — of the lines and ground {(black-to-
green, white-to-green, or [black-and-white]-to-
green), the situation described by ‘‘common
mode.”” These terms were first defined in the con-
text of signal lines, where the concern for bal-
anced circuits reflects the fact that apparently
innocuous common mode noise can be converted
into objectionable normal mode when circuit
impedances along the two signal-carrying wires are
not symmetrical with respect to the ground (com-
mon) conductor (Figure 15).

Conversely, Figure 16 shows how an attempt
to protect against a normal mode surge can pro-
duce a harmful common mode-like surge: at the
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Figure 15. Conversion of a common mode surge
into a normal mode surge
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Figure 16. Current flowing in line-to-neutral
protective device causes voltage to
appear between neutral and grounding
conductors



end of a branch circuit, the user installs a surge-
protective device connected line-to-neutral, in
order to protect his load equipment against a nor-
mal mode surge impinging the origin of the
branch circuit, where the user in this assumed
scenario has no access to provide a surge protec-
tive device. Common knowledge that the neutral
and grounding conductors are bonded at this ori-
gin might lead the user to believe that no harmful
voltage can occur at his end between neutral and
grounding conductors. Yet, the very installation
of the protective device between line and neutral,
results in a significant L di/dr voltage developed
along both line and neutral conductors when the
surge current flows into the protective device; half
of the total voltage appears at the user’s end
between the neutral and the grounding conductors.
Because there is generally no admittance between
the neutral and grounding conductors at the user’s
end, the situation is then that of an open-ended
line, which produces a doubling of the impinging
neutral-to-ground voltage. An example of this
situation is discussed in Section 6.5.

Thus, the answer to the normal/common mode
dichotomy is that, in most cases, both modes
must be considered, because one can convert into
the other, depending upon the coupling, the wir-
ing practices, and the attempts made at suppress-
ing the mode perceived as the greatest threat.
Here again, the pervasive and pervert reality is too
often that a solution aimed at suppressing one
effect only displaces the problem. Case History
Ne. 5, later in this report, shows quantitative
measurement results of the effects of various
methods of connecting a surge protective device at
the end of a line.

5. FUNDAMENTAL PROTECTION
TECHNIQUES

The protection of a power system, a computer
system, or an electronic black box against the
threats of the surge environment can be accom-
plished in different ways. There is no single truth
or magic cure ensuring immunity and success, but,
rather, there are a number of effective approaches
that can be combined as necessary to achieve the
goal. The competent protection engineer can con-
tribute his knowledge and perception to the choice
of approaches against a threat that is imprecise
and unpredictable, keeping in mind the balance
between the technical goal of maximum protection
and the economic goal of realistic protection at an
acceptable cost. However, just as in the case of
accident insurance, the cost of the premium
appears high before the accident, not after.
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A discussion of fundamental protection tech-
niques that is limited in space and scope has the
risk of becoming an inventory of a bag of tricks;
yet, there are a few fundamental principles and
fundamental techniques that can be useful in
obtaining transient immunity, especially at the
design stages of a computer system or circuit. All
too often, the need for protection becomes
apparent at a late stage, when it is much more
difficult to apply those fundamental techniques
which are most effective and economical when
implemented at the outset.

5.1 Basic techniques

Protection techniques can be classified into
several categories according to the purpose and the
system level at which the engineer is working.
For the system as a whole, protection is primarily
a preventive effort. One must consider the physi-
cal exposure to transients — in particular, the
indirect effects of lightning and power system
faults resulting from building design, location,
physical spread, and coupling to other disturbance
sources — as well as such inherent susceptibility
characteristics as frequency response and nominal
voltage. A data processing system using low-
voltage signals, high-impedance circuits, and
installed over a wide area such as a chemical plant
spread over several kilometers, would present
much more serious problems than the same sys-
tem confined to a single building. As discussed in
Case History No. 1, the installation of remote ter-
minals in separate buildings is a prime candidate
for trouble unless some basic precautions are
observed.

For the system components or electronic black
boxes, the environment is often beyond the con-
trol of the designer or user, and protection
becomes a curative effort — learning to live and
survive in an environment which is imposed.
Quite often this effort is motivated by field
failures, and retrofit is needed. The techniques
involved here tend to be the application of protec-
tive devices to circuits or a search for inherent
immunity rather than the elimination or diversion
of surges at their origin.

Another distinction can be made in classifying
protective techniques. While surges are unavoid-
able, one can attempt to block them, divert them,
or strive to withstand them; the latter, however, is
generally difficult to achieve alone.

5.2 Shielding, Bonding, and Grounding
Shielding, bonding, and grounding are three

interrelated methods for protecting a circuit from

external transients. Shielding is the practice of



enclosing the circuit components in a conductive
enclosure, which theoretically cancels out any elec-
tromagnetic field inside the enclosure; actually, it
is more an attenuation than a cancellation because
the enclosure is rarely complete and perfect.
Bonding is the practice of providing low-impedance
connections between adjacent metal parts, such as
the panels of a shield, cabinets in an electronic
rack, or rebars in a concrete structure. Grounding
is the practice of providing a low impedance to
earth or a well-defined reference ultimately con-
nected to earth,* through various methods of driv-
ing conductors into the soil. Each of these tech-
niques has its limitations, and each can sometimes
be overemphasized.

5.3 Shielding

Shielding conductors by wrapping them in a
grounded sheath or shielding an electronic circuit
by enclosing it in a grounded conductive box is a
defensive measure that occurs very naturally to
the system designer or the laboratory experimenter
anticipating a hostile electromagnetic environment.
Difficulties arise, however, when the concept of
‘“‘grounded” is examined in detail. Difficulties
also arise when the goals of shielding for noise
immunity conflict with the goals of shielding for
surge immunity.

A shield can be the size of a matchbox or an
airplane fuselage; it can cover a few centimeters
of wire or kilometers of buried or overhead
cables. Effective grounding of these diverse
shields is not always an easy thing to do because
the impedance to earth of the grounding connec-
tion must be acknowledged. The situation is
made even more controversial because of the
conflict between the often-proclaimed design rule
‘‘ground cable shields at one end only” — a rule
justified by noise immunity performance, in partic-
ular common mode noise reduction — and the
harsh reality of current flow and Ohm’s law when
lightning strikes or when power systems faults
occur,

The difficulty may be caused by a perception
on the part of the noise prevention designers that
the shield serves as an electrostatic shield in which
longitudinal currents associated with common
mode noise coupling should not flow. This con-

* Connection of the reference to earth is a general safety
requirement involving low frequency fault currents for
which adequate low-impedance connection is a matter of
conductor resistance. At the high frequencies involved
with transient disturbances, the inductance of the connec-
tion becomes significant. See detailed discussion in para-
graph 5.5.

cept is exemplified in the terminology of shielded
cable users, when they describe the shield con-
struction of some cable design as having a foil
plus "drain wire," as if there were electrostatic
charges that needed to be removed (drained).
Indeed, electrostatic charges can be drained by
connecting only one end of the shield. Further-
more, if the two ends of the shield of a cable
spanning some distance are connected to the local
ground at each end, there is a definite possibility
that some power frequency current may flow in
the shield. For low-level signals, this current
could produce noise (hum) in the signals. For
that reason, many system designers will insist on
the one-end-only grounding rule, and they are
correct from that point of view. Sometimes the
shield is used as a return path for the signal cir-
cuit, in which case shield currents will cause vol-
tage drops added to the signal. But the fact is
that, when surge currents flow near the circuits,
they will unavoidably inject magnetic flux varia-
tions into the circuits; hence induced voltages.
Worse yet, in the case of a lightning stroke or of
a power system fault injecting current into the
earth in the area spanned by the one-end-only
grounded shield, the potential of one end of the
cable defined as ‘‘ground’’ is not the same as the
“ground” at the other end of the cable. Very
high voltages can be developed (Figure 17)
between the floating end of the shield and the
local ground. No practical insulation can with-
stand these levels, and breakdown will occur,
allowing surge currents to flow in spite of the
designers’ intent to prevent them. The path of
these currents will be determined by the com-
ponents most likely to fail when the voltage
rises — the low-level logic circuits, of course. In
contrast, by deliberately allowing a small part of
these surge currents to flow in the shields, one

obtains a cancellation of the voltages that
20 kA
100 kV
—> |
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Figure 17. Voltage developed by a lightning
stroke at the ungrounded end
of a shield




otherwise would be induced in the circuits, and
the currents will follow a well-defined path that
can be designed to produce harmless effects.

This conflict is actually very simple to resolve
if recognized in time: provide an outer shield,
grounded at both ends (and at any possible inter-
mediate points); inside this shield the electronic
designer is then free to enforce his single-point
grounding rules. The only drawback to this
approach is the hardware cost of double shields.
In many installations, however, there is a metallic
conduit through which the cables are pulled; with
simple but close attention to maintaining the con-
tinuity of this conduit path, through all the joints
and junction boxes, a very effective outer shield is
obtained at negligible additional cost. In the case
of underground conduit runs, the most frequent
practice is to use plastic conduit, which unfor-
tunately breaks the continuity. System designers
would be well advised to require metal conduits
where the circuits are sensitive or, at a minimum,
to pull a shielded cable in the plastic conduit
where the shield is used to maintain continuity
between the above-ground metal conduits. That
additional cost, then, is the insurance premium,
which is well worth accepting. Case History
No. 1, given later in this report, illustrates the
penalty inflicted by nature when the one-and-only-
one-ground rule was misapplied by the designer.

5.4 Bonding

We have already mentioned one aspect of
bonding in describing the continuity of the outer
shield. Another instance of bonding occurs where
the shield of an incoming cable is connected to an
equipment cabinet in order to allow shield current
flow. The shield current flows in the connecting
pigtail and creates electromagnetic radiation at the
point of cable entry.

Adjacent cabinets in a lineup must be bonded
together for safety as well as transient and noise
immunity. In principle, a flat strap has a lower
inductance than a round wire of the same area.
This concept may be somewhat overused; actually
several strategically located smaller wires provide a
much more effective bond than one massive strap,
either round or flat. The difficulty lies in imple-
menting this alternate view, and overcoming the
comforting sight of a large grounding strap at the
bottom of the cabinet lineup. Such a strap does
no harm and is a good safety practice, but it may
not do as much good as expected from the point
of view of surge protection, compared to multiple
point bonds.

A significant subset of the general subject of
bonding is the termination of cable shields by
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connectors at the junction to an equipment
cabinet. The search for low-cost construction
often results in the shield being connected

through one pin of the multiple-pin connector.
Add to this construction the misguided concept
that all grounding connections in a cabinet should
be made to a single point, and the result will be
the

worst  possible practice, as shown in
Figure 18A: the shield current is injected inside
the cabinet along a tortuous path, creating
interference in all circuits. Figure 18B shows a

tolerable practice, where the connection is still
made through the connector, for convenience, but
a very short lead makes the connection to the
cabinet frame inside the cabinet. Figure 18C
shows an improvement, with the connection made
outside the cabinet. A wvariation of this arrange-
ment is encountered in RS232 connectors with a
metal shell where the two securing screws provide
a double (and symmetrical) bond to the equip-
ment chassis. The ultimate and best bond, of
course, is obtained by using a connector with a
continuous bond provided by a cable connector
with metallic shell and ring screwed to the chassis
connector all around the cable (Figure 18D).

5.5 Grounding

Grounding, or earthing, has different meanings
as well as different roles. The primary definition
is the connection of the circuit, shield, or refer-
ence to earth. But what is earth? System
designers, construction crews, inspectors, and
technical conference authors are concerned with
establishing, measuring, and maintaining a low
ground resistance, often determined by dc meas-
urements on rods driven into the ground. Driving
many rods into the ground at great expense does
not ensure a low impedance under the transient
conditions of a high rate of current change associ-
ated with lightning discharges.

When one deals with a reasonably compact sys-
tem, be it cabinet-size, room-size, or building-size,
it is more effective to view the grounding as a
well-bonded connection to the outer shield C(if
any), building frame, or cabinet enclosure, acting
as a zero-reference. The resistance (impedance)
from that reference to earth is not very significant
as long as other wires at ground potential are not
brought to the system. Since there is little chance
of dealing with an absolutely isolated system
(short of a flying aircraft, which does quite well,
thank you, without an earth connection), the ques-
tion is: What should be done with incoming
wires? These wires can be isolated from the local
ground during normal operation, but one must
recognize that, during transient conditions of



A. The uitimate atrocity:
The currents flowing in the shield (or a single
parailel grounding contactor) enter the
cabinet and coupte interference radiated
inside the cabinet

. A close second (or perhaps the prize)
The shield is not connected (sometimes this
is done by deiiberate choice in an attempt to
minimize noise in poorly designed circuits)

The circulating currents cannot fiow, but
capacitance between the wires and the shieid
transfers the current onto the wires, adding
spurious signals

=1

C. An acceptable, but not very good approach is
10 bond the shield {grounding conductor)
IMMEDIATELY upon antering the cabinet. In
the absence of a connector providing the “E”
configuration, this is often done by connect-
ing a shield pigtail by means of one pin of
the connector.

D. A much better way is to connect a short
pigtail (or the grounding conductor) on the
outside of the cabinet, next o the point of
entry of the other wires. This requires a
screwed connection in addition to a plug,
and for that reason is not welcome, but

it is better then C.

. The ultimate good practice. A coaxial shell
connector bonds the shieid to the cabinet
wall, no coupling occurs onto the internal
wires

—

Figure 18. Bonding of cable shields to
equipment cabinets

lightning surges or power system faults, high vol-
tages will appear across these isolated wires and
local ground — voltages which, in some cases, are
far beyond the withstand capability of insulation.
That insulation, then, must be protected by suit-
able devices which, in fact, do connect the wires
to the local ground, but only for the duration of
the transient. This type of momentary grounding
is one function of transient suppressors.

An effective approach to limiting the adverse
effects of ground potential differences is the
enforcement of a ‘‘ground window’* arrangement

* The concept and the term ‘‘ground window” were
developed by workers in the Beli System:; the author was
introduced to the concept by Paul Speranza of Bell Com-
munications Research during discussions at IEEE working
group meetings; this sharing of information is gratefully
acknowledged.
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of all conductors entering a system, as shown in

Figure 19. The system can be a single cabinet,
room-size equipment, or a complete floor in a
building — the principle remains the same. This

ground window must be specified from the begin-
ning, as retrofits are generally difficult to make.
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* A minimum clearance of 2 meters MUST be maintained between the
grounded parts of 1he sysiem and other grounded elements cutside
of the system, such as building sleet, piping, etc

Figure 19. Multiple cable entry vs single
ground window

5.6 Isolation of subsystems

In the case of systems involving separate build-
ings, remote sensors, or the interconnection of a
power system with a communication system, other
requirements may dictate the isolation of the sub-
systems, creating the illusion that protection
against overvoltages has also been accomplished.
And yet we have seen that during transient condi-
tions high voltages can occur between the subsys-
tems.

Where moderately high voltages only can
occur, effective isolation can be accomplished by
the insertion of an isolating transformer or an
opto-isolator; if metallic isolation is not required, a
filter can also be used if it does not degrade data
pulse shapes or system frequency response.



Where the voltages will reach levels exceeding
the withstand capability of economically or techni-
cally feasible insulation, two possible solutions
exist. The first, already mentioned, and applicable
to power as well as data systems, is to bond the
grounds or references of the two systems during
the transient by means of a surge protective dev-
ice, which returns to a high level of insulation
after the transient has subsided. The second,
applicable only to low-power data transmission, is
to use other methods, such as insertion of audio
couplers or a fiber optics link. Complete decou-
pling of electrical transients and noise resulting
from ground potential differences can be achieved
in this manner; however, these techniques will not
guard against noise collected by the circuits them-
selves and faithfully transmitted by the link to the
other end.

6. TRANSIENT SUPPRESSORS

Various devices have been developed for pro-
tecting electrical and electronic equipment against
transients. They are often called ‘‘transient
suppressors’’ although, for accuracy, they should
be called ‘‘transient limiters,”” ‘‘clamps,” or
“diverters’” because they cannot really suppress
transients; rather, they limit transients to accept-
able levels or make them harmless by diverting
them to ground around the sensitive equipment.

There are two categories of transient suppres-
sors: those that block transients, preventing their
propagation toward sensitive circuits, and those
that divert transients, limiting voltages to an
acceptable residual level. Because many of the
transients originate from a current source, the
blocking of a transient may not always be possible;
thus, diverting the transient is more likely to find
general application. A combination of diverting
and blocking can be a very effective approach.
This approach generally takes the form of a mul-
tistage circuit, where a first device diverts the
transient toward ground, a second device — an
impedance or resistance — offers a restricted path
to the transient propagation but an acceptable path
to the signal or power, and a third device clamps
the residual transient (Figure 20). Thus, we are
primarily interested in the diverting devices.
These diverting devices can be of two kinds:
voltage-clamping devices or short-circuiting devices
(crowbar). Both involve some nonlinearity, either
frequency nonlinearity (as in filters) or, more usu-
ally, voltage nonlinearity. Depending on the type
of device, this voltage nonlinearity is the result of
two different mechanisms — a continuous increase
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in the device conductivity as the current increases,
or an abrupt switching as the voltage increases.
Because the technical and trade literature con-
tains many articles on these devices, a discussion
of the details will be limited and review of the
references is suggested. Some comparisons will be
made, however, to point out the significant
differences in performance; clarification of some
issues resulting from unwarranted concern will also
be given. We will first examine the basic princi-
ples of single-component suppressors, then the
application of these devices to protect circuits, as
single- or multiple-component packaged devices.

SN

RESTRICT

PROTECTED
CIRCUIT

Figure 20. Hybrid approach for surge
suppression

6.1 Crowbar devices

The principle of crowbar devices is simple:
upon occurrence of an overvoltage, the device
changes from its normal high-impedance state to a
low-impedance state, offering a low-impedance
path to divert the surge to ground. This switching
can be inherent to the device, as in the case of
spark gaps involving the breakdown of a gas or
the recently introduced two-terminal multijunction
semiconductors. Some applications have also been
made of externally triggered devices, such as trig-
gered vacuum gaps in high-voltage technology or
thyristors in low-voltage circuits, where a control
circuit senses the rising voltage and turns on the
surge-rated device to divert the surge.

The major advantage of the crowbar device is
that its low impedance allows the flow of substan-
tial surge currents without dissipation of high
energy within the device itself; the energy has to
be spent elsewhere in the circuit. This so-called
“reflection’” of the impinging surge can also be a
disadvantage in some circuits when the transient
disturbance associated with the gap firing is being
considered. Where there is no problem of power-
follow (discussed below), such as in communica-
tion circuits, the spark gap has the advantage of
very simple construction with potentially low cost.

The crowbar device, however, has three major
limitations. The first limitation concerns the volt-
time sensitivity of the breakdown process. As the



voltage increases across a spark gap, a significant
conduction of current — and hence the voltage
limitation of a surge — cannot take place until the
transition occurs to the arc mode of conduction,
by avalanche breakdown of the gas between the
electrodes. The load is left unprotected during
the initial rise because of this delay time (typically
in microseconds). Considerable variation exists in
the sparkover voltage achieved in successive
operations, because the process is statistical in
nature. In addition, this sparkover voltage can be
substantially higher after a long period of rest than
after successive discharges. From the physical
nature of the process, it is difficult to produce
consistent sparkover voltage for low-voltage rat-
ings. This difficulty is increased by the effect of
manufacturing tolerances on very small gap dis-
tances, but it can be alleviated by filling the tube
with a gas having a lower breakdown voltage than
air. However, if the enclosure seal is lost and the
gas is replaced by air, this substitution creates a
reliability problem due to the substantially higher
sparkover of the air gap.

In communication circuits using a pair of con-
ductors, protection is often provided by connecting
a gas tube between each conductor and ground.
Upon occurence of a common mode surge, which
would leave the input circuits unaffected, an
nature of the process, it is difficult to produce
consistent sparkover voltage for low-voltage rat-
ings. This difficulty is increased by the effect of
manufacturing tolerances on very small gap dis-
tances, but it can be alleviated by filling the tube
with a gas having a lower breakdown voltage than
air. However, if the enclosure seal is lost and the
gas is replaced by air, this substitution creates a
reliability problem due to the substantially higher
sparkover of the air gap.

In communication circuits using a pair of con-
ductors, protection is often provided by connecting
a gas tube between each conductor and ground.
Upon occurence of a common mode surge, which
would leave the input circuits unaffected, an
undesirable condition results from the volt-time
variation between the two devices: unavoidable
manufacturing tolerances between the two devices,
plus the statistical variation for each tube break-
down cause one tube to fire before the other.
During the time separating the two firings, a sub-
stantial normal surge is applied to the input circui-
try, with possible destructive effects (Figure 21).
This problem can be avoided by using three-
electrode tubes where firing of the first gap causes
firing of the second gap with no delay
(Figure 22).
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Figure 21. Normal mode surge resulting from
difference of sparkover time of two
separate gas tubes
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Figure 22. Three-electrode gas tube avoiding the
problem of Figure 21

The second limitation is associated with the
sharpness of the sparkover, which produces fast
current rises in the circuits and, thus, objection-
able noise. A classic illustration of this problem
is found in oscillograms recording the sparkover of
a gap where the trace exhibits an anomaly before
the sparkover (Figure 23). This anomaly is due
to the delay introduced into the oscilloscope cir-
cuits to provide an advanced trigger of the sweep.
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Figure 23. Anomaly in recording showing
gap interference



What the trace actually shows is the event delayed
by a few nanoseconds, so that in real time, the
gap sparkover occurs and noise enters the oscillo-
scope by stray coupling, while the electron beam
is still writing the pre-sparkover rise. Another,
more objectionable, effect of this fast current
change can be found in some hybrid protective
systems. The circuit of one such commercial dev-
ice is shown in Figure 24. The gap does a very
nice job of discharging the impinging high-energy
surges, but the magnetic field associated with the
high di/dt induces a voltage in the loop adjacent to
the second suppressor, adding what can be a sub-
stantial spike to the expected clamping voltage
provided by the second device. An illustration of
this effect is discussed in Case History No. 1.

A third limitation occurs when a power current
from the steady-state voltage source follows the
surge discharge (follow-current or power-follow).
In ac circuits, this power-follow current may or
may not be cleared at a natural current zero. In
de circuits, clearing is even more uncertain. Addi-
tional means, therefore, must be provided to open
the power circuit if the crowbar device is not
designed to provide self-clearing action within
specified limits of surge energy, system voltage,
and power-follow current. This combination of a
gap with a current-limiting, nonlinear varistor has
been very successful in the utility industry as a
surge arrester, often referred to as a ‘‘valve-type
arrester.”’

6.2 Voltage-clamping devices

Voltage-clamping devices exhibit a variable
impedance, depending on the current flowing
through the device or the voltage across its termi-
nals. These components show a nonlinear charac-
teristic — that is, Ohm’s law can be applied, but
the equation has a variable R. Impedance varia-
tion is monotonic and does not contain discon-
tinuities, in contrast to the crowbar device, which
shows a discontinuity by turn-on action. As far as

volt-ampere characteristics are concerned, these
components are time-dependent to a certain

10Q

a®
dt

Figure 24. Typical hybrid circuit subject
to induced voltage
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degree. However, unlike the sparkover of a gap
or the triggering of a thyristor, time delay is not
involved.

When a voltage-clamping device is installed in
a circuit, the circuit remains essentially unaffected
by the device before and after the transient for
any voltage below clamping level. Increased
current drawn through the device as a surge vol-
tage attempts to rise results in voltage-clamping

action. Nonlinear impedance means that this
current increases more than the voltage. The
increased voltage drop (IR) in the source

impedance due to higher current results in the
apparent clamping of the voltage. [t should be
emphasized that the device depends on the source
impedance to produce clamping. A voltage divider
action is at work where the ratio of the divider is
not constant, but changing. If the source
impedance were very low, the ratio would be low,
and eventually the suppressor could not work at
all with a zero source impedance (Figure 25). In
contrast, a crowbar type of device effectively short
circuits the transient to ground; once established,
however, this short circuit will continue until the
current (the surge current as well as any power-
follow current supplied by the power system) is
brought to a low level.

The principle of voltage clamping can be
achieved with any device exhibiting this nonlinear
impedance. Two categories of devices, having the
same effect but operating on very different physi-
cal processes, have found acceptance in the indus-
try: polycrystalline varistors and single-junction
avalanche diodes. Another technology, selenium
rectifiers, has been practically eliminated from the
field because of the improved characteristics of
modern varistors.

Zy
Vg = (TV—TZ;)VOC

Figure 25. Voltage divider effect of shunt-
connected suppressor

6.3 Avalanche diodes

Avalanche diodes, or Zener diodes, were ini-
tially applied as voltage clamps, a natural out-
growth of their application as voltage regulators.
Improved construction, specifically aimed at surge
absorption, has made these diodes very effective
suppressors. Large-diameter junctions and low



thermal impedance connections are used to deal
with the inherent problem of dissipating the heat
deposited by the surge in the small volume of a
very thin single-layer junction.

The advantage of the avalanche diode, gen-
erally a P-N silicon junction, is the possibility of
achieving low clamping voltage and a nearly flat
volt-ampere characteristic over its useful power
range. Therefore, these diodes are widely used in
low-voltage electronic circuits for the protection of
5V or 15V logic circuits, for instance. For
higher voltages, the heat generation problem asso-
ciated with single junctions can be overcome by
stacking a number of lower voltage junctions,
admittedly at some extra cost.

Silicon avalanche diodes are available with
characteristics tailored to transient suppression.
These should not be confused with regulator-type
Zener diodes although many engineers tend to use
the generic term ‘‘Zener diode.”” May Zeus help
them if they misapply a regulator-type Zener,
expecting to achieve good protection!

Since the junction is very thin, the capacitance
of an avalanche diode is appreciable. This can be
a concern. The effect of capacitance can be
minimized by using series combinations with low-
capacitance diodes (Figure 26).

Silicon Transient

Suppressor
e p—— B P
Siticon
Transient
£ Suppressor
\ 4 LO_w
\ / ™= Capacitance
‘ : DRiode .
~ 7 * ,

Low Capacitance
Diodes
Figure 26. Reduction of effective capacitance
of a suppressor

6.4 Varistors

The term varistor is derived from the function
of the device as variable resistor. This device has
also been called a voltage-dependent resistor, but
that description tends to imply that voltage is the
independent parameter in surge protection, while
in fact surge current is the given parameter. Two
very different devices have been successfully
developed as varistors: silicon carbide blocks have
been used for years in the surge arrester industry,
and more recently, metal oxide varistors have
become widely used.

Metal oxide varistors depend on the conduction
process occurring at the boundaries between grains
of oxide (typically zinc oxide) grown in a carefully
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controlled sintering process.
nonlinear conduction
described in the literature.

Because the prime function of a varistor is to
provide the nonlinear effect, other parameters are
generally the result of tradeoffs in design and
inherent characteristics. The electrical behavior of
a varistor can be understood by examination of
the equivalent circuit of Figure 27. The major
element is the varistor proper, R,, whose V-7
characteristic is assumed to be the perfect power
law, I = kV“. In paralle! with this varistor, there
is a capacitor, C, and a leakage resistance, Rp. In
series with this three-component group, there is
the bulk resistance of the zinc oxide grains, R
and the inductance of the leads, L.

The physics of the

mechanism have been
(31-35)

3

Figure 27. Equivalent circuit of a varistor

Under dc conditions (at low-current densities
because obviously no varistor could stand the high
energy deposited by dc currents of high density),
only the varistor element and the parallel leakage
resistance are significant. Under pulse conditions
at high-current densities, all but the leakage resis-
tance are significant: the varistor provides low
impedance to the flow of current, but eventually
the series resistance will produce an upturn in the
V-1 characteristic; the lead inductance can give
rise to spurious overshoot problems if not dealt
with properly, and the capacitance can offer either
a welcome additional path for fast transients or an
objectionable loading at high frequency, depending
on the application.

When the V-1 characteristic is plotted on a
log-log graph, the curve of Figure 28 is obtained.
Three regions result from the dominance of R,,
then R,, and finally R as the current in the dev-
ice increases from nanoamperes to kiloamperes.

The V-1 characteristic is then the basic applica-
tion design tool for selecting a device in order to
perform a protective function. For a successful
application, however, other factors, discussed in
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Figure 28. V-I characteristic of a varistor

detail in the information available from manufac-
turers, must also be taken into consideration.
Some of these factors are:

e Seclection of the appropriate nominal voltage
for the line voltage of the application.

e Selection of the current-handling capability
(including consideration of the source
impedance of the transient, the waveshape,
and the number of occurrences). Refer-
ence 31 provides general information on the
selection process for these two factors, and
Reference 8 gives an example of the prob-
lems which can occur when one attempts to
provide a relatively low clamping voltage by
using a device found by hindsight to be
insufficient for the environment.

e Proper installation in the circuit (lead
length). Because experience has shown that
the lead effects are sometimes misunder-
stood, two aspects of their importance are
presented as case histories in Section 7.6.

6.5 Packaged suppressors

The need for protection and the opportunity to
provide packaged protective devices to concerned
computer users has prompted the marketing of
many packaged suppressors, ranging from the very
simple and inexpensive to the complicated (not
necessarily much better) and expensive. The field
has also seen a number of devices claiming energy
savings in conjunction with transient suppression;
there is no foundation for such a claim, and the
issue, hopefully, has now been settled in a study
published by EPRI. ‘6

Component surge protective devices such as
gaps, varistors, or avalanche diodes are used by
manufacturers for incorporation into the circuitry of
their products. In contrast, packaged suppressors
are applied by prudent users as preventive and
complementary protection, or by aggrieved users as
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retrofit protection. These packaged suppressors
may contain only a single protective device or a
combination of devices; they are available for
power-line protection, for data-line protection, and
also in combined power/data lines protection.

The combined power/data lines protection
packages offer not only convenience for protecting
both lines of peripheral or remote equipment but
also, and very important, permit the implementa-
tion of a common reference (ground) between the
power and the data line. This common reference
can be located right at the point of installation,
and thus realize the ground window approach dis-
cussed in the preceding section.

A new type of suppressor has also appeared on
the market, the so-called ‘‘tracking protectors.”’
This type of device provides a voltage-limiting
action over a narrow band of deviation from the
power-frequency sine wave, rather than the fixed,
absolute voltage limit of clamping or crowbar dev-
ices. Typical circuits involve the switching on of
a shunt capacitor when the instantaneous voltage
deviation exceeds a preset limit.

Packaging of the suppressors accomplishes two
desirable goals: convenience of insertion by the
user and coordination of the design for multiple-
component protective schemes. Unfortunately,
this packaging sometimes intentionally obscures
the principles of protection being offered, making
an evaluation of performance claims difficult. The
competitive nature of these products is an una-
voidable reality, which does not justify obscuring
performance characteristics, even if some users are
only interested in simple assurances that the
devices packaged will provide them with adequate
protection.

One reason for the frequent lack of informa-
tion on the performance of the packages being
offered is a lack of standards that would provide
manufacturers and users with realistic and uniform
application requirements. Component protective
devices have the benefit of presently available test
specification standards, ?*~?” but standards-writing
groups have not yet completed their projects on
packaged suppressors. In particular, the IEEE has
an ongoing project that will take several years of
work before publication; the Underwriters® Labora-
tories (UL) are approaching release of a docu-
ment*® that will provide not only safety guidance
but also a more uniform basis of comparison of
the packages being offered in the trade.

As an example of power line packaged suppres-
sors, the recently introduced General Electric VSS
device offers plug-in protection with both line-to-



neutral and neutral-to-ground protective devices
(Figure 29). Further protection against low-level,
high-frequency disturbances is obtained with the
VNS device, which has an L-C filter added to the
package (Figure 30).

The presence of neutral-to-ground protection in
these two packages is a definite improvement over
the simpler packages, which provide only line-to-
neutral or neutral-to-line protective devices. Each
of these two simpler devices may leave parts of
the ‘‘protected”” load unprotected during the
occurrence of certain types of surges, as men-
tioned in the common mode/normal mode discus-
sion of the preceding section. Figure 31 illustrates
the complete protection provided by the dual dev-
ices, and Figure 32 shows the incomplete protec-
tion of the simple devices, where a normal mode

Figure 29. General Electric VSS suppressor

500wV LAN&T wus

(a) Voltage between line and neutral

Figure 30. General Electric VNS suppressor

surge is converted into a voltage transient between
the neutral and the grounding conductor.

6.6 Line conditioners as surge suppressors

The need to provide ‘‘clean power’ to sensi-
tive electronic equipment has promoted the
development of a wide variety of devices generally
described as ‘“‘line conditioners.”” Depending upon
the design and principle involved, these devices
can perform several of the following functions:
line isolation, voltage regulation (medium- and
long-term), noise suppression, surge suppression,
common mode suppression, and back-up power
supply. Close inspection of the specifications is

S00mY  NeG 1:5-1 S

() Voltage between neutral and ground

Figure 31. Clamping of the ANSI/IEEE C62.41 ringwave vs the VSS suppressor

Vertical: 500 V/div
Sweep: 2 us/div



A. Line-to-neutral voltage

B. Neutral-to-ground voltage

Figure 32. Incomplete protection by a single suppressor at the end of a branch circuit
with normal mode ringwave applied at the service entrance

Vertical: 500 V/div
Sweep: 2 us/div

required to distinguish the details of the perfor-
mance of these devices. Their principle of opera-
tion can be used to categorize the types:

e Ferroresonant transformers (primarily regula-
tion)
e Isolation transformers with filters (primarily

common-mode decoupling)

e Motor-generator sets (primarily decoupling and
short-time ride-through)
Magnetic synthesizers (primarily regulation)
Electronic synthesizers (primarily regulation)
Electronic rectifiers/battery/inverters (primarily
uninterruptible power supplies)

When properly understood and applied, these dev-
ices can provide not only their desired primary
functions, but surge suppression as well — a wel-
come side effect. A notable exception, resulting
from misunderstanding of the application, is dis-
cussed in Case History No. 4.

6.7 Failure modes

Failure of an electrical component can occur
because its capability was exceeded by the applied
stress or because some latent defect in the com-
ponent went unnoticed in the quality control
processes. While this situation is well recognized
for ordinary components, a surge protective dev-
ice, which is no exception to these limitations,
tends to be expected to perform miracles, or at
least to fail graciously in a fail-safe mode. The
term ‘‘fail-safe,”” however, may mean different
failure modes to different users and, therefore,
should not be used. To some users, fail-safe
means that the protected hardware must never be
exposed to an overvoltage, so that failure of the
protective device must be in the fail-short mode,
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even if it puts the system temporarily out of
operation. To others, fail-safe means that the
Sfunction must be maintained, even if the hardware
is left temporarily unprotected, so that failure of
the protective device must be in the open-circuit
mode. It is more accurate and less misleading to
describe failure modes as fail-short or fail-open, as
the case may be.

When the diverting path is a crowbar-type dev-
ice, little energy is dissipated in the crowbar, as
noted earlier. In a voltage-clamping device,
because more energy is deposited in the device,
the current-handling capability of a candidate pro-
tective device is an important parameter to con-
sider in the design of a protection scheme. With
nonlinear devices, an error made in the assumed
value of the current surge produces little error on
the voltage developed across the protective device
and thus does not affect the protective function
(Figure 33). However, the error is directly
reflected in the amount of energy which the pro-
tective device has to absorb. At worst, when
surge currents in excess of the protective device
capability are imposed by the environment (for
example, an error made in the assumption, a
human error in the use of the device, or nature’s
tendency to support Murphy’s law), the circuit in
need of protection can generally be protected at
the price of failure of the protective device in the
short-circuit mode. However, if substantial power-
frequency currents can be supplied by the power
system, the fail-short protective device generally
terminates as fail-open when the power system
fault in the failed device is not quickly cleared by
a series overcurrent protective device (fuse or
breaker).
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Assume an open-circuit voltage of 3000V 7
. . Voe Zy Vzv
1. If the source impedance is Z, = 500
with a suppressor impedance of Z, = 80
the expected current is: 4

3000
50 + 8

The maximum voltage appearing across the terminals of a typical nonlinear V130LA20A
varistor at 51.7A is 330V.

Note that:

Z,x1=>50x51.7 = 2586V
Ve xI=8x51.7 = 414V

= 3000V

I = = 51.7Aand V, = 8x51.7 = 414V

2. Ifthe source impedance is only 5Q (a 10:1 error in the assumption), the voltage across the same
linear 8Q suppiessor is:

8
Vi = 3000 R 1850V

However, the nonlinear varistor has a much lower impedance; again, by iteration from the
characteristic curve, try 400V at 500A, which is correct for the V130LA20A; to prove the
correctness of our ‘‘educated guess’’ we calculate I.

I = 3000;400V — 520A. Z, x\l/c==5 x 520 = 2:883
= 3000V
which justifies the ‘‘educated guess’’ of 500A in the circuit.*
Semwmery
3000V *“OPEN-CIRCUIT'* TRANSIENT VOLTAGE
Protective Level Assumed Source Impedance
Achieved 500 5Q
Linear 8Q2 414V 1850V
Nonlinear Varistor 330V 400V

Similar calculations can be made, with similar conclusions, for an assumed error in
open-circuit voltage at a fixed source impedance. In that case, the linear device is even more
sensitive to an error in the assumption. The calculations are left for the interested reader to
work out.

*An educated guess, or the result of an iteration

Figure 33. The importance of correct assumptions on some impedance
when using nonlinear surge protective devices
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With the failure mode of a suppressor being of
the fail-short type, the system protection with
fuses can take two forms (Figure 34). For the
user concerned with maintaining the protection of
expensive equipment, even if failure of the protec-
tor means the loss of the function, Alternative A
must be selected. Conversely, if the function is
paramount, Alternative B must be selected.

7. EXAMPLES AND CASE HISTORIES

To illustrate the preceding considerations, some
practical examples are given in this section as the
basis for sound design approaches, or as horror
tales where the names of the ‘‘guilty’” have been
withheld: it is always easy, with hindsight, to see
what should have been done, but less easy at the
outset for engineers unfamiliar with surge protec-
tion and more concerned with other system con-
siderations.

These case histories show how unintentional
but clear violations of the principles described in
this report resulted in the problems that follow:

Case 1: Ground potential differences on data

lines caused by discontinuous shield

Case 2: Ground potential differences on
power lines caused by ignorance of
the ground window approach

Case 3: Insufficient and poor utilization of
protection

Case 4. Misunderstanding of common versus
normal mode

Case 5: Controversies on connection options

Case 6: Measurement problems

Case 7: Unwanted surge suppression by an
instrument

Case 8: Undersized protective device

The detailed explanations of the problems and
cures in these case histories are offered as a help
to avoid these types of pitfalls.

7.1 Case History No. 1 — Computer graphics
system: Ground potential difference on data
lines

A CAD/CAM graphics system had been

installed by a computer graphics vendor linking a

central processing unit to remote terminals located

in separate buildings. In a span of 5 weeks during
the first summer after the system was commis-
sioned, three lightning storms occurred in the
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A - Protection maintained,
function interrupted

B - Function maintained,
protection lost

Figure 34. Fusing alternatives for suppressors

area; no direct strikes were reported on the build-
ings, but extensive damage was done to the circuit
boards on terminals and central processing unit
(CPU) inputs.

After the first occurrence, power line surges
were suspected and some precautions were applied,
when access to the hardware was possible, by pul-
ling out the ac power plugs from the CPU or ter-
minals at the onset of a lightning storm. This did
not help. Next, isolating transformers were
installed but, again, did not help. At this point,
the author was called in for consultation, and the
following proposed diagnosis was established: the
surges were not coming from the ac lines but,
rather, were due to differences in the ground
potential existing between the separate buildings
during flow of lightning currents. The data cables
had been run in plastic conduit buried between
the buildings and, tru to the controversial tenet of
steady-state noise prevention, only one end of the
shield of the wire pairs had been grounded, with
the other left floating. Figure 35 shows how this
arrangement can produce high voltages between a
floating end of the shield and the local ground, an
arrangement that is bound to produce a flashover
and flow of surge currents along unwanted paths
in the circuit components. Thus, the problem was
not power line surges but differential ground
potential. Worse, by pulling out the ac line plugs
but leaving the incoming data cables connected,
the operators had unwittingly removed the local
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grounding connection of the hardware frame, leav-
ing only the data cables coming in, with a possi-
bility of raising the complete hardware several
thousand volts above local grounds in the room —
a dangerous condition.

A solution to the problem could take several
approaches. Radical solutions, such as a micro-
wave link or a fiber optics bundle, would indeed
have eliminated the differential ground potential
problems, but were considered too expensive or
too long to install.

Incidentally, part of the original bewilderment
at the failures was the notion that opto-isolators
provided in the data link route should have served
to avoid problems. Close scrutiny of the circuits,
however, disclosed that the opto-isolators had been
provided for some other purpose; in fact, the
ground potential loop was closed by the power
supply to the opto-isolator feeding the amplifiers
from a local source rather than the remote source,
negating the isolation function.

Another solution, really the most simple and
effective in principle, would have been the
replacement of the plastic underground conduit by
a continuous steel conduit linking the steel con-
duits used inside the buildings. This additional
metal would have provided equalization of the
ground potentials along the data cable, while
allowing, within the conduit, the desired use of
shields with one end only at ground. However,
that solution was not acceptable to the plant facil-
ity organization. (One does not dig up the front
lawn two times within a few months at an indus-
trial park!)

In this particular location, a spare conduit,
buried next to the data line conduit, offered the
possibility of pulling a heavy ground cable in the
spare conduit, close to the data cables. This cable
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Shield Grounded

could then bond the two corners of the building’s
steel frame at the point of entry of the data
cables, as a first step toward reducing differential
ground potentials. At first, this concept was
somewhat difficult to sell to plant facilities:
because there is a ground grid tying the two build-
ings for 60 Hz faults, further ties between the two
buildings did not seem necessary. However, our
thesis was that this grid would have too high an
impedance to serve the purpose, and furthermore
that the data cable run, located away from the
ground grid, would form a flux-collecting loop
with the ground grid. After lengthy discussions,
the thesis was accepted and the cable was
installed.

Simultaneously, the concept of tying the two
ends of the cable shields to ground was proposed,
with the provision of a barrier that would avoid
the circulation of power-frequency currents:3®
inserting an array of diodes (Figure 36) at one
end of the shields reconciled the need for noise
prevention during normal operation and the
requirement of grounding at both ends during
lightning events. The forward drop of the two
diodes in series (1.5 V) was enough to block any
60 Hz circulating current that would inject noise
into the data cables. During a lightning strike,
however, the diodes would allow flow of current
to compensate and cancel the ground potential

differences.
These two cures were implemented during the
summer of 1980, and no further problems

occurred for the rest of the lightning season of
that year. While these two solutions might have
been sufficient, the concern over another possible
failure of the system was sufficient to motivate the
design of further protection: the insertion of a
voltage clamp in each data pair. This solution
required some design and acceptance testing from

Twisted
at Other End Data Pair

. At

Forward Drop of Diodes ’

Isolate Shield End at 60 Hz.
Conduction of Diodes During
a Surge Effectively Grounds
Shield.

Local (_Sround

Figure 36. Diode array for grounding both ends
of shield during a surge



the computer vendor, so that it was not imple-
mented until the next lightning season, the spring
of 1981. Thus, the system survived all of the
remainder of the 1980 lightning season with only
the first two remedies.

Voltage clamps were designed for insertion at
each end of the data cable, at the point where the
cables were terminated prior to connection to the
CPU or to the terminal (Figure 37). The objec-
tive was to clamp any transient developed in the
pair, with respect to ground, at less than 25 V,
without introducing excessive degradation of the
pulses’ fronts in the signals transmitted by the
cables. Vendors of hybrid protection packages
were consulted and samples were obtained for
evaluation. All these samples consisted of a gas
tube protective device connected between the line
and ground and followed by some resistance, and
a silicon avalanche suppressor between line and
ground (Figure 38). The criteria were the optimi-
zation of the RC parameters of the suppressor —
R being the series resistance, and C the capaci-
tance of the silicon diode — for maximum
suppression with limited and acceptable decrease in
the steepness of the data pulses.

During evaluation testing of the various candi-
date suppressors submitted by prospective vendors,
it became apparent that the physical layout of the
components had an effect on the clamping voltage
obtained: when the gas tube gap sparked over,
the high di/dt in the gap produced a high d¢/dr
in adjacent loops, in particular the loop involving
the second-stage avalanche diode and the load
(Figure 39). While the clamping voltage of the
avalanche diode was, in fact, 15 V, as much as
45 V spikes were recorded across the output of
the packaged hybrid suppressors, raising doubts
about the effectiveness of the protection. These
spikes were extremely short (nanoseconds), but
the vendor of the integrated circuits that had
failed in the initial problems would not agree to
consider more than the specified maximum 25 V
overvoltage, even for these very short spikes.

Since the proposed connection between the
interface box in the terminal or CPU rooms and
the terminal equipment involved a flexible connec-
tion by shielded pairs, a simple solution was possi-
ble. The inherent capacitance of the pairs to their
shield, combined with an additional resistance at
the output of the hybrid suppressor could reduce
this induced spike below 25 V (Figure 40). Thus,
an acceptable package was designed, providing for
the clamping of any surge to a level below the
tolerance level of the integrated circuits of the line
drivers or line receivers, but still not producing an

26

Building A Building B

Terminal

__ Voitage

cPU ~ Clamps™ ]

Local

Ground_r

\\“ RUIDDIDMOM
N Extra Ground Cable :
\ ““““““““{‘.‘“‘\
Underground Cable
n PVC Conduit
\\\\\\\\\\\\\\\\\\\\\\\

Local
Ground

F igure 37. Insertion of voltage clamps
at interfaces
25Q
Gas
Tube TRansZore®  V

3

Figure 38. Voltage clamping retrofit on data cable

objectionable degradation of pulse fronts. The
complete protection scheme was installed before
the 1981 lightning season, and no further prob-
lems have been reported.

Experience has shown that conclusions on the
effectiveness of lightning protection schemes
should wait perhaps as much as 10 years before
being proclaimed, because of the large variations
in lightning activity. However, after several years
of trouble-free operation compared to three major
failures in 5 weeks, the cure would seem effective.

In retrospect, then, the following recommenda-
tions can be drawn from this horror tale,* for
retrofits or new installations:

1. Data cables linking separate buildings or span-
ning beyond a single room within one build-
ing should have a shield tied to local ground
at both ends of the cable. If the first shield
provided with the cables must be left with
one end floating by diktat of the system ven-
dor, then these cables should be installed
within a continuous metal shield. This con-
tinuous shield can be either a double shield of
the flexible cable or simply a metal conduit
with both ends grounded and proper attention
to maintenance of its continuity.

* Which, in the last several years, was found repeated at
several other facilities involving different systems but the
same basic problem. Thus, this case history has achieved
the status of ‘‘classic’’ or ‘‘textbook’’importance.
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2. Substantial relief can be obtained in retrofits
by grounding both ends of existing shields
through a low-voltage clamp, such as a diode
array, that will block noise-inducing power fre-
quency currents but will allow the flow of
ground-potential equalizing currents during
surges.

3. The ultimate protection may be the insertion
of surge-protective devices in each line. How-
ever, this solution requires careful design so
that degradation of the signals does not occur
and residual spikes are not allowed to pass
through.

4. While damage prevention can be accomplished
by these approaches, data errors may still be
produced. If data integrity is an absolute
requirement, metallic connections should be
avoided for data links spanning remote termi-
nals.

7.2 Case History No. 2 — Computer-aided
industrial control: Ground potential
differential on the power lines (absence of
ground window)

In this situation, a novel adaptive control using
sophisticated microprocessor-based sensors and
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phase-control of power thyristors, limited to a sin-
gle room in a building, had suffered system
crashes and memory component damage on
repeated occasions. Suspicions developed that
there was some correlation between the crashes or
damage and the operation of another developmen-
tal power system in an adjacent laboratory. The
software engineers working on the control system
were attempting to continue their work by stagger-
ing the schedule with their neighbors;, they were
also considering installation of an independent
power feeder to their system.

From another point of view, focused by the
author, this case presented an opportunity to
learn, while still in the laboratory, what the real
world can inflict on unprotected computerized
power systems. Rather than blame the power sup-
ply, a more fruitful approach for the long run
would be to develop immunity to interference and
damage. In defense of the system designers, it
should be pointed out that their system had
enough challenges to be tackled in the main objec-
tives that it might have seemed reasonable to
overlook the interference problems in the initial
stages. Sooner or later, however, the ignored
problems will crop up, and, sooner is better than
later when fundamental design concepts are
involved.



A review of the total system revealed the
existence of ground loops. On one side, the
power supply for the computer and some signal
processing circuits were obtained from the room
outlets of the laboratory 120 V system, including
the grounding conductor (green safety wire). On
the other side, the power supply for the high-
power circuit was obtained from a feeder coming
directly from the building power center, including
again a grounding conductor run alongside this
power line, properly installed by electricians, and
bonded to the frame of the machine being con-
trolled. One of the signals used for controlling
the process was derived from a voltage pickup
referred to the frame of the machine, while the
chassis of the computer and its zero reference
were bonded to the grounding conductor of the
120 V room supply. Thus, a double ground loop
was formed: one between the grounding conductor
of the 120 V room supply and the power-feed
grounding conductor, and the other between the
overall zero reference of the signal processing and

the voltage pickup with its separate ground refer-
ence (Figure 41).
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Figure 41. Ground loops in power and

control systems
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With hindsight, it was not difficult to conclude
that during transient conditions involving the high-
power feed to this system and the neighboring
system, substantial current could flow between the
two grounding wires linked by the computer refer-
ence wiring. An immediate cure was to open this
path for surge ground currents by inserting an
isolating transformer in the 120 V supply to the
computer, and bonding the secondary side of this
transformer to the single ground point derived from
the high-power feed (a National Electrical Code
requirement). This correct application of an iso-
lating transformer, to open a ground loop, is in
contrast to the misconception that isolating
transformers can eliminate line-to-line spikes, as
discussed in Case History No. 4.

Opening the second ground loop involving the
voltage pickup could not be as readily imple-
mented because it required a differential voltage
pickup circuitry. Plans for further refinements of
the system included this change, but even with
only the first ground loop opened, the major
crashes and damage stopped; only occasional
interference occurred, probably not associated with
the second group loop but, rather, with a more
subtle software problem associated with sensing
the power flow in the system. Clearly, the first
ground loop was one of the major sources of the
problem, a problem that would have been avoided
if the system had been arranged with a single
ground window.

7.3 Case History No. 3 — Outdoor recorder
retrofit: Insufficient surge protection against
line-to-ground surges

In this case history, a field failure problem was
caused by a lack of awareness (on the part of the
circuit designer) of the degree of hostility in the
environment where the circuit was to be installed.

A varistor had been provided to protect control

circuit components on the printed circuit board,

but its capability was exceeded by the surge
currents occurring in the particular location. In
defense of the circuit designer, however, it must
be stated that he was unaware of the data pub-
lished in IEEE Std 587 (now ANSI/IEEE C62.41).
Since a number of devices were in service,

complete redesign was not possible, and a
retrofit — at an acceptable cost — had to be
developed. Fortunately, the power consumption

of this control circuit was limited, so that it was
possible to insert some series impedance in the
line, ahead of the low-capacity varistor, while a
higher capacity varistor was added at the line



entrance to the circuit (Figure 42). Laboratory
proof-testing of the retrofit demonstrated the capa-
bility of the combined scheme to withstand 6 kA
crest current surges (Figure 43), which is a 200%
margin from the suggested IEEE/ANSI C62.41
Category B level. Furthermore, it demonstrated
reproduction of the field failure pattern (Fig-
ure 43). The latter is an important aspect of any
field problem retrofit. By simulating in the labora-
tory the assumed surges occurring in the field,
verification of the failure mechanism is the first
step toward an effective cure. Figure 43 illustrates
the effect of improper installation of the suppres-
sor in a first retrofit attempt with 8 inches of
leads instead of a direct connection across the
input terminals of the circuit. The author has
observed far too many applications of varistors
with excessive lead lengths, to the point that the
protection is substantially reduced for fast rising
surges, the present case being typical.
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7.4 Case History No. 4 — Does an isolating
transformer help?

The author has witnessed and engaged in many
discussions on the merits of isolating transformers,
sparked by the misconception that ‘‘spikes are
attenuated by transformers’ or ‘‘spikes do not
pass through transformers.”” Figures 44 through
46 are offered to support the position that these
quotations are misconceptions. When properly
applied, isolating transformers are useful to break
ground loops, but they do not by themselves
attenuate spikes that occur line-to-line, the so-
called “‘normal mode.”

Figure 44 shows the propagation — or worse,
the enhancement — of a voltage impulse in a 1:1
isolating transformer. The 6 kV, 0.5 us-100 kHz
impinging wave of ANSI/IEEE C62.41 is applied
to the primary of the transformer, H H; to H,H,.
The output voltage, measured at X X; to X,X,,
appears as a 7 kV crest on the secondary side of
this ‘‘isolating”’ transformer.
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Figure 43.
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Figure 45 shows the similar behavior of a
transformer offered as a line isolator. This trans-
former is intended to provide low effective capaci-
tance and ground loop isolation between primary
and secondary windings, but here again, the
author has observed that users of this device
expect atrenuation of spikes. The response of this
isolator, due tc its internal construction, is
different from that of the simple two-winding
transformer of Figure 44, but we also note that a
crest of 8 kV occurs on the secondary side during
the second half-cycle. Hardly an improvement.

Figures 44 and 45 were recorded with no load
on the transformer secondary, which represents
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the extreme case of a low-power electronic control
in standby mode. Figure 46 shows the primary
and secondary voltages of the transformer with a
10 W (1500 Q) and a 100 W (150 Q1) load on
the secondary side, at the same surge generator
setting as Figure 44. With the 10 W load that
might be typical of an electronic control in
standby mode, the combined series reactance of
the transformer and shunt resistance of the load
produce the output shown in Figure 46, still
slightly higher than the input.

With the 100 W load shown in Figure 46, the
attenuation is now apparent, but is only 2:1.
Capacitive loads would, of course, produce a
greater attenuation than resistive loads for the
inductive series impedance of the transformer, at
the frequency spectrum of this fast, 2 us, wide
spike. For surges of longer duration, the attenua-
tion would be even smaller.

These examples show that, unless a well-
defined load is connected to the transformer,
expecting attenuation from the transformer may
prove to be hazardous to the health of low-power
electronics connected on the secondary side of a
transformer.

By contrast, decoupling is possible with a fer-
roresonant line conditioner which is primarily
intended for line voltage regulation but which also
provides a high degree of surge suppression. Fig-
ure 47 shows the 6 kV incoming wave being
attenuated to 60 V (100:1) on the secondary side
of the unloaded line conditioner, and to 40 V
(150:1) with a load of only 10%; at full load, an

0.5 100

100mv LN COND

Figure 47. Surge decoupling by ferroresonant
line conditioner



attenuation to less than 10 V was observed. The
nature of the ferroresonant line conditioner is
such that the decoupling improves with loading,
while the simple transformers of Figures 44, 45,
and 46 can only act as linear dividers with load
changes. Conversely, the decoupling between pri-
mary and secondary sides of the line conditioner
is further seen on the oscillogram recorded on the
input side of the line conditioner. This oscitlo-
gram is, in fact, a photograph of two successive
measurements, one with no load on the line con-
ditioner and one with a 100 W load. The input
waves are exactly superimposed.

This decoupling reflects the nonlinear behavior
of the ferroresonant line conditioner, which is
significant in this case, compared to the linear
behavior of transformers: For surge sources of
lower impedance than the generator used in these
tests, or for frequencies lower than the frequency
contained in the 0.5 us — 100 kHz spike, the
transformer attenuation would become lower, in
direct proportion to the corresponding impedance
change, while the ferroresonant line conditioner
would keep the decoupling unchanged. See also
Case History No. 7 for an application of a fer-
roresonant line conditioner to decouple a surge
protective device from the power supply, the
inverse situation of what is described here.

For worst-case demonstration, the two oscillo-
grams of the output were recorded with the spike
timed to occur at the peak of the 60 Hz line vol-
tage demonstration. The peak-to-peak amplitude
of the line voltage is indicated by the gray band
recorded on the oscillograms by photographically
superimposing repetitive traces of the line voltage.
For timings other than at peak, the small voltage
oscillation on the output voltage would be com-
pletely contained within the normal peak-to-peak
band of the 60 Hz line voltage.

7.5 Case History No. 5 — Connections options
for suppressors and effects on residual

voltages
The author has witnessed lively controversies
over the most effective transient suppression

configuration to be applied. Taking, as an exam-
ple, the task of specifying the protection of an
appliance or equipment connected at the end of a
line with no opportunity to divert the transient
closer to the source (for instance, at the service
entrance), the options would be to connect one,
two, or three varistors between the three wires
(black, white, and green) at the end of the line.
However, additional information needs to be
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known: Will the impinging surge be in the nor-
mal mode (black-to-white) or in the common
mode ([black-and-white]-to-green)? Where in the
equipment is the most sensitive component: line-
to-line (most likely) or line (black or white)-to-
green? Clearly, the situation is confusing, and
there will not be a single, simple answer applicable
indiscriminately to all cases. The National Electri-
cal Code®®® specifically allows the connection of
surge arresters between neutral and grounding con-
ductors (Article 280-22) if the interconnection
occurs only by operation of the surge arrester dur-
ing the surge. Since the standby current of varis-
tors is very low, this requirement can be met;
furthermore, there will not be any interference
with the operation of Ground Fault Circuit Inter-
rupters if there are only a small number of
protectors.

The set of measurements recorded in Figure 48
shows an example of these many options with
increasing protection, albeit at increasing cost,
from a single varistor to three varistors. The
selection would depend on the vulnerability level
and location of the equipment to be protected.
The impinging surge is assumed to be black-to-
[white-and-green], since white and green are tied
together at the service entrance. The line is a
75 m line and the surge is that available from the
generator set for a 2000 A 8/20 us short-circuit
impulse. Rather than attempt to modify the set-
ting of the generator for each case in order to
maintain a constant current crest for the various
configurations (an impossible task if waveform is
also to be maintained), the generator was left
unchanged, to discharge a constant total energy
into the system — not a bad hypothesis for the
real world. The current crests are all in the range
of 300 to 380 A, which is not a significant varia-
tion for comparing varistor clamping voltages.

If only one varistor is allocated to protect the
equipment, the black-to-white varistor connection
(first row) affords maximum protection for the
electronics, which are also likely to be connected
black-to-white. However, the voltages between
either black or white and green are large; that vol-
tage is the stress that will be applied to the clear-
ances of the equipment. This situation is a good
example of the conversion of a normal mode tran-
sient into a common mode, as dicussed in Sec-
tion 6.5.

The configuration with varistor black-to-green
(second row) does not afford very good protection
for components connected black-to-white; there-
fore, it should be used only if there is a special
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Figure 48. Connections options and effect on common mode or normal mode overvoltages

need to clamp black-to-green at a low voltage with
only one varistor available or allowed.

An improved protection is obtained with a
varistor connected black-to-white, complemented
by a second varistor connected white-to-green
(third row). The ultimate protection is, of course,
one varistor in every position (fourth row), but
this should be required only for exceptionally sen-
sitive loads.

7.6 Case History No. 6 — Measurement
problems

Considerable controversy has been raised on an
“‘overshoot” associated with the performance of
varistors under fast pulses. Actually, this
overshoot is primarily a measurement problem
associated with lead effects. To illustrate the
effect of lead length on the overshoot, two
measurment arrangements were used. As shown
in Figures 49(a) and 49(b), respectively, 0.5 cm?
and 22 cm? of area were enclosed by the leads of
the varistor and of the voltage probe.
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The corresponding voltage measurements are
shown in the oscillograms of Figures 49(c) and
49(d). With a slow current front of 8 us, there is
little difference in the voltages occurring with a
small or large loop area, even with a peak current
of 2.7 kA. With the steep front of 0.5 us, the
peak voltage recorded with the large loop is nearly
twice the voltage of the small loop. Note in
Figure 49(d), that at the current peak L di/dt = 0
and the two voltage readings are equal; before the
peak L di/dt is positive and after, it is negative.

Other measurement errors can be introduced
by the connection of the voltage probes, as illus-
trated by the following experiment. When making
voltage measurements across a clamping device for
evaluating its performance, one must recognize
possible difficulties requiring special precautions.
Two precautions must be taken:

1. Use two probes in a differential mode to make a
measurement directly at device terminals. Com-
mercial oscilloscope preamplifiers offer a wide
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Figure 49. Effect of lead length on overshoot

choice of differential mode operation, either
through a mode (add Channel A + invert
Channel B) with two-channel preamplifiers, or
through a differential amplifier built
specifically for high common mode rejection,
sometimes at the expense of bandwidth.
Thus, careful attention must be given to this
aspect of measurements.

2. Avoid contaminating the true device voltage by
the additional voltage caused by magnetic cou-
pling. The voltage measured by the two
probes is the sum of the actual clamping vol-
tage existing across the device and a spurious
voltage caused by magnetic coupling. This
spurious voltage is induced into the loop
formed by the clamping device length and the
two probes by the changing magnetic field of
the current flowing in the device.

To illustrate the second point, the measure-
ment circuit shown in Figure 50 was set up in the
output circuit of a generator producing a 8/20 us
impulse. The ‘‘device’” was a hollow conductor,
with a hole at the center through which a twisted
pair was fed, one wire of the pair branching out
to each end of the conductor, separated by 10 cm.
At the same 10 cm separation, but outside of the
hollow conductor, two thin wires were attached
and brought ‘to the midpoint of the hollow con-
ductor, in close contact with the conductor; from
the midpoint outward, they were twisted in the
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Figure 50. Circuit configuration

same manner as the inside pair. A third set of
wires was soldered at the end points of the hollow
conductor, and arranged to form a rectangle, the
hollow conductor being one side of that rectangle.
Several widths could be set up for the rectangle,
and each time the measured voltage was recorded.
Figure 52 shows the measured voltage versus
radial distance of the opposite side of the rectan-
gle, plotted from the oscillograms of Figure 51.

0.01 1 8T
Current in Conductor, 80A/us Voltage by coaxial probes

voltage 5x10 cm loop oltage 10x10 cm loop

Figure 51. Voltages recorded for various
probe connections
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This experiment shows that not only must one
connect the probes as close as possible to the ter-
minals of a clamping device but still strive to
minimize the area established by the probes close
to the device.

In the case of a low-voltage suppressor, it
would be better to solder short leads to the device
terminals, bring them together while tightly hug-
ging the device, then twist them in a pair and
connect the oscilloscope probes some distance
away from the device.

This experiment also shows the importance of
wire layout in making the connections of a protec-
tive device in an actual circuit. As discussed in
Case History No. 1, creating a loop near the pro-
tective device is an invitation to induce additional
voltages in the output of the protective device,
thus losing some of its effectiveness.

Hence, when one is making measurements as
well as when one is designing a circuit for a pro-
tection scheme, it is essential to be alert to the
effects of lead length (or more accurately of loop
area) for connecting the varistors. This warning is
especially important when the currents are in
excess of a few amperes with rise times of less
than 1 us.

7.7 Case History No. 7 — The best surge
suppressor is a surge monitor!

Increasing recognition of the existence of tran-
sients on power lines has encouraged extensive
use of commercial disturbance analyzers as a first
step in identifying a potential transient problem.
Surveys have also been made on the quality of
the available ac power, based on recordings
obtained from such analyzers. However, the
results of such measurements may be ambiguous
as a result of the design of at least one of these
instruments, as made by Dranetz Technologies,
Inc., until recently.

The problem arises from a characteristic of the
Dranetz equipment, which exists for both Models
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606 and 626, and which was not recognized at the
time some measurements were made but is now
pointed out in more recent Dranetz instruction
manuals.

In order to protect the electronics of the Dis-
turbance Analyzer from damage by overvoltages in
the power supply to these internal electronics, a
surge suppressor has been provided in the input to
the power supply — not the monitoring input of
course. However, if the ac power system being
monitored is the same as the power system in
which the instrument power supply cord is plugged
— a likely possibility in the general case and pre-
cisely the situation of some reported measure-
ments — then the observations of surge
occurrences on that power system are those of a
system whose transients have been suppressed!

To support this claim, Figure 53 shows an
oscillogram recorded at the output of a surge gen-
erator which provides both 120 V ac power and
the IEEE/ANSI C62.41 Ring Wave, Category B.
The osciliogram shows the surge without the
Dranetz analyzer plugged into the test system out-
put, and, superimposed, the effect of plugging the
power cord only of the Dranetz analyzer into the

test system output. Without the analyzer, the
open-circuit voltage is 3 kV; with the analyzer
plugged in, the output voltage is reduced to
1.1 kV.

Figure 53. Open-circuit voltage output of KeyTek
surge generator Model 711 with P1
plug-in and attenuated voltage with
Dranetz 606 power cord connected at
output of generator

Vertical: 1 kV/div

Sweep: 2 us/div

The ANSI/IEEE C62.41 Category B characteris-
tics are 6 kV open-circuit voltage, 500 A short-
circuit current, therefore a source impedance of
6000 : 500 = 12 Q. From the circuit values of



Figure 54, the unknown effective impedance of
the analyzer, Z, can be computed to be only 7 .
That low impedance, when connected in parallel
with the voltage measurement leads, will load the
source of the transient and yield lower voltage
recordings than the actual occurrence would have
been without the analyzer connected. This situa-
tion makes the facetious remark in the 1970 paper
come true (‘‘the best surge suppressor is a surge
monitor!*’)*

While it is too late to correct data already
recorded, there is a very simple solution to the
problem. Ferroresonant line conditioners not only
provide surge isolation at their output but also
decoupling of the input from the output.®® Fig.
ure 55 shows the open-circuit output of the surge
generator at 6 kV (upper trace) and the output
with the line conditioner feeding the analyzer
plugged in (lower trace). There is no detectable
effect on the impinging surge. Thus, by merely
inserting the line conditioner in the power cord of
the analyzer, the issue disappears, and measure-
ments can be obtained without the ambiguity
which can cause a sense of false security in the
relatively low levels of impulse cited in some of
the published reports.

7.8 Case History No. 8 — Varistor versus
environment: Winning the rematch

During the initial startup of a solid-state motor
drive in a chemical processing plant, difficulties
arose with the varistor and its protective fuse at
the input of the thyristor circuits. Frequent
blowing of the fuse was observed, with occasional
failure of the varistor. The plant substation, fed
at 23 kV from the local utility, included a large
capacitor bank with one-third of the bank switched
on and off to provide power factor and system
voltage regulation. These frequent switching
operations were suspected of generating high-
energy transients that might be the cause of the
failure of the fuses and varistors, because literally
thousands of similar drive systems have been
installed in other locations without this difficulty.

On-site measurements performed after repeated
blowing of fuses and occasional failure of varistors
connected at the input to the thyristor drive indi-
cated that indeed the devices were not matched to
their environment. From this point on, specifying
larger sizes, sizes appropriate to the environment,
solved the problem. Immediate relief was secured
by the installation of a larger varistor at the same
point of the circuit, long-term protection was
obtained by the addition of a gapless metal-oxide

* Reference 19, p. 1055, conclusion of Case History No. 1.
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impedance of the disturbance analyzer
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Figure 55. Output voltage of KeyTek 711/P1
surge generator

Top trace: No connected load

Lower trace:

Line conditioner

GE Cat 9T91L130G3
plugged in output

Vertical: 2 kV/div
Sweep: 2 us/div

varistor arrester on the primary side of the step-
down transformer feeding the drive. The situation
has been changed from failures occurring every
few days to no further problems in the 3 years
since the larger varistor was installed. A complete
description of this case history is given in Refer-
ence 8; a summary is given in this report.

This case history illustrates how surge protec-
tive devices that are successfully applied for the
majority of cases can occasionally suffer failure
when exposed to exceptionally severe surge
environments. It also shows how little attenuation
occurs, at the frequencies produced by switching
surges, between the distribution level (23 kV) and

Z+ 1200



the utilization level (460 V), even though a long
line and two step-down transformers exist between
the source of the transient and the point of meas-
urement.

A typical total event recorded on one of the
phases during a capacitor bank closing is shown in
Figure 56A. A low-frequency oscillation with a
period of 3 ms (330 Hz) and initial peak-to-peak
amplitude of 450 V decayed in about 10 ms. The
high-frequency oscillations are resolved in the
recording of Figure 56B (recorded during a similar
switching sequence). This high frequency has an
initial peak-to-peak amplitude of 2000 V, decaying
in about 5 ms. The period is 180 us (5.5 kHz).
A similar, third event is shown in Figure 56C.
For scaling the amplitudes, the steady-state voltage
is shown in Figure 56D.

Figure 57 shows recordings of transient
currents in all of the three varistors. Figure S7A
shows a train of current pulses in the range of 10
to 40 A. In the burst of Figure 57B, the
recorded current pulses range from 5 A to 200 A.

Conclusive evidence, therefore, was obtained
that substantial current pulses were absorbed by
the varistors during capacitor switching. The mag-
nitude and duration of these pulses were excessive
for the capability of a 20 mm disc used originally;
many similar drives installed elsewhere do not
experience the failures encountered at that particu-
lar location. Another significant finding from
these measurements is the fact that the switching
transients, generated at the 23 kV level, propagate

down to the point of utilization at the 460 V
level.

An obvious remedy would be to use a varistor
with greater current-handling capability. The
32 mm size offers such a possibility. The
improvement in the number of pulses is 50 times
more pulses until puilse rating is reached. The
improvement in the number of pulses until varis-
tor failure occurs, however, is not necessarily
50 times more pulses. Because of the imprecision
in the margin between end of pulse rating and
ultimate failure, that margin is not necessarily the
same for the two sizes, 20 mm and 32 mm, but it
is reasonable to expect the same order of magni-
tude improvement in the ultimate failure as in the
pulse rating. This expectation of a 50 times
improvement would change the time between
failures from the few days observed with the
20 mm size to perhaps 1 year with the 32 mm
size, providing immediate relief and time to make
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Figure 56. Capacitor switching transient
Vertical: 500 V/div

Sweep: 0.5 us/div

Figure 57. Current surge bursts during capacitor
switching

further changes for the long term. Therefore, the
change to a 32 mm size, connected at the same
point of the circuit, was immediately implemented
for that particular environment.

In addition to the proposed upgrading of pro-
tection at the 460 V level, three other remedies
could be considered: installation of surge arresters
at the 2300 V level, installation of surge arresters
at the 23 kV level, or a change in the circuits
involved in the capacitor switching, designed to
reduce the severity of the transients at their ori-
gin. In a second phase of the retrofit described
here, 2300 V arresters were installed at the
transformer primary.

8. CONCLUSIONS

Power system disturbances can inject damaging
overvoltages into power lines as well as data lines.
Lightning surges can be equally damaging, by
direct termination of a stroke, by induction, or
especially, by differences in ground potential



caused by the flow of the current into earth.
Beware of differential ground potential rise!

Fundamental precautions, best applied in the
design and construction stages, can provide
effective protection at a small cost compared to
the alternative of failures and retrofits. The cost
of insurance premiums always seems high before
the accident.

Shielding, bonding, and grounding are the clas-
sical preventive methods at the system and com-
ponent [level. Conflicts between traditional
grounding practices for noise reduction can be
reconciled with the requirements of surge protec-
tion. Grounding the shields at only one end
invites trouble.

A combined approach of fundamental precau-
tions and protective devices can provide effective
protection over the range of natural and man-
made disturbances. However, these devices must
be applied as part of a concerted effort. The
coordination of protective devices is the key to
functional and cost-effective protection.
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