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-----Original Message-----
From: wgvote@nist.gov [mailto:wgvote@nist.gov] On Behalf Of Mark W. Skall
Sent: Thursday, February 03, 2005 4:24 PM
To: Multiple recipients of list
Subject: 
 

Dear TGDC Members,
 
At the January TGDC meeting, NIST said that we would prioritize the 31 resolutions that direct and request NIST to conduct research and/or develop requirements/standards in a wide variety of areas.  For your consideration, I have attached a draft paper that prioritizes the resolutions and suggests a strategy for implementing and phasing in the work products.
 
We’re looking forward to your comments.
 
Thanks you.
 
Mark
 
 
 
****************************************************************
Mark Skall
Chief, Software Diagnostics and Conformance Testing Division
Information Technology Laboratory
National Institute of Standards and Technology (NIST)
100 Bureau Drive, Stop 8970
Gaithersburg, MD 20899-8970

Voice: 301-975-3262 
Fax:   301-590-9174 
Email: skall@nist.gov
****************************************************************

Voting Systems Priorities and Strategy for Addressing HAVA Mandates

Background
HAVA directs NIST to provide technical assistance to the Election Assistance Committee’s Technical Guidance Development Committee (TGDC) to help improve voting systems. This technical support includes the development of voting system guidelines including:
· Security, 

· Methods to detect and prevent fraud,

· Human factors, including technologies for individuals with disabilities.

The NIST work is in support of the TGDC’s HAVA requirement to provide its first set of initial recommendations not later than nine months after its formation.
This paper prioritizes the TGDC January 2005 resolutions and describes a strategy for implementing them. 

January TGDC Meeting
At the January 2005 meeting, the TGDC passed 31 resolutions requesting NIST’s technical assistance in areas related to security, transparency, human factors, core requirements, and testing.  This paper prioritizes these resolutions with respect to providing guidance to States in order to comply with the voting systems standards in time for the 2006 election cycle.  Thus, the highest priority resolutions focus on:

· Improving the voting systems standards (e.g., filling in gaps) to address security, human factors, and other emerging concerns, including addressing new technology,

· Correcting errors in the voting system standards,

· Ensuring that installed voting system software is the software that has been tested. 

Strategy 

In order to affect the 2006 election cycle, guidance and requirements need to be available by April 2005.  Consequently, highest priority is given to augmenting and correcting the current 2002 Voting System Standard (2002 VSS), rather than developing a new standard.  Although work will begin on developing recommendations and a draft of a new Voting System Standard that builds upon the 2002 VSS, this work is at a lower priority, with completed work products targeted for November 2005.

The strategy is to categorize the work into three groups: 

Group 1: Work products that target the highest priority TGDC resolutions – resolutions that build upon the 2002 VSS, addressing issues currently facing the States for 2006. Guidance and requirements will be produced by April 2005. 

Group 2: Work products that target the next level of TGDC resolutions – resolutions that address revising the 2002 VSS, building upon the current standard but enhancing security, human factors and the precision and testability of requirements. Preliminary work products will be available in April 2005, with plans for completion by November 2005.  

Group 3: Work products that target the remainder of the TGDC resolutions.  These work products will be addressed by November 2005. 

Note that there are several resolutions that are universal and apply across all three groups (e.g., resolution 9-05 and 10-05).   These resolutions will be addressed throughout the effort, but have been assigned to specific Groups to ensure that they are adequately and fully addressed prior to November 2005. 

Group 1:  

These work products will result in 

· Augmenting and correcting the current Voting System Standard via an addendum (or similar mechanism), 
· A glossary, and

· Developing methods for validating that the correct software is in use, building on the National Software Reference Library for voting software, including hashes and documentation and procedures for use.
An addendum to the 2002 VSS will be produced addressing areas in the 2002 VSS that need to be updated for consistency with HAVA, relate to new technology, and correct errors.  Additionally, a glossary to promote a common understanding of voting systems standards will be produced. 

The work products will include the development of requirements and/or new text that relate directly to TGDC resolutions and/or specific HAVA requirements in the following areas: 

· Requirements for voter verified paper audit trail, including DREs with attached printers,

(Resolution: 12-05 and TGDC/EAC requests)

· Accessibility and usability requirements based on current technology,

(Resolutions: 2-05, 3-05, 4-05, 9-05)

· Documentation to support software distribution and setup validation procedures, including use of the NSRL,  

(Resolutions: 15-05, 16-05)

· Use of wireless technology,

(Resolution: 35-05)

· Interim conformance clause,

(Resolution: 24-05)
· Glossary.

(Resolution: 33-05)

Group 2: 

These work products will result in recommendations and draft text for the next edition of the VSS.  It will incorporate and enhance the material developed in the addendum to the 2002 VSS and include substantial work on security, human factors, and reorganizing and rewriting the 2002 VSS with precise, testable requirements. 

Work products will be produced that relate to the following TGDC resolutions:(
· Analysis of 2002 VSS

(Resolution: 25-05, 29-05)

· Analysis of voter verifiability,

(Resolution: 12-05)

· Additional requirements and test methods for human factors and accessibility

(Resolutions: 2-05, 3-05, 4-05, 5-05, 6-05, 8-05, 9-05)

· Test strategies and analysis, addressing COTS software, documentation necessary for testing, and public available test suites and test reports, 

(Resolutions: 14-05, 17-05, 18-05, 25-05, 26-05, 27-05, 28-05)

· Strategy for addressing multiple representation of ballots,

(Resolution: 21-05)

· Analysis of federal and consensus standards for applicability to voting,

(Resolution: 22-05)

· Draft of next version of the VSS

(Resolutions: 24-05, 25-05, 29-05, 33-05)

Group 3 

This group includes all the resolutions passed by the TGDC in January that are not included in Groups 1 or 2.  They will be addressed after April and include:

· Usability of the Standards

(Resolution: 10-05)

· Common ballot format specifications

(Resolution: 23-05)

· Quality management standards

(Resolution: 30-05)

· Maintenance of the VSS

(Resolution: 31-05)

· Sharing information and de-qualification of voting systems

(Resolution: 32-05)

· Assessment papers on recommendation for future work

(Resolution: 34-05)

Appendix A:  TGDC January 2005 Resolutions

	Res. Num
	Title
	Description
	Priority

Group

	1-05
	Work Product Instructions to staff of NIST
	Requests to NIST for technical assistance
	N/A

	2-05
	Accessible Voting Systems
	Requirements for accessibility that meet HAVA, incorporate latest accessible technology
	1,2

	3-05
	Human Factors and Privacy of Voting Systems at Polling Place
	Guidance on deployment and configuration of systems at polling place to ensure usability, accessibility and privacy
	1,2

	4-05
	Human Factors and Privacy Requirements for Capturing Indication of a Voter’s Choice
	Requirements to include human factors and privacy for capturing voter’s choice
	1,2

	5-05
	Human Performance-Based Standards and Usability Testing
	Development of performance-based standards, benchmarks, and conformance test protocols
	2

	6-05
	Accommodating a Wide Range of Human Abilities
	Development of principles for ‘universal design’
	2

	7-05
	Withdrawn/ Removed
	
	N/A

	8-05
	Guidance for Instructions, Ballot Design, and Error Messages
	Guidance and requirements to improve usability of instructions, ballot design, and error messages
	2

	9-05
	General Voting System Human Factors and Privacy Considerations
	Review all proposed requirements to ensure accessibility, usability, and privacy are upheld
	1, 2

	10-05
	Usability of Standard
	Produce standards, guidance, etc. that is understandable
	3

	11-05
	Availability of Voting Machines for Validating Benchmarks and Conformance Test Protocols
	Work with EAC to acquire voting machines
	N/A

	12-05
	Voter Verifiability I
	Clarify distinction between class direct and indirect systems, develop requirements and verification methods, keeping accessibility in mind  
	1, 2

	13-05
	Withdrawn/Removed
	
	N/A

	14-05
	Commercial Off-The-Shelf Software ("COTS Software")
	Issues and requirements related to COTS software from a security perspective 
	2

	15-05
	Software Distribution
	Requirements to address loading software onto voting system
	1

	16-05
	Setup Validation
	Characteristics of acceptable setup validation methods
	1

	17-05
	Testing
	Requirements for open-ended research for vulnerabilities
	2

	18-05
	Documentation
	Requirements for complete, well-specified documentation criteria
	2

	19-05
	Withdrawn/Removed
	
	N/A

	20-05
	Withdrawn/Removed
	
	N/A

	21-05
	Multiple Representations of Ballots
	Issues related to having multiple representations of a ballot
	2

	22-05
	Federal Standards
	Review of current standards (e.g., NIST 500-53) for applicability to voting 
	2

	23-05
	Common Ballot Format Specifications
	Information format standards (e.g, OASIS EML)
	3

	24-05
	Conformance Clause
	Development of conformance clause and voting model
	1, 2

	25-05
	Precise and Testable Requirements
	Analysis of 2002 VSS
	2

	26-05
	Uniform Testing Methods and Procedures
	Guidance on public set of test methods and procedures
	2

	27-05
	Non-Conformant Voting Systems
	Review VSS to remove requirements that are unmet by qualified systems
	2

	28-05
	Publicly Available Qualification Data
	Identify qualification data to be made public
	2

	29-05
	Ensuring Correctness of Software Code
	Evaluate and revise coding requirements
	2

	30-05
	Quality Management Standards
	Revise quality assurance and configuration management requirements
	3

	31-05
	Maintenance of the VSS
	Development of strategy for VSS maintenance
	3

	32-05
	Sharing Information and De-qualification of Voting Systems
	Define process  for sharing information concerning qualified voting systems
	3

	33-05
	Glossary and Voting Model
	Development of a glossary and voting model
	1, 2

	34-05
	Assessment Papers on Recommendations for Future work
	Research papers on various subjects
	3

	35-05
	Wireless
	Risk analysis and requirements for wireless use
	1


( Several activities represent the continuation of work started in Group 1; hence the resolution number is repeated in Group 2. 
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