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Why we care?

Today's challenges:

Information Security . Regulatory
technology is vulnerabllities frameworks are
complex are everywhere burdensome

Risk Documentatio
management n becomes
IS hard outdated fast




What is needed?

OSCAL is like a Rosetta Stone that enables tools and
organizations to exchange information via automation
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OSCAL sets the foundation for automation and interoperability



What is OSCAL?

OSCAL is the result of NIST and FedRAMP collaboration

» OSCAL provides a common/single machine-readable language, expressed in XML, JSON and YAML for:
O multiple compliance and risk management frameworks (e.g. SP 800-53, ISO/IEC 27001&2, COBIT 5)
Q software and service providers to express implementation guidance against security controls (Component definition)
QO sharing how security controls are implemented (System Security Plans [SSPs])
0 sharing security assessment plans (System Assessment Plans [SAPs] )
U sharing security assessment results/reports (System Assessment Results [SARs])

» OSCAL enables automated traceability from selection of security controls through implementation and assessment

— Traceability

IMPORT CATALOG IMPORT PROFILE IMPORT SSP IMPORT AP
OSCAL : OSCAL Assessment | | OSCAL Assessment
IMPORT PROFILE
Catalog Model QSCAL Plan Model Results Model
Profile Model Component Model OPEN RISK

IMPORT SSP OPEIN RISK

OSCAL Plan of Action and Milestones Model

OSCAL SSP Model
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Traceability

OSCAL Architecture

Layers & Models, v1.0.0. — Release Candidates

Plan of Action and Milestones (POA&M) Model

Assessment Results
Assessment Results Model l

Layer

Assessment Plan Model

Assessment Layer

‘E

Implementation Layer System Security Plan Model

l Component Definition Model I
Profile Layer Profile Model I
Catalog Layer Catalog Model |



CATALOG MODEL

Catalog

Catalog

Parameter
Parameter Definiti

Control
Parameter Definitions (by Control)
Control Requirement Definitions
Control Objectives
Assess t Methods

Group (Family)
Grouping of Parameters
Grouping of Controls

PROFILE MODEL

Profile (Control Baseline)

Import (Catalog or Profile)
Import (Catalog or Profile)

Import
URI pointing to a Catalog or Profile

Controls to Include
Controls to Exclude

Merge
Conflict Directives
Profile Resolution Grouping Directives

Modify
Parameter Modifications
Control Requirement Modifications
Control Objective Modifications
Assessment Method Modifications

SSP MODEL

System Security Plan (SSP)

System Characteristics
System ID, Name, Description
Sensitivity/Impact Level
System Information
Service & Deployment Models
Diagrams: Authorization Boundary,
Network, Data Flow

System Implementation
Users, Components, Inventory
Ports, Protocols, & Services
Interconnections

Control Implementation

Assessment Plan (AP)

Import SSP
URI p g to an SSP

Local Definitions
When information in the linked SSP is
missing or inaccurate, assessors may
define it here

Terms and Conditions
Rules of Engagement, Disclosures,
Limitation of Liability, Assumption

Statements, and Methodology

Reviewed Controls
Controls to include in the assessment
we well as associated Control
Objectives and Assessment Methods

Assessment Results (AR)

Import AP
URI pointing to an Assessment Plan

Local Definitions (Overarching)
When results contain an activity or
control objective not defined by the

assessment plan, define it here

Result (Current)

When information in the linked AP
or SSP is missing or inaccurate,
assessors may define it here

Reviewed Controls
Controls included in the assess t

Responsible Parties, Status, Origination
STt
Consumer R,esponsibilitiels ) Ident!fles what will be assessed,
including: Components, Inventory
Items, Locations, and User Types, as
well as Parties to be Interviewed

Assessment Log
Log of performed assessment
actions

Assessment Assets ob: q
ols used to perform the assessmel - servatlop
Individual observations and

5 = 5 evidence
Plan of Action and Milestones EnumerateAsSStﬁsesar:lfigtnls\(f:g?;erforming
(POA&M)

the assessment, including procedures
for performing the assessment action

January 29, 2021 -- OSCAL Version 1.0.0-RC-1

The import arrow identifies

'what OSCAL content is linked as a result of
the import statement. Imported content is
referenced, not copied.

Risk
Enumerates and characterizes
provides status foridentified risks

Task Finding
Intended schedule of milestones and Identified findings, Objective Status

assessment actions

Import SSP Results (Last Cycle)
URI pointing to an OSCAL SSP

Results (Earlier Cycle)

Component Definition

Component Definition ) System Identifier
Unique system ID — used when the SSP

Component Definition is not delivered with the POA&M

Local Definitions
For content not defined in the SSP
O S e r O O a Observation

Individual observations and evidence,

ASSESSMENT PLAN
I C Definiti i
UR!pointing o other component mpacted asvers MODEL

definition files Risk
Enumerates, characterizes, identifies
» Component . deviations, and provides status for
Individual component information, and identified risks

e ASSESSMENT RESULTS
o o MODEL

POA&M ID, Impacted Controls,

Capability Weakness Details
A grouping of related components into

a larger capability

COMPONENT MODEL POA&M MODEL



OSCAL Models vs OSCAL Content
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Assessment Plan Assessment Results
in OSCAL in OSCAL

™

OSCAL Assessment OSCAL Assessment
Plan Model Results Model




OSCAL Content vs OSCAL Tools
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OSCAL SSP Model

I\OSCAL Plan of Action and Milestones Model
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OSCAL CONTENT
&
RISK MANAGEMENT
FRAMEWORK

Profile
in OSCAL

SSP in OSCAL

in OSCAL in OSCAL

Assessment Plan Essessment Results
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Plan of Action and Milestones in OSCAL
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tty Upload an OSCAL File

National Institute of
Standards and Technology
U.S. Department of Commerce

@) FedRAMP

Federal Risk and Authorization Management Program

Favorites

£} miorga

Name

a _Sample (Good).xml

@ _Sample (Missing Data).xml

B FedRAMP-compliance-worksheet-old.xs!
B FedRAMP-compliance-worksheet.xs!

ﬂ FedRAMP-HIGH-compliance-worksheet.xs|
5 SSP-schema.xsd

Date Modified Size

# miorga » [ Desktop > M All current work » [l OSCAL > Il OSCAL Demo OMB-FedRAMP > Bl SAMPLE I

Sample (Good).xm|

class="SP800-53" control-id="au-3"
ble-role role-id="not-found">System Administrators ble
ole role-id="not-found">Network Engineers
implemented</proj
service-provider-system-specific

stmt.a"

class='
class="contro

stmt-id=""¢

Quoniam, si dis placet, ab Epicuro loqui discimus.
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Cum id quoque, ut cupie

Quo modo autem philosophus loquitur? Beatus sibi videtur esse moriens. I

>>Hoc etsi multimodis reprehendi potest, tamen accipio, quod dant

Non quam nostram quidem, inquit Pomponius iocans; Scientiam pollicentur, quam nc

Virtutibus igitur rectissime mihi videris et ad consuetudinem nostrae oratic
i=Est igitur officium eius generis, quod nec in bonis ponatur nec in contrari:

class="SP800-53" control-id="au-3.1"
nsible-role role-id=' found">System Administrators
role-id="n found">Network Engineers i
param—-id="au-3_prm_

session, connection, transaction, or activity duration.

class=
class=

ation-status

implemented</proj

control-origina

service-provider-system-specific
nse stmt-id="au-3.1_stmt.a"
Quoniam, si dis placet, ab Epicuro loqui discimus. 1
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Cum id quoque, ut cupie

Quo modo autem philosophus loquitur?</i> Beatus sibi videtur esse moriens. I

12>Hoc etsi multimodis reprehendi potest, tamen accipio, quod dant.
y>Non quam nostram quidem, inquit Pomponius iocans; Scientiam pollicentur, quam nc

Virtutibus igitur rectissime mihi videris et ad consuetudinem nostrae oratic
Est igitur officium eius generis, quod nec in bonis ponatur nec in contrarii

Ln1,Col1 Spaces:3 UTF-8 LF XML
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Learn More Tutorials Tools Documentation Downloads Contribute Contact Us

|
Automated o J

Supporting Control-Based
Risk Management with
Standardized Formats

Learn More

Providing control b related NIST, in collaboration with industry, is developing the Open Security Controls Assessment Language (OSCAL). OSCAL is a set

of formats expressed in XML, JSON, and YAML. These formats provide machine-readable representations of control catalogs,

information in maChine pr control baselines, system security plans, and assessment plans and results.
readable formats.


https://www.nist.gov/oscal

Summary of OSCAL Benefits

» Automated assessment planning and pre-validation:

» Perform many SSP validation checks
automatically

> Generate lists of who to interview about which
topics

» Configure scanning tools from inventory
» Perform faster, higher quality assessments:

» Automatically convert tool findings to assessment
report syntax and/or POA&M entries

» Automatically populate report views

» Streamline entire review process

> Ability to self test prior to submission:

» Automatically identify many issues prior to
submission

NIST

Create and maintain artifacts more efficiently
) SSP, system inventory, POA&M

Perform many validation checks before
package submission

J Self-service feedback on compliance issues and
common mistakes

Create and release validation checks

Receive higher-quality packages due to self-
service feedback

Shift level of effort away from compliance
and toward risk management

) Eliminate “busy work” aspect of reviews

) Focus on human attention where human
judgement is most needed

Automated workflows and tracking
Tool interoperability
Data Analytics




Publicly Available Resources

Documentation:

Catalog, Profile, Component, SSP, SAP, SAR, POA& M:
https://pages.nist.gov/OSCAL/documentation

Example:
NIST SP 800-53 R4 catalog and baselines (XML & JSON):

|
FedRAMP Automation:
E Repository: https://github.com/GSA/fedramp-automation
FedRAMP https://www.fedramp.gov/using-the-fedramp-oscal-resources-and-templates/

Tools

OSCAL Kit: https://github.com/docker/oscalkit
OSCAL GUI: https://github.com/brianrufgsa/OSCAL-GUI



https://pages.nist.gov/OSCAL/documentation/
https://github.com/usnistgov/OSCAL/tree/master/content/nist.gov/SP800-53
https://github.com/usnistgov/OSCAL/tree/master/content/fedramp.gov
https://github.com/GSA/fedramp-automation
https://github.com/docker/oscalkit
https://github.com/brianrufgsa/OSCAL-GUI
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Questions?




