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The Distributed Energy
Resources Risk Manager 

• NREL extended the scope of the DERCF to 
include the NIST Risk Management 
Framework (RMF), addressing the challenges 
faced by federal energy managers when 
complying with the NIST RMF for DER 
systems 

• The NIST RMF is a cyclical process designed 
to incorporate principles of security and risk 
management into an organization’s system 
policies and procedures. 

• As an additional tool, NREL’s Distributed 
Energy Resources Risk Manager (DER-RM) is 
independent of the DERCF’s existing self-
assessment and allows users to focus on the 
RMF process. 
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DER-RM Goals 

• Navigate compliance 
Manage cybersecurity risk with government 
requirements in an organized manner 

• Automate requirements 
Adapt to specific organization needs and present the 
most aligned templates and recommendations 

• Provide knowledge 
Apply NIST guidance and DER-RM specific 
approaches 

• User-friendly interaction 
Calculate risk score and generate system-specific 
requirements through real-world examples 

Streamline 

Organize 

Manage 
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 DER-RM Prototype 
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 Discovering OSCAL 
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The Link Between OSCAL & RMF 

A document-based view of the RMF 

Illustration from NIST 
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The Layers of OSCAL 
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The Extensible Nature of OSCAL 

And why OSCAL is good for automation 

Annotated Property 

An attribute, characteristic, or quality of 
the containing object expressed as a 
namespace qualified name/value pair 
with optional explanatory remarks. The 
value of an annotated property is a 
simple scalar value. 
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The Extensible Nature of OSCAL 

And why OSCAL is good for automation 

FedRAMP Specific Examples 

Source: https://github.com/GSA/fedramp-automation/blob/master/documents/FedRAMP_OSCAL_Registry.xlsx 
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Custom NREL Baselines for DER 

Assessment 
Results 
Layer 
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 Control Catalog 
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OSCAL Input 

Accepts forms 
for manual entry 
and a JSON 
endpoint for 
automation 
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OSCAL Input 

Accepts forms 
for manual entry 
and a JSON 
endpoint for 
automation 
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OSCAL Output 

Exports PDF and 
OSCAL JSON 

Source: https://pages.nist.gov/OSCAL/documentation/schema/ 
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Automated Continuous Monitoring 

Assessment 
results layer 
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Automated Continuous Monitoring 

Assessment 
results layer 
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Automating Risk 
Awareness 

Combine automated 
security scanning with 
OSCAL to send 
notifications directly 
to the responsible parties 
for system components 
violating security controls 

“Your solar microgrid is 
vulnerable to a zero-day 
exploit! Please update.” 



        

     Connecting OSCAL to Network Monitoring Solution 

NREL | 18 



 
  
  
  

Q&A 

www.nrel.gov 

Contact: 
Tami Reynolds – Tami.Reynolds@nrel.gov 
Anuj Sanghvi – Anuj.Sanghvi@nrel.gov 
Paul Wand – Paul.Wand@nrel.gov 
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