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Welcome! Here’s the Agenda:

Introduction

How does OSCAL automate FedRAMP SSP
Development?

Demonstrating FedRAMP SSP Development
Automation with ATO as a Service™

Q&A

2nd OSCAL Workshop
February 2,2021
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Custom-sol lutions Focuses d. Customer Focuse

INntroduction

2nd OSCAL Workshop
February 2,2021
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Allow me to re-introduce myself, my name is...
e Jasson Walker, Jr. CISSP, CPT, CEH, PMP, MCSE

» President & CEO of cFocus Software Incorporated
» 20+ years of experience with DITSCAP/DIACAP/RMF/FedRAMP

« cFocus Software Incorporated

» Established 2006 with 15+ years of federal IA & cybersecurity experience
» Providing A&A services for multiple federal agencies (US Army, EPA, etc.)

» https://cfocussoftware.com

2nd OSCAL Workshop
February 2, 2021
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Introducing ATO as a Service™

« ATO as a Service™ is a SaaS that automates
FedRAMP SSP Development using OSCAL
» Incorporates OSCAL Catalog, Profile & Implementation layers
» Complies with FedRAMP guidance for OSCAL

» Publishes FedRAMP SSPs using FedRAMP-required Microsoft Office
templates

i N
\'U ATO as a SERVICE o

February 2,2021
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How does OSCAL Automate FedRAMP SSPs?

2nd OSCAL Workshop
February 2, 2021
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Automating FedRAMP SSPs with OSCAL

 OSCAL organizes security information into a stack of
layers and models that build on each other

Implementation
Layer

Profile
Layer

Catalog
Layer

2nd|0SCAL Workshop
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Automating FedRAMP SSPs with OSCAL

* Each OSCAL model is represented in machine
readable formats for representing & exchanging data

Metadata Metadata
Title, Version, Date, Document Labels, Title, Version, Date, Document Labels,
Revision History, Prepared By/For Revision History, Prepared By/For
Roles, People, Teams, Locations

import source Import (Catalog or Profile) . -
NF Import (Catalog or Profile) Import Profile
= URI pointing to a Profile
Import
URI pointing to a Catalog or Profile 1
System Characteristics
Controls to Include System ID, Name, Description
Metadata Controls to Exclude Sensitivity/Impact !.evel
Title, Version, Date, Document Labels, Servicseyge[r):gl‘oﬂy’:n";ittl?\:odels
Sekmion Histary, heopaled By Ry ' Authorization Boundary Diagrams
Network Diagrams

Data Flow Diagrams

System Implemen
System Users?gm'uary 1

Parameter
Parameter Definitions (Global)

Control
Parameter Definitions (by Control)
Control Requirement Definitions
Control Obiectives

Modify
Parameter Modifications
Control Requirement Modifications
Control Objective Modifications
Assessment Method Modifications

Ports, Pr_otocols, Se_ \
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Custom-solutions Fox

Automating FedRAMP SSPs with OSCAL

°* For example, NIST SP 800-53 Rev. 4 security
controls are represented by an OSCAL catalog

4) NIST_SP-800-53_rev4 _catalog.json

"catalog": {
"uuid": "26a2al33-f395-432c-b2ad-77d23a23cade",
"metadata”: {
“title": "NIST Special Publication 80©-53 Revision 4: Security and Privacy Controls for Federal\n
"last-modified": "2020-05-29T23:29:27.272-04:00",
"version": "2015-01-22",
"oscal-version": "1.0.0-milestone3"”,
“properties”: [
{
"name”: "keywords",
"value": "Assurance, computer security, FISMA, Privacy Act, Risk Management Framework, security d

“"href": "#16b3b234-3406-44dc-8645-7da61b6e81f1", ™ i
"rel": "alternate", b dromatioN

A
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Automating FedRAMP SSPs with OSCAL

* FedRAMP High/Moderate/Low/Tailored security
control baselines are represented by OSCAL profiles

<) FedRAMP_HIGH-baseline_profile json X

{
"profile": {
"uuid": "blldbalc-0c68-4724-9eaf-082de2d5bbb89",
"metadata”: {
"title": "FedRAMP High Baseline”,
"published": "2020-06-01T00:00:00.000-04:00",
"last-modified": "2020-06-01T10:00:00.000-04:00",
"version": "1.2",
"oscal-version": "1.0.0-milestone3",
"roles": [
{
"id": "parpared-by",
"title": "Document creator”
s
{

"id": "fedramp-pmo",

"title": "The FedRAMP Program Management Office (PMO)", uf,‘ s 8| [
"short-name": "CSP" Eﬁ{% i dromatioN
1 o — -
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Custom-solutions Focused. Customer Focused.

Automating FedRAMP SSPs with OSCAL
* FedRAMP SSPs are represented by OSCAL SSPs

4) FedRAMP-SSP-OSCAL-Template json
{

"system-security-plan”: {
"uuid": "2fa78e07-74ef-4cd6-8124-bco050cOc4df”,
"metadata”: {
"title": "FedRAMP System Security Plan (SSP)",
"published": "2020-07-01T00:00:00.00-04:00",
"last-modified": "2020-07-01T00:00:00.00-04:00",
"version": "@.0",

"oscal-version": "1.0-Milestone3",
"revision-history": [
{
"published": "2019-06-01T00:00:00.00-04:00",
"version": "1.0",
"oscal-version": "1.0-Milestone3",
"properties”: [

{

"name": "party-uuid", : s f | [ =
prgn g T ; oMATION
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Automating FedRAMP SSPs with OSCAL
°* FedRAMP has created several resources & guidance

for automating FedRAMP SSPs using OSCAL
Adepung GsCA|S

FedRAMP Vendor Resource Summary

FedRAMP deliverable content using the Open Security Controls Assessment Language (OSCAL), enabling

The following is a summary of resources available to vendors developing tools to import, export, or manage
seamless exchange of FedRAMP authorization package information among FedRAMP stakeholders.

FedRAMP Resources

The following resources are provided by the FedRAMP Program Management Office (PMO).

Resource Purpose
2nd OSCAL Workshop
Guidebooks A suite of guidebooks describing how to represent required FedRAMP content in
OSCAL. These guides walk a developer through each section of FedRAMP's MS Word- February 2’ 021

and Excel- based Templates, providing examples for each section:
e Guide to OSCAL-based FedRAMP Content (Start here!)
e Guide to OSCAL-based FedRAMP System Security Plans (SSP)



https://github.com/GSA/fedramp-automation/blob/master/documents/FedRAMP_OSCAL_Vendor_Resources.pdf
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Automating FedRAMP SSPs with OSCAL

* ATO as a Service™ automates SSP development and
serializes SSP data to OSCAL SSP data models

* ATO as Service™ complies with FeEdRAMP’s OSCAL
guidance

* ATO as a Service™ publishes OSCAL SSP data to
FedRAMP-required Microsoft Office templates

2nd OSCAL Workshop
February 2,2021
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CCCCCCC -solutions Focused. Customer Focused.

| et’s see how this all works, shall we?

2nd OSCAL Workshop
February 2, 2021
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ATO as a Service™ Demonstration
* Let’s get after it!

* For more information about ATO as a Service, go to:
https://cfocussoftware.com/offer-atoaas-trial/

2nd OSCAL Workshop
February 2,2021
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Custom-solutions Focused. Customer Focuss

Q&A

2nd OSCAL Workshop
February 2,2021
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Thank you! Any Questions?

* Let’s keep in touch! Here’s my contact Info:

Jasson Walker, Jr.
jasson.walker@cfocussoftware.com
(301) 499-2650 office

(301) 455-4030 mobile

https://cfocussoftware.com

YV V VYV V

2nd OSCAL Workshop
February 2,2021
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