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Protocol — Workflow

 Authenticate
* Register an entropy source with conditioning components

* Upload raw noise bits, restart bits and optionally conditioned
bits

 Upload supporting documentation, such as the entropy
assessment report

 Upload module metadata to ACVP

 Request certification, begins a manual review



Protocol

* Based on ACVP, https://github.com/usnistgov/ESV-Server
e Two-Factor Authentication, mTLS and TOTP

* Mostly JSON communication, file uploads are multipart/form-
data

e Send information to the server:

Details about the entropy source
Files containing bits from the entropy source
The Entropy Analysis Report (Supporting Documentation)

* Server will process and return the results from the Entropy
Assessment Tool

e Submit for manual review


https://github.com/usnistgov/ESV-Server

Protocol — Lessons Learned

e Sharing infrastructure

* File uploads are always going to be larger than ACVP, and not
natural to JSON

Includes .doc, .docx, .pdf files for example

e Certify is not tied to an individual test process
Previously unclear of behavior while validating multiple test sessions

* Lots of work upcoming regarding all CAVP/CMVP services



Server Architecture - Basics

* Similar design to ACVTS

e C# using .NETCore framework
Updating to .NET5

 Development team: Sunil Bhaskarla, Andrew McCaffrey, Chris
Celi

* System Administration: Bobby Staples, Jason Arnold
 NIST HTML Client: Janet Jing
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Server Architecture — Web Public
Web Public * Provides JSON-based API

* Retrieves content
 Manages authentication

* Validates requests that are sent
Internal Database to Message Queue

External Database

| Message Queue |

Task Queue * |dentical role to ACVTS

/N

Entropy Entropy
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Server Architecture — Message Queue

Web Public

External

Database

* Manages requests that CREATE
or DELETE objects

* Objects need to percolate back
to the public side

Internal Database

mmmmmmm) | Message Queue |

Task Queue

/N

Entropy
Assessment Tool

Entropy
Assessment Tool

e Creates tasks for the Task
Queue

* All messages process quickly

but generated tasks might
not




Server Architecture — Task Queue

Web Public

 Manages runs of the Entropy
Assessment Tool

External Database * Spins up Docker containers with
the C++ code

e Stores results in database

Internal Database

| Message Queue |

mmmm) [Task Queue * Arun on a 10MB file
/ \ (minimum size) takes a
couple of minutes

Entropy Entropy
Assessment Tool Assessment Tool




Server Architecture — Entropy Assessment Tool NIST

Web Public

External Database

Internal Database

| Message Queue |

Task Queue

/ \

— Entropy Entropy
Assessment Tool Assessment Tool

C++ implementation of tests as
described in SP800-90B

Available on GitHub:

https://github.com/usnistgov/S
P800-90B EntropyAssessment

 Thanks to the contributors!
Notably Joshua Hill, Kerry

McKay, and Tim Hall



https://github.com/usnistgov/SP800-90B_EntropyAssessment

Entropy Assessment Tool

e C++ (gcc) implementation of SP800-90B tests
* |ID, non-IID, restart, conditioning testing available

e SP800-90B Sections 5 and 6

* |ID testing tries to break the IID assumption by randomly

permuting the data and running some statistical tests

Runs, median, periodicity, compression
Provides a min-entropy estimate from the most common value

* Non-IID testing conservatively estimates min-entropy
Lowest min-entropy estimate of all estimators is taken as the min-entropy



ESV Demo — Authentication

{ "esvVersion": "1.0"

. }r
"esvVersion'": "1.0"

} "accessToken":

4 "eyJhbGciOiJIUzI1INiIsInR5¢cCI6IkpXVCI9.eyJzdWIiOiJFP
WNocmlzdG9waGVyLmN1bGlAbml zdC5nb3YsIENOPUNocmlzIENL

{ bGksIE9VPUVTViwgTz 1OSVNULCBMPUdhaXROZXJZYnVyZngUZ 1
NYXJ5bGFuZCwgQz1lVUyIsIm5iZiI6MTYXOTUzZNTUxMywiZXhwI j
oxN3E5NTM3MzEzLCJpYXQlojE2MTk1MzU1MTMsImlzcyI6Ik5JU

" " n n 10gRVNWIERFTU8ifQ.S92 BXXzEBu OgYCMSiCDE6MOXLKHiif
password ' : 12345678 LOgRVNWIERFTUBIEO. zEBu_OQYCMSi OXLKHiifs

} }

Request Body Response Body

POST https://demo.esvts.nist.gov:7443/esv/v1/login


https://demo.esvts.nist.gov:7443/esv/v1/login

ESV Demo — JWT

Encoded risearokenn Decoded -

HEADER:

eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCJ9. ey

JZdWIiO0iJFPWNocmlzdG9waGVyLmN1bGlAbmlzd {

~@lgse THaZ38"
C5nb3YSIENOPUNocm1zIEN1bGksIEQVPUVTViwg %
Tz10SVNULCBMPUdhaXRoZXJzYnVyZywgUz1NYXJ )
5bGFuzZCwgQz1VUyIsIm5iZiI6MTYXOTUZNTUxMy
wiZXhwIjoxNjE5SNTM3MzEZzLCJpYXQi0jE2MTK 1M Sk
zZUTMTMsImlzcyI6Ik5JU1QgRVNWIERFTU81fQ.S
92_BXXZEBU_OqYCMSlCDE@MOXLKHilfSL@Squl "sub": "E=christopher.celi@nist.gov, CN=Chris Celi,

2E OU=ESV, O0=NIST, L=Gaithersburg, S=Maryland, C=US",

9 "nbf": 1619535513,

"exp": 1619537313

“iat": 1619535513,

"iss": "NIST ESV DEMO"

JSON Web Token unwrapped by https://jwt.io.



https://jwt.io/

ESV Demo — Registration

[

{
"esvVersion": "1.0”

%,

"primaryNoiseSource": "ring oscillators",

"iidClaim": false,

"bitsPerSample": 4,

"alphabetsize": 16,

"hminEstimate": 3.1,

"physical": true,

"itar": false,

"rawNoiseSHA256": "e3b0c44298fclcl49afbfdc8996fb92427ae41e4649b934cad95991b7852b855",

"numberOfRestarts": 1000,

"samplesPerRestart": 1000,

"restartBitsSHA256": "e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934cad95991b7852b855",

"additionalNoiseSources": false,

"conditioningComponent": [

"sequencePosition": 1,

"vetted": false,

"bijectiveClaim': false )

"description”: "parallei XOR-ed LFSRs with output buffer",
"minNin": 16,

"minHin": 4,

"nw": 16,

"nOut": 8

"conditioﬂedBitsSHA256": "e3b0c44298fclcld49afbfd4c8996£fb92427ae41e4649b934cad495991b7852b855"”
Y
{

"sequencePosition": 2,
"vetted": true,
"description": "AES-CBC-MAC",
"validationNumber": "A9876",
"minNin": 128,

"minHin": 4,

"nw": 128,

"nOut": 128

; t Request Body
POST https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments

ESV Demo — Registration

[

{
"esvVersion": "1.0"

%,

"primaryNoiseSource": "ring oscillators",

"iidClaim": false,

"bitsPerSample": 4,

"alphabetsize": 16,

"hminEstimate": 3.1,

"physical": true,

"itar": false,

"rawNoiseSHA256": "e3b0c44298fclcl49afbf4c8996£fb92427ae41€4649b934cad95991b7852b855",

"numberOfRestarts": 1000,

"samplesPerRestart": 1000,

"restartBitsSHA256": "e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934cad95991b7852b855",

"additionalNoiseSources": false,

"conditioningComponent": [

"sequencePosition": 1,

"vetted": false,

"bijectiveClaim': false )

"description”: "parallei XOR-ed LFSRs with output buffer",
"minNin": 16,

"minHin": 4,

"nw": 16,

"nOut": 8

"conditioﬂedBitsSHA256": "e3b0c44298fclcld49afbfd4c8996£fb92427ae41e4649b934cad495991b7852b855"”
Y
{

"sequencePosition": 2,
"vetted": true,
"description": "AES-CBC-MAC",
"validationNumber": "A9876",
"minNin": 128,

"minHin": 4,

"nw": 128,

"nOut": 128

; t Request Body
POST https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments

ESV Demo — Registration

[

{
"esvVersion": "1.0"

%,

"primaryNoiseSource": "ring oscillators",

"iidClaim": false,

"bitsPerSample": 4,

"alphabetsize": 16,

"hminEstimate": 3.1,

"physical": true,

"itar": false,

"rawNoiseSHA256": "e3b0c44298fclcl49afbf4c8996£fb92427ae41€4649b934cad95991b7852b855",

"numberOfRestarts": 1000,

"samplesPerRestart": 1000,

"restartBitsSHA256": "e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934cad95991b7852b855",

"additionalNoiseSources": false,

"conditioningComponent": [

"sequencePosition": 1,

"vetted": false,

"bijectiveClaim': false )

"description”: "parallei XOR-ed LFSRs with output buffer",
"minNin": 16,

"minHin": 4,

"nw": 16,

"nOut": 8

"conditioﬂedBitsSHA256": "e3b0c44298fclcld49afbfd4c8996£fb92427ae41e4649b934cad495991b7852b855"”
Y
{

"sequencePosition": 2,
"vetted": true,
"description": "AES-CBC-MAC",
"validationNumber": "A9876",
"minNin": 128,

"minHin": 4,

"nw": 128,

"nOut": 128

; t Request Body
POST https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments

ESV Demo — Registration

[

{
"esvVersion": "1.0"

%,

"primaryNoiseSource": "ring oscillators",

"iidClaim": false,

"bitsPerSample": 4,

"alphabetsize": 16,

"hminEstimate": 3.1,

"physical": true,

"itar": false,

"rawNoiseSHA256": "e3b0c44298fclcl49afbf4c8996£fb92427ae41€4649b934ca495991b7852b855",

"numberOfRestarts": 0,

"samplesPerRestart": 1000,

"restartBitsSHA256": "e3b0c44298fclcl49afbf4c8996£fb92427ae41e4649b934ca495991b7852b855",

"additionalNoiseSources": false,

"conditioningComponent": [

"sequencePosition": 1,

"vetted": false,

"bijectiveClaim': false )

"description”: "parallei XOR-ed LFSRs with output buffer",
"minNin": 16,

"minHin": 4,

"nw": 16,

"nOut": 8

"conditionedBitsSHA256": "e3b0c44298fclcl49afbf4c8996fb92427ae4led649b934cad95991b7852b855”
Y
{

"sequencePosition": 2,
"vetted": true,
"description": "AES-CBC-MAC",
"validationNumber": "A9876",
"minNin": 128,

"minHin": 4,

"nw": 128,

"nOut": 128

; t Request Body
POST https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments

ESV Demo — Registration

[

{
"esvVersion": "1.0"

%,

"primaryNoiseSource": "ring oscillators",

"iidClaim": false,

"bitsPerSample": 4,

"alphabetsize": 16,

"hminEstimate": 3.1,

"physical": true,

"itar": false,

"rawNoiseSHA256": "e3b0c44298fclcl49afbf4c8996£fb92427ae41€4649b934cad95991b7852b855",

"numberOfRestarts": 1000,

"samplesPerRestart": 1000,

"restartBitsSHA256": "e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934cad95991b7852b855",

"additionalNoiseSources": false,

"conditioningComponent": [

"sequencePosition": 1,

"vetted": false

"bijectiveClaim': false )

"description”: "parallei XOR-ed LFSRs with output buffer",
"minNin": 16,

"minHin": 4,

"nw": 16,

"nOut": 8

"conditioﬂedBitsSHA256": "e3b0c44298fclcld49afbfd4c8996£fb92427ae41e4649b934cad495991b7852b855"”
Y
{

"sequencePosition": 2,
"vetted": true,
"description": "AES-CBC-MAC",
"validationNumber": "A9876",
"minNin": 128,

"minHin": 4,

"nw": 128,

"nOut": 128

; t Request Body
POST https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments

ESV Demo — Registration

"esvVersion": "1.0"

"url": "/esvp/vl/entropyAssessments/20134",
"createdOn": "2021-04-27T11:14:25.1890032-04:00",
"expiresOn": "2021-04-27T11:14:25.1890051-04:00",
"dataFileUrls": [

{
"rawNoiseBits": "/esvp/vl/entropyAssessments/20134/dataFiles/20324"
b
{
"restartTestBits": "/esvp/vl/entropyAssessments/20134/dataFiles/20325"
b
{
"conditionedBits": "/esvp/vl/entropyAssessments/20134/dataFiles/20326",
"sequencePosition": 1
}

1/
"publishable": false,

"passed": false,

"accessToken":
"eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCJI9.eyJ1YUlkIjoiMjAxMzQiLCIJkZk1lkIjoiWzIwMzIOLDIwMzI1LDIwMzI2XSIsInN1Yi
I6IkU9Y2hyaXNOb3BoZXIuY2VsaUBuaXNOLmdvdiwgQ04902hyaXMgQ2VsaSwgT1UIRVNWLCBPPU5JU1QsIEWIR2FpdGhlcnNidXJnLC
BTPUlhcnlsYW5KLCBDPVVTIiwibmImI joxNjESNTM2NDY1LCJ1leHAiIiOjE2MTk1MzgyNjUsImlhdCI6MTYxXOTUzZNjQ2NSwiaXNzIjoiTk
1TVCBFU1YgREVNTyJ9.9JZCdvZNzenALFz6BXg9RX81aGG-gGdVSHrY3Veprv4”

}

: Response Body

POST https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments

ESV Demo — Registration

"esvVersion": "1.0"

"url": "/esvp/vl/entropyAssessments/20134",
"createdOn": "2021-04-27T11:14:25.1890032-04:00",
"expiresOn": "2021-04-27T11:14:25.1890051-04:00",
"dataFileUrls": [

{
"rawNoiseBits": "/esvp/vl/entropyAssessments/20134/dataFiles/20324"
b
{
"restartTestBits": "/esvp/vl/entropyAssessments/20134/dataFiles/20325"
b
{
"conditionedBits": "/esvp/vl/entropyAssessments/20134/dataFiles/20326",
"sequencePosition": 1
}

1/
"publishable": false,

"passed": false,

"accessToken":
"eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCJI9.eyJ1YUlkIjoiMjAxMzQiLCIJkZk1lkIjoiWzIwMzIOLDIwMzI1LDIwMzI2XSIsInN1Yi
I6IkU9Y2hyaXNOb3BoZXIuY2VsaUBuaXNOLmdvdiwgQ04902hyaXMgQ2VsaSwgT1UIRVNWLCBPPU5JU1QsIEWIR2FpdGhlcnNidXJnLC
BTPUlhcnlsYW5KLCBDPVVTIiwibmImI joxNjESNTM2NDY1LCJ1leHAiIiOjE2MTk1MzgyNjUsImlhdCI6MTYxXOTUzZNjQ2NSwiaXNzIjoiTk
1TVCBFU1YgREVNTyJ9.9JZCdvZNzenALFz6BXg9RX81aGG-gGdVSHrY3Veprv4”

}

: Response Body

POST https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments

ESV Demo — Registration

{
"esvVersion": "1.0"
}o
{
"url": "/esvp/vl/entropyAssessments/20134",

"createdOn": "2021-04-27T11:14:25.1890032-04:00",
"expiresOn": "2021-04-27T11:14:25.1890051-04:00",
"dataFileUrls": [

{
"rawNoiseBits": "/esvp/vl/entropyAssessments/20134/dataFiles/20324"
b
{
"restartTestBits": "/esvp/vl/entropyAssessments/20134/dataFiles/20325"
b
{
"conditionedBits": "/esvp/vl/entropyAssessments/20134/dataFiles/20326",
"sequencePosition": 1
}

1/
"publishable": false,

"passed": false,

"accessToken":
"eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCJI9.eyJ1YUlkIjoiMjAxMzQiLCIJkZk1lkIjoiWzIwMzIOLDIwMzI1LDIwMzI2XSIsInN1Yi
I6IkU9Y2hyaXNOb3BoZXIuY2VsaUBuaXNOLmdvdiwgQ04902hyaXMgQ2VsaSwgT1UIRVNWLCBPPU5JU1QsIEWIR2FpdGhlcnNidXJnLC
BTPUlhcnlsYWS5KLCBDPVVTIiwibmImI joxNjESNTM2NDY1LCJ1leHAiIiOjE2MTk1MzgyNjUsImlhdCI6MTYXOTUzZNjQ2NSwiaXNzIjoiTk
1TVCBFU1YgREVNTyJ9.9JZCdvZNzenALFz6BXg9RX81aGG-gGdVSHrY3Veprv4”

}

: Response Body

POST https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments

ESV Demo — JWT

Encoded .- i o Decoded

HEADER:

eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCJ9. ey

J1YUlkIjoiMjAxMzQilCJkZk1lkIjoiWzIwMzIeL {

~alp®: "neZae’,
DIwMzI1LDIWMzI2XSIsInN1YiI6IkU9Y2hyaXN@ iyl
b3BoZXIuY2VsaUBuaXNOLmdvdiwgQ049Q2hyaXM }
gQ2VsaSwgT1U9RVNWLCBPPU5JU1QsIEWIR2FpdG
hlcnNidXJnLCBTPUThcnlsYWSkLCBDPVVTIiwib PAYLORD: bATE
mJmIjoxNjESNTM2NDY1LCJ1eHAiIOjE2MTk 1Mzgy {
NjUsImlhdCI6MTYXOTUzNjQ2NSwiaXNzIjoiTkl “eald": "20134' ——————
TVCBFU1YQREVNTYJ9.9JZCdvZNzenALFz6BXg9R R e el 5 NS

sub”: "E=christopher.celi@nist.gov, CN=Chris Celi,
X81aGG-gGdVSHrY3Veprv4 OU=ESV, 0=NIST, L=Gaithersburg, S=Maryland, C=US"

“nbf": 1619536465,

p 161
"iat": 1619536465,

vdss”: "NIST ESY DEMO"

JSON Web Token unwrapped by https://jwt.io.



https://jwt.io/

ESV Demo — Registration
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ESV Demo — DataFile Upload

POST /esv/vl/entropyAssessments/20134/dataFiles/20324 HTTP/1.1

Host: demo.esvts.nist.gov:7443

Authorization: Bearer
eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9.eyJ1YUlkIjoiMjAxXMzQiLCJIJkZk1lkIjoiWzIwMzIOLDIwMzI1LDIwMzI2XSIsInN1YiT
6IkU9Y2hyaXNOb3BoZXIuY2VsaUBuaXNOLmdvdiwgQ04902hyaXMgQ2VsaSwgT1UIRVNWLCBPPU5JU1QsIEWIR2FpdGhlcnNidXJnLCB
TPUlhcnlsYWS5KLCBDPVVTIiwibmImI joxNJjESNTM2NDY1LCJ1leHAIiOFE2MTk1MzgyNjUsImlhdCI6MTYxXOTUzZNjQ2NSwiaXNzIjoiTkl
TVCBFU1YgREVNTyJ9.9JZCdvZNzenALFz6BXg9RX81aGG-gGdVSHrY3Veprv4

Content-Length: 201

Content-Type: multipart/form-data; boundary=----WebKitFormBoundary7MA4YWxkTrZuOgW

--—-WebKitFormBoundary7MA4YWxkTrZuOgW

Content-Disposition: form-data; name="dataFile"; filename="truerand 4bit.bin"
Content-Type: application/octet-stream

(data)

--—-WebKitFormBoundary7MA4YWxkTrZuOgW

Request Body
POST https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments/<eald>/dataFiles/<dfld>


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments/<eaId>/dataFiles/<dfId

ESV Demo — DataFile Upload

{
"esvVersion": "1.0”"

o

{
"uploadType": "UploadDataFile",
"status": "success",
"dataLengthBytes": 1000000

}

Response Body
POST https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments/<eald>/dataFiles/<dfld>


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments/<eaId>/dataFiles/<dfId

ESV Demo — DataFile Status

{
"esvVersion": "1.0"
b
{
"dataFileID": 20324,
"status": "initial",
}

Response Body
GET https://demo.esvts.nist.gov:7443/esv/vl/entropyAssessments/<eald>/dataFiles/<dfld>


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments/<eaId>/dataFiles/<dfId

ESV Demo — DataFile Status

{
"esvVersion": "1.0”"
}o
{
"dataFileID": 20324,
"status": "uploaded",
}

Response Body
GET https://demo.esvts.nist.gov:7443/esv/vl/entropyAssessments/<eald>/dataFiles/<dfld>


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments/<eaId>/dataFiles/<dfId

ESV Demo — DataFile Upload
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ESV Demo — DataFile Status

{
"esvVersion": "1.0"
b
{
"dataFileID": 20324,
"status": "started",
"sha256":
"489bc841bb364ba86da70bl1617138aef76b25dd9196ad669eef40cl441b6chb88"”
}

]

Response Body
GET https://demo.esvts.nist.gov:7443/esv/vl/entropyAssessments/<eald>/dataFiles/<dfld>


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments/<eaId>/dataFiles/<dfId

ESV Demo — DataFile Upload

Web Public

External Database

Internal Database

| Message Queue |

Task Queue

AN

Entropy Entropy
Assessment Tool Assessment Tool




ESV Demo — DataFile Status

"esvVersion": "1.0"

"dataFileID": 20324,
"status": "success",
"sha256": "489bc841bb364ba86da70b1617138aef76b25dd9196ad669eef40cl441bb6cb88”,
"testCases": |
{
"testCaseDesc": "Estimate entropy with Most Common Value",
"hOriginal": 3.9711943367296096,
"hBitstring": 0.9977303858221566,
"hAssessed": -1,
"retMinEntropy": 3.9711943367296096,
"dataWordSize": 4

Response Body
GET https://demo.esvts.nist.gov:7443/esv/vl/entropyAssessments/<eald>/dataFiles/<dfld>


https://demo.esvts.nist.gov:7443/esv/v1/entropyAssessments/<eaId>/dataFiles/<dfId

ESV Demo — Supporting Documentation NIST

POST /esv/vl1l/supportingDocumentation HTTP/1.1

Host: demo.esvts.nist.gov:7443

Authorization: Bearer
eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCI9.eyJ1YUlkIjoiMjYiLCIkZklkIjoiWzc2LDc3LDc4XSIsInN1YiT6IkU9ZXN2LmNsaWVv
udEBuaXNOLmdvdiwgQ04 9RVNWIENSaWVudCBEZXZ1bGIwWZXIsIE9VPUVTViBMb2NhbCBDbG11bnQsIE89Tk1TVCwgTD1HYW10aGVyc2Jd
lcmecsIFM9TWFyeWxhbmQs IEMIVVMiLCJuYmYiOjE2MTk1INjQ3MTUSImV4AcCI6MTYXOTU2NjUXNSwiaWFO0I joxNJjESNTYONZE1LCJIpc3M
10iJOSVNUIEVTViBMTONBTCJ9.r i3YLVhDZyAkmtQMiHJjOWOEgFQJdJa59pJ2s836B38

Content-Length: 374
Content-Type: multipart/form-data; boundary=----WebKitFormBoundary7MA4YWxkTrZuOgW

--—-WebKitFormBoundary7MA4YWxkTrZuOgW
Content-Disposition: form-data; name="itar”

off

--—-WebKitFormBoundary7MA4YWxkTrZuOgW
Content-Disposition: form-data; name="sdComments”
My comments.
--—-WebKitFormBoundary7MA4YWxkTrZuOgW
Content-Disposition: form-data; name="sdFile"; filename="Test PDF.pdf”
Content-Type: application/pdf

(data)

--—-WebKitFormBoundary7MA4YWxkTrZuOgW

Request Body
POST https://demo.esvts.nist.gov:7443/esv/v1/supportingDocumentation


https://demo.esvts.nist.gov:7443/esv/v1/supportingDocumentation

ESV Demo — Supporting Documentation NIST

{
"esvVersion": "1.0”"
b
{
"sdId": 20002,
"uploadType": "UploadSupportingDocumentation",
"status": "success",
"dataLengthBytes": 30133,
"accessToken":

"eyJhbGciOiJIUZI1INiISINR5cCI6IkpXVCJI9.eyJzZE1kIjoiMjAWMDIiLCIzdWIiOiJFPWVZdi5 ]
bG11bnRAbmlzdC5nb3YsIENOPUVTViBDbG1l1bnQgRGV2ZWxvcGVyLCBPVT1FU1YgTGY jYWwgQ2XpZW
50LCBPPU5JU1Q0SIEWIR2FpdGhlenNidXJInLCBTPUlhenlsYWSKLCBDPVVTIiwibmImI joxNJE5SNTYO

NzI4LCJleHAiOjE2MTkINjY1MjgsImlhdCI6MTYXOTU2NDcyOCwiaXNzIjoiTk1TVCBFULlYgTE9DQU
wifQ.v6Twylk341xya20MzV343BgQ3RInXAsa551T3oufXyg”

}
]

Response Body
POST https://demo.esvts.nist.gov:7443/esv/v1/supportingDocumentation


https://demo.esvts.nist.gov:7443/esv/v1/supportingDocumentation

ESV Demo — JWT

Encoded ..o Decoded oo oo

HEADER: ALGORITHM &

eyJhbGci0iJIUzZITNiIsInRScCI6IkpXVCJY.ey

JZzZE1kIjoiMjAWMDIiLCJzdWIiOiJFPWVZzdi5ijb {

“alg s "HSZ96",
G11bnRAbm1zdC5nb3YsIENOPUVTViBDbG11bnQg o i
RGV2ZWxvcGVyLCBPVT1FU1YgTG9j YWwgQ2xpZW5 )
OLCBPPU5JU1QsIEWIR2FpdGhlcnNidXJnLCBTPU
1Then1sYW5kLCBDPVVTIiwibmJmIjoxNjESNTY@N anr ittt
2I4LCJ1eHAiOFE2MTKINjY1MjgsImlhdCI6MTYx 4
OTU2NDcyOCwiaXNzIjoiTk1TVCBFU1YgTE9DQUW "sdId": "20062", {EE—
ifQ.v6Twy1k341xya20MzV343BgQ3RInXAsa551 S e U ) e, TR

Developer, OU=ESV Local Client, O=NIST, L=Gaithersburg,

T3oufXyg S=Maryland, C=US'

"nbf": 1619564728,

JSON Web Token unwrapped by https://jwt.io.



https://jwt.io/

ESV Demo — Module Information

Implementation

Name: String
Version: String

Type: String
Description: String
Vendor: Organization
Address: Address
Contacts: Person([]

Person

Name: String
Vendor: Organization

Operating Environment
e Name
e Dependencies: Dependency](]

I

Dependency
e Name: String
e Type: String
e Description: String
e CPE: String

Organization

e Name: String
Website: String
Emails: String([]

Emails: String([]
PhoneNumbers]]
o Number
o Type

o Number
o Type

Contacts: Person([]
PhoneNumbers][]

e Addresses: Address|[]

Address

Name: String
Vendor: Organization
Emails: String[]
PhoneNumbers]

o Number

o Type

Using ACVTS to upload and approve general information about the

platform and developer




ESV Demo — Certify

"esvVersion": "1.0”

"itar": false,
"limitEntropyAssessmentToSingleModule": false,
"moduleId": 1,
"vendorId": 1,
"supportingDocumentation”: [
{
"sdId": 2460095,
"accessToken": ".."”
}e

{
"sdId": 2460096,

"accessToken": ”.."”

}
1,

"entropyAssessments": |

{
"eaId": 67,
"oeId": 1,
"accessToken": ”.."”

] Request Body
POST https://demo.esvts.nist.gov:7443/esv/v1/certify


https://demo.esvts.nist.gov:7443/esv/v1/certify

ESV Demo — Certify

"esvVersion": "1.0”

"itar": false,
"limitEntropyAssessmentToSingleModule": false,
"moduleIld": 1,
"vendorId": 1,
"supportingDocumentation": [
{
"sdId": 2460095,
"accessToken": ".."”
b

{
"sdId": 2460096,

"accessToken": ”.."”

}
1,

"entropyAssessments": |

{
"eaId": 67,
"oeId": 1,
"accessToken": ”".."”

] Request Body
POST https://demo.esvts.nist.gov:7443/esv/v1/certify


https://demo.esvts.nist.gov:7443/esv/v1/certify

ESV Demo — Certify

{
"esvVersion": "1.0”"
b
{
"status": "received",
"information": {
"messageList": |
"vendorId name is EXAMPLE VENDOR.",
"moduleId name is EXAMPLE MODULE NAME."”
1/
"entropyAssessmentsReferences": {
"elementList": [
{
"location": "indexPosition:1",
"messageList": |
"oeId name is EXAMPLE OE."
]
}
]
}
}
}
] Response Body

POST https://demo.esvts.nist.gov:7443/esv/v1/certify


https://demo.esvts.nist.gov:7443/esv/v1/certify

ESV HTTP Client

B 1Y Entropy SP800_908 X |+ = X

< C @ localhost:4200/general-inf 78 & o=

<« NIsST

Entropy Home
Notice & Consent

You are accessing a U.S. Government information system, which includes:
Save Resuit As...
this computer,

1.
2. this computer network,

3. all Government-furnished computers connected to this network, and

4. all Government-furnished devices and storage media attached to this network or to a

Primary Noise Source computer on this network.

M You understand and consent to the following: you may access this information system for
authorized use only; unauthorized use of the system is prohibited and subject to criminal
mmmma and civil penalties; you have no reasonable expectation of privacy regarding any
Component communication or data transiting or stored on this information system at any time and for

any lawful Government purpose, the Government may monitor, intercept, audit, and search
and seize any communication or data transiting or stored on this information system; and
any communications or data transiting or stored on this information system may be
disclosed or used for any lawful Government purpose. This information system may contain
Controlled Unclassified Information (CUI) that is subject to safeguarding or dissemination
controls in accordance with law, regulation, or Government-wide policy. Accessing and
using this system indicates your understanding of this warning.

Additional Noise Sources [

Client is a work in progress, screenshots may not represent final
result.



ESV HTTP Client

B O Entropy SP800_908 X  + - X

< C @ localhost:4200 * & ¢ © 2

< NIST

Entropy Main Page  Send Results

Welcome To SP800_90B Entropy Validation website

This website is a Entropy Validation Program tool allowing accredited labs to complete and upload vendor submissions.

To learn more about SP800_90B Entropy click here

Privacy Statement | Privacy Policy | Security Notice | Accessibility Statement | NIST Privacy Program | No Fear Act Policy | Disclaimer | FOIA | Environmental Policy Statement |

Cookie Disclaimer | Scientific Integrity Summary | NIST Information Quality Standards | Commerce.gov | Healthcare.gov | Science.gov | USA.gov

localhost:4200

Client is a work in progress, screenshots may not represent final
result.



ESV HTTP Client

B Y Entropy SP800_908 x |+

< C (@ localhost 4200/general-info 76 7] = :

< NIST

Entropy Home Send Results

Primary Noise Source
Primary Noise Source

Collected Bits Primary noise source (up to 64 characters)

Primary noise source

Each Conditioning

Component
IID Claim false ]

Bits per sample: Range:[1, 8] 1

Alphabet size: Range: [2, 256] |2

Min-Entropy Estimate |0

Physical

Additional Noise Sources []

Client is a work in progress, screenshots may not represent final
result.



ESV HTTP Client

© O Entropy SP800_908 x  + = (i) X

< @] ® localhost:4200/general-info o @& 7 -3

< NlsST

Entropy Home Send Results

) ) Collected Bits ~
Primary Noise Source
Collected Bits Raw noise bits file| Choose Files No file chosen File Name:
Each Conditioning Raw noise file hash
Component SHA-256 of empty message

Number of restarts 1000
Samples per restart 1000
Restart bits file | Choose Files |No file chosen File Name:

Restart bits file hash

SHA-256 of empty message

Client is a work in progress, screenshots may not represent final
result.



ESV HTTP Client

B O Entropy SP800_90B X |+ - o X
& C @® localhost:4200/general-infc s @& v= 2
. ) Each Conditioning Component A
Primary Noise Source
Il Bi --Select-- v
Each Conditioning Order 1
Component
Vetted

Description Selection

-

Narrow Width | Output Bit Length |
Validation number

minnin I minHin 0

Conditioned bits file | Choose Files | No file chosen File Name:

Conditioned bits hash(up to 64 characters)

SHA-256 of empty message

Client is a work in progress, screenshots may not represent final
result.



Questions?

https://github.com/usnistgov/ESV-Server
https://github.com/usnistgov/SP800-90B EntropyAssessment


https://github.com/usnistgov/ESV-Server
https://github.com/usnistgov/SP800-90B_EntropyAssessment
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