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Background

e The 2016 was the first year that Maryland used a statewide paper
voting system.

* The voting system captured and stored images of all ballots cast in
the election. This meant that the election results could be audited at a
ballot level while also eliminating the need to physically handle the
voted ballots.

* We piloted 3 audit methods after the 2016 primary election




What is an audit?

e A comparison of 2 independently produced results that are derived
from the same data.

Why audit election results?

 To protect and ensure the integrity of the election process

* To verify and confirm the accuracy of the voting systems reported
results

* To ensure that the voting system is accurately tabulating ballots

* To ensure that the winners of each contest are called correctly

* To increase confidence in the election results




What types of audits did Maryland pilot
after the 2016 primary election?

* Ballot level audit applying risk limiting principles — The sample size of
ballot images was determined by the margin of victory in the contest
and the ballot images were tabulated manually.

* Fixed percentage audit —100% of all ballot images in 1% of randomly
chosen precincts were manually tabulated.

* Independent Automated Software Audit — Relied solely on
independent software to tabulate the ballot images.




Ballot Level Audit Applying Risk Limiting
Principles

 Consulted with Dennis McGrath, PhD, a statistician and professor at
the University of Baltimore.

* Dr. McGrath selected the contest with the smallest margin of victory.

e Dr. McGrath used Dr. Philip Stark’s publicly available tools and
formulae to determine the number of ballot images to review and

which ballot images to review.

* The ballot images and associated Cast Vote Records were placed into
batches and were manually reviewed and tallied in teams of 2.




Fixed Percentage Audit

Consulted with Dr. Dennis McGrath

Dr. McGrath applied statistical methodologies to ensure that each ballot
cast in the county had an equal chance of being selected, regardless of the
precinct size.

Based on the number of votes cast by precinct, Dr. McGrath assigned a
range for each precinct in each county.

The local election officials used a ten-sided dice to roll a six-digit number
and selected the precinct that fell within that range.

Ballot images from that precinct were put into batches and tallied manually

The total for the precinct was compared to the voting systems precinct
result report.




Independent Automated Software Audit

Pre-Election

* Ballot PDFs were sent to the vendor for the purposes of creating the ballot
definition files (oval positions)

* Voting System’s zero reports by precinct were also provided to the vendor
Post-Election
* Local election officials sent voted ballot images to the vendor

* Vendor provided the State Board of Elections the independent result reports for
comparison

* State Board of Elections sent the vendor precinct level voting system result reports

* Vendor provided 4 different audit reports by county — Comparison of Cards Cast,
Comparison of Ballots Cast by Precinct, Comparison of Votes Cast and Contest
Discrepancy Threshold report




And?




Ballot Level Audit Applying Risk Limiting
Principles

Is unpredictable because it is dependent on the margin of victory in any
given contest.

Is complex and requires the assistance of a statistician.

Would be extremely difficult to implement statewide because of the highly
variable number of ballot images that must be reviewed.

The planning process cannot begin until the day after the election

Local election officials cannot accurately budget or anticipate staffing
needs for this type of audit because the number of ballot images to audit is
unknown until after the election

A close margin could necessitate an almost complete manual re-tabulation
of the ballot images

Human error required an additional review of the ballot images and the
Cast Vote Records




Fixed Percentage Audit

* Does not generate a high level of confidence because only ballot
images from a single or small number of precincts are audited

* Requires the assistance of a statistician

* Is unpredictable because the size of the randomly selected
precinct is unknown

* Raises the question of effectiveness and thoroughness because a
small precinct (15 ballots) could be selected when hundreds of
thousands of ballots could have been cast in that county

* Human errors could require a 2" or 3' manual review of the ballot
Images




Independent Automated Software Audit

* Re-tabulates 100% of the ballot images using tabulation software
that is different than the voting system

Maximizes the use of technology in election administration (a
Maryland legislative mandate)

Requires very little resources from state and local election officials
Can be completed prior to election certification deadlines
Eliminates the subjective and error-prone human element

 User friendly




What criteria guided Maryland in the
selection of an audit method?

Maximize the technological functions of the new voting system

Minimize human error and eliminate chain of custody issues by using
securely stored ballot images, rather than actual voter paper ballots

Minimize the use of valuable staff time at the local election office in the
days following the election

Complete the audit prior to legally binding certification and swearing-in
deadlines

Be conducted at the ballot-level

Be independent of the primary voting system




For all the reasons mentioned...




Maryland selected to use an independent
automated software audit for the 2016
general election. The vendor selected to
perform this audit was the Clear Ballot

Group.

This audit confirmed the accuracy of the
voting system and we discovered a lot more.




What additional discoveries were made as a
result of the tools provided with the
independent automated software audit?




Folds through write-in area resulted in votes
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Residue and scratches on the scanner lens
resulted in overvotes
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The voting systems Cast Vote Record export showed the overvotes but

without the visual representation of the ballot, this issue would have
been difficult to identify

I. Cast Vote
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The ability to see the full ballot
allowed us to see the lines clearly.
This issue was identified prior to
certification and was corrected




Double Pull Issues on high speed scanners

This is when the scanner picks up 2 ballots and scans them as 1
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Hovering over the multi-feed ballots
showed different contests than the one

The ability to see the full ballot allowed us
to see that more than one ballot was
scanned

we expected to see
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|:Making Selections

¢ Fill in the oval to the left of
the name of your choice.

- You must blacken the oval

 completely, and do not.

| make any marks outside of

| tha oval. You do not have
| to vote in every race.
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|'Do hot cross out or erase,
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of tha United States
Vote for 1
r.;‘ ':Ian.a.ld. J mep .
Mew York
and
Michaal Pence

Indlizna
Republican

= Hillary Clinton
Naiw Yark
and
Tim Kaine
Virginia
Democratic

| Ga Johnson

L]

President and Vics President

Representative in Congress
District 3

Vote for 1

<= Mark Plaster
Republican

John Sarbanes

Democratic

Nnabu Eze
Green

or write-in:

I Mayor

This issue was identified prior to

certification and was corrected




What kinds of questions can be answered
using an independent automated software
audit that are challenging, if not impossible,
to answer without one?




There is a large number of overvotes in the Presidential contest.
Why would voters show up to the polls and vote for more than

one candidate for President?

Contests Report

i Blank
Contest Precincts  # Ballots Voted Voted

Votefor1

© Donald J. Trump
New York

and
Michael Pence

Indiana
Republican

@ Hillary Clinton
New York
and

Tim Kaine
Virginia
Democratic

© Gary Johnson
New Mexico
and
Bill Weld
Massachusetts
Libertarian

President - Vice Pres 235 234,452 232,166 1,707

U.s. Senator 235 234,452 229,180 5,185

After reviewing the overvoted ballot
images, we were able to determine
that they were true overvortes.

< Jill Stein
Massachusetts
and
Ajamu Baraka
Georgla
Green

@ or write-in:

Curbs VAT

| President and Vice President
| of the United States

Vote for1
“ Donald J. Trump
New York
and
Michael Pence
Indiana

Republican

© Hillary Clinton
abll'gw‘fork
and
Tim Kaine
Virginia
Democratic

® Gary Johnson
New Mexico
and
Bill Weld
Massachusetts
Libertarian

= Jill Stein
Massachusetts
and
Ajamu Baraka
Georgia

Green

< or write-in:




There is a large number of undervotes in the Presidential contest.
Why would voters show up to the polls and not vote for any

Presidential candidate?

Contests Report

# Blank Over
Contest Precincts  # Ballots Voted

President - Vice Pras 3 234,452

.5, Senator

After reviewing the undervoted ballot
images, we were able to determine
that they were true undervotes.

2001453604515

President and Vice President
of the United States
Vote for 1
= Donald J. Trump
New York
and

Michael Pence
Indiana
Republican

© Donald J. Trump
New York
and
Michael Pence

Indiana
Republican

< Hillary Clinton
Neéw York
and
Tim Kaine
Virginia
Democratic

= GarKIJohnson
lew Mexico
and
Bill Weld
Massachusetts
Libertarian

= Jill Stein
Massachusetts
and
Ajamu Baraka
Georgia
Green

< Hillary Clinton
Hi a|~Jreylw‘/nrk
and
Tim Kaine
Virginia
Democratic

< Gary Johnson
New Mexico
and
Bill Weld
Massachusetts
Libertarian

< Jill Stein
Massachusets
and
Ajamu Baraka
Georgia

Green

< or write-in:

© or write-in:




There is a large number of blank ballots cast. Why would voters
show up to the polls and decide to cast blank ballots?

Dashboard

Election Data

Election Phase

Bzllot type

Approx ballot image dimensions
# Card styles

# Contasts
# Choices

# Parties

# Coumter groups

# Pracinces

# Precincts and card styles

Ballot Scanning Operations

Scam date
Tabulztion date

Tabulator softwars version

# Cards automatically
adjudicat=d

# Pages judzed to be non-
ballots

1st contest
on page 2

last contest
on page 2

-

-

m

Contest Precincts = # Ballots
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estion 1 247

estion A

uestion F
westion G
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westicn |
uestion J
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Blank Ower
Vated Voted Vaoted

347,850




What else can an independent automated
software audit identify?




Identify voting locations where additional poll
worker training is necessary

Side 1 Image Side 2 Image
| EVEVCRO0Ies0Te-L e EV-EVCE-00150874200 During the review of the unreadable ballot
e images, the vendor discovered that the

= i = stubs had been scanned. The stub should
have been removed by the poll worker

prior to scanning.
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ldentifying equipment issues

Dark Images - _LLg!Tt I_n:a‘g_es

i +
E IS S EEE S EEEEEEEEEEEEEE LR EEEEEEEEm

Official Ballot BS 2 - Page 1
Fresidentlal General Election

BALTIMORE CITY/STATE OF MARYLAND ] Novembar B, 201

2BLl6 PRESIDENTIAL GEMERAL ELECTION State of Maryland, Esltimare County
11/86/2815 g

Bl1-BEF, BALLOT STYLE &

JPTHWEN O AT B W eyl . Bat licDonough
TR TR T L A VTERT T TN ] o Rl

(WA R i -

W DN U s B}

@ < Wilary Clrn

LT TRELY | e W TTVERT Y1 AT ‘*”‘rﬁ-: i Wizt 5. Kesprask

Difficial Daliot BS 1-Page 1
Presidantial Genc Bxcsin

Hewp=Ear 8, 2018

Shair of Maryland. Mosigossery Counky

R lIIIIIIIIIIIIIII LU Ton e

gkt
Darure
PRESTOENT - WICE FRES. - - Wrmnmﬁlrysm i
THI - PERSE 5 Geary Johrmon
m 0t ros out o arums, irtivare
U S SEMRTOR- o oiosos . or s vale may nok coutn 2
EATHY SIELTSA ryou mave o mls o Bl Dl

¥ e [reTa—-
ity ey ad Lteanr

it

CORFOGAS & vilfiel Qptional wiite-In = J‘“m’:‘m ao Glcul&!

ita-in: w Voto for up 103
HANOR s or writg-in: Ao Borakn Bl
i = Kathlwen G Gox

7 LeaWaynz Dymeekl
- i - Kaith R, Trutor

REP IM DEMGRISS- - -

" b
To md & chrn

Mot all information printed
on the card. You can see the
bottom of the card in the vasls
image so this not not a = oy e
scanner issue, it is a ballot © Gl vt ok
marking device issue. * ppas

= urmitim

ancu.
the oval ka the beft of S et
drwar lrhnpﬂnlm anie S Meitulln

- p— - . dawi Bl Mssoney

® Wasa i Bty

These issues were discovered by the vendor during the review of unreadable ballots.
In all these cases, the voting system tabulated the ballots correctly.




Anything else?




You can easily see the interesting ways that voters
mark their ballots
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And...

* Helps resolve recount issues or allows for more targeted recounts

* Informs election administrators on issues with ballot design that lead
to voter confusion (high percentage of voter error)

 Can assist election administrators in evaluating how certain precincts
are doing




What about the future?

 Use the technology to analyze Logic & Accuracy images to identify
and address issues with voting equipment prior to an election.

* Include an algorithm that can detect ballot images that are longer
than expected to programmatically identify ballots scanned with
stubs and double pull issues.

e Compare the voting system cast vote records and the independent
automated software audit cast vote records to identify differences at
the ballot level.




Questions?




