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From the Red Book, our current cybersecurity doctrine is predicated 
on trusted systems.  Yet, the cybersecurity community tends to 
ignores untrusted systems.  This is a mistake.  In short, we ought to 
have a strategy for dealing with untrusted systems... Internet of 
Things, ICS, SCADA, Platform IT, and even standalone (one of) 
machines.  Clearly, untrusted systems have utility and have persisted 
for some time.  For this reason, a rudimentary security model is 
provided for untrusted systems. 
 
Reference: 1987-07-31 NCSC-TG-005 Ver.1 Red Book 

Add line that says: 
 

• Annex H — Security model for untrusted IoT (Annex H) 
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See comment #1. 

Add bullet that says: 
 

• Security model for untrusted IoT (Annex H) 
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Major Annex H  
 
See comment #1. 

To understand untrusted systems, we use an nautical analogy:  
 
(a) Consider closed-celled vessels having water-tight integrity; they float, 
but cannot be submerged.  That would correlate to our federal 
information systems (unclassified and classified);  
 
(b) Consider submarines having air-tight integrity, that would be a 
National Security Systems (governed by CNSS issuances);  
 
(c) Consider a lobster trap (no integrity, and fully immersed), that 
would equate to an untrusted system... fully immersed in the wild with 
viruses, malware, and affected by every known and unknown 
malfeasance.  Yet, the device has utility.   
 
At the end of the day, this is where we get our lobster.  Do we sanitize the 
lobster trap?  Do we equip the trap with the latest anti-macrobiotics. 
Absolutely not.  But rest assured, we will boil the lobster! 
 
Likewise, we sanitize the data for ingestion into our federal information 
systems.  For this reason, a rudimentary security model is provided for 
untrusted systems. 
 
Security Model for Untrusted Systems 
Where IoT devices operate in an unprotected mode, designed to receive, 
process, store, and transmit data, the transmission (data output) is 
sanitized or converted prior to being ingested by a trusted system.  Digital 
or printed data may be translated with reprographics, processed through 
the use of cross domain systems, handled manually for transcription, or 
processed with any other non-contact method such that viruses or 
malware cannot be transmitted to a trusted system. 
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