January 3, 2005
Allan C. Eustis
Project Leader- NIST Voting Systems Standards
Technology Building 225 Room B257
100 Bureau Drive, Stop 8901
Gaithersburg , Md. 20899-8901
RE: Response to the NIST and the Technical Guidelines Development Committee (TGDC)

Dear Mr. Eustis,

Democracy Systems welcomes the opportunity to submit the following information for the TGDC standards development process.

The recommendations for TGDC Standards are foundational elements to a secure, manageable, effective, and transparent vote verification solution.
Relative to the TGDC’s three areas of interest:

Section 1 - Human Factors and Privacy

Section 2 - Security and Transparency

Section 3 - Core Requirements and Testing

Human Factors and Privacy:

1. Any voting verification must retain the voters’ right to cast their ballot independently and in complete privacy.  The voting verification system must insure equal accessibility and privacy for all voters, the visually challenged, hearing impaired, disabled, and voters where English is not the primary language.  
2. Any voting verification device should include a metric on the length of time it   

encumbers an average voter to verify the ballot, what percentage of voters actually verify the ballot and of those, what percentage actually verify the entire ballot.  This metric should also include a sum total of the increased amount of time required for an average precinct to process voters for an entire election day.  It is expected that any “voter” verified paper system will substantially impact the amount of time required to vote and thereby the number of DRE units, poll workers and support resources needed to process voters in a reasonable time frame.

3. Any voting verification system should include a metric on the length of time an average poll worker must spend to set up the voting verification device, attending to the device throughout Election Day and the subsequent logistical management of the verifications systems output of data. Similarly, poll worker training metrics should be evaluated on any verification system.
4. Long term printing, paper, ink and repair cost estimates for any verification system that requires paper and printers.  This metric should also include time, cost, and capability of retrofitting and management of existing in-service DRE systems with the voting verification system.  Similarly, logistical impacts of the storage, evaluation, and security handling of all paper generated must be considered.
5. All data output of any verification system must ensure the privacy of every voter and of all ballots cast.

6. Development of Election Code and Legislation for the canvassing of VVPT paper election results from DRE units and the certification of election results.  Election Code should also specifically address the canvassing and certification of an election wherein the DRE software results are inconsistent with the associated vendor generated paper verification system results.

Security and Transparency:
1. Vote Verification is defined as any system that securely and independently verifies or audits the votes cast on a DRE, and/or independently verifies or audits the final election results.  
2. An independent verification system is defined as a system that must be completely independent of the DRE vendor’s software application.  Any verification system that must integrate or receive data from the vendor’s software cannot be defined as “independent”.  

3. All voting verification systems must submit the most recent software version, or hash, to the escrow repository of NIST Software Library and meet acceptable standards for software development.  

4. We strongly encourage that all voting verification solutions offer a defined process of transparency for authorized peer review.

5. We strongly encourage that encryption technologies be included in vote verification system.  
6. Any verification system must be capable generating and providing for third party independent review its data output of any election or election process.

7. We recommend that Independent Verification Systems have an equally important application in the pre and post election activities, election software management monitoring, logic and accuracy testing, acceptance testing and ITA evaluation to further enhance the security and transparency of the election process.
8. Any certified voting verification system must provide the facilities to publish the results of the election audit or verification for public review, to the Web, or other mass medium.  

Core Requirements and Testing:
1. Any voting verification solution must provide for items 1, 5 and 6 of Section 1;  all items of Section 2; and must provide the facilities to independently capture, display and print all ballots cast, all votes cast, provisional ballots, audio ballots, write-in votes, time and date stamps, opening and closing of polls and any other relevant digital or human input relative to the DRE.

2. Any certified voting verification system must provide the facilities to publish the results of the election audit or verification for public review, to the Web, or other mass medium.  
3. Any verification system and its components should meet the “Trustworthy Computing” standards.
4. All voting verification systems must submit the most recent software version, or hash, to the escrow repository of NIST Software Library and meet acceptable standards for software development.  

5. We strongly recommend that all verification systems be used in Logic and Accuracy Testing in pre, if applicable, post election environments.

6. While an independent vote verification system is necessarily not a part of a voting system and related standards, certification for quality software production, testing for accuracy, and assurance of independence of vendor software may be accomplished and verified at the state level for each voting system approved in a state.

Thank you for your invitation to participate in this important matter.  If this information generates any questions or suggestions please do not hesitate to contact me at the number below.
With warm regards and best wises for a wonderful new year, I am

Sincerely yours,

John McLaurin

President and C.E.O.

Democracy Systems, Inc.

Toll Free – 866-671-3373

jmclaurin@democracysystems.com 

