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The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology (NIST) promotes the 1 

U.S. economy and public welfare by providing technical leadership for the nation’s measurement and standards 2 

infrastructure. ITL develops tests, test methods, reference data, proof of concept implementations, and technical 3 

analysis to advance the development and productive use of information technology. 4 

Certain commercial entities, equipment, or materials may be identified in this document in order to describe an 5 

experimental procedure or concept adequately. Such identification is not intended to imply recommendation or 6 

endorsement by the National Institute of Standards and Technology, nor is it intended to imply that the entities, 7 

materials, or equipment are necessarily the best available for the purpose.8 
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1 Introduction 164 

Text written in this style is reserved for editorial comments that have no design decisions. 165 

Text written in this style is reserved for comments that represent open design decisions. 166 

Imagine an intelligent biometric device that is secure, tamper-proof, and spoof resistant. Such a device would 167 

enable biometrics as a viable option for remote authentication. Imagine a new generation of fingerprint 168 

scanner, small enough and thin enough to clip onto a police officer’s uniform—enabling law enforcement to 169 

quickly identify suspects. These envisioned devices require a communications protocol that is secure, globally 170 

connected, and free from requirements on operating systems, device drivers, form factors, and low-level 171 

communications protocols. WS-Biometric Devices is a protocol designed in the interest of furthering this goal, 172 

with a specific focus on the single process shared by all biometric systems—acquisition.  173 

1.1 Terminology 174 

This section contains terminology commonly used throughout this document. First time readers are 175 

encouraged to skip this section and revisit it as needed. 176 

biometric capture device 177 

a system component capable of capturing biometric data in digital form 178 

client 179 

a logical endpoint that originates operation requests 180 

HTTP 181 

Hypertext Transfer Protocol. Unless specified, the term HTTP may refer to either HTTP as defined in 182 

[RFC2616] or HTTPS as defined in [RFC2660]. 183 

payload 184 

the content of an HTTP request or response. An input payload refers to the XML content of an HTTP 185 

request. An output payload refers to the XML content of an HTTP response.  186 

payload parameter 187 

an operation parameter that is passed to a service within an input payload 188 

REST 189 

Representational State Transfer 190 

sensor or biometric sensor 191 

a single biometric capture device or a logical collection of biometric capture devices 192 

submodality 193 

a distinct category or subtype within a biometric modality 194 

target sensor or target biometric sensor 195 

the biometric sensor exposed by a particular service 196 
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[RFC4122] P. Leach, M. Mealling, and R. Salz, A Universally Unique Identifier (UUID) URN Namespace, 
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http://www.w3.org/TR/xml/ W3C Recommendation. November 26, 2008. 
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2 Design Concepts and Architecture 221 

This section describes the major design concepts and overall architecture of WS-BD. The main purpose of a 222 

WS-BD service is to expose a target biometric sensor to clients via web services. 223 

2.1 Tiered Specifications 224 

This specification represents the first in what is envisioned as a series of specifications. Each individual 225 

specification describes a “level”—a numbered collection of capabilities and features. To help preserve 226 

compatibility, additional capabilities will introduced in higher specification levels. Each level should fully 227 

contain the capabilities of its previous level.  As the first level, Level 1, this specification provides the 228 

foundation from which other specifications will be derived. 229 

The following is a brief description of the general capabilities expected to be addressed in the planned levels 230 

of the specification.   231 

 Level 1. Core synchronous acquisition operations via lightweight web service protocols (REST).  232 

 Level 2. Synchronous and asynchronous acquisition operations. Asynchronous messaging might be 233 

achieved via (SOAP-based) web services running on both the client and server or via polling. Live 234 

preview capabilities will be an inherent feature of the specification. Fine-grained authorization 235 

management might be included at this level. 236 

 Level 3. Device discovery and workflow management. The functionality at this level may be better 237 

described by profiling existing web service standards. 238 

It is expected that this “roadmap” will change and accommodate feedback and evolving requirements. Levels 239 

are intended to facilitate backwards compatibility. As a design philosophy, higher levels specifications should, 240 

as much as possible, provide additional, rather substitute functionality. 241 

2.2 Interoperability 242 

ISO/IEC 2382-1 (1993) defines interoperability as “the capability to communicate, execute programs, or 243 

transfer data among various functional units in a manner that requires the user to have little to no knowledge 244 

of the unique characteristics of those units.” 245 

Conformance to a standard does not necessarily guarantee interoperability. There should be an example here 246 

of where this happens by design. 247 

A major design goal of WS-BD is to maximize interoperability, by minimizing the required “knowledge of the 248 

unique characteristics” of a component that supports WS-BD.  249 

There should be an additional note regarding conformance profiles. 250 

2.3 Architectural Components 251 

Before discussing the envisioned use of WS-BD, it may be useful to distinguish between the various 252 

components that might comprise a WS-BD implementation. These are logical components, and may or may 253 
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 The sensor service and biometric sensor are hosted within the same physical component. A physically 279 

integrated service is one where the biometric sensor, and the service that provides access to it, reside 280 

within the same physical component. 281 

Figure 1 depicts a physically separated service. In this scenario, a biometric sensor is tethered to a personal 282 

computer, workstation, or server. The web service, hosted on the computer, listens for communication 283 

requests from clients. An example of such an implementation would be a USB fingerprint scanner attached to 284 

a personal computer. A lightweight web service, running on that computer could listen to requests from local 285 

(or remote) clients—translating WS-BD requests to and from biometric sensor commands. 286 

 287 

 288 

Figure 1. A physically separated WS-BD implementation. 289 

Figure 2 depicts a physically integrated service. In this scenario, a single hardware device has an embedded 290 

biometric sensor, as well as a web service. Similar functionality is seen in many network printers; it is possible 291 

to point a web browser to a local network address, and obtain a web page that displays information about the 292 

state of the printer, such as toner and paper levels.  Clients make requests directly to the integrated device; 293 

and a web service running within an embedded system translates the WS-BD requests to and from biometric 294 

sensor commands. 295 

 296 

Figure 2. A physically integrated WS-BD implementation. 297 

Finally, it should be admitted that from a systems engineering viewpoint, the “separate” versus “integrated” 298 

distinction is indeed a simplification with a high degree of fuzziness.  For example, one might imagine putting 299 

a hardware shell around a USB fingerprint scanner connected to a small form-factor computer. Inside the 300 

shell, the sensor service and sensor are on different physical components. Outside the shell, the sensor 301 

service and sensor appear integrated. The definition of what constitutes the “same” physical component 302 

depends on the particular implementation, and the intended level of abstraction. Regardless, it is a useful 303 
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      <xs:enumeration value="success" /> 563 
      <xs:enumeration value="failure" /> 564 
      <xs:enumeration value="invalidId" /> 565 
      <xs:enumeration value="canceled" /> 566 
      <xs:enumeration value="canceledWithSensorFailure" /> 567 
      <xs:enumeration value="sensorFailure" /> 568 
      <xs:enumeration value="lockNotHeld" /> 569 
      <xs:enumeration value="lockHeldByAnother " /> 570 
      <xs:enumeration value="sensorNeedsInitialization" /> 571 
      <xs:enumeration value="sensorNeedsConfiguration" /> 572 
      <xs:enumeration value="sensorBusy" /> 573 
      <xs:enumeration value="sensorTimeout" /> 574 
      <xs:enumeration value="unsupported" /> 575 
      <xs:enumeration value="badValue" /> 576 
      <xs:enumeration value="noSuchParameter" /> 577 
      <xs:enumeration value="preparingDownload" /> 578 
    </xs:restriction> 579 
  </xs:simpleType> 580 

3.1.6.1 Definitions 581 

The following table defines all of the potential values for the WsbdStatus enumeration. 582 

Value Description 
success The operation completed successfully. 
failure The operation failed. The failure was due to a web service (as opposed to a 

sensor error). 
invalidId The provided id is not valid. This can occur if the client provides a (session or 

capture) id that is either: 

(a) unknown to the server (i.e., does not correspond to a known registration 
or capture result), or 

(b) the session has been marked inactive because too much time has passed 
between operations associated with the provided (session) id 

canceled The operation was canceled. 
 
NOTE: A sensor service might cancel its own operation if it is taking too long. 
This can happen if a service maintains its own internal timeout that is shorter 
than a sensor timeout. 

canceledWithSensorFailure The operation was canceled, but during (and perhaps because of) 
cancellation, a sensor failure occurred. 
 
This particular status accommodates for hardware that may not natively 
support cancelation.  

sensorFailure The operation could not be performed because of a biometric sensor (as 
opposed to web service) failure.  
 
NOTE: Clients that receive a status of sensorFailure should assume that the 
sensor will need to be reinitialized in order to restore normal operation.  

lockNotHeld The operation could not be performed because the client does not hold the 
lock.  
 
NOTE: This status implies that at the time the lock was queried, no other 
client currently held the lock. However, this is not a guarantee that any 
subsequent attempts to obtain the lock will succeed. 

lockHeldByAnother The operation could not be performed because another client currently holds 
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the lock. 
initializationNeeded The operation could not be performed because the sensor requires 

initialization. 
configurationNeeded The operation could not be performed because the sensor requires 

configuration. 
 
Do we require that every service provide a default configuration? If so, then 
would any operation return this? 

sensorBusy The operation could not be performed because the sensor is currently perf 
another task. 
 
NOTE: Services may self-initiate an activity that triggers a sensorBusy result. 
That is, it may not be possible for a client to trace back a sensorBusy status to 
any particular operation. An automated self-check, heartbeat, or other 
activitity such as a data transfer may place the target biometric sensor into a 
“busy” mode. (See §4.13.2.2 for information about post-acquisition 
processing.) 

sensorTimeout The operation was not performed because the biometric sensor experienced a 
timeout. 
 
NOTE: The most common cause of a sensor timeout would be a lack of 
interaction with a sensor within an expected timeframe.  

unsupported The service does not support the requested operation. 
badValue The operation could not be performed because a value provided for a 

particular parameter was either (a) an incompatible type or (b) outside of an 
acceptable range. 

noSuchParameter The operation could not be performed because the service did not recognize 
the name of a provided parameter. 

preparingDownload The operation could not be performed because the service is currently 
preparing captured data for download. (See §4.13.2.2) 

Many of the permitted status values have been designed specifically to support physically separate 583 

implementations—a scenario where it is easier to distinguish between failures in the web service and failures 584 

in the biometric sensor. This is not to say that within an integrated implementation such a distinction is not 585 

possible, only that some of the status values are more relevant for physically separate versions. 586 

For example, a robust service would allow all sensor operations to be canceled with no threat of a failure. 587 

Unfortunately, not all commercial, off-the-shelf (COTS) sensors natively support cancellation. Therefore, the 588 

canceledWithSensorFailure status is offered to accommodate this. Implementers can still offer cancellation, 589 

but have a mechanism to communicate back to the client, that sensor initialization might be required.  590 

3.2 WsbdResult 591 

Unless a service returns with an HTTP error, all WS-BD operations must reply with an HTTP message that 592 

contains a WsbdResult that conforms to the following XML Schema snippet. 593 

<xs:complexType name="WsbdResult"> 594 
 <xs:sequence> 595 
  <xs:element minOccurs="1" name="status" type="wsbd:WsbdStatus"/> 596 
  <xs:element minOccurs="0" name="badFields " nillable="true" type="wsbd:WsbdStringArray"/> 597 
  <xs:element minOccurs="0" name="captureIds " nillable="true" type="wsbd:WsbdUuidArray"/> 598 
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message  A string providing informative detail regarding the output of an operation. 
(Used in almost all operations.) 

contentType  The format of the biometric data for the corresponding capture identifier 
(§4.13, §4.14, §4.15). 

submodality  The submodality of the biometric data for the corresponding capture identifier 
(§4.13, §4.14, §4.15). The submodality is used to distinguish among 
biometrics belonging to the same (major) modality. For example, a multi-
finger scanner might use submodality to distinguish between “flat left index” 
and a “rolled right little” fingers. 

sensorData  The biometric data corresponding to a particular capture identifier (§4.13, 
§4.15). 

sessionId  A unique session identifier (§4.3). 

3.3 Validation 629 

This section should contain information regarding validation of the input and output XML with respect to 630 

schemas. It should have guidance on 631 

 the fact that the XML schema validation is fairly weak, and that additional ‘business logic’ validation is 632 

not encapsulated in the schemas themselves—the biggest example being wsbdresult, a minor 633 

example being forbidden session Ids 634 

 where/if the full schemas for wsbd are externally available in machine-readable form (i.e., not within 635 

this document) 636 

 how a service might behave it is receives xml that is not valid w.r.t. the schemas—in particular 637 

qualifiying datatypes in the dictionary. 638 

 639 
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Operation outputs are provided via WsbdResult, which is contained in the body of an operation’s HTTP 750 

response. 751 

 752 
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register POST register none 
 

  
   




4.3 

register/{sessionId} DELETE unregister none 



    



4.4 

lock/{sessionId} POST try lock none 



    



4.5 

lock/{sessionId} PUT steal lock none 



    



4.6 

lock/{sessionId} DELETE unlock none 



    



4.7 

info GET get common info none 

 




  



4.8 

initialize/{sessionId} POST initialize none   
    




4.9 

configure/{sessionId} 
GET get configuration none   

 


 



4.10 

POST set configuration config   
    




4.11 

capture/{sessionId} POST capture none 


 
  







4.12 

download/{captureid} GET download none 



 



 4.13 

download/{captureid}/info GET get download info none           4.14 

download/{captureid}/{maxSize} GET thrifty download none 



   
   4.15 

cancel/{sessionId} POST cancel operation none   
    




4.16 

The message element is not shown in this table; when it appears it is always optional. 753 

Presence of a symbol in a table cell indicates that operation is idempotent (), a sensor operation (), and 754 

which elements may be present in the operation's WsbdResult (). Likewise, the lack of a symbol in a table 755 

cell indicates the operation is not idempotent, not a sensor operation, and which elements of the operation's 756 

WsbdResult are forbidden. 757 

EXAMPLE: The capture operation (fifth row from the bottom) is not idempotent, but is a sensor 758 

operation. The output may contain the elements status, badFields, and/or captureIds in its 759 

WsbdResult. The detailed information regarding the WsbdResult for capture, (i.e., which elements are 760 

specifically permitted under what circumstances) is found in §4.12. 761 

4.1.3.2 Permitted Status Values 762 

The following table provides a visual summary of the status values permitted. 763 
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4.3.4.2 Failure 811 

Status Value failure 
Condition The service cannot accept the registration request 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “failure” 

Optional Elements message (xs:string, [XSDPart2]) 
an informative description of the nature of the failure 

Registration might fail if there are too many sessions already registered with a service. The message element 812 

must only be used for informational purposes. Clients must not depend on particular contents of the message 813 

element to control client behavior. 814 

See §B.1 for how sensor metadata can be used to determine the maximum number of current sessions a 815 

service can support.  816 
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 859 

Figure 6. Example of how an unregister operation can result in sensorBusy. 860 

4.4.4.4 Bad Value 861 

Status Value badValue 

Condition The provided session id is not a well-formed UUID. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “badValue” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “sessionId” 

Optional Elements None 

See §4.1.2 for general information on how services must handle parameter failures. 862 

Client A Server Client B

Lock owner = {A1234567...}

1:initialize

sessionId={A1234567...}

Client A, holding the lock, can start initialization.

2:unregister

sessionId={B890B123...}

3:unregister

success

Client B does not hold the lock, and can unregister, even 
though the service is performing a sensor operation.

4:unregister

sessionId={A1234567...}

5:unregister

sensorBusy

On a separate thread, Client A makes an unregistration 
request. Client A is not permitted to unregister, because 
Client A both (1) holds the lock and (2) is responsible for a 
pending sensor operation (initialization).

6:initialize

success

7:unregister

sessionId={A1234567...}

8:unregister

success

Now that initialization is finished, Client A can unregister.
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the literal “failure” 
Optional Elements message (xs:string, [XSDPart2]) 

an informative description of the nature of the failure 

Services must reserve a failure status to report system or internal failures and prevent the acquisition of 878 

the lock. Most try lock  operations that do not succeed will not produce a failure status, but more likely a 879 

lockHeldByAnother status (See §4.5.4.4 for an example). 880 

4.5.4.3 Invalid Id 881 

Status Value invalidId 
Condition The provided session id is not registered with the service. 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “invalidId” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “sessionId” 

Optional Elements None 

A session id is invalid if it does not correspond to an active registration. A session id may become 882 

unregistered from a service through explicit unregistration or triggered automatically by the service due to 883 

inactivity (§4.4.4.1). 884 

See §4.1.2 for general information on how services must handle parameter failures. 885 

4.5.4.4 Lock Held by Another 886 

Status Value lockHeldByAnother 
Condition The service could not be locked to the provided session id because the lock is held 

by another client. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “lockHeldByAnother” 
Optional Elements None 

EXAMPLE: The following sequence diagram illustrates a client that cannot obtain the lock (Client B) because 887 

it is held by another client (Client A). 888 

 889 

Figure 7. Example of a scenario yielding a lockHeldByAnother result. 890 

Client A Server Client B

Lock owner = (none)

1:lock

{A1234567...}

Lock owner = {A1234567...}

2:lock

success

3:lock

{B890B123...}

4:lock

lockHeldByAnother
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4.5.4.5 Bad Value 891 

Status Value badValue 

Condition The provided session id is not a well-formed UUID. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “badValue” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “sessionId” 

Optional Elements None 

See §4.1.2 for general information on how services must handle parameter failures. 892 
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4.6.4.3 Invalid Id 945 

Status Value invalidId 
Condition The provided session id is not registered with the service. 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “invalidId” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “sessionId” 

Optional Elements None 

A session id is invalid if it does not correspond to an active registration. A session id may become 946 

unregistered from a service through explicit unregistration or triggered automatically by the service due to 947 

inactivity (§4.4.4.1). 948 

See §4.1.2 for general information on how services must handle parameter failures. 949 

4.6.4.4 Bad Value 950 

Status Value badValue 

Condition The provided session id is not a well-formed UUID. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “badValue” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “sessionId” 

Optional Elements None 

See §4.1.2 for general information on how services must handle parameter failures. 951 
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Optional Elements message (xs:string, [XSDPart2]) 
an informative description of the nature of the failure 

Services must reserve a failure status to report system or internal failures and prevent the release of the 967 

service lock. The occurrence of unlock  operations that fail is expected to be rare. 968 

4.7.4.3 Invalid Id 969 

Status Value invalidId 
Condition The provided session id is not registered with the service. 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “invalidId” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “sessionId” 

Optional Elements None 

A session id is invalid if it does not correspond to an active registration. A session id may become 970 

unregistered from a service through explicit unregistration or triggered automatically by the service due to 971 

inactivity (§4.4.4.1). 972 

See §4.1.2 for general information on how services must handle parameter failures. 973 

4.7.4.4 Bad Value 974 

Status Value badValue 

Condition The provided session id is not a well-formed UUID. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “badValue” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “sessionId” 

Optional Elements None 

See §4.1.2 for general information on how services must handle parameter failures. 975 
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Optional Elements None 

See Appendix A for additional information on common info. 996 

4.8.4.2 Failure 997 

Status Value failure 
Condition The service cannot provide service metadata 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “failure” 

Optional Elements message (xs:string, [XSDPart2]) 
an informative description of the nature of the failure 

 998 
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an informative description of the nature of the failure 

Services must return a canceledWithSensorFailure result if a cancelation request caused a failure within the 1030 

target biometric sensor. Clients receiving this result may need to reattempt the initialization request to 1031 

restore full functionality. See §4.16.2.2 for information about what may trigger a cancelation. 1032 

4.9.4.6 Sensor Failure 1033 

Status Value sensorFailure 
Condition The initialization failed due to a failure within the target biometric sensor 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “sensorFailure” 

Optional Elements message (xs:string, [XSDPart2]) 
an informative description of the nature of the failure 

A sensorFailure status must only be used to report failures that occurred within the target biometric sensor, 1034 

not a failure within the web service (§4.9.4.2). 1035 

4.9.4.7 Lock Not Held 1036 

Status Value lockNotHeld 
Condition Initialization could not be performed because the requesting client does not hold 

the lock 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “lockNotHeld” 
Optional Elements None 

Sensor operations require that the requesting client holds the service lock. 1037 

4.9.4.8 Lock Held by Another 1038 

Status Value lockHeldByAnother 
Condition Initialization could not be performed because the lock is held by another client. 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “lockHeldByAnother” 

Optional Elements None 

4.9.4.9 Sensor Busy 1039 

Status Value sensorBusy 
Condition Initialization could not be performed because the service is already performing a 

different sensor operation for the requesting client. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorBusy” 
Optional Elements None 

4.9.4.10 Sensor Timeout 1040 

Status Value sensorTimeout 
Condition Initialization could not be performed because the target biometric sensor took too 

long to complete the initialization request. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorTimeout” 
Optional Elements None 
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A service did not receive a timely response from the target biometric sensor. Note that this condition is 1041 

distinct from the client’s originating HTTP request, which may have its own, independent timeout.  (See B.2 1042 

for information on how a client might determine timeouts.) 1043 

4.9.4.11 Bad Value 1044 

Status Value badValue 

Condition The provided session id is not a well-formed UUID. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “badValue” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “sessionId” 

Optional Elements None 

See §4.1.2 for general information on how services must handle parameter failures. 1045 
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the target biometric sensor’s current configuration 
Optional Elements None 

There needs to be a reference with respect to what constitutes a well-known configuration 1057 

4.10.4.2 Failure 1058 

Status Value failure 
Condition The service cannot provide the current configuration due to service (not target 

biometric sensor) error. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “failure” 
Optional Elements message (xs:string, [XSDPart2]) 

an informative description of the nature of the failure 

Services must only use this status to report failures that occur within the web service, not the target biometric 1059 

sensor (see §4.10.4.5, §4.10.4.6).  1060 

4.10.4.3 Invalid Id 1061 

Status Value invalidId 
Condition The provided session id is not registered with the service. 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “invalidId” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “sessionId” 

Optional Elements None 

A session id is invalid if it does not correspond to an active registration. A session id may become 1062 

unregistered from a service through explicit unregistration or triggered automatically by the service due to 1063 

inactivity (§4.4.4.1). 1064 

See §4.1.2 for general information on how services must handle parameter failures. 1065 

4.10.4.4 Canceled 1066 

Status Value canceled 
Condition The get configuration operation was interrupted by a cancelation request. 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “canceled” 

Optional Elements None 

See §4.16.2.2 for information about what may trigger a cancelation. 1067 

4.10.4.5 Canceled with Sensor Failure 1068 

Status Value canceledWithSensorFailure 
Condition The get configuration operation was interrupted by a cancelation request during 

which the target biometric sensor experienced a failure 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “canceledWithSensorFailure” 
Optional Elements message (xs:string, [XSDPart2]) 

an informative description of the nature of the failure 
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Services must return a canceledWithSensorFailure result if a cancelation request caused a failure within the 1069 

target biometric sensor. Clients receiving this result may need to perform initialization to restore full 1070 

functionality. See §4.16.2.2 for information about what may trigger a cancelation. 1071 

4.10.4.6 Sensor Failure 1072 

Status Value sensorFailure 
Condition The configuration could not be queried due to a failure within the target biometric 

sensor. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorFailure” 
Optional Elements message (xs:string, [XSDPart2]) 

an informative description of the nature of the failure 

A sensorFailure status must only be used to report failures that occurred within the target biometric sensor, 1073 

not a failure within the web service (§4.9.4.2). 1074 

4.10.4.7 Lock Not Held 1075 

Status Value lockNotHeld 
Condition The configuration could not be queried because the requesting client does not 

hold the lock. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “lockNotHeld” 
Optional Elements None 

Sensor operations require that the requesting client holds the service lock. 1076 

4.10.4.8 Lock Held by Another 1077 

Status Value lockHeldByAnother 
Condition The configuration could not be queried because the lock is held by another client. 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “lockHeldByAnother” 

Optional Elements None 

4.10.4.9 Sensor Needs Initialization 1078 

Status Value sensorNeedsInitialization 
Condition The configuration could not be queried because the target biometric sensor has 

not been initialized. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorNeedsInitialization” 
Optional Elements None 

Services should be able to provide the sensors configuration without initialization; however, this is not strictly 1079 

necessary. Regardless, robust clients should assume that configuration will require initialization. 1080 

4.10.4.10 Sensor Needs Configuration 1081 

Status Value sensorNeedsConfiguration 
Condition The configuration could not be queried because the target biometric sensor has 

not been initialized. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorNeedsConfiguration” 
Optional Elements None 



Specification for WS-Biometric Devices (WS-BD) 
Revision 0 / Draft 1 

 
45 

DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT DRAFT 

 

Services may require configuration to be set before a configuration can be retrieved if a service does not 1082 

provide a valid default configuration. 1083 

4.10.4.11 Sensor Busy 1084 

Status Value sensorBusy 
Condition The configuration could not be queried because the service is already performing 

a different sensor operation for the requesting client. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorBusy” 
Optional Elements None 

4.10.4.12 Sensor Timeout 1085 

Status Value sensorTimeout 
Condition The configuration could not be queried because the target biometric sensor took 

too long to complete the request. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorTimeout” 
Optional Elements None 

A service did not receive a timely response from the target biometric sensor. Note that this condition is 1086 

distinct from the client’s originating HTTP request, which may have its own, independent timeout.  (See B.2 1087 

for information on how a client might determine timeouts.) 1088 

4.10.4.13 Bad Value 1089 

Status Value badValue 

Condition The provided session id is not a well-formed UUID. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “badValue” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “sessionId” 

Optional Elements None 

See §4.1.2 for general information on how services must handle parameter failures. 1090 
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A session id is invalid if it does not correspond to an active registration. A session id may become 1125 

unregistered from a service through explicit unregistration or triggered automatically by the service due to 1126 

inactivity (§4.4.4.1). 1127 

4.11.4.4 Canceled 1128 

Status Value canceled 
Condition The set configuration operation was interrupted by a cancelation request. 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “canceled” 

Optional Elements None 

See §4.16.2.2 for information about what may trigger a cancelation. 1129 

4.11.4.5 Canceled with Sensor Failure 1130 

Status Value canceledWithSensorFailure 
Condition The set configuration operation was interrupted by a cancelation request during 

which the target biometric sensor experienced a failure 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “canceledWithSensorFailure” 
Optional Elements message (xs:string, [XSDPart2]) 

an informative description of the nature of the failure 

Services must return a canceledWithSensorFailure result if a cancelation request caused a failure within the 1131 

target biometric sensor. Clients receiving this result may need to perform initialization to restore full 1132 

functionality.  See §4.16.2.2 for information about what may trigger a cancelation. 1133 

4.11.4.6 Sensor Failure 1134 

Status Value sensorFailure 
Condition The configuration could not be set due to a failure within the target biometric 

sensor. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorFailure” 
Optional Elements message (xs:string, [XSDPart2]) 

an informative description of the nature of the failure 

A sensorFailure status must only be used to report failures that occurred within the target biometric sensor, 1135 

not a failure within the web service (§4.11.4.2). Errors with the configuration itself should be reported via an 1136 

unsupported (§4.11.4.12), badValue (§4.11.4.13), or badValue  status (§4.11.4.14). 1137 

4.11.4.7 Lock Not Held 1138 

Status Value lockNotHeld 
Condition The configuration could not be queried because the requesting client does not 

hold the lock. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “lockNotHeld” 
Optional Elements None 

Sensor operations require that the requesting client holds the service lock. 1139 

4.11.4.8 Lock Held by Another 1140 

Status Value lockHeldByAnother 
Condition The configuration could not be set because the lock is held by another client. 
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Required Elements status (WsbdStatus, §3.1.6) 
the literal “lockHeldByAnother” 

Optional Elements None 

4.11.4.9 Sensor Needs Initialization 1141 

Status Value sensorNeedsInitialization 
Condition The configuration could not be set because the target biometric sensor has not 

been initialized. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorNeedsInitialization” 
Optional Elements None 

Services should be able to set the configuration without initialization; however, this is not strictly necessary. 1142 

Similarly, clients should assume that setting configuration will require initialization. 1143 

4.11.4.10 Sensor Busy 1144 

Status Value sensorBusy 
Condition The configuration could not be set because the service is already performing a 

different sensor operation for the requesting client. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorBusy” 
Optional Elements None 

4.11.4.11 Sensor Timeout 1145 

Status Value sensorTimeout 
Condition The configuration could not be set because the target biometric sensor took too 

long to complete the request. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorTimeout” 
Optional Elements None 

A service did not receive a timely response from the target biometric sensor. Note that this condition is 1146 

distinct from the client’s originating HTTP request, which may have its own, independent timeout. (See B.2 for 1147 

information on how a client might determine timeouts.) 1148 

4.11.4.12 Unsupported 1149 

Status Value unsupported 
Condition The requested configuration contains one or more values that is are syntactically 

and semantically valid, but not supported by the service. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “unsupported” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the field name(s) that corresponding to the 
unsupported value(s) 

Optional Elements None 

Returning multiple fields allows a service to indicate that a particular combination of parameters is not 1150 

supported by a service.  See §4.1.2 for additional information on how services must handle parameter 1151 

failures. 1152 
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An example regarding a webcam that only supports particular combinations of resolution & frame rates might 1153 

be helpful here. 1154 

4.11.4.13 Bad Value 1155 

Status Value badValue 
Condition Either: 

(a) The provided session id is not a well-formed UUID, or, 
(b) The requested configuration contains a parameter value that is either 

syntactically (e.g., an inappropriate data type) or semantically invalid 
(e.g., a value outside of an acceptable range). 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “badValue” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains either  
(a) the single field name, “sessionId”, or 
(b) the field name(s) that contain invalid value(s) 

Optional Elements None 

Notice that for the set configuration operation, an invalid URL parameter or one or more invalid input payload 1156 

parameters can trigger a badValue status. 1157 

See §4.1.2 for general information on how services must handle parameter failures. 1158 

4.11.4.14 No Such Parameter 1159 

Status Value noSuchParameter 
Condition The requested configuration contains a parameter name that is not recognized by 

the service. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “noSuchParameter” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the field name(s) that are not recognized by the 
service 

Optional Elements None 

See §4.1.2 for general information on how services must handle parameter failures. 1160 
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4.12.4.4 Canceled 1197 

Status Value canceled 
Condition The capture operation was interrupted by a cancelation request. 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “canceled” 

Optional Elements None 

See §4.16.2.2 for information about what may trigger a cancelation. 1198 

4.12.4.5 Canceled with Sensor Failure 1199 

Status Value canceledWithSensorFailure 
Condition The capture operation was interrupted by a cancelation request during which the 

target biometric sensor experienced a failure 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “canceledWithSensorFailure” 
Optional Elements message (xs:string, [XSDPart2]) 

an informative description of the nature of the failure 

Services must return a canceledWithSensorFailure result if a cancelation request caused a failure within the 1200 

target biometric sensor. Clients receiving this result may need to perform initialization to restore full 1201 

functionality. See §4.16.2.2 for information about what may trigger a cancelation. 1202 

4.12.4.6 Sensor Failure 1203 

Status Value sensorFailure 
Condition The service could perform the capture due to a failure within the target biometric 

sensor. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorFailure” 
Optional Elements message (xs:string, [XSDPart2]) 

an informative description of the nature of the failure 

A sensorFailure status must only be used to report failures that occurred within the target biometric sensor, 1204 

not a failure within the web service (§4.12.4.2).  1205 

4.12.4.7 Lock Not Held 1206 

Status Value lockNotHeld 
Condition The service could not perform a capture because the requesting client does not 

hold the lock. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “lockNotHeld” 
Optional Elements None 

Sensor operations require that the requesting client holds the service lock. 1207 

4.12.4.8 Lock Held by Another 1208 

Status Value lockHeldByAnother 
Condition The service could not perform a capture because the lock is held by another 

client. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “lockHeldByAnother” 
Optional Elements None 
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4.12.4.9 Sensor Needs Initialization 1209 

Status Value sensorNeedsInitialization 
Condition The service could not perform a capture because the target biometric sensor has 

not been initialized. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorNeedsInitialization” 
Optional Elements None 

Services should be able perform capture without explicit initialization. However, the specification recognizes 1210 

that this is not always possible, particularly for physically separated implementations. Regardless, for 1211 

robustness, clients should assume that setting configuration will require initialization. 1212 

4.12.4.10 Sensor Needs Configuration 1213 

Status Value sensorNeedsConfiguration 
Condition The capture could not be set because the target biometric sensor has not been 

configured. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorNeedsConfiguration” 
Optional Elements None 

A service should offer a default configuration to allow capture to be performed without an explicit 1214 

configuration. Regardless, for robustness, clients should assume that capture requires configuration. 1215 

4.12.4.11 Sensor Busy 1216 

Status Value sensorBusy 
Condition The service could not perform a capture because the service is already performing 

a different sensor operation for the requesting client. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorBusy” 
Optional Elements None 

4.12.4.12 Sensor Timeout 1217 

Status Value sensorTimeout 
Condition The service could not perform a capture because the target biometric sensor took 

too long to complete the request. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “sensorTimeout” 
Optional Elements None 

A service did not receive a timely response from the target biometric sensor. Note that this condition is 1218 

distinct from the client’s originating HTTP request, which may have its own, independent timeout. (See §B.2 1219 

for information on how a client might determine timeouts.) 1220 

4.12.4.13 Bad Value 1221 

Status Value badValue 

Condition The provided session id is not a well-formed UUID. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “badValue” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “sessionId” 

Optional Elements None 
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See §4.1.2 for general information on how services must handle parameter failures. 1222 
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The first method is to perform the post-processing within the capture operation itself. I.e., capture not only 1244 

blocks for the acquisition to be performed, but also blocks for the post-processing—returning when the post-1245 

processing is complete. This type of capture is the easier of the two to both (a) implement on the client, and 1246 

(b) use by a client. 1247 

EXAMPLE: Figure 8 illustrates an example of a capture operation that includes post-processing. Once 1248 

the post-processing is complete, capture ids are returned to the client.  1249 

 1250 

Figure 8. Including post-processing in the capture operation means downloads are immediately available when capture 1251 

completes. 1252 

In the second method, post-processing may be performed by the web service after the capture operation 1253 

returns. Capture ids are still returned to the client, but are in an intermediate state. This exposes a window of 1254 

time in which the capture is complete, but the biometric data is not yet ready for retrieval or download. Data-1255 

related operations (download, get download info, and thrifty download) performed within this window return 1256 

a preparingDownload status to clients to indicate that the captured data is currently in an intermediate 1257 

state—captured, but not yet ready for retrieval.  1258 

EXAMPLE: Figure 9 illustrates an example of a capture operation with separate post-processing. 1259 

Returning to the example of the fingerprint scanner that transforms a raw biometric sample into a 1260 

template after acquisition, assume that the service performs templitiazation after capture returns. 1261 

During post-processing, requests for the captured data return preparingDownload, but the sensor 1262 

itself is available for additional operations. 1263 

Client Server

1:capture

sessionId={A1234567...}

The client sends a capture request to the service.

Acquisition Within the capture operation, the service performs both the acquisition 
and any post-processing.

Post-processing

2:capture

captureId = {C1D10123...}

After post-processing, the service provides a capture id to the 
requesting client.

3:download

captureId = {C1D10123...}

4:download

(biometric data)

The requesting client uses the capture ids to download the biometric 
data.
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 1264 

Figure 9. Example of capture with separate post-acquisition processing that does involve the target biometric sensor. 1265 

Because the post-acquisition processing does not involve the target biometric sensor, it is available for sensor operations. 1266 

Services with an independent post-processing step should perform the post-processing on an independent 1267 

unit of execution (e.g., a separate thread, or process). However, post-processing may include a sensor 1268 

operation, which would interfere with incoming sensor requests.  1269 

EXAMPLE: Figure 10 illustrates another variation on a capture operation with separate post-1270 

processing. Return to the digital camera example, but assume that it is a physically separate 1271 

implementation and capture operation returns immediately after acquisition. The service also has 1272 

post-acquisition process that downloads the image data from the camera to a computer. Like the 1273 

previous example, during post-processing, requests for the captured data return preparingDownload. 1274 

However, the sensor is not available for additional operations because the post-processing step 1275 

requires complete control over the camera to transfer the images to the host machine: preparing 1276 

them for download. 1277 

Client Server

1:capture

sessionId={A1234567...}

The client sends a capture request to the service.

Acquisition Within the capture operation, the service performs both the acquisition 
and any post-processing.

2:capture

captureId={12345...}

After acquisition, the service provides a capture id to the requesting 
client.

begin

Post-processing capture {12345...}
In the background, the service starts post-processing.

3:download

captureId={12345...}

Once a capture id is available, the client can make a request to 
download.

4:download

preparingDownload

However, since the post-processing is not yet complete, the service 
returns "preparingDownload" since the requested capture result is not 
yet ready.

5:capture

sessionId={A1234567...}

The service does not use the sensor during the post-processing step. 
The client can successfully perform another capture.

Acquisition

6:capture

captureId={ABCDE...}

end

Post-processing capture {12345...}

7:download

captureId = {C1D10123...}

8:download

(biometric data)

Now that the post-processing for CAPTURE_ID is finished, the client 
can download the biometric data.
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 1278 

Figure 10. Example of capture with separate post-acquisition processing that does involve the target biometric sensor. 1279 

Because the post-acquisition processing does not involve the target biometric sensor, it is available for sensor operations. 1280 

Unless there is an advantage to doing so, when post-acquisition processing includes a sensor operation, 1281 

implementers should avoid having a capture operation that returns directly after acquisition. In this case, 1282 

even when the capture operation finishes, clients cannot perform a sensor operation until the post-acquisition 1283 

processing is complete. 1284 

In general, implementers should try to combine both the acquisition and post-acquisition processing into one 1285 

capture operation—particularly if the delay due to post-acquisition processing is either operationally 1286 

acceptable or a relatively insignificant contributor to the combined time. 1287 

A download operation must return failure if the post-acquisition processing cannot be completed 1288 

successfully. Such failures cannot be reflected in the originating capture operation —that operation has 1289 

already return successfully with capture ids. Services must eventually resolve all preparingDownload statuses 1290 

to success or failure. Through get common info, a service can provide information to a client on how long to 1291 

wait after capture until a preparingDownload is fully resolved. 1292 

4.13.2.3 Client Notification 1293 

A client that receives a preparingDownload must poll the service until the requested data becomes available. 1294 

However, through get common info, a service can provide “hints” to a client on how long to wait after capture 1295 

until data can be downloaded (§B.2.6)  1296 

Client Server

1:capture

sessionId={A1234567...}

The client sends a capture request to the service.

Acquisition Within the capture operation, the service performs both the acquisition 
and any post-processing.

2:capture

captureId={12345...}

After acquisition, the service provides a capture id to the requesting 
client.

begin

Post-processing capture {12345...}
In the background, the service starts post-processing.

3:download

captureId={12345...}

Once a capture id is available, the client can make a request to 
download.

4:download

preparingDownload

However, since the post-processing is not yet complete, the service 
returns "preparingDownload" since the requested capture result is not 
yet ready.

5:capture

sessionId={A1234567...}

The service uses the sensor during the post-processing step. No client 
can successfully perform another sensor operation.

Acquisition

6:capture

BUSY

end

Post-processing capture {12345...}

7:download

captureId = {C1D10123...}

8:download

(biometric data)

Now that the post-processing for CAPTURE_ID is finished, the client 
can download the biometric data.

9:capture

sessionId={A1234567...}

Futhermore, clients can again perform successful capture.

Acquisition

10:capture

captureId={ABCDE...})
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Required Elements status (WsbdStatus, §3.1.6) 
the literal “failure” 

Optional Elements message (xs:string, [XSDPart2]) 
the literal “failure” 

A service might not be able to provide the requested data due to failure in post-acquisition processing, a 1320 

corrupted data store or other service or storage related failure. 1321 

4.13.4.3 Invalid Id 1322 

Status Value invalidId 
Condition The provided capture id is not recognized by the service. 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “invalidId” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “captureId” 

Optional Elements None 

A capture id is invalid if it was not returned by a capture operation. A capture id may become unrecognized by 1323 

the service automatically if the service automatically clears storage space to accommodate new captures 1324 

(§B.3).  1325 

See §4.1.2 for general information on how services must handle parameter failures. 1326 

4.13.4.4 Bad Value 1327 

Status Value badValue 

Condition The provided capture id is not a well-formed UUID. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “badValue” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “captureId” 

Optional Elements None 

See §4.1.2 for general information on how services must handle parameter failures. 1328 

4.13.4.5 Preparing Download 1329 

Status Value preparingDownload

Condition The requested data cannot be provided because the service is currently 
performing a post-acquisition process—i.e., preparing it for download 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “preparingDownload” 

Optional Elements None 

See the usage notes for both capture (§4.12.2) and download (§4.13.2) for full detail. 1330 
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a RFC2045/RFC2046 compliant xs:string [XSDPart2] describing the 
captured data 

submodality (xs:string, [XSDPart2]) 
a description of the submodality of the captured data 

Optional Elements None 

A successful get download info operation returns all of the same information as a successful download 1345 

operation (§4.13.4.1), but without the sensor data. 1346 

4.14.4.2 Failure 1347 

Status Value failure 
Condition The service cannot provide the requested data. 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “failure” 

Optional Elements message (xs:string, [XSDPart2]) 
the literal “failure” 

A service might not be able to provide the requested data due to failure in post-acquisition processing, a 1348 

corrupted data store or other service or storage related failure. 1349 

4.14.4.3 Invalid Id 1350 

Status Value invalidId 
Condition The provided capture id is not recognized by the service. 

Required Elements status (WsbdStatus, §3.1.6) 
the literal “invalidId” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “captureId” 

Optional Elements None 

A capture id is invalid if it was not returned by a capture operation. A capture id may become unrecognized by 1351 

the service automatically if the service automatically clears storage space to accommodate new captures 1352 

(§B.3).  1353 

See §4.1.2 for general information on how services must handle parameter failures. 1354 

4.14.4.4 Bad Value 1355 

Status Value badValue 

Condition The provided capture id is not a well-formed UUID. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “badValue” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “captureId” 

Optional Elements None 

See §4.1.2 for general information on how services must handle parameter failures. 1356 

4.14.4.5 Preparing Download 1357 

Status Value preparingDownload

Condition The requested data cannot be provided because the service is currently 
performing a post-acquisition process—i.e., preparing it for download 

Required Elements status (WsbdStatus, §3.1.6) 
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the literal “preparingDownload” 
Optional Elements None 

See the usage notes for both capture (§4.12.2) and download (§4.13.2) for full detail. 1358 
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A capture id is invalid if it does not correspond to a capture operation. A capture id may become unrecognized 1394 

by the service automatically if the service automatically clears storage space to accommodate new captures 1395 

(§B.3).  1396 

See §4.1.2 for general information on how services must handle parameter failures. 1397 

4.15.4.4 Bad Value 1398 

Status Value badValue 

Condition The provided capture id is not a well-formed UUID. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “badValue” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains one or both of the following fields:  
‐ “captureId” if the provided session id not well-formed 
‐ “maxSize” if the provided maxSize parameter is not well-formed 

Optional Elements None 

See §4.1.2 for general information on how services must handle parameter failures. 1399 

4.15.4.5 Unsupported 1400 

Status Value unsupported 
Condition The service does not support thrifty download, 

Required Elements status 

must be populated with the WsbdStatus literal "badValue" 

badFields 

must be populated with a WsbdStringArray (§3.1.4) that contains the single field 
name, “maxSize”—i.e. “<element>maxSize</element>”. 

Optional Elements None 

Services that capture biometrics that are not image-based should return unsupported. 1401 

4.15.4.6 Preparing Download 1402 

Status Value preparingDownload

Condition The requested data cannot be provided because the service is currently 
performing a post-acquisition process—i.e., preparing it for download 

Required Elements None 
Optional Elements None 

Like download, the availability of thrifty download data may also be affected by the sequencing of post-1403 

acquisition processing. See §4.13.2.2 for detail. 1404 

 1405 
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A session id is invalid if it does not correspond to an active registration. A session id may become 1449 

unregistered from a service through explicit unregistration or triggered automatically by the service due to 1450 

inactivity (§4.4.4.1). 1451 

See §4.1.2 for general information on how services must handle parameter failures. 1452 

4.16.4.4 Lock Not Held 1453 

Status Value lockNotHeld 
Condition The service could cancel the operation because the requesting client does not 

hold the lock. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “lockNotHeld” 
Optional Elements None 

Sensor operations require that the requesting client holds the service lock. 1454 

4.16.4.5 Lock Held by Another 1455 

Status Value lockHeldByAnother 
Condition The service could not cancel the operation because the lock is held by another 

client. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “lockHeldByAnother” 
Optional Elements None 

 1456 

4.16.4.6 Bad Value 1457 

Status Value badValue 

Condition The provided session id is not a well-formed UUID. 
Required Elements status (WsbdStatus, §3.1.6) 

the literal “badValue” 

badFields (WsbdStringArray, §3.1.4) 
an array that contains the single field name, “sessionId” 

Optional Elements None 

See §4.1.2 for general information on how services must handle parameter failures. 1458 
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Appendix A Common Info 1459 

This contains detailed information on the set of “well-accepted” metadata potentially available from a get 1460 

common info operation. 1461 

A.1 Data Dictionary 1462 

Data types used here can be moved into the global data dictionary (§3), or, if there are no data types unique to 1463 

this section, than this subsection can be removed. 1464 

A.1.1 H3 1465 

A.1.1.1 H4 1466 
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Appendix B Parameter Details 1467 

This subsection details the individual parameters available from a get common info operation. For each 1468 

parameter, the following information is listed: 1469 

 The formal parameter name 1470 

 The expected data type of the parameter’s value 1471 

 If a the service is required to implement the parameter 1472 

B.1 Connections 1473 

The following parameters describe how the service handles session lifetimes and registrations.  1474 

B.1.1 Last Updated 1475 

Formal Name lastUpdated 
Data Type xs:dateTime [XSDPart2] 
Required Yes 

This parameter provides a timestamp of when the service last updated the common info parameters (this 1476 

parameter not withstanding). The timestamp must include time zone information. Implementers should 1477 

expect clients to use this timestamp to detect if any cached values of the (other) common info parameters 1478 

may have changed. 1479 

B.1.2 Inactivity Timeout 1480 

Formal Name inactivityTimeout 
Data Type xs:nonNegativeInteger [XSDPart2] 
Required Yes 

This parameter describes how long, in seconds, a session may be inactive before it may be automatically 1481 

closed by the service. A value of ‘0’ indicates that the service never drops sessions due to inactivity. 1482 

Inactivity time is measured per session. Services must measure it as the time elapsed between (a) the time at 1483 

which a client initiated the session’s most recent operation and (b) the current time. Services must only use 1484 

the session id to determine a session’s inactivity time. For example, a service does not maintain different 1485 

inactivity timeouts for requests that use the same session id, but originate from two different IP addresses. 1486 

Services may wait longer than the inactivity timeout to drop a session, but must not drop inactive sessions 1487 

any sooner than the inactivityTimeout parameter indicates. 1488 

B.1.3 Maximum Concurrent Sessions 1489 

Formal Name maximumConcurrentSessions 
Data Type xs:positiveInteger [XSDPart2] 
Required Yes 

This parameter describes the maximum number of concurrent sessions a service can maintain. Upon startup, 1490 

a service must have zero concurrent sessions. When a client registers successfully (§4.3), the service increases 1491 
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its count of concurrent sessions by one. After successful unregistration (§4.4), the service decreases its count 1492 

of concurrent sessions by one   .  1493 

B.1.4 Least Recently Used (LRU) Sessions Automatically Dropped 1494 

Formal Name autoDropLruSessions 
Data Type xsd:boolean [XSDPart2] 
Required Yes 

This parameter describes whether or not the service automatically unregisters the least-recently-used session 1495 

when the service has reached its maximum number of concurrent session. If true, then upon receiving a 1496 

registration request, the service may drop the least-recently used session if the maximum number of 1497 

concurrent sessions has already been reached. If false, then any registration request that would cause the 1498 

service to exceed its maximum number of concurrent sessions results in failure.  1499 

B.2 Timeouts 1500 

Clients should not block indefinitely on any operation.  However, since different services may differ 1501 

significantly in the time they require to complete an operation, clients require a means to determine 1502 

appropriate timeouts. The timeouts in this subsection describe how long a service waits until the service 1503 

either returns sensorTimeout or initiates a service-side cancellation (§4.16.2.1). Services may wait longer than 1504 

the times reported here, but, (under normal operations) must not report a sensorTimeout or initiate a 1505 

cancelation before the reported time elapses. In other words, a client should be able to use these timeouts to 1506 

help determine a reasonable upper bound on the time required for sensor operations. 1507 

Note that these timeouts do not include any round-trip and network delay—clients should add an additional 1508 

window to accommodate delays unique to that particular client-server relationship. 1509 

B.2.1 Detailed Info Timeout 1510 

Formal Name detailedInfoTimeout 
Data Type xsd:nonNegativeInteger [XSDPart2] 
Required Yes 

This parameter describes how long, in milliseconds, a service will wait for a target biometric sensor to perform 1511 

a detailed information operation before it returns sensorTimeout (§4.12.4.12) or initiates a service-side 1512 

cancellation (§4.16.2.1).  1513 

B.2.2 Initialization Timeout 1514 

Formal Name initializationTimeout 
Data Type xs:positiveInteger [XSDPart2] 
Required Yes 

This parameter describes how long, in milliseconds, a service will wait for a target biometric sensor to perform 1515 

initialization before it returns sensorTimeout (§4.9.4.10) or initiates a service-side cancellation (§4.16.2.1).   1516 

B.2.3 Get Configuration Timeout  1517 

Formal Name getConfigurationTimeout 
Data Type xs:positiveInteger [XSDPart2] 
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Required Yes 

This parameter describes how long, in milliseconds, a service will wait for a target biometric sensor to retrieve 1518 

its configuration before it returns sensorTimeout (§4.10.4.12) or initiates a service-side cancellation 1519 

(§4.16.2.1). 1520 

B.2.4 Set Configuration Timeout  1521 

Formal Name setConfigurationTimeout 
Data Type xs:positiveInteger [XSDPart2] 
Required Yes 

This parameter describes how long, in milliseconds, a service will wait for a target biometric sensor to set its 1522 

configuration before it returns sensorTimeout (§4.11.4.11) or initiates a service-side cancellation (§4.16.2.1). 1523 

B.2.5 Capture Timeout 1524 

Formal Name captureTimeout 
Data Type xs:positiveInteger [XSDPart2] 
Required Yes 

This parameter describes how long, in milliseconds, a service will wait for a target biometric sensor to perform 1525 

biometric acquisition before it returns sensorTimeout (§4.11.4.11) or initiates a service-side cancellation 1526 

(§4.16.2.1). 1527 

B.2.6 Post-Acquisition Processing Time 1528 

Formal Name postAcquisitionProcessingTime 
Data Type xsd:nonNegativeInteger [XSDPart2] 
Required Yes 

This parameter describes an upper bound on how long, in milliseconds, a service takes to perform post-1529 

acquisition processing. A client should not expect to be able to download captured data before this time has 1530 

elapsed. Conversely, this time also describes how long after a capture a server is permitted to return 1531 

preparingDownload for the provided capture ids. A value of zero (‘0’) indicates that the services includes any 1532 

post-acquisition processing within the capture operation. 1533 

B.2.7 Lock Stealing Prevention Period 1534 

Formal Name postAcquisitionProcessingTime 
Data Type xsd:nonNegativeInteger [XSDPart2] 
Required Yes 

This parameter describes the length, in seconds, of the lock stealing prevention period (§4.6.2.2). 1535 

B.3 Storage 1536 

The following parameters describe how the service stores captured biometric data. 1537 

B.3.1 Maximum Storage Capacity 1538 

Formal Name maximumStorageCapacity 
Data Type xs:positiveInteger [XSDPart2] 
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Required Yes 

This parameter describes how much data, in bytes, the service is capable of storing. 1539 

B.3.2 Least-Recently Used Capture Data Automatically Dropped 1540 

Formal Name lruCaptureDataAutomaticallyDropped 
Data Type xsd:boolean [XSDPart2] 
Required Yes 

This parameter describes whether or not the service can automatically deletes the least-recently-used capture 1541 

to stay within its maximum storage capacity. If true, the service may automatically delete the least-recently 1542 

used biometric data to accommodate for new data. If false, then any operation that would require the service 1543 

to exceed its storage capacity would fail. 1544 
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Appendix C Configuration 1545 

There should be discussion here about how a client might go about determining a configuration—either 1546 

building it from the “bottom up” based on the parameter descriptions, or, by simple substitution from a default 1547 

configuration. 1548 

C.1 Parameter Description 1549 

This section will contain information on how a service describes the configuration parameters that can be set. 1550 
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Appendix D Content Type Data 1551 

D.1 Content Type 1552 

This subsection contains a catalog of content types for use in conformance profiles. Error! Reference source 1553 

not found. details which data format are appropriate  1554 

D.2 Image Formats 1555 

image/bmp  
image/jpeg  
image/png  
image/tiff  
 1556 

D.3 Video Formats 1557 

 1558 

D.4 General Biometric Formats 1559 

biometric/ansi-nist-itl-2000  
biometric/cbeff-xxx  
 1560 

D.5 Modality-Specific Formats 1561 

 1562 

biometric/iso-19794-  
  
 1563 

 1564 
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Appendix E Security Profiles 1565 

E.1 None 1566 

This section will describe a configuration in which all security is established at a lower network level. 1567 

Implementers should only use this security profile for testing and development. 1568 

E.2 HTTPS 1569 

This section will describe a configuration in which HTTPS is used for encryption purposes. There should be a 1570 

note about the optional use of 1571 

 Basic or digest authentication 1572 

 Client-side certificates 1573 

E.3 OpenID & OAuth 1574 

This section might describe a configuration using OpenID and/or OAuth to control access to the service at a fine 1575 

level of granularity. This may be out of scope for this revision of the document. 1576 

 1577 
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Appendix F Live Preview 1578 

This section will contain guidance on how to support live preview. 1579 
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Appendix G Pending Issues 1580 

The following is a list of pending/open issues regarding the WS-BD specification. 1581 

1. It is assumed that messages are returned from the service in a single language. Integrated 1582 

multilingual support might be supported by a special sensor service configuration operation, or, by 1583 

supporting multiple languages within the messages returned by a service. 1584 

2. Should there be a ‘try configuring’ operation that tests to see if a configuration is valid before it 1585 

executes it? Would the results have any sort of runtime guarantees, or more of a test to determine 1586 

if a configuration is supported or not? Would this operation require a lock? 1587 

3. Should we allow sensor data to also contain XML, rather than just a base64 encoded payload? Is 1588 

there are role for XML/binary hybrids? 1589 

4. Should we allow for content negotiation? 1590 

5. Should the LSPP be determined automatically, based on the longest running sensor operation? 1591 

 1592 
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Appendix I Revision History 1603 

Draft 0—Initial release. Operations and data types are well defined, but detailed documentation is not yet 1604 

complete. Appendixes (metadata, conformance, and security profiles) are not yet written.  1605 

Draft 1—Second release. Made significant improvements based on public comment. Removed ‘Detailed Info’ 1606 

and augmented ‘Get Content Type’ into ‘Get Download Info.’ Detailed operation documentation is complete, 1607 

but appendixes still need work. 1608 
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