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- Business perspective Phil Komarny, Vice President of Innovation, Salesforce
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Questions and Answers

If you have questions about today’s presentation or the future of skills-based learning and hiring, please add
it to the Q&A box.




Open Skills N

The Open Skills Network (OSN)




Why Do Skills Matter?

O

«  Skills describe work in granular, modular, and flexible ways
Education and career pathways can be modularly defined and adapted using skills

«  Skills give us more transparency for connecting job descriptions, resumes, and educational
credentials
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What are “Open Skills”?
O

 As people move between learning and jobs, they need to be able to communicate their skills in
different contexts

«  Employers and educators need to be able to understand skills that people bring from somewhere
else

Proprietary and siloed skills definitions don’t allow learning and hiring processes to flow through
thriving ecosystems

OPEN SKILLS NETWORK
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What is the Open Skills Network?

O

Our Vision
«  The Open Skills Network (OSN) is a coalition of employers, education providers, military, and other
stakeholders dedicated to advancing skills-based education and hiring. The OSN envisions a world
where individuals are trained for in-demand skills and hired for what they can do.

Our Goals
e Create the foundation to advance a more equitable labor market.
e Empower learner-workers to understand and communicate the value of their skills, talent, and
experiences.
e Eliminate barriers to implementing skill-based education and hiring practices across industry
sectors at scale.
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What is the Open Skills Network Doing?

O

Building the Skills Ecosystem

Implementing Rich Skills Descriptors (RSDs)

Developing open toolsets (including the Open Skills Management Tool)
Creating a national network of skills libraries

Developing a skills community of practice
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What are “Rich Skill Descriptors” (RSDs)?

O

« RSDs enable us to explore the details of a skill and quickly get the contextual information needed to
understand a particular skill, ensuring all users of skills are working from the same definitions

« Each RSD has a unique web address - anyone can create links between skills and other data -
enabling the combination of data from multiple diverse sources

« RSDs are both humanly readable (like exploring information related to my own skills) and machine-
actionable (like apps that recommend learning opportunities based on my skills)
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What is the Open Skills Management Tool (OSMT)?
O

« To help organizations develop and collaborate around skills libraries, the OSN is developing a free,

open source tool to facilitate the production of RSD-based open skills libraries, called the Open
Skills Management Tool (OSMT)

«  Existing programs, curricula, and job descriptions can all use these open libraries as “Rosetta
stones” for understanding skills in a portable, machine-actionable way
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WGU @ Open Skills Management Tool Collections Erg

i — jo R5Ds  Collections .
White labeled header Simple and advanced

search options

[ creatersp € CREATE COLLECTION ¢t BATCH IMPORT RSDs Advanced Search

RSD Librar
Create RSDs and y
collections 413 RSDs found based on and your filters. Viewing 1-50.

Draft Published Archived

CATEGORY ~ RICH SKILL DESCRIPTOR SELECT
—

AWS Certified Infrastructure Component Security ses

Security

Specialty

Act on one or more

. . @ Published RS DS
LI b rary O rg an I Zed by Keywords: AW Certified Security Specialn: AWS Clowd Security
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Specialty
@ Published

HKeywords: AWSs Certified Security Specialty: AWS

Detailed Occupations: Information Security Analysts @ S I I
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RICH SKILL DESCRIPTOR

Infrastructure
Component Security

Author: Western Governors University
@ Published Jan 26 2021

SKILL STATEMENT

Secure Amazon Web Senvices (AWS) infrastructure components, including
Amazon Elastic Compute Cloud (Amazon ECZ), Amazon Simple Storage Service
{Amazon 53), and hosted database instances.

CATEGORY

AWS Certified Security Specialty

KEYWORDS

AWS Certified Security Specialty; AWS Cloud Security

STAMDARDS
MICE: Protect and Defend

CERTIFICATIONS

CCSP

OCCUPATIONS

DETAILED OCCUPATIONS
15-1212 Information Security Analysts

O*MNET JOB ROLES
15-1122.00 Information Security Analysts

Wiew All Groups
EMPLOYERS

ALIGMMENT

AWS Cerrified Security Specialoy

COLLECTIONS WITH THIZ RSD

Cybersecurity Collection

Supporting metadata

CATEGORY

AWS Certified Security Specialty

KEYWORDS

AWS Certified Security Specialty; AWS Cloud Security

STANDARDS

MICE: Protect and Defend

CERTIFICATIONS
CCSP

OCCUPATIONS

DETAILED OCCUPATIONS
15-1212 Information Security Analysts

O*NET JOB ROLES
15-1122.00 Information Security Analysts

View All Groups
EMPLOYERS

ALIGNMENT

AWS Certifled Security Specialty S n
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OSN Progress to-date

O

Officially launched September 2020
800+ network members, 350+ partnered organizations
4 Work Groups: Governance,Technical, Market Leadership, and Policy

Skills sector pilots March-June 2021
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Skills Sector Pilots

O

Goal: Develop RSD collections with collaborative partners through pilots that result in RSDs that can be
published within OSMT and released in June 2021. The published RSD collections will empower
organizations to access and use open skills data for their own use cases.

Pilot Objectives:

. Validate RSD data schema across multiple industries

. Develop Open Skills Libraries

. Create recommendations and practices for use of OSMT

. Allow early users to test OSMT functionality for their institutions and needs

. |dentify opportunities for continuous improvement in process and tools
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Why this work Is important

Equitable pathways in the global shift to skills-based learning and hiring: a business perspective
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Salesforce o R0 5
Economy Q ®

Global Jobs
4.2M ¢

°

New Salesforce economy
jobs
by 2025

Global Americas Western Europe Asia Pacific
Economic Impact Jobs: 1.6M Jobs: 492K Jobs: 799K

Revenue: $634B Revenue: $242B Revenue: $208B

$ 1.2T @ Canada @ Mexico @ Spain (s) Germany Australia @ India
New bus|ness revenue Jobs: 33K Jobs: 223K Jobs: 49K Jobs: 62K Jobs: 42K Revenue: Jobs: 548K
by 2025 Revenue: $20B Revenue: $38B Revenue: $17B Revenue: $30B $26B Revenue: $67B

Y @ United States @ Brazil @ United Kingdom @ France @ Japan Singapore
= [IDC | Jobs: 869K Revenue: ~  Jobs: 491K Jobs: 144K Jobs: 154K Jobs: 200K Jobs: 9K

= $514B Revenue: $62B Revenue: $71B Revenue: $79B Revenue: $110B Revenue: $6B

@ Netherlands
Jobs: 35K
Revenue: $23B

Source: IDC white paper sponsored by Sa!esforce,
The Salesforce Economic Impact: 4.2 Million New Jobs, Rest of World JObS: 1.3M Revenue: $98B

$1.2 Trillion of New Business Revenues from 2019 to 2024, October 2019.
The statements are based on the data from 2019 through 2024.



The Accelerated Digital Skills Gap @
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Vaccine Cloud

Digital Health
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Integration Inventory
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@ Intelligence 6 - & a'
" @ Automation Workflow Personalization Low Code
Training &
Certification d : Scheduling .
) , Single Source
Billions of of Truth Data Streams Segments Privacy
Recipients —_ i
Consent - = yperforce_—

Notifications ‘ ‘
Outcome Vaccine
Monitoring Administration

Command
Center




21

Skills are Powering the Digital Imperative @

MA\ I
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Importance
of Digital Apps

Shift to
Digital Channels

Support for
Digital Employees

Growth of Digital
Communities



Trailhead @

Learn on-demand at your own pace for free

Trailhead Platform

SANT 0r MO, raie, 80 o e iy Uu
157 hadges, TA7,77% poirie

Free, gamified learning platform that empowers @
anyone to skill up for the future

Home leamv  Oedentisis v Communty v For Companies v

Trailhead GO
=g

Learn marketable skills from anywhere on the WELCOME EMILY! LET'S LEARN SOMETHING NEW TODAY 1
Trailhead GO mobile app In Progress Trails & Trailmixes Vo AN 26
Trailhead LIVE " rampan — - Asopasn

2 @
Reinvented classroom experience with live- _ | , .

Build Your Marketing Cloud Consulting Leam CRM Fundamentals for Lightning Create Compeiling Content with

. Practice Experience Content Buslder

streamed expert-led classes on today’s most in- ettty i et oo, S oo et s

demand Skl”S C + @ S5 O + € 515 o+ @ 8%




Trailblazers are Growing their Careers with Trailhead

1/3

found a new job or
made a career change

50%

Got a promotion or
raise

Source: Valoir, June 2020

2/3

More productive

because of Trailhead




Earn Resume-Worthy Credentials

Skill-based Badges

800+ badges that showcase your knowledge in a
specific topic area

Role-based Credentials
Salesforce Certifications - globally recognized
credentials that give you a competitive edge

Superbadges - capstone projects that put your skills
to the test in real-world business scenarios

TRAILHEAD

o e, o om . Im@

Home  Learn v Cradlentials v Community v~ Foe Companies v COVID-19 ~

BLAZE NEW TRAILS IN YOUR CAREER
Earn globally recognized credentials

Salesforoe credentials grow your resume and highlight your skills. Prove your hands-on

axpenence with Salesforce and gt a competitae odge that lpads 1o new apportunities |

CHOOSE YOUR ROLE

No matier your roke, Saestorce hos a path just for you.

- A € 7
4«4 ¥
Suleslonce Saliestoncy Salestan Salestar Swesfarce
A st rator Srchilect Desvloger Marzsetee Comultam

ANMIMICTDATAD ADOCNCAMTIAIC
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Trailblazers are Reaching New Milestones

2.8M

Learners

33M

Badges

Earned

2014 2015 2016 2017 2018 2019 2020




Trailhead Skills Span the Salesforce Ecosystem

|

P02 0BEC

Technologies

Virtual Collaboration Salesforce Platform Flow Builder
Public Speaking Skills Salesforce Customer 360 Einstein Pots
Fearless Teaming CRM Process Automation
Equality Ally Strategies Sales Cloud Digital Transformation
Storytelling & Communication Service Cloud Artificial Intelligence

Learn
your way to your next opportunity



Trailblazer.me Profile
Showcase your experience on your reinvented resume

Unified Profile
Single view of your expertise and experience across , ®
. . . Tuilblazer me i Ly Casteth
Trailhead, Trailblazer Community, AppExchange and

more

o Y ® .

Skills Graph
Emily Castelli

Trailhead
Personalized graph that showcases all of a Future Salstorce Admin I
Trailblazer’s abilities that badges represent | &
1 am working towards becoming o Salesforce Admen and am o Tralihead super user! [ am a proud

mamber of the Austin Women i Tech Trallblazer Community Group. | iove connecting with fellow
100 96,000 10

MmNty members in AusTin and around the word! Looking for Caner opporunties

NE  tralwiarermefidiecestels @ o o
Go to Trallhead

Trailblazer Community Connections

Vanity URL
Custom short URL that links back to your
Trailblazer.me profile and can be shared with future

hievements

14 09090
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A Personal and Trusted Skills Profile &

Capture, Evaluate and Validate :;w Credential

ljﬁ-‘: Engine

R 4

Capture
Open Badges

3

Evaluate
Open Skills

Verify

Verified Credentials
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Chart Your Own Learning Journey ,
Trailhead provides learning for every stage of your career % nghe:r
’ Education
0 \
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Skill up for the future ‘
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Credential Engine and the Credential
Transparency Description Language (CTDL)

Linked Open Data infrastructure for credential and skills transparency




Credential Engine;
Our Mission and Vision

Credential Engine is a non-profit whose mission is to map the
credential and skills landscape with clear and consistent
Information, fueling the creation of resources that empower people
to find the pathways that are best for them.

We envision a future where millions of people worldwide have
access to information about credentials and skills that opens their
eyes to the full range of opportunities for learning, advancement,
and meaningful careers.

3\

2\
=
w
=

=



=),
N~

Who We Are

©)
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Non-profit
Community built
Vendor agnostic

Data Driven

Mission oriented around credential, skills, and

pathways transparency

What We Do

O

O

@)

@)

O

(@]

Advocate for credential and skills transparency
Develop and support linked open data schemas
Provide open, interoperable infrastructure

Build and mobilize partnerships

Provide expertise and services

What We Do NOT Do

Collect or verify personally identifiable

information

Issue credentials /
Verify issued credentials \




Credential Transparency llluminates Paths to a Better Future

There are | milion credentials
nffarad in the LIS With sn marny
to choose from~and without
vadespread adoption of
standards for comparing and
evaluating them~people get lost
ond lose ocut on opportunity.
Together, we and our partners
are working to build a inked open
data network that everyone can
access for timely and trusted
information about credentials.

a CREDENTIALS

Credentials include diplomas, badges,
certificates, bcenses, apprenticeships,
certifications, and degrees of all
types and levels that represent key
competencies signaling whata
persan knows ar ran do

WHAT:

TRANSPARENCY

Credential transparency makes essential
information about credentials and
competencles public, easily accessible,
and actionable so that credentials can be
better understood and pursued based on
what it takes to earn them, what they
represent, and the jobs they can lead to.

HOW:
TECHNOLOGY

Credential transparency is made
possible by technology. The Credential
Transparency Description Language
(CTDL) schema allows us to catalog,
organze, and compare credentials and
related information. Credential data

from autharitative sources using CTOL
s openly avallable in the Credential
Registry for anyone, anytime, anywhere
to search and compare credentials.

WHY:

PATHWAYS

The easier it is to access and use
curniparable sfurnmation about
credentals, the easier it is for people
to find the most effective paths to
fearn the right skills and find the best
Jobs. Credential transparency ensures
equitable information about quality
pathways to opportunities, makes
those pathways discoverable, and
empowers Individuats aleng the way.

DESIGNED BY TREMENDOUSNESS

Learn more at www.tremendo, us

We're dong ow port
10 create ond benefit
froen transporancy’

Traraparancy helpa ua
be moee efficient and
flaxinia by using data
to dezcribe jobs and
align oppartunity.

1
more clearly desribe the
credentiols we offer, their quality
and value, and how they meet
the needs of individuals,
businesses, and the community,

a DPEHT"(
Ans”c*

N The Credential Reg»sr.ry
r and CTDL

o0

|| NN

We kmw e sklls
finkedt 1o specific
jobs!

Ths nformation helps me
find quality cradentials thot
maet my needs!

How can | pregare
for G good pb?

WE CAN

discover and hire people who
have the gkills and competencies

we need for the jobs of today
while effectively planning for and
signaling the needs of tomorrow.

Credentiol
trangparency ofows
Us 10 reveo| credentol
opportunties digned
0 workforcs needs

' Credential
/‘\\ Engine-

# wa share cur
credental data
using CTOL, than
we can alluse it to
battar navigate!

Cradentiol Registry data
shows us the path from
lacrning 1o credenticls

10 coreers!

.
understand the availability, costs,
time, and value of the different
credentials avaiable to us.
Transparency lets us see how
best to get where we're going

WE CAN

better understand the credentials
ovailable, which are high quality,
and can better support and infoern
people to meet talent and
aconemic needs.




Credential Engine’s Open Technologies

Community — A wide range of stakeholders provide and receive technical assistance and other
services to both publish to the Registry and consume the data it houses. Credentialing bodies,
developers, and other users have access to resources such as do-it-yourself guides, best practices, and
technical support.

[]
o
[1]

CREDENTIAL
—— FINDER

S ———”’

Credential Publishing Tools Credential Registry Credential Finder
Transparency After creating a user More thgn a database, A tool to vieyv and |
Description account, organizations the Registry collects explore_ the mformaﬂon
Language use t.he.API or any of the and connects stored in the Registry.
Common language that Publlshlng_System.tools credential gnd sk!lls
describes key features of to convert information to data described with

: ) CTDL and publish to the CTDL and supports an
credentials and skills. Registry. open applications 34

https://credreq.net

marketplace.
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Accredit, approve, endorse,
recognize credentials and/or Quality

Credentialing credentialing organizations Assurance
Entities

Organizations _ _
Publish credentials

and skills in CTDL

\ >

Issue / Publish

credentials to credentials, skills,

learners Issued _ and jobs in CTDL
credentials Credential
contain CTDL Registry (CTDL)
and URIs

Credential -
Earners Use CTDL data to hire, upskill, and re-skill




Digital Badges: Baked-in Linked Open Data

Tags —

Alignments,—
including
URIs to the
Registry

Earning
Criteria

—

m—

S—

Sme—

"type™: "BadgeClass",
"id": "https:Vapi.demo.badgr.com/public/badges/a2l JxZEAScmPZiolCOtqkA",
"@context": "https:/iw3id.org/openbadgesiva”,
"name": "Evaluate Secure Cloud Data Solutions®,
"image"; {
"id": "https://media.demo_badgr.com/uploads/badges/3caf0e26-c564-4e87-8731-87943b239e60.png”

h
"description”: "The graduate evaluates secure cloud data solutions to safeguard data, personally identifiable information, and information resources.",
"igsuer": "https:/fapi.demo badgr.com/publicissuersiolL3mBhzSgm8amDtgqBdkg”,
"tags™: [

"cloud computing security”,

"cloud security”,

"computer data storage”,

"data security”,

"digital dafa",

"digital data slorage”,

"encryption”,

"management”,

"resource analysis”,

"strategic planning",

"personal information protection”,
"electronic documents act”

COMPETENCY

"alignment": [
{
"targetName": "Cloud Computing Security: Determine Cloud Access Controls”,
"targetUr!": "hitps://staging.osmt.dev/api/skills/440fedEb-6bb3-48c2-b532-6d0a3040efe1”,
"targetDescription”: "Determine user or group access control and remote access eligibility or privilege for cloud security.”,
“targetFramework”: "OSMT

h

{
"targetMame": "Cloud Computing Security: Basic Principles of Cloud Security”,
“targetUrl": "https://staging.osmt.dev/apilskills/8e 115bad-6787-4193-0601-5a734229e52", EVAI-U ATE SECU RE
"targetDescription™: "ldentify the basic principles of cloud security.",
“targetFramework": "OSMT" CLOU D DATA
“targetName": "Data Security: Resource Protection”,
"targetUrl"; "hitps.//staging.osmt.dev/apifskills/2d9f8ci-2c06-40a4-a2c6-c0810e35008f", So I_UT IO‘N S

"targetDescriptio Protect resources from unauthorized viewing or use by closing windows, minimizing windows, or turning monitors off.”,
"targetFramework": "OSMT"
13
{
“targetMame": "Digital Data: Storage Mechanisms®,
"targetUrl": "hitps://staging.osmt.dev/api/skills/efbddd1 e-4a59-4f0c-9de1 -1a5elcafadde”,
"targetDescription”: "Implement proper data storage mechanisms for specific types of files or data.”,
“targetFramework”: "OSMT

"targetName": "Encryption: Data Access and Privacy”,

"targetUrl": "hitps://staging.osmt.dev/api/skills/fc39aa71-45ad-41e4-a104-2f62 1b00200e",

"targetDescription™: "Define the requirements for ongoing data access and privacy.",
"targetFramewaor| QSMT

}

I
"eriteria": {

"id": "https :/Aww.wgu.edulonline-it-degrees/cybersecurity-information-assurance-bachelors-program. himl",

"narrative™: "Successful completion of assessment activities supporting this competency and its underlying skills:\n\n**Cloud Computing Security: Determine Cloud Access Controls™ - Determine
user or group access control and remote access eligibility or privilege for cloud security \n\n**Cloud Computing Security: Basic Principles of Cloud Security™ - Identify the basic principles of cloud
security.\n'\n**Data Security: Resource Protection*® - Protect resources from unauthorized viewing or use by closing windows, minimizing windows, or turning monitors off.\n\n**Digital Data: Storage
Mechanisms™ - Implement proper data storage mechanisms for specific types of files or data.\n\n""Encryplion: Data Access and Privacy*” - Define the requirements for ongoing data access and
privacy \n\n**Encryption: Data Decryption** - Decrypt retrieved data.\n\n™"Encryption: Data Storage* - Encode data to then upload it to a storage location.\n\n**Management: Resource Analysis™ -
Determine resources needed to support an organization or process.\n'\n"*Management: Strategic Planning™ - Develop a strategic plan for an organization or process \n\n"*Personal Information
Protection And Electronic Documents Act: Compliance™ - Implement policies and processes to ensure thal organizations comply with the Personal Information Protection and Electronic
Documents Act.\n\n**Parsonal Information Protection And Electronic Documents Act: Personal Information Protection And Electronic Documents Act Compliance** - Implament policies and
processes to ensure that organizations comply with the Personal Information Protection and Electronic Documents Act."




Supporting Rich Descriptions of Credentials and Skills

N

n

Credential issuer information

Learning opportunities and assessments

Skills and competencies earned

Alighments to quality assurance frameworks
Connections, such as stacking of credentials and
combining of skills

Accreditation and other third-party quality recognitions
Occupational alignment

Prerequisites, requirements, cost, and time to earn
Jurisdiction and revocation where applicable
Transfer value to other institutions

Components of education and career pathways
Bridges to jobs, work roles, and tasks

Aggregate outcome and labor market information

37



Credential
Transparency
Description Language
(CTDL)

A linked open data schema
modeled on the semantic web
for transparency and
comparability of credential and
skill information.

https://credreg.net
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NICE Cybersecurity Workforce Framework: Skills

U.S. Department of Commerce National Institute of Standards and Technology (NIST)

The MNational Initiative for Cybersecurity Education (NICE) Cybersecurity Workforce Framework components hammer. Skills needed for cybersecurity rely less on physical manipulation of tools and instruments and
provide the means to identify work roles and related knowledge, skills, abilities and tasks of cybersecurity more on applying tools, framewaorks, processes, and controls that have an impact on the cybersecurity
waork. Skill is often defined as an observable competence to perform a learned psychomotor act. Skillsinthe posture of an organization or individual. Current version as of January 18, 2018.

psychomotor domain describe the ability to physically manipulate a tool or instrument like a hand ora

&2 374 Competencies » «; 1Related Learning Opportunity » «§ 2 Framework Alignments » = 2 Competency Alignments »

Last Updated: 2020-04-27

NICE Cybersecurity Workforce Framework: Abilities

U.S. Department of Commerce Naticnal Institute of Standards and Technology (NIST)

The MNational Initiative for Cybersecurity Education (NICE) Cybersecurity Workforce Framework components  work. Ability is defined as competence to perform an observable behavior or a behavior that results in an
provide the means to identify work roles and related knowledge, skills, abilities and tasks of cybersecurity observable product. Current version as of January 18, 2018.

@2 176 Competencies » « 2 Framework Alignments » < 2 Competency Alignments »

Last Updated: 2020-04-27

NICE Cybersecurity Workforce Framework: Tasks

U.S. Department of Commerce Naticnal Institute of Standards and Technology (NIST)

The Mational Initiative for Cybersecurity Education (NICE) Cybersecurity Workforce Framework components  that, combined with other identified Tasks, compose the work in a specific specialty area or work role.
provide the means to identify work roles and related knowledge, skills, abilities and tasks of cybersecurity Current version as of January 18, 2018.
work. A Task in the Cybersecurity Workforce Framework is a specific defined piece of cybersecurity work

&% 1006 Competencies » 5 3 Framework Alignments » = 3 Competency Alignments »

Last Updated: 2020-04-27
NICE Cybersecurity Workforce Framework: Knowledge
U.S. Department of Commerce Naticnal Institute of Standards and Technology (NIST)

The Mational Initiative for Cybersecurity Education (NICE) Cybersecurity Workforce Framework components  work. Knowledge is a body of information applied directly to the performance of a function. Current versi
provide the means to identify work roles and related knowledge, skills, abilities and tasks of cybersecurity as of January 18, 2018. 39



Linked Open Data Connections in CTDL

[:RE[][N'I‘IA[ The Credential Finder is a tool for

- exploring all of the information
HN DER published to the Credential Registry.

Q, Search ~ ® About ~

NICE Cybersecurity Workforce Framework: Skills

MICE Cybersecurity Workforce Framewaork: Skills
U.S. Department of Commerce National Institute of Standards and Technology (NIST)

. . Registry Information
Description

CTID ce-bfl 39ee2-ccle-dea5-97ch-6deal 7ebebeb
The National Initiative for Cybersecurity Education (NICE) Cybersecurity Workforce Framework components provide the means to identify wor URI
as an observable competence to perform a learned psychomotor act. Skills in the psychomotor domain describe the ability to physically manip;
¥ v . . X . | Raw Metadata
physical manipulation of tools and instruments and more on applying tools, frameworks, processes, and controls that have an impact on the cy

https://credentialengineregistry.org/resources,/ce-bfl 38ee-ccle-dea5-97cb-Gdeal 7ebebeb

Explore this Framework ' aLans vitpa /o

| .
m Connections Concept Schemes *i _"httpe://cradentislengicen

Connections

Referenced By Learning Opportunities et pn

WRH . 111 Lo lfappliad-cybscsscurity/nice/nics

IT-212 Introduction to Computer Networks e (o
Students will learn the basics of interconnectivity of computing systems. With fundamental networking knowledge, students will design a l:na*s.iI Wt tp =

Related Competency Frameworks

Information Technologies (BS)
BS.ITE: Information Technologies (BS)

{‘3} NICE Cybersecurity Workforce Framework: Skills

JSON-LD

View JSON-LD and CTID
40



Education and career pathways with

CTDL and RSDs

Education and Career Pathway
CTDL Components

Assessment

Basic

Co-curricular

Competency/Skill/RSD

Course

Credential

Extracurricular

Job

Work Experience

Education and career pathways identify one

or more starting points and various
components along routes with options for
arriving at a destination goal.

Any pathway can have multiple options to
help a person achieve their education and
career goals.

CTDL supports designing and publishing

education and career pathways and related

RSDs as linked open data.

A
7-]’ .



Pathway Pathway Pathway Pathway
EEEEEE— — —> <
Component Component Component Component FEIE
Origin Destination
Counting By Addition and Multiplication - Grade School Basic Math
MNext—p» —Mext —Arrive At <«
Tens Subtraction = and Division > Math Certificate Pathway
Origin Destination

Pathway > Pathway

[ Component Component )
Route 1
Pathway \ 3 Pathway ¢
Component Component Ry
Origin Route 2 Destination
Pathway Pathway )
Component Component
~——» Javalevel1 ——Nexi—» Javalevel2 [——
Freedi Choose Erell Programming
Programming — Route Arrive At Programming €— )
\ Concepts J Certificate e
Origin Destination

“—>» C#Level1 —Next—» C#Level2 —




RSDs and CTDL Pathways in Cybersecurity

Work in progress examples that will be widely available and shareable soon




What kind of cyber jobs are there?

&SN

Open Skills Network

OPEN SKIL

C/her Seek INTERACTIVE MAP ARETR PATHWAY
CYBERSECURITY CAREER PATHWAY FEEDER ROLE ENTRY-LEVEL
There a y [ unities f
t art ( 3l [
yDerse iy Spe {
oo rvhersa tv Th echnicia
| | +
b it mn \
\y
itor pport 23 between thernr
ind deta ( 3 Cybersecurity
alaries. credentials and 5e Specialist /
: - ) each role Technician
': Share

¢>Embed

u

MID-LEVEL

ABOUT

ADVANCED-LEVEL
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What does that mean? @Sn

Open Skills Network

Cybersecurity Specialist / Technician

AVERAGE SALARY @ COMMON JOB TITLES @ REQUESTED EDUCATION (%) @ TOP SKILLS REQUESTED @
OO ANN . nas * 1 ’
VU UV a Sem Srs i
. . T 4 ; Sub-8A Bacheiors Graduate
—yosrseECnty e R SpeCigist Informaton SeCunt Degree  Degree nfore S 5
Specialist 7 ST N =T SN - YA % o s x 2
Technician ¢ ERGTTSER] ITGRIVOY SPEEa)
TOTAL JOB OPENINGS @ COMMON NICE CYBERSECURITY TOP CERTIFICATIONS REQUESTED @ 5 s¢ B
WORKFORCE FRAMEWORK CATEGORIES
D 70 ¢ enneciniormaion o3 6 \unerap ty assessment
: Securely Provision v Securlty Professional (CISSP
Cybersacurity o SANS/GIAC Centificatc Y B
Specialist R e
Technician Operate and Maintain v o ComoTIA Security=
- o Certfies infarmation Systerr 8 .
. Protect and Defend v e

Am’yu v o Cartfiec ‘:""?'f';—:j e

Investigate v

OPEN SKILLS NETWORK 45



On-ramp to explore and discover @Sn

Open Skills Network

OPEN SKILLS NETWORK 46


http://www.youtube.com/watch?v=6-IWlZNnyss

On-ramp to explore and discover @Sn

Open Skills Network

IT-253 Computer Systems Security

@ Edit
(' Finder

Southern New Hampshire University ;53
Learning Opportunity

Basic Info Location Info More Info

Connect to this Learning Opportunity Available Online

Abou

Students

concepts
informati
within thq

Audie]

Bachelq

OoP

Competencies

3 Teaches 3 Competencies

Connections

Credentials

Security Specialist Superbadge
Salesforce i Required For 1 Credential

Superbadges in Trailhead show that you can take what you've learned and apply it to advanced, real-world business
requirements. Concepts Tested in This Superbadge: Data Security User Authentication User Permissions What You'll be Doing
to Eam This Superbadge: Create necessary user permissions Set record-level security settings Set appropriate password
policies Track field-level changes Set up reporting Set up two-factor authentication Track changes to Salesforce settings

Digital Badge

Conditions

Description:
Superbadges in Trailhead show that you can take what you've learned and apply it to advanced, real-world business requirements.

Concepts Tested in This Superbadge:

Data Security

User Authentication Sa IESfD rce

User Permissions

47




Foundational pathways (on-ramps) @Sn

Open Skills Network

LRNC

\ C TIA ITF+ Bad,
‘ omp + Badge

Sx-t?fxfecurity CompTIA e

CompTIA ITF+ Certiflicate

CYBER SECURITY COURSE: Ivy Tech Community
College - INFM109 - Learning Path Part 1 - TEChI'IDng}F
BADGE Informatics Support
k Technician
COURSE: SNHU IT-200 ; by SNHU
@ verified

Fundamentals of Infermation
Techmology

\ COURSE: SNHU IT-202 :

Computer Operating Systems

@ Published: Mar 8, 2021

/

TRAILHEAD

COURSE: vy Tech Community
College - ITSP135
Hardware/Soft

Learning Path Part 2

I
pasnbay

CompTIA A+ Badge

e [ ]
Superbadge (Qmp".ﬂu
Security Specialist
Flex wour security musclas by locking down parmissions and tracking chanpas Cnl‘np'l'l.ﬁu A+ Certification

OPEN SKILLS NETWORK 48




Alternative pathways @Sn

Open Skills Network

Description
IT Networking Specialist analyze, troubleshoot and evaluate computer network problems. More advanced IT pros may be responsible for building and designing communication networks as well. They play an important role in maintaining an m

organization's network and keeping them safe and secure through both hardware configuration and end-user training. Network specialists and administrators are responsible for day-to-day operations and network architects and engineers design
and build local area networks (LANS), wide area networks (WANSs), and Intranets. Depending on the size of the company, these roles may be combined.

Occupations
IT Networking Specialist  Metwork and Computer Systems Administrators

Progression Models

IT Networking Specialist Progression Model (Comp TIA)

Pathway Components

E}l Some components require one or more other components via conditions. Each condition has a &l button. Click the button to show the components that are referenced by the condition.

Beginner i
HName Hame Mame i
CompTIA A+ CompTIA Network+ CompTIA Security+ :
Type Credentisl Type Source Dats W Type Credentisl Type Source Dats il Type Credentisl Type Source Dats E
CredentialComponent  Certification View Source CredentialComponent  Certification View Source CredentialComponent  Certification View Source :
Description Description Descripticn
A+ is the starting point for a career in IT. The performance-based exams certify foundational IT skills Metwork+ certifies the essential skills needed to confidently design, configure, manage and Security+ provides a global benchmark for best practices in IT network and operational security,
across a vanety of devices and operating systems troubleshoot wired and wireless networks. one of the fastest-growing fields in IT.

E Requires 1 of 1 m Requires 1 of 1

OPEN SKILLS NETWORK 49



Stackable Pathways @Sn

Open Skills Network

Pach |
Juznezs
Analgtics 523
fauncatons

Path L Dala \
Managenent —_ - — ——, \
500 :

Bachelors Degree

T Bath &

Path 3: o 3 ’

Technalogy T of : T >

Suppar  —, = Mescoixd - ;‘_f;:‘:‘:f‘ — .

Technidan A Ctersecrty 9

— | — Sl ? = g

Path 7: _ t 1

Major =l o] / |

Courses

Pach b
Cuarsiative

Anohws — - — %=
Foundations

Path &:
Major e o
electives

Path 9:
free .
slectives

Path3: ¥%

y & ‘r‘
e : = | @5 Path &
Technalogy f LLLI. & — Foundations of
- # =3 = =  Networking &
Support g_)g ho > j— = ',m Cybersecurty
Technician 7 | { . N o=
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Behind the scenes - alignment magic @Sn

Open Skills Network

The Credential Finder is a tool for
[:RH]["!-N exploring all of the |'nfc;'mc11|'0n
FI"DER published to the Credential Registry.

Southermn New Hampshire University
Description
BS.ITE: Information Technologies (BS)

Explore this Framework

) o

Connections
Referenced By Credentials

Data Management and SQL Pathway Badge
Diata management is a growing field that explores the many ways of using data within an organization to improve decision-md
data management can better plan for the future by leveraging data organization, data management and automation tools.
hands-on labs, learners will develop the skills necessary to create structured database environments using a relational datab

Information Technologies (BS)

designed for individuals inter]

B.S. in Information Technold
Technology has become insey
combine technical abilities, p|
their organizations for the rag
maintenance solutions. They
necessary skills that will allow

Computer Science (Certific
The certificate in Computer 54
Development Lifecycle, as w
encapsulation.

OPEN SKILLS NETW

Related Competency Frameworks

NICE Cybersecurity Workforce Framework: Skills
The Mational Initiative for Cybersecunty Education (MICE) Cy
Skills in the psychomotor domain describe the ability to phy
cybersecurty posture of an organization or individual. Currg

NICE Cybersecurity Workforce Framework: Abilities
The Mational Initiative for Cybersecurity Education (MICE) Cy

in an observable product. Current version as of January 18, 3

NICE Cybersecurity Workforce Framework: Tasks

T-233: Computer Systems
Security

CYE-20258 Fundamentals of Cybersecurity _ o

Describe the fundamentals of cybersecunty policies and procedures
Broad Alignment i with MICE Cybersecurity Workforce Framework: Skills | Skill bo evabuste factors of the operstional ervironment to objectives, and infarmation reguin
Exnct Alignment €} with MICE Cybers=curity Workioroe Frameseark: Tazks | Provides cyberseourity recommendations to lesdership based on significant threats and vuln
Exnct Alignment @ with MICE Cybers=curity Waorkiorce Framessork: Shilities | Ability to shars meaningful insights abaut the contest of an crganization’s threst environm

Exnact Alignment # with MICE Cybers=curity Warkioroe Framewvork: Sbilities | Ability to ensure that senior officials within the crganization provide information s=ourity §

T-253: Computer Systems o mmmen  IMTOrmation Protection
CYE-20259 . : i I S ; o
Security Explain how the protection of information impacts policies and practices within an ong
Brosd Alignment @) with MICE Cybersecurity Workforoe Framework: Tazks | Scsess the effsctiveness of security controls.
Broad Alignment i with MICE Cybersecurity Workforce Framework: Tacks | Evaluate the impact of changes to laws, requistions, palicies, standards, ar procedures

Exnct Alignment 0 with MICE Cybers=curity Waorkioroe Frameeork: Skills | Skl in ident#ying gaps in t=chnical capabfitiaz.

T-233: Computer Systems - oo, Information Security Plans o _ _
Security Integrate industry best practices in an organizational information secunty plan
Broad Alignment i with MICE Cybersecurity Workfore Framework: Knowdedge | Knowledge of principles and processes for conducting training and sducation needs
Browd Alignment @) with MICE Cybersecurity Workfomce Framewioek: Abilities | Ability to apply network security architecture concepis including fopology, protocals, oo
Maroe Alignment @ with MICE Cybersecurity Weorkforce Framework: Tacks | [dentify and assign individusls to specific roles assocsted with the sxecution of the Risk M
Prereguisite Alignment {8 with MICE Cybersecurity Warkfonoe Framework: Knowdedge | Knowledge of dats backup and recoeeny

Prer=guisit= Alignment @ with MICE Cybersecurity Workfome Famework: Knoadedge | Knoededge of neteork seourity (=.g., encryption, finssalls, suthentication, hon

The Mational Initiative for Cybersecurity Education (MICE) Cybersecurty Workforce Framework components provide t
work that, combined with other identified Tasks, compose the work in a specific specialty area or wark role. Current versi

NICE Cybersecurity Workforce Framework: Knowledge

The Mational Initiative for Cybersecunty Education (MICE) Cybersecurty Workforce Framework components provide th

version as of January 18, 2018.
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Open shared libraries

&SN

Open Skills Network

The Credential Finder is a tool for
" exploring all of the information
FINDER published to the Credential Registry.

Cybersecurity Collection

Western Governors University-SANDBOX COPY

Description

This is a collection of skills needed for numerous cybersecur

Explore this Framework

Details Connections

Details
Date Created 2021-02-11

2021-02-18721:08:58.01Z

-
Occupation Type Computer and In
11-3021.00 Plan, direct, or co

https://www.one

Computer Systen

Analyze science, ¢

automate or imprd

https://www.one

antrn o el et g g Nugd

OPEN SKILLS NETWORK

Analyze Data to
Decrease Costs

Aihar: Wastarn Grsemars Universsy

i Muaklshez

m The Credentici Finder is a for
FIII[IH“ exploring all of the i tion ZHILL STATEMENT
pubilizhed to the Credential Registry.

",‘M_{‘h‘;""fﬂ

#natre data ta kentfy gans and appemaniies b decreass costs of care

TATLGOET

cybersecurity cnllectinn Tiata Management

Western Governors University-SANDBOX COPY BT

1ata Managemers; Bara Braarh

Description

DUCUPATIONS

Thiz is a collection of skills needed for numearous cyberss  DETAILED OCCUPATIONS

B 7 Tan A G L VLT, T ¥

" Emsi

Data Management

Pekces Shils

Job Postings Data =5 -

Teo Job Tako Tag Oampanies Posting

11-1011 T hief Fxecurbees — ;\\:-: Dempan ::::
H 11-1021 Gieneral and Dperarians Banagers
Explore this Framework V12022 Salat Maragers x
11-3012 Adminlsrratve Serioes Managess -_
. . 113051 Industial Pracducion Managers o 355 2
m cDITIpEtEI'I':IEE Cﬂl’lmﬂnﬁ 11-3071 Transpartatlon, Storags, & 3 &
L 1m0z g Sl o xmdealy oty 3 =
Competencies ALIGNMENT
) Access Creatlon Data Manaeem
Authentications — BT
Create group and system authentication access.
External Reference: Exact Alsgrment D wath hitps: tacping.osmt.dev/ap Salalls S 3ac ¥ 3T 0 SA0E-Tr =
External Reference: Skill Embodied @ hitps:/ /shlls.emsidata.com,/ skills/ K51 20516 55HKECKVET 7P COLLECTIONS WITH THIS RSD
Cybersecurity Collection
Act as a User
Account Management ,
Act as a user within many domains, networks, and cloud sulbsg
External Reference: Exact Alignmeant B with https:/ taging.osmt.davap Fakills 1 b0eetif-adbho-delf-Bc55-Dhbhod 3690 5F 7 J
Extemal Refesence: Skill Embodied @ https://skills emsidata.com,/ skills/ K51 20376 TFZPITG BYEK 52
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Call to Action @Sn

Open Skills Network

An open skills infrastructure is critical to support the future of work and the development of agile and
robust talent pathways where all individuals have equitable opportunities to achieve their career goals.

Join the Open Skills Network

OSN membership starts with like-minded organizations and individuals like yourself who are

working to build the skills ecosystem. As an open network, membership has no associated cost or
fee.

Contribute your expertise and resources

The OSN is committed to the democratization of skills as a sharable, interoperable currency through
the practical application of open, accessible, machine-actionable skills data.

OPEN SKILLS NETWORK 53



THANK YOU FOR
JOINING US TODAY

&SN

Skills Metwark


http://www.openskillsnetwork.org/

NICE

MATICOMAL IMITIATIVE FOR
CYBERSECURITY CLLUHCATHCM




A !-
Thank You for Joining Us!

Upcoming Webinar: Getting Girls into STEM and Cybersecurity - Pathways to Progress
When: Wednesday, April 21, 2-3PM ET

Register: https://nist-
nice.adobeconnect.com/webinarapril2021/event/reqgistration.htmi

N|CE nist.gov/nice/webinars

C SEU


https://nist-nice.adobeconnect.com/webinarapril2021/event/registration.html
http://csrc.nist.gov/nice/webinars/index.html
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