
Thank you on behalf of The Institute of Internal Auditors for the opportunity to comment on the NICE 
Framework. Attached is a letter from our CEO and President Richard Chambers. Please let me know if I 
can be of assistance or if you have any questions. Jill Austin 

Jill Austin 
Manager, Global Advocacy 
Standards and Professional Knowledge 
The Institute of Internal Auditors - Global Headquarters 

www.theiia.org  |  www.globaliia.org 
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The Institute of 
Internal Auditors 

Global Headquarters 

1035 Greenwood Blvd, Suite 401 

Lake Mary, FL 32.7 46 USA 

www.theiia.org 

January 13, 2020 

Richard F. Chambers 

Certified Internal Auditor 
Qualification in Internal Audit Leadership 

Certified Government Auditing Professional 
Certification in Control Self-Assessment 

Certification in Risk Management Assurance 

National Initiative for Cybersecurity Education Framework 
National Institute of Standards and Technology 
100 Bureau Drive, Gaithersburg, MD 20899-2000 
Emailed to: niceframework@nist.gov 

Dear Sir /Madam: 

The Institute of Internal Auditors (IIA) thanks the National Institute of Standards 
and Technology (NIST) for the opportunity to share comments on its National 
Initiative for Cybersecurity Education (NICE) Cybersecurity Workforce 
Framework. 

For 78 years, The !IA and its now more than 200,000 internal audit members have 
aided sound governance and risk-management efforts in public- and private­
sector organizations, encouraging strong internal controls and an enterprisewide 
approach. Auditing information systems and security is top of mind in this age of 
digital transformation and disruption. We know from The IIA's new annual report 
0nRisk 2020 that cybersecurity is the top risk identified by chief audit executives, 
boards of directors, and C-suite executives. 

The IIA recognizes that the NICE Framework is a useful resource for creating 
guidance and can strengthen an organization's abilities regarding cybersecurity 
work. With respect to possible improvements in the Framework, we submit that 
there is an opportunity to incorporate some of the key ,concepts from the 
International Standards for the Professional Practice of Interng.l Auditing, the only 
international standards for the profession of internal auditing. 

The IIA Standards are relevant to all assurance and advisory engagements, 
including the audit of cybersecurity. The Standards, together with authoritative 
implementation guidance, represent accepted best practices for all aspects of 
per-ff rming professional audits related to management,�lanning, delivery,
reporting, follow-up, proficiency, due professional care, and the importance of 
independence and objectivity. 

These attributes are uniquely inherent to the internal audit function, commonly 
referred to as the third line of defense, which differs from management functions 
(first and second lines of defense) due to its mandate, accountability, positioning, 
resourcing, and methodology. Further, when a role or task is executed according 
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