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Notes and Reminders

Attendees are muted: Due to
the number of attendees, all

‘)( participant microphones and
cameras are automatically
muted.

Submitting Questions: Please
enter questions and comments
for presenters in the Zoom for
Government Q&A. Chat has
been disabled for this event.

NSt NNICE

=]

Webinar Recording: This
webinar and the engagement
tools will be recorded. An
archive will be available at
www.nist.gov/nice/webinars.

CE/CPE credits: The CEU
form will be available on the
event page after the event.
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Workforce Data on
“Power Skills”

Cybersecurity’s Secret Weapon




“Power Skills” Have Become the Performance Ceiling

Power skills are the
performance ceiling.
Across all functions, the
expectation for professional
capability (53.9) significantly
outpaces technical
requirements (38.0).

@ 'skillrex

Cyber Workforce. Delivered.
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“Power Skills” are Cybersecurity’s ‘Secret Weapon’

Top 15 Desired Competencies
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Law Policy Ethics
Cyber,Resiliency,

Business Acumen




The Seniority “Power Skills” Multiplier

Junior

Competency

Emotional Intelligence Interpersonal Skills
Technology Fluency

Data Security

Access Controls

Critical Thinking

Organizational Awareness
Communication

Strategic Relationship Management
Process Control

Data Privacy

@ 'skillrex
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Junior
36.04
33.96
32.98
32.76
32.01
31.74
31.66
30.33
29.69
29.65

Mid-Level

Competency

Emotional Intelligence Interpersonal Skills
Technology Fluency

Critical Thinking

Communication

Strategic Relationship Management
Data Security

Organizational Awareness

Process Control

Data Privacy

Conflict Management

Mid

50.47
46.55
45.71
45.54
45.17
45.01
44.71
44.69
44.66
43.77

Senior

Competency

Emotional Intelligence Interpersonal Skills
Critical Thinking

Communication

Law Policy Ethics

Strategic Relationship Management
Organizational Awareness

Data Privacy

Project Management

Process Control

Data Security

Senior
75.70
73.10
70.37
68.23
67.98
67.74
66.31
65.39
64.88
64.86



Monday Morning Action Plan

01

Identifying the
"Power” Blind
Spot

Certs validate the
floor; performance
data reveals the
ceiling.

Passing a test isn't
the same as
executing under
pressure.

@ 'skillrex

Cyber Workforce. Delivered.

02

03

Prioritize Work-
Based Learning

Soft skills aren't
taught; they're forged
in high-pressure
feedback loops.

Theory is a baseline—
real-world
experience builds
the interpersonal
muscle.

Architect Your
Workforce with
Precision

Stop hiring for boxes
on an org chart. Map
the functional drivers
instead.

Identify the "T-
shaped” operators
who bridge technical
silos and business
risk.

04

Optimize Al-
Human Synergy

Use Al to clear the
technical noise so
humans can focus on
the outcome.

Al handles the data;
human leadership
handles the "so
what?"



Let’s Connect.

Jeff Welgan
Chief Strategist & CEO
skillrex

jeff.welgan@skillrex.io
www.skillrex.io

@ skillrex

yber Workforce. Delivered.
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regional alliances and
multistakeholder partnerships

Rowanﬁ NNICE

University

Beyond Technical Skills: Building the
Human Side of the Cybersecurity Worktorce

Lessons from a NIST-Supported Training Program

Qiangian Zhang
Assistant Professor
Department of Electrical and Computer Engineering
Rowan University

This work was supported under the award 70NANB25H169 from U.S. Department of Commerce, National Institute of Standards and Technology.



Rowanﬁ

Workforce development program University

* Bridging the Gap: Comprehensive Cybersecurity and Career
Readiness Training for Critical Infrastructure in the NJ/NY Region

Fundamental knowledge @ Professional skills

Building the foundation Developing the human skills
of technical understanding needed to work, collaborate,

and core concepts \ / and lead effectively
s £ \
el

| || | 7|7 |
N
e Education resource @ Career resource

Jia Mi
Stevens
Assistant Professor

Qianqian Zhang
Rowan
Assistant Professor

J

151

Workforce
development

¢ Programming & coding g4ap ¢ Coaching mechanism
2 St , Sean Ryan
. W. e Data analysis & mining ¢ Workshop & certificate
Ylng ang e Cryptography * Job rotation & shadowing ABS
Stevens

. Senior consultant
Associate Professor

regional alliances and

This work was supported under the award 70NANB25H169 from U.S. Department of Commerce, National Institute of Standards and Technology. N N l ‘ E multistakeholder partnerships




Cybersecurity workforce development
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*Note: ABS'’s headquarter is in TX with offices in NJ and NY
and strong tie in regional industry

This work was supported under the award 70NANB25H169 from U.S. Department of Commerce, National Institute of Standards and Technology. N N l ‘ E
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RowanQ§
University

Comprehensive Cybersecurity & Career Readiness Training

@ Professional Skills

= 2N

CV & LinkedIn prepare

Interview and networking

Teamwork & collaboration |

Communication \ mig

E-

Time management

Problem solving

3 ©

[TTY
11

Project management

Leadership

@ Cybersecurity Technologies

Theme 1
Cyber-physical

G

systems and security

7
==

\&
7 =N
2 Theme 2
Network security
‘-—g and wireless
communication ‘
N — = J
Vi N\
) @ Theme 3
=] Cybersecurity
&fs

standards and policy

Skilled cybersecurity workforce and leaders equipped with

emerging technologies, professional skills, and connected network

regional alliances and

multistakeholder partnerships



RowanQg@
University

Who is seeking cybersecurity training

WHO ARE OUR APPLICANTS? WHAT APPLICANTS WANT TO STRENGTHEN MOST

:a% A diverse community of learners and professionals (O” Cybersecurity incident response 255 (82.3%)
Cybersecurity fundamentals 233 (75.2%)
p Working professionals Communication & network security 234 (75.5%)
L seeking upskilling _ 114 (36.8%) Cybersecurity standards & policy 221 (71.3%) [ A\
. [Fouryear college/ Risk analysis, standards, or compliance 204 (65.8%) / Top Priorities:
1T} university students _ 100 (32.3%) Industrial control systems / operations 177 (57.1%) ™ | I
Teamwork & leadership 149 (48.1%) « Incident Response
Graduate students _ 67 (21.6%) Communication skills 136 (43.9%) « Fundamentals
Resume & interview skills 134 (43.2%) « Communication &
ic:]t; :‘e;l:::d / currently - 43 (13.9%) Others 6 (1_9.%) ; Networking
0 50 100 150 200 250 300 + Standards & Policy
Career changers - 37 (11.9%) \¢ Number of Responses b

High school / pre-college - 26 (8.4%) Cybersecurity fundamentals 251 (81.0%)

students : * Threats, response, and resilience 249 (80.3%) — —_—
~ . ]

Community college students I 5 (1.6%) Professional development & career readiness _ 231 (74.5%) _Q_ High Interest In:

Communication & network security 223 (71.9%) ot

.

RV QDB

Entrepreneurs / startup foundersl 5 (1.6%) Critical infrastructure security 207 (66.8%) « Fundamentals
Risk, standards, and policy 186 (60.0%) « Threats & Resilience
eee  Other . 11 (3.5%) Cyber-physical systems 163 (52.6%) + Professional
Other 16 (5.2%) Deyelopment
( 00 ! ) " ; « Communication &
@ 310 total applicants 0 50 100 150 200 250 300 Networking
\ 3 : e Number of Responses ',

regional alliances and
multistakeholder partnerships

This work was supported under the award 70NANB25H169 from U.S. Department of Commerce, National Institute of Standards and Technology. \‘ N l ‘ E



Required Skills in Cybersecurity Workplace

* Cybersecurity is fundamentally
human-centered profession.

* Modern cybersecurity
professionals operate in
collaborative, fast-changing,
and high-stakes environments.

e Success requires beyond
technical expertise.

* Workplace skills are essential
across incident response,
infrastructure security, policy
coordination, and risk
management.

This work was supported under the award 70NANB25H169 from U.S. Department of Commerce, National Institute of Standards and Technology. N N l ‘ E

WORKPLACE SKILLS
[

Communication ‘

Clearly convey ideas, listen actively,
and share information effectively.

Collaboration

Work together across teams ‘
and functions to achieve common goals. |

i S \
Critical Thinking

Analyze information objectively and ‘
evaluate options to make informed decisions.

Resilience

Adapt to change, stay calm under pressure,
and keep going through challenges.

Problem Solving
Identify issues, explore solutions,
and implement effective actions.

Strategic Thinking

See the big picture, anticipate risks,
and align actions with long-term objectives.

00000

Rowanﬁ

University

( CYBERSECURITY ENVIRONMENT

Incident response

Detect, communicate, and respond
to security incidents quickly and effectively.

= Infrastructure protection
-9 Safeguard systems and assets through
teamwork and clear information sharing.
= Risk management
]
= [} Assess threats, evaluate risks,
and prioritize actions to reduce impact.
Y Policy coordination
i\\ Understand policies, ensure compliance,

and align security actions across teams.

/9 Cross-team operations

Coordinate across departments and partners
to achieve secure and resilient outcomes.

regional alliances and

multistakeholder partnerships



University Perspective

Modern Cybersecurity Education

Beyond Technical Instruction

Modern cybersecurity education should extend
beyond technical instruction.

Universities should integrate:

Hands-on experiential learning

Engage students through real-world activities,
labs, and practical problem-solving.

Professional and communication skills

Build communication, teamwork, leadership,
and critical thinking abilities.

Industry and stakeholder engagement

Connect students with industry partners,
professionals, and community stakeholders.

Interdisciplinary collaboration

Encourage collaboration across disciplines
to solve complex cybersecurity challenges.

Rowan

Examples at Rowan University

Cybersecurity Ethics and
responsible decision-making

Integrate ethics, privacy, and responsible
decision-making in course design.

Project-based experiential learning

Provide real-world experience through
Engineering Clinic programs.

Cooperative and industry-connected
training opportunities

Offer co-ops, internships, and partnerships
that bridge classroom learning with industry.

Team-based and communication-
focused learning environments

Promote teamwork, presentations, and
effective communication in every project.

University




Rowan Engineering Clinic Project

Every Tuesday and Thursday
from 12:30 to 3:30 pm

Every undergraduate student

in Rowan Engineering school works
in a group with a faculty member
on an engineering project.

Projects are designed and proposed
by faculty members based on their
research or collaborations with industry.

Undergraduate students from different
majors can collaborate in the same
group to gain hand-on experience and
work on real-world challenges.

Evaluation is not only on the technical work,
but also professional and ethic, social impact,
communication and team works.

Rowanﬁ

University




Rowanﬁ

Evaluation of Engineering Clinic Project "™
L {* &

Preliminaries Constraints & Approach, Design Conclusions
Standards & Validation

2. Impact & Professional Considerations (Individual Grade)

1 iy ias

Impact Factors Professional & Teamwork, Lessons Effective Communication
GorisidenpublicHealtiEsfety, Ethical Issues & New Knowledge CommuBlcaterasulisielBarly
social, cultural, environmental, Analyze professional and Reflect on team contributions, and effectively through

and economic factors. ethical issues related to key takeaways, and new poster presentations.

the impact factors. knowledge gained.




Rowan

Cooperative training in Rowan ECE University

Bridging classroom learning with real-world experience.

Our Industry Partners

Optional and Open to Qualified Students () atlantic city Atlantic City Electric

The co-op program is optional and open to electric’ (Atlantic City, NJ)
qualified and motivated ECE students. e

y ﬁ Lockheed Martin
Real-World Experience HOCKHECD MARTI (Moorestown, NJ)

Students work full-time at one of our industrial partners

during the summer between their junior and senior years g— NAVSEA
and. continue part-time during the Fall semester of their NAVSEA (Philadelphia, PA)
senior year. NAVAL SEA SYSTEMS COMMAND
Inductotherm Corp.

Strong Industry Partnerships ® (Rancocas, NJ)

: : e INDUCTOTHERM
Our program connects students with leading organizations Consarc Corp.
across defense, energy, and engineering industries. (Rancocas, NJ)
High Impact, Strong Outcomes CONCORD 7z Concord Engineering

A significant number of ECE students participate each year, ENGINEERING & (Vorhees, NJ or Philadelphia, PA)
with a high return-offer rate from our industry partners. _ J

15% -20%
of ECE students participate
in the co-op program every year.

90%

of participants receive
a return offer.




0 Application & Selection

9 Phase |—Synchronous

e Phase Il—Asynchronous

ﬁ Community Colleges
Pre-college Programs
Veterans & Self-leaners
Entrepreneurs

Teachers &
Instructors

Universities

" Eb P Be T B

-

5-days online training
Fundamental knowledge
Intro to cybersecurity
Theme-focused cases
Standards and policy
Professional skills
Interview skills

Resume preparation

o B W © B

e Semester-long projects with scholarship
¢ Emerging technologies and tools

o Essential professional skill sets

e Connection to industry professionals

¢ Foster peer connection and community

Trainee Team

L S BBA
& o Gb @

Industry
Advisor

Faculty

A

e 0
ah ab

Peer Mentor

.@ Advisory Board

® Composition of regional employers, government agencies, and nonprofit;

&
i

® Curriculum development and technical content alignment;

@ Trainee selection and recruitment strategies & tracking progress;

® Facilitating internships, job placements, and alumni follow-up.

From Learning to Workforce Readiness

0 Skilled Workforce & Leader

:‘ o Secure industry positions;
? ¢ Leadership promotion;
%@ o Internship and Co-op;

‘f o Launch small-business;

» 2« Continue advanced education;

¢ Dissemination with broad impact

‘“""’”"" LOCKHEED MARTIN %
Aln LAND RAIL SEA

§Q

COASTAL PROTECTION SOLUTIONS

>

NJ/NY Cybersecurity Summit

This work was supported under the award 70NANB25H169 from U.S. Department of Commerce, National Institute of Standards and Technology.

® Gather all the participants and other prospective students;
® Seminars, keynote talks and career development panel;
® Invite representatives from local companies and agencies;

®  Facility tour, mini cybersecurity career fair and mixers

e

NNICE

regional alliances and
multistakeholder partnerships



Future of Cybersecurity Education

* Cybersecurity education must evolve beyond purely technical
Instruction.

* Human-centered skills are increasingly essential in cybersecurity
careers.

* Universities play a critical role in building resilient and workforce-
ready cyber communities.

regional alliances and
multistakeholder partnerships

Rowanﬁ This work was supported under the award 7Z0NANB25H169 from U.S. Department of Commerce, N N l c E

Umversrty National Institute of Standards and Technology.
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23S ISACA

ISACA

Fueling Careers. Strengthening Trust. Building Leaders.

Melissa Swartz, CAE o

Senior Director, Membership & Community Operations

13 May 2026: NICE Webinar




We are a Global Community

Africa

MEMBERS

s ’ H
X (6]n]ed
2 i, sas |[SACA.



ISACA Certifications

CISA

CRISC

AAIR

CF

Certified Information
Systems Auditor

An ISACA' Certification

ATATCON

CMMC CERTIFIED
INSTRUCTOR

Certified in Risk
and Information
Systems Control
An ISACA' Certification

‘ CCOA

Advanced
in Al Risk.

An ISACA’ Certification

&

Certified Information
Security Manager.
An ISACA’ Certification

Certified
Cybersecurity
Operations Analyst.
An ISACA’ Certification

ISACA Advanced
in Al Audit.

CMMC CERTIFIED

ASSESSOR

\CCA/

Certified in the

Governance of
CG E IT Enterrprise IT.

An ISACA" Certification

CDPSE Certified Data Privacy
- Solutions Engineer.

AAISM

An ISACA® Certification

ISACA Advanced
in Al Security
* Management.

LEAD CCA

AVERAGE SALARIES IN
2023 (US

$154K+

CISA

167K+

CISM

164K+

CGEIT

3¢ ISACA.




Human Skills
are critical In
technical fields




SKILLS GAPS:

Soft Skills, Adaptability and Hands-on “The findings reveal that
Experience in High Demand cybersecurity is no longer
e B o just a technical battlefield,
Foe 9% sortsiis but also a human and
organizational challenge.”

ol{f{,- 57% Critical thinking PABLO BALLARIN

Cybersecurity Advisor

em 56% communication
o@ 47% Problem-solving

ISACA, “State of Cybersecurity 2025 Global Edition” [Infographic], State of Cybersecurity
2025, 2025, https:/Iwww.isaca.org/resources/reports/state-of-cybersecurity-2025

g/ Adaptability is the top qualification factor (61%), one
with hands-on experience closely following (60%). s2s ISACA.



https://www.isaca.org/resources/reports/state-of-cybersecurity-2025
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https://www.isaca.org/resources/reports/state-of-cybersecurity-2025
https://www.isaca.org/resources/reports/state-of-cybersecurity-2025
https://www.isaca.org/resources/reports/state-of-cybersecurity-2025
https://www.isaca.org/resources/reports/state-of-cybersecurity-2025

Find your
Professional
Community




Get Involved

Practice new skills in new environments

» Career Journey Tool

» Engage online community

» Chapter events and leadership opportunities
» Volunteer opportunities

» Mentorship Program

» Shape the Conversation
= Author an article

= Speak at conferences

= Write an exam question




Mentorship Program

A 1:1 partnership can help both parties
enhance their management styles,
emotional intelligence, and interpersonal
skills.

“The resources, connections, and
dedicated guidance from my mentor
have been invaluable... | hope to one
day be able to return the favor.”

LEHLOHONOLO MAKOTI, ISACA MENTEE

Oo
o\ /

Connect with other
digital trust professionals
for career development
and support




Industry Events:
More than Thought Leadership

» Effective messaging

= Extemporaneous speaking

= Adaptability

= Confidence

= Facilitation

= Stage presence, managing a room

» EXxposure to new connections, new
iIdeas




2026 Member Experience Leadership Series

21 January 10 June 14 October
Rethinking Trust & Humanistic Epic Teaming
Leadership Leadership Sarah Robb
Rachel Botsman In the Age of Al O'Hagan
Dr. Cornelia
Bearyman

32

Event dates and speakers are subject to change without notice.

18 November
The Leader’s
Compass
Sivakumar
Palaniappan

00C
(a]ole)
NCO

ISACA.



We’re here to support your success

Knowledge &
Resources

[ ==

Leadership
& Training

Credentials

{1

Chapters &
Networking

Career
Journey Tool

Career
Center

Publications

Q)

ofs

(o)

Engage
Forums




L earn more:



http://www.isaca.org/

35

2% |ISACA.

CONFIDENTIAL - Copyright 2023 ISACA. All Rights Reserved.
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Submit an event survey!

https://survey.nist.gov/jfe/form/SV_3Q36mtzR2IND4Tc
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NICE Webinar Series

NICE Webinar: Shaping the Future of the
Cyber Workforce in the Age of Al

July 15,2026, 2:00-3:00PM ET

Registration coming soon.

NISI'} N'NICE nist.gov/nice/webinars
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