Please Note..

This webinar and the engagement tools will be recorded.

An archive will be available on the event website.
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The matrix of digital

iapp

governance domains



The wave of EU
digital regulation

Geo-Blocking Regulation

GDPR

Portability Regulation

Al Act

e-Evidence package

elDAS Regulation

Copyright Directive

Digital Content Directive

Product Liability

Digital Services Act

Data Governance Act

Consumer Rights Directive

Information Security Regulation

Network Information Security Directive

b b Temporary Child Sexual Abuse Material Regulation

__________

__________

_____________________

_____________________

——————————————————

__________________

Digital Markets Act

Data Act




How are organizations responding?

* Likely characterized by an A more coordinated May be characterized by a
immature governance approach to digital data driven business model
model with little or no governance domains with that has effectively
coordination on digital some connectivity between addressed data processing
governance domains. related topics. and ownership across

aspects.

Inadequacy of roles and Improved assignment of

responsibilities for digital roles and responsibilities Roles and responsibilities

governance domains is for digital risk and for digital governance are

likely. compliance activities. supported by data driven
analysis and more




Head of Information Governance, Privacy & Cybersecurity

Chief Cyber Legal & Privacy Officer

Chief Privacy Officer, Safety & Regulatory Affairs

Chief Privacy & Data Trust Officer

J Head of Policies & Governance Data Privacy, Digital & Al Compliance

Cybersecurity, Privacy, Data & Al Legal

|

Ethics & Compliance & Chief Privacy Officer

General Counsel — Data, Group Data Privacy & Ethics Officer

|

Senior Counsel Data Privacy, Cyber & Al

Trustworthy Al & Global Privacy Officer

Associate General Counsel, Digital & Regulatory \ ] General Counsel — Data, Group Data Privacy & Ethics Officer

Senior Director, Privacy, Data & Al Compliance

Chief Privacy Officer, Data & Al Responsibility

Privacy &
[\

\

Senior Counsel, Privacy, Al & Technology

Vice President, Global Data, Privacy & Al

Head of Legal, Privacy, Security & Content Standard

Privacy & Al Counsel

AR\

Global Head of Al Governance & Privacy

Chief Privacy Officer, Data & Al Compliance

Director of Global Al & Privacy Policy

Global Privacy Counsel, Al & Data

Chief Privacy & Trust Officer

General Counsel, Al, Information Security & Privacy

Head of Privacy & Al Governance

Chief Privacy Officer & Data Responsibility Officer

iapp



The future of organizational digital

governance

Increased automation
in controls,
coordination of
governance activities
and trust of various
actors within the
model.

Increased utilization
of Al and business
data to support
enhanced reporting

and decision-making.

Simplified policy
frameworks within the
organization that
consolidate multiple
data- and digital-
related policies,
underpinned by
digital controls that
combine multiple
domain areas.

Multilateral and
multimodal
agreements in the
supply chain.

Ability to use digital
identities in a privacy-
supporting manner.
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NIST Privacy Workforce Public
Working Group and Workforce
Taxonomy (IPD)
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Privacy Workforce Public Working Group (PWWG)
Origin

* Challenges: Privacy workforce recruitment and development

» Stakeholder Needs: Desire for workforce taxonomy to support a
workforce capable of managing privacy risk

* NIST Privacy Framework Roadmap: Privacy workforce included as
a priority area

» Stakeholder Engagement: Help Wanted! — NIST/IAPP Workshop,
Fall 2020
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Privacy Workforce Public Working Group (PWWG)
Goal

PWWG Goal: Support the development of a workforce

@f capable of managing privacy risks by identifying and

documenting tasks, knowledge, and skills aligned with the
NIST Privacy Framework and NICE Framework.
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Privacy Workforce Public Working Group (PWWG)
Workforce Framework Model

* Workforce framework model (SP 800-181 | Task
Rev. 1) AN
» Task, Knowledge, and Skill (TKS) T

Statement “building blocks” ol

—
Knowledge

e TKS Authoring Guide created by PEP and
NICE
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Privacy Workforce Public Working Group (PWWG)
Phase |

* Project Teams: 11 Project Teams working on 70 Privacy
Framework Subcategories

%{ * Timeline: April 2021 — April 2024
E §f * Membership: 650 + global members
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Privacy Workforce Public Working Group (PWWG)
Phase ||

* Timeline: TBD 2025 (Likely Q3 or Q4)
* Potential Work:
* Work roles
* Competencies
* Mapping Task Statements to Knowledge/Skill Statements
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Privacy Workforce Taxonomy
Initial Public Draft

NIST Cybersecurity White Paper L4 Ti m e I i n e :

CSWP 38 ipd

NIST Privacy Workforce Taxonomy * Released November 21, 2024
e Public Comment Period Closes January 17
* Targeting Q3 2025 for Version 1.0 release
* Contents:
* Mapping of Privacy Framework 1.0 to TKS Statements
* TKS Statements Inventory
* Reference Appendices (e.g., definitions, drafting
rules)
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Ways to Engage with NIST
Privacy Engineering Program

Website

https://www.nist.gov/privacy
framework/

Contact Us
PrivacyFramework@nist.gov
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Data Privacy Week 2025

January 27-31, 2025
Theme: Take Control of Your Data
Free toolkit of resources

Daily webinar series:

January 27: Dude, Where’s My Data?

January 28: Privacy and Al

January 29: Take Control of Your Data: Privacy

Settings in Your Favorite Apps

January 30: Are We Making Progress?

Understanding Privacy Laws

January 31: Safeguard Your Kid's Data

January 31: Level Up Your Privacy Game!



https://www.staysafeonline.org/events/dude-where-s-my-data
https://www.staysafeonline.org/events/privacy-and-ai
https://www.staysafeonline.org/events/take-control-of-your-data-privacy-settings-in-your-favorite-apps
https://www.staysafeonline.org/events/take-control-of-your-data-privacy-settings-in-your-favorite-apps
https://www.staysafeonline.org/events/are-we-making-progress-understanding-privacy-laws
https://www.staysafeonline.org/events/are-we-making-progress-understanding-privacy-laws
https://www.staysafeonline.org/events/are-we-making-progress-understanding-privacy-laws
https://www.staysafeonline.org/events/level-up-your-privacy-game

Data Privacy Week 2025

* Register to become a Champion today HERE.

* Champions will be listed on our website and receive
our free toolkit of Data Privacy Week resources.
* Toolkitincludes:

« A sample email to promote Data Privacy Week to
your employees

« Asample press release to announce your
participation publicly

« Tip sheets

« Videos

* Printable posters
« Downloadable logos and Champion badges CHAMPION
« Social media graphics

« Sample social media posts
« Branded video conference background

Register HERE



https://www.staysafeonline.org/data-privacy-week
https://www.staysafeonline.org/data-privacy-week

Privacy Resources

* Whatis Data Privacy?

* Manage Your Privacy Settings

e Take Control of Your Data

* Respect Privacy

* Respecting Your Customers’ Privacy X
..:! .Data. .2.0

* Do You Know Where Your Data Is? Rl

o, :
‘G0 o b
00’00
%% -

* Protecting Our Kids' Data Privacy is Paramount

* Best Practices for Security and Privacy Settings

* Talking to Kids & Teens about Security and Privacy

AN ‘
Take Control of YourData' ' L,
e The Tale of Privacy Peyton Y Al

* Top 3Tips for Managing Your Data Privacy

LEARN MORE:

® Ta lkl ng Data 2024 https://staysafeonline.org/data-privacy-week/

CLLITNAN

Stay Safe Online.org | ! CYBERSECURITY
| | ALLIANCE



https://www.staysafeonline.org/articles/what-is-data-privacy
https://www.staysafeonline.org/articles/manage-your-privacy-settings
https://www.staysafeonline.org/articles/take-control-of-your-data
https://www.staysafeonline.org/articles/respect-privacy
https://www.youtube.com/watch?v=Fl8k66Hu7kI
https://www.youtube.com/watch?v=dhTFhFZAkDw
https://www.staysafeonline.org/articles/protecting-our-kids-data-privacy-is-paramount
https://www.staysafeonline.org/articles/best-practices-for-security-and-privacy-settings
https://www.staysafeonline.org/articles/talking-to-kids-teens-about-security-and-privacy
https://youtu.be/dWdpvgiEj8s?si=IRWU3wq1almHne5P
https://youtu.be/324v0wFVYB4?si=CejSmRNu7gtefutz
https://youtu.be/dWdpvgiEj8s?feature=shared
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Panel Discussion
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Submit an event survey!

https://www.surveymonkey.com/r/Jan2025NICEWebinar
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NICE Webinar Series

University-Based Cybersecurity Clinics: Educating the Next
Generation of Cybersecurity Leaders While Safeguarding
Small Businesses
February 6, 2025, 2:00-3:00PM ET

nist.gov/nice/webinars
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