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Honorable committee members,

To assure public confidence in any electronic voting scheme, it is clear that a voter-verifiable paper trail must exist.  Furthermore, this paper trail must be randomly sampled on election day to audit the veracity of the electronic results.  This is the *minimum* that must be done in order to establish trustworthiness of a system.

However, America can do better than this for her voters!  One of the shining merits of American democracy is the way in which its governmental processes are made transparent to the public at large.  A prime example of this is my ability to go to

http://www.vote.nist.gov/HearingsandTranscripts.htm and download the transcripts of your very meetings.  By reading these transcripts I can verify that your meetings are being conducted in an honest and honorable manner.

The same level of transparency can be applied to software as well!  

Software is written as human-readable "source code," which is translated by computer (by a process called compilation) into a computer-readable "executable."  Most software that you buy in stores today is distributed as executables, which means that you, as a user, have no idea how it works.  A large number of software developers, however, have decided instead to give their users access to the source code of their software -- such software is known as "open-source software," and is rapidly growing in volume.  This allows any sufficiently skilled person to examine the software and report problems to the author.  The result is that large numbers of people read the code and problems are found and fixed quickly, leading to more reliable software.

I would argue that because voting is the *defining* *process* of democracy, voting software *must* be produced in as transparent and verifiable a manner as is possible.  The open-source process is ideally suited to such a task!  In fact, there is a group of open-source developers who, driven simply by their conscience, have already produced a prototype of an open-source voting system.  The San Jose Mercury News even went so far as to call it "The touch-screen holy grail."  You can find a demonstration of the results of their labor at this URL:

        http://www.openvotingconsortium.org/
I would as you, for the sanctity of our democracy, to strongly consider availability of source code as a necessity for an electronic voting system.  The voting process is the keystone of democracy -- if its integrity is compromised the structure of the nation itself becomes suspect.  History has shown again and again that sunlight is the best vaccine against corruption and subversion.  Please let the sun shine on the democratic process!

Thank you for your time and good work,

-Nathaniel Gray
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