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TODAY’S CHALLENGES

Making the correct choice for your business (SaaS, PaaS or laaS ?);

Understanding the complexity of the Information Systems, especially cloud-based
solutions;

Risk Management is few orders of magnitude more complex;
Loss of control (trust issues not security issues, data owner & data custodian),
Vendor’s transparency,
Security and Compliance,

» Regulatory Frameworks are burdensome,
» Security Vulnerabilities are everywhere,
Availability, Resilience and Reliability,

System updates trigger documentation (SSP) to become outdated.




“INDUSTRY SHOULD
STEAL FEDRAMP CLOUD
SECURITY BASELINES”

"You need good security requirements
around procuring cloud? Look what
FedRAMP's done. Not some industry-
driven consortium.”

John Pescatore, Director SANS @ CyberCon

‘ u

John Pescatore, Director of Emerging Security Trends at the SANS Institute speaks at CyberCon
2015 Conference at the Ritz-Cariton Pentagon City in Arlington, Va., on Wednesday, November 18,

2015.
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Pescatore, speaking at the Federal Times' CyberCon conference on Nov. 18, cited this
as an area where the government has solved a problem that the private sector can
take advantage of.

"For example, the GSA FedRAMP program for cloud — at Gartner, | found myself
pointing private industry customers toward that,” he said. "You need good security
requirements around procuring cloud? Look what FedRAMP's done. Not some

industry-driven consortium."




UNDERSTANDING THE CLOUD-BASED SYSTEM’S BOUNDARIES
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Cloud Security Alliance’s TCI Reference Architecture

https://cloudsecurityalliance.org/wp-content/uploads/2011/10/TCI-Reference-Architecture-v1.1.pdf
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NIST Interactive Questionnaire

Question

NIST Interactive Questionnaire

Does the organization maintain an up-to-date i v of all IT hardware assets?

Question

Sysadmin

Does the system provide location services reporting the physical location of assets, resources,
facilities, people, etc.?

cio

Does the organization maintai i y of all IT and virtual machin

assets?

ciso

Does the or i an up-to-d; y of all IT hardware assets?

Does the system provide location services reporting the physical location of assets, resources, \

Does the organization categorize/classify and label its data, servers, endpoints, and other asseth]
based on their itivity and value in accordance with organi policy?

o

facilities, people, etc.?
Does the or { an up- y of all IT software and virtual machine
assets?

Sysadmin

Does the system assign, use, and manage data tags for specific pieces of information to facilitate
data ification?

c1so

Does the organization categorize/classify and label its data, servers, endpoints, and other assets
based on their sensitivity and value in accordance with or; policy?

Contracts

Does the organization have processes and resources in place to support contracts, including
standard clauses for system security and privacy?

Sysadmin

Does the system assign, use, and manage data tags for specific pieces of information to facilitate
data classification?

Does the organization document its business goals, objectives, and processes, then analyze that
information to help determine IT, security, and risk management strategies and priorities?

Contracts

Does the organization have pi and
standard clauses for system security and privacy?

in place to support contracts, including

Does the organization document its information security program's capabilities and map these
to what the business does?

ao

Does the organization document its business goals, objectives, and processes, then analyze that
information to help determine IT, security, and risk management strategies and priorities?

Does the organization use d ted pr for 2
iewi to its information security policies?

r g, updating, and ing

cso

Does the organization document its information security program's capabilities and map these
capabilities to what the business does?

Does the organization establish contracts, service level agreements (SLA), or other formal
agreements with internal groups and external parties regarding the security of their systems
and/or services delivered by those groups or parties, as well as the consequences of failure to
meet those agreements?

aso

Does the organization use documented processes for

% ing, and handling ions toiits ion security policies?

Are there standard agreements for the purpose of specifying terms and iti i ing a
privacy policy, intellectual property agreements, acceptable use, a code of conduct, website terms
and itions, or disclosures and prior to granting employees, contractors,
third parties, and customers access to the organization’s data, services, and systems?

Does the organization establish contracts, service level agreements (SLA), or other formal
agreements with internal groups and external parties regarding the security of their systems,
and/or services delivered by those groups or parties, as well as the consequences of failure to meet
those

Sysadmin

Does the system associate a particular security policy with a certain role (data owner, custodian,
delegate, etc.), in essence defining roles that each have a unique combination of privileges and
rights?

Are there standard agreements for the purpose of i terms and i i ing a
privacy policy, property agr use, a code of conduct, website terms
and conditions, or non-disclosures and non-competes, prior to granting employees, contractors,

third parties, and customers access to the organization’s data, services, and systems?

Does the organization manage the applicable legal and regulatory requirements involving
security, including mapping these requirements to the organization’s security best practices and
storing them in a risk register?

Does the system associate a particular security policy with a certain role (data owner, custodian,
delegate, etc.), in essence defining roles that each have a unique combination of privileges and
rights?

ciso

Does the organization define and objectives for security services and their delivery?

ciso

Has the organization defined its approach to governance, risk, and compliance, and refines that
approach as needed?

Does the organi manage the legal and reg y requirements i
security, including mapping these requirements to the s security best practices and
storing them in a risk register?

Sysadmin

Does the system use an automation protocol (e.g. Security Content Automation Protocol (SCAP))
to detect vulnerabilities and verify and detect whether or not the system's configuration has
changed for the purpose of detecting unauthorized changes?

Does the organization define and measure objectives for security services and their delivery?

Sysadmi

Does the system receive threat and vulnerability management information from other sources,
such as threat intelli feeds, peer organizati ility or security
monitoring services?

Has the organization defined its approach to governance, risk, and compliance, and refines that
approach as needed?

ciso

Does the organization manage information security threats, including identifying, categorizing,
and characterizing known threats against each system?

Does the system use an automation protocol (e.g. Security Content Automation Protocol (SCAP))
to detect vulnerabilities and verify and detect whether or not the system's configuration has
changed for the purpose of ized ?

ciso

Does the organization use risk management principles to identify, assess, prioritize, and track
risks?

Does the system receive threat and vulnerability management information from other sources,

such as threat
monitoring services?

feeds, peer or

ciso

Does the organization determine how to counter threats through a systematic, repeatable,

documented approach?
Does the organization devel

review, and update a comprehensive risk
management strategy designed to manage risk to organizational operations and assets,
indi . and other organi with this strategy including the organization's risk
management framework, risk risk mi strategies, risk

monitoring approaches, and risk evaluation processes?

Does the organization manage information security threats, including identifying, categorizing,
and characterizing known threats against each system?

Does the organi use risk principles to identify, assess, prioritize, and track
risks?

Does the organization determine how to counter threats through a systematic, repeatable,
pproach?

Does the organization use testing, such as compliance testing or penetration testing, as part of
managing risk?

Does the level of each background investigation align with the data classifications the person
would be permitted to access, pursuant to laws, regulations, other requirements, and ethics?

Does the organization develop, implement, review, and update a comprehensive risk management
strategy designed to manage risk to organizational operations and assets, individuals, and other
organizations, with this strategy ing the i 's risk mar framework, risk

risk gies, risk monitoring approaches, and risk
cvaluation processes?
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NIST Interactive Questionnaire

NIST Inferactive Questionnaire Results
2 'SP 800-53 R4 security controls for
Question LOW-IMPACT SYSTEMS
clo Does the organization maintain an up-to-date inventory of all IT hardware assets? CSF FY2017CI0 T Addiional [ oo | Ad
[+ Description | FISMA | Domain | Container | Capability (process or solution) | Capability (process or solution) | Revised Description ] NIST Baseline| Suggested | Su.
Sysadmin Does the system provide location services reporting the physical location of assets, D v v|  Metrics'~ v v v [v dentifier 3 V] comoidv] T o
i e
resources, facilities, people, etc.? IDAM | dentify-Asset Management
o Does the organization maintain an up-to-date inventory of all IT software and virtual
machine assets? IDAM-L |Physical devices and systems  1.1,12,13,
PR 3 " N " ithin the i are  14,15,3.16
Ciso Does the organization categorize/classify and label its data, servers, endpoints, and other ventoried
assets based on their sensitivity and value in accordance with organizational policy? os Service Support Configuration Management Automated Asset Discovery The system' organization has a capabilty that dentifies new  Automated  CA-7CM-  CM-3 ATM- M-
. PP . . and changing assets across the IT infrastructure and maintains Asset 2,(M-8 2,(M-8
dmi Does the system assign, use, and manage data tags for specific pieces of information to a0 uo-o-date inventory of confiuration items. Discovery
Sysa min facilitate data classification? mos Service Support Configuration Management Physical Inventory The system's organization has a capability that tracks all IT Physical -8 M-8
— - - - assets, including their ownership and current custody. Inventory
Does the organization have processes and resources in place to support contracts, including
Contracts standard clauses for system security and privacy? S&RM Infrastructure Protection End-Point Inventory Control The system has a capability that manages and maintains Inventory  CM-8 M-8
. N N . Services inventory for its physical and digital assets, including virtual  Control
Does the organization document its business goals, objectives, and processes, then analyze machines.
; . ) . . . The ¢ bilty that provides location servi
cio that information to help determine IT, security, and risk management strategies and e system has 3 capablty that provides ocation senices )
reporting the physical location of assets, resources, facilities, Location
priorities? Information Services  User Directory Services Location Services people, etc. Services (M-8 M-8
PR P " " 0 aee Software platforms and
Does the organization document its information security program's capabilities and map onicationswithinthe
these capabilities to what the business does? IDAM-2 ization are Inventoried  2.3.1,3.17
Does the organization use documented processes for developing, documentin The system S orgniation 125 acapa sty tt enchies el tomates
B P Ping, 6 and changing assets across the ITinfrastructure and maintains Asset CAT,CM- CAT,CM-
disseminating, reviewing, updating, and handling exceptions to its information security mos Service Support Configuration Management Automated Asset Discovery an up-to-date inventory of configuration tems. Discovery  2CM8 (M3 2,(M8 M-

policies? The system's organization has a capabilty that tracks all T Physical
Does the organization establish contracts, service level agreements (SLA), or other formal mos Service Support Configuration Management Physical Inventory assets, including their ownership and current custody. Inventory  CM-8 ™8

P . : " . ‘The system has a capability that manages and maintains
agreements with internal groups and external parties regarding the security of their systems ¥ pabilty & ksl

Infrastructure Protection inventory for its physical and digital assets, including virtual  Inventory
and/or services delivered by those groups or parties, as well as the consequences of failure S&RM Services End-Point Inventory Control machines. Control (M-8 ™8
to meet those agreements? Rl [Resources (e.g, hardviare,
— — N " |devices, data, and software)
Are there standard agreements for the purpose of specifying terms and conditions, including e e s et asa ol erforced iy it eies oding ACLACOAT AT
. " . e tem has a policy, enforc )y @ capability, that requires Handling - ~3,AT- Ry ~3,AT-
aprivacy pO|IC‘{, intellectual property agreements, acceptable use, a code of Condua’ accurate labeling and identifiers for information and its Labeling/  1,AU-1,CA- LAU-1,CA-
website terms and conditions, or non-disclosures and non-competes, prior to granting 80SS Data Governance Handling/ Labeling/ Security Policy associated media and data repositories.If virtual repositories  Security  1,CM-10P-  AC4 1,CM1,CP- ACL
. . o The system' data s assigned classiications (e.g. controlled
employees, contractors, third parties, and customers access to the organization’s data, uncassified information, assified, senstve) based onthe  Data
servi ces, and systems? BOSS Data Governance Data Classification sensitivity of the data and its value to the system owner. The  Classification- RA-2,RA-3 RA-2,RA-3
Does the system associate a particular security policy with a certain role (data owner, The system's organizaton has a capablty to categorze the  Data
Sysadmin |custodian, delegate, etc.), in essence defining roles that each have a unique combination of Information Services  BOSS Data Classification organization's information to guide data handing. Classification RA-2 RA2
an N ‘The system's organization has a capability that defines a
p”wleEes and "ghtS? classification scheme for information, servers, endpoints, and  Data/ Asset
Does the organization manage the applicable legal and regulatory requirements involving S&RM Policies and Standards Data Asset Classification other assets so that specifc security policies can be applied to Classfication RA-2,RA-3 RA-2,RA3
ciso security, including mapping these requirements to the organization’s security best practices S&RM Data Protection Data Lifecycle Management Data Tagging The system has  capability that assgns, uses, and manages  Data Tagging A4 ACt
data tags for specific pieces of information to aid in browsing
and storing them in a risk register? and searching activities,
CISO Does the organization define and measure objectives for security services and their delivery?| o 'T:":“m
Has the organization defined its approach to governance, risk, and compliance, and refines IDAM-6 [ workforce and third-party
CIso ‘The system's organization has processes and resources in place
that approach as needed? tosupport contracts. A contract template i in place that SALSA4SA- SA-LSA4SA-
Does the system use an automation protocol (e.g. Security Content Automation Protocol 80SS Legal Services Contracts includes contract clauses for system security and privacy. ~ Contracts 9 9

ID.BE  |Identify--Business

Sysadmin  |(SCAP)) to detect vulnerabilities and verify and detect whether or not the system's lenvironment

configuration has changed for the purpose of detecting unauthorized changes?

Does the system receive threat and vulnerability management information from other L ::;"::’::;::2":‘:“"
Sysadmin  |sources, such as threat intelligence feeds, peer organizations, vulnerability databases, or activites are established and
security monitoring services?

ROSS Onerational Risk Rusiness Imoact Analvsis ‘The svstem's arganization has a nracess for conducting a Rusiness  CM-4.0P-) RA CM-4.CP-2.RA




NISTESP 800-174: SECURITY AND/PRIVACY CONTROLS
FOR CLOUD-BASED FEDERAL INFORMATION;SYSTEMS

o P Q R s

Suggested functional capabilities and security controls based S7200.5 Reva securtyCotrlsfor mplementing Fancional Capabitis
on the answers to the Questionnaire e ey g

FY2017 o Additional Fed P Additional Additional Fed| P Additional Additional
CSF FISMA Capability (process or solution) Capability (process or solution) Revised Description NIST Baseline | Suggested Suggested [NIST Baseline| Suggested Suggested [NIST Baseline| Suggested
52 Metrics ~ A4 bd x | Controls *

Controls ~ | Controls ¥ Controls * ~| controls
Identify-Asset Management

Baseline.
-

Physical devices and systems  1.1,1.2,13,
within the organizationare 1.4, 1.
inventoried

Service Support i Asset Discovery The system's organization has a capability that identifiesnew  Automated CA7(1),CM- CAT(1)CM-  CM-3(2) CM-2(2)CM- CM-8(7)
asset: theIT and maintains  Asset 2(1).em- 2(1).em- 3(1).0m-
An un-to-date inventory of canfieuration items Discaverv 23).0M- 231 0M- R02) CM-RIa)
Service Support Configuration Management Physical Inventory The system's organization has a capability that tracks all IT Physical - CM-8(1),CM- CM-8(1).CM- CM-8(2)CM-  CM-8(8)
assets, including their ownership and current custody. Inventory 8(3).CM-8(5) 8(3),CM-8(5) 8(4)

Infrastructure Protection End-Point Inventory Control The system has a capability that manages and maintains Inventory 3 2 CM-8(2)CM-  CM-8(7)
Services inventory for its physical and digital assets, including virtual Control 8(4)

machines.
The system has a capability that provides location services

reporting the physical location of assets, resources, facilities,  Location

Information Services User Directory Services Location Services people, etc. Services - CM-8(8),PE-20
Software platforms and
applications within the
1D.AM-2 organization are inventoried  2.3.1,3.17
The system's organization has a capability that identifiesnew  Automated CA7(1)CM- CAT(1).CM- CM-2(2)CM-
1 the T and maintains  Asset S 2(1)em- 21),eM- 3(1)eM™-
Service Support Asset Discovery an up-to-date inventory of configuration items. Discovery 203)em- 23).m- M-3(2) 8(2),CM-8(4)  CM-8(7)

The system's organization has a capability that tracks all IT Physical CM-8(1),CM- CM-8(1).CM- CM-8(2).CM-

Service Support Configuration Management Physical Inventory assets, including their ownership and current custody. Inventory 4 X 8(3)CM-8(5) 8(3),CM-8(5) 8(4) ™-8(8)
The system has a capability that manages and maintains

Infrastructure Protection inventory for its physical and digital assets, including virtual Inventory CM-8(2),CM-
Services End-Point Inventory Control machines. Control - 8(4) c™-8(7)
ID.AM-5  Resources (e.g., hardware,
devices, data, and software)

are nrioritized hased on their
The system has a policy, enforced by a capability, that requires  Handling/ ~ AC-1AC3AT- AC-LAC3AT-

accurate labeling and identifiers for information and its Labeling/ 1,AU-1,CA- 1AU-1,CA-
Data Governance Handling/ Labeling/ Security Policy associated media and data repositories. If virtual repositories  Security Policy 1,OM-1,CP-  AC4 1,(M-1,CP-
The system's data is assigned classifications (e.g. controlled
unclassified information, classified, sensitive) based on the Data
Data Governance Data Classification sensitivity of the data and its value to the system owner. The Classification- RA-2,RA-3 RA-2RA-3

The system's organization has a capability to categorize the Data
Information Services Data Classification organization's information to guide data handling. Classification
The system's organization has a capability that defines a ACI6AC
classification scheme for information, servers, endpoints,and  Data/ Asset 16(1)AC-
Policies and Standards Data/ Asset Classification other assets so that specific security policies can be appliedto  Classification RA-2,RA-3 RA-2RA-3 16(2)AC-
Data Protection Data Lifecycle Management Data Tagging The system has a capability that assigns, uses, and manages data Data Tagging AC4(6)AC-
tags for specific pieces of information to aid in browsing and 16,5C-16
warchine activities

Cybersecurity roles and
responsibilities for the entire
workforce and third-party
The system's organization has processes and resources in place SA-4(1),5A- SA-4(1),5A- SA-4(3) 5A-
to support contracts. A contract template is in place that 4(2)5A- 4(2) 54 4(5),5A-
Legal Services Contracts includes contract clauses for system security and privacy. Contracts 4(9),54-9(2) 4(9),54-9(2) 9(1).54-
Identify--Business Environment
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RME FOR THE CLOUD'ECOSYSTEM: CLOUD'SECURITY RUBIK'S CUBE

» |IMPACT ANALYSIS
» SYSTEM CATEGORIZATION
»> CSF QUESTIONNAIRE

> |IDENTIFY & SELECT
CAPABILITIES

AUTHORIZE « | R M F4C E

CLOUD-BASED

> |IDENTIFY & SELECT
INFORMATION SYSTEM
(BASED UPON RESIDUAL CIOUd Ecosystem BEST-FITTING CLOUD

RISK & RISK TOLERANCE ’ ARCHITECTURE
) consumer S GIObaI » SELECT CLOUD PROVIDER

»> NEGOTIATE SLA, METRICS,
SIGN CONTRACT
» DEVELOP SECURITY PLAN

4 » |IMPLEMENT SECURITY CONTROLS
UNDER CONSUMER’S MANAGEMENT

O




WHAT IS OSCAL?

New “Standard of Standards” normalizing how system security controls
and corresponding assessment information are represented;

OSCAL Project Goals:

e Standardized: Provide security control, control implementation, and assessment

information in an open, standardized way that can be used by both humans and
machines

* Interoperable: Ensure OSCAL is well-defined so tools using OSCAL information are
interoperable and use information consistently

» Easy to use: Promote developer adoption of OSCAL so tools are available for
organizations to build, customize, and use OSCAL information

* Improves the efficiency, accuracy, and consistency of system security
assessments.

21




RMEFOR THE CLOUD ECOSYSTEM: CLOUD'SECURITY RUBIK'S' CUBE

— CAT

A)s. > SYSTEM CATEGORIZATION

> CSF QUESTIONNAIRE
IDENTIFY & SELECT

RE-AUTHORIZE PROVIDER < £
CAPABILITIES

‘ R M F4C E " > IDENTIFY & SELECT CATALOG |
FRAMEWORK

AUTHORIZE < N/ /
BEST-FITTING CLOUD

ReslilTs CLOUD-BASED | [
INFORMATION SYSTEM © [
(BASED UPON RESIDUAL I .\ | CIOUd Ecosystem /
2y - ARCHITECTURE
Consumer’s Global > SELECT CLOUD PROVIDER
> NEGOTIATE SLA, METRICS,

RISK & RISK TOLERANCE)
SIGN CONTRACT

4 » |IMPLEMENT SECURITY CONTROLS
UNDER CONSUMER’S MANAGEMENT

PROFILE

IMPLEMENTATION (SSP)




CURRENT FOCUS OF OSCAL
DEVELOPMENT

i Assessment Results Schema

Implementation Schema " Mechanism Schema |

Metrics Schema

Catalog / F




DESCRIPTIONS OF CURRENT COMPONENTS

SRS e — Assessment Results Schema

U Catalog: Defines a set of security controls
(e.g., NIST SP 800-53 Appendix F); may also
define objectives and methods for assessing
the controls (e.g., NIST SP 800-53A)

U Profile: Defines a set of security
requirements, where meeting each
requirement necessitates implementing one
or more security controls

U Framework: Defines a set of security
requirements expressed at a higher level
(e.g. Cybersecurity Framework)




PROSE VS. OSCAL CATALOG

Control Title

a. Develops, documents, and disseminates to [4ssignment: organization-defined personnel or
roles]:

1. An access control policy that addresses purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance;
and

Procedures to facilitate the implementation of the access control policy and associated
access controls; and

b. Reviews and updates the current:
1. Access control policy [Assignment: organization-defined frequency); and
2. Access control procedures [Assignment: organization-defined frequency].

i . This control addresses the establishment of policy and procedures for the
effective implementation of selected security controls and control enhancements in the AC family.
Policy and procedures reflect applicable federal laws, Executive Orders, directives, regulations,
policies, standards, and guidance. Security program policies and procedures at the organization
level may make the need for system-specific policies and procedures unnecessary. The policy can
be included as part of the general information security policy for organizations or conversely, can
be represented by multiple policies reflecting the complex nature of certain organizations. The
procedures can be established for the security program in general and for particular information
systems, if needed. The organizational risk management strategy is a key factor in establishing
policy and procedures. Related control: PM-9.

Control Enhancements: None.
References: NIST Special Publications 800-12, 800-100.
Priority and Baseline Allocation:

HIGH AC-1

|P1 ||.aw AC-1

<catalog xmlIns="http://scap.nist.gov/schema/oscal">
<title>NIST SP800-53</title>
<declarations href="800-53-declarations.xml"/>
<group class="family">
<title>ACCESS CONTROL</title>
<copprebm = SPOCES T T T T T T T, aa. <
@tle>ACCESS CONTROL POLICY AND PROCEDURES</title> - V4
<prop TS o1 a1z AL -1 L QD e e e = = =
<prop class="priority">P1</prop>
<feat class="statement">
<prop class="description">The organization:</prop>
<feat class="statement">
<prop class="number">AC-1a.</prop>
<prop class="description">Develops, documents, and disseminates to <assign id="acla">
organization-defined personnel or roles</assign></prop>
<feat class="statement-item">
<prop class="number">AC-1a.1.</prop>
<prop class="description">An access control policy that addresses purpose, scope, roles,
responsibilities, management commitment, coordination among organizational ...[snip]...</prop>
</feat>
</feat>
</feat>
...[snip]...
<references>
<ref>

<citation href="http://csrc.nist.gov/publications/PubsSPs.html#800-12">NIST Special Publication

800-12</citation>
</ref>
...[snip]...
</references>
</control>
</group>
</catalog>




SP 800-53 BASELINE VS OSCAL PROFILE

RRIORITY

[ N

-
INITII&‘:ONTROL BASELINES

LOow | : MOD

HIGH

0
=y am

Access Control Policy and Procedures

B

AC-1

AC-1

Account Management

T
- b’ anb' o

C-2 (1) (2) (3)
4)

AC-2 (1) (2) (3)
@Gy anaz
a3

Access Enforcement

AC-3 AC-3

AC-3

Information Flow Enforcement

Not Selected AC-4

AC-4

Separation of Duties

Not Selected AC-5

AC-5

Least Privilege

3--3:-1-:

Not Selected C-6 (1) (2) (5)

(9) (10)

AC-6 (1) (2) (3)
(5) (9) (10)

Unst ful Logon

AC-7 AC-7

AC-7

System Use Notification

AC-8 AC-8

AC-8

Previous Logon (Access) Notification

Not Selected Not Selected

Not Selected

Concurrent Session Control

Not Selected Not Selected

AC-10

Session Lock

Not Selected AC-11 (1)

AC-11 (1)

Session Termination

Not Selected AC-12

AC-12

Withdrawn

Permitted Actions without Identification or
Authentication

AC-14 AC-14

AC-14

Withdrawn

Security Attributes

Not Selected | || Not Selected

Not Selected

Remote Access

AC-17 ) AC-17 (1) (2)
2 (3) (4)

AC-17 (1) (2)
(3) (4)

Wireless Access

AC-18 AC-18 (1)

AC-18 (1) (4)
(5)

Access Control for Mobile Devices

AC-19 AC-19 (5)

AC-19 (5)

Use of External Information Systems

AC-20 (1) (2)

Information Sharing

v

]

]

AC-20 lac20 () @
NotsSelected |0  Ac-21

AC-21

Publicly Accessible Content

AC-22 AC-22

AC-22

Data Mining Protection

Not Selected Not Selected

Not Selected

Access Control Decisions

Not Selected | | Not Selected

Not Selected

Reference Monitor

Not Selected | | Not Selected

J

- a» a» a» e o

Not Selected

<profile xmIns="http://csrc.nist.gov/ns/oscal/1.0">

<title>SP 800-53 Low Baseline</title>
<invoke href=".snip..I">

<call control-id="ac.1"/>

<call control-id="ac.2"/>

<call control-id="ac.3"/>

<call control-id="ac.7"/>

<call control-id="ac.8"/>

<call control-id="ac.14"/>

<call control-id="ac.17"/>

<call control-id="ac.18"/>

<call control-id="ac.19"/>

<call control-id="ac.20"/>

...snip...

</invoke>
</profile>




OSCAL DELIVERABLES

XML and JSON Validate catalogs and profiles against constraints
Schemas

XSL Templates Produce human-readable versions (PDFs)

CSS Edit OSCAL catalogs and profiles using XML tools

Documentation Define the OSCAL specification

Explain how organizations can convert existing catalogs and profiles into
OSCAL formats

Posted to a NIST GitHub repo: https://github.com/usnistgov/OSCAL
Email oscal@nist.gov for access



https://github.com/usnistgov/OSCAL
mailto:oscal@nist.gov

OSCAL REPOSITORY ON GITHUB

Open Security Controls Assessme

Add topics

{D 352 commits

Branch: master v New pull request

' iMichaela Update README.md

i docs

i examples

i schema

i sources

i working

[ .gitignore

E) OSCAL-dev.xpr

[E] README.md

README.md

Upd
add
add
Adj
add
First
Upd

Upd

i pub

i roundtripped

[E) SP800-53-HIGH-baseline.json

) SP800-53-HIGH-baseline.xml

[E) SP800-53-LOW-baseline.json

[E] SP800-53-LOW-baseline.xml

[E) SP800-53-MODERATE-baseline.json
[E) SP800-53-MODERATE-baseline.xml
[E] SP800-53-o0scal-declarations.json
] SP800-53-0scal-declarations.xml
(] SP800-53-rev4-catalog.json

] SP800-53-rev4-catalog.xml

E) readme.md

readme.md

il pub

i roundtripped

E| FedRAMP-HIGH-crude.json

E| FedRAMP-HIGH-crude.xml

E| FedRAMP-HIGH-edited.json

E| FedRAMP-HIGH-edited.xml

E| FedRAMP-LOW-crude.json

E| FedRAMP-LOW-crude.xml

E] FedRAMP-MODERATE-crude.json
E] FedRAMP-MODERATE-crude.xml

E) readme.md

readme.md

More FedRAMP readme

add json schema and examples
add json schema and examples
More small edits

add json schema and examples
Touches

add json schema and examples
More updates and name changes
add json schema and examples
More updates and name changes

More small edits




QUESTIONS?

FOR MORE GENERAL INFORMATION: MICHAELA.IORGA@NIST.GOV.

CLOUD SECURITY RUBIK’S CUBE IS ON GITHUB (WORK IN PROGRESS):
HTTPS://GITHUB.COM/USNISTGOV/CLOUDSECURITYRUBIKSCUBE

FOR MORE INFORMATION REGARDING OSCAL: OSCAL@NIST.GOV.

OSCAL ON GITHUB (WORK IN PROGRESS): (EMAIL FIRST TO US FOR ACCESS TO THE
PRIVATE REPOSITORY): HTTPS://GITHUB.COM/USNISTGOV/OSCAL

( \/ THANK YOU!

OSCAL TEAM WOULD LIKE TO INVITE YOUR
TO COLLABORATE WITH US.

CAME CHAN



mailto:oscal@nist.gov
https://github.com/usnistgov/OSCAL
https://github.com/usnistgov/CloudSecurityRubiksCube

