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THE KEYS TO THE CLOUD KINGDOM: 
THE 3TS

•Transparency
•Traceability
•Trustworthiness



TODAY’S CHALLENGES

Ø Making the correct choice for your business (SaaS, PaaS or IaaS ?);
Ø Understanding the complexity of the Information Systems, especially cloud-based 

solutions;
Ø Risk Management is few orders of magnitude more complex;

Ø Loss of control (trust issues not security issues, data owner & data custodian),
Ø Vendor’s transparency,
Ø Security and Compliance,

Ø Regulatory Frameworks are burdensome,
Ø Security Vulnerabilities are everywhere,

Ø Availability, Resilience and Reliability,
Ø System updates trigger documentation (SSP) to become outdated. 3



“INDUSTRY SHOULD 
STEAL FEDRAMP CLOUD 
SECURITY BASELINES”

"You need good security requirements 
around procuring cloud? Look what 
FedRAMP's done. Not some industry-
driven consortium.”

John Pescatore, Director SANS @ CyberCon
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UNDERSTANDING THE CLOUD-BASED SYSTEM’S BOUNDARIES 
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THE TRUST BOUNDARY



RMF FOR A CLOUD ECOSYSTEM (RMF4CE)
(a global view)
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ONGOING MONITORING OF 
CONSUMER’S CONTROLS Ø IMPACT ANALYSIS

Ø SYSTEM CATEGORIZATION

STEP 1:

Ø IDENTIFY & SELECT 
CAPABILITIES

Ø TAILOR & SUPPLEMENT
CONTROLS

STEP 2:

Ø DEVELOP SECURITY PLAN
ASSESS SECURITY CONTROLS
MANAGED BY PROVIDER

STEP 3:
Ø IMPLEMENT SECURITY CONTROLS
UNDER CONSUMER’S MANAGEMENT

STEP 4:

Ø

AUTHORIZE 
CLOUD-BASED

INFORMATION SYSTEM
(BASED UPON RESIDUAL 
RISK & RISK TOLERANCE)

STEP 5:

Ø

STEP 6:Ø

Ø SELECT BASELINE CONTROLS

Ø IDENTIFY & SELECT 
BEST-FITTING CLOUD 
ARCHITECTURE

Ø SELECT CLOUD PROVIDER
Ø NEGOTIATE SLA, METRICS,
SIGN CONTRACT

ASSESS SECURITY CONTROLS
MANAGED BY CONSUMER

Ø

ONGOING MONITORING OF 
PROVIDER’S OPERATIONS

Ø

RE-AUTHORIZE PROVIDER Ø

RMF FOR THE CLOUD ECOSYSTEM 
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Ø CSF QUESTIONNAIRE  

Ø DEVELOP SECURITY PLAN

Ø IDENTIFY & SELECT 
BEST-FITTING CLOUD 
ARCHITECTURE

Ø IDENTIFY & SELECT 
CAPABILITIES

CLOUD SECURITY RUBIK’S CUBE 



NIST CC SECURITY REFERENCE ARCHITECTURE – THE APPROACH

+

Mapping 
components to 

architecture

NIST Reference Architecture CSA’s TCI Reference Architecture

NIST Security Reference Architecture – formal model NIST Security Reference Architecture – security components



SP 500-292: NIST CLOUD COMPUTING REFERENCE ARCHITECTURE



SP 500-299: NIST CLOUD SECURITY REFERENCE ARCHITECTURE



https://cloudsecurityalliance.org/wp-content/uploads/2011/10/TCI-Reference-Architecture-v1.1.pdf

Cloud Security Alliance’s TCI Reference Architecture



SP 500-299: NIST CLOUD SECURITY REFERENCE ARCHITECTURE
- FUNCTIONAL CAPABILITIES -



NIST SP 800-174: SECURITY AND PRIVACY CONTROLS 
FOR CLOUD-BASED FEDERAL INFORMATION SYSTEMS



NIST SP 800-174: SECURITY AND PRIVACY CONTROLS 
FOR CLOUD-BASED FEDERAL INFORMATION SYSTEMS





NIST SP 800-174: SECURITY AND PRIVACY CONTROLS 
FOR CLOUD-BASED FEDERAL INFORMATION SYSTEMS

Suggested functional capabilities and security controls based 
on the answers to the Questionnaire



NIST SP 500-299/SP 800-200: NIST CLOUD COMPUTING 
SECURITY REFERENCE ARCHITECTURE
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OSCAL 



WHAT IS OSCAL?
• New “Standard of Standards” normalizing how system security controls 

and corresponding assessment information are represented;
• OSCAL Project Goals:
• Standardized: Provide security control, control implementation, and assessment 

information in an open, standardized way that can be used by both humans and 
machines

• Interoperable: Ensure OSCAL is well-defined so tools using OSCAL information are 
interoperable and use information consistently

• Easy to use: Promote developer adoption of OSCAL so tools are available for 
organizations to build, customize, and use OSCAL information

• Improves the efficiency, accuracy, and consistency of system security 
assessments.

21
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CURRENT FOCUS OF OSCAL 
DEVELOPMENT

Catalog / Framework Schema 

Profile Schema Metrics Schema

Implementation Schema Mechanism Schema

Assessment Schema Assessment Results Schema



DESCRIPTIONS OF CURRENT COMPONENTS
qCatalog: Defines a set of security controls 

(e.g., NIST SP 800-53 Appendix F); may also 
define objectives and methods for assessing 
the controls (e.g., NIST SP 800-53A)

qProfile: Defines a set of security 
requirements, where meeting each 
requirement necessitates implementing one 
or more security controls

qFramework: Defines a set of security 
requirements expressed at a higher level 
(e.g. Cybersecurity Framework)

24



Control Title

PROSE VS. OSCAL CATALOG
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<catalog xmlns="http://scap.nist.gov/schema/oscal">
<title>NIST SP800-53</title>
<declarations href="800-53-declarations.xml"/>
<group class="family">

<title>ACCESS CONTROL</title>
<control class="SP800-53">

<title>ACCESS CONTROL POLICY AND PROCEDURES</title>
<prop class="number">AC-1</prop>
<prop class="priority">P1</prop>
<feat class="statement">

<prop class="description">The organization:</prop>
<feat class="statement">

<prop class="number">AC-1a.</prop>
<prop class="description">Develops, documents, and disseminates to <assign id=“ac1a">

organization-defined personnel or roles</assign></prop>
<feat class="statement-item">

<prop class="number">AC-1a.1.</prop>
<prop class="description">An access control policy that addresses purpose, scope, roles, 

responsibilities, management commitment, coordination among organizational …[snip]…</prop>
</feat>

</feat>
</feat>
…[snip]…
<references>

<ref>
<citation href="http://csrc.nist.gov/publications/PubsSPs.html#800-12">NIST Special Publication 

800-12</citation>
</ref>
…[snip]…

</references>
</control>

</group>
</catalog>
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SP 800-53 BASELINE VS OSCAL PROFILE
<profile xmlns="http://csrc.nist.gov/ns/oscal/1.0">

<title>SP 800-53 Low Baseline</title>
<invoke href=“..snip..l">

<call control-id="ac.1"/>

<call control-id="ac.2"/>

<call control-id="ac.3"/>

<call control-id="ac.7"/>

<call control-id="ac.8"/>

<call control-id="ac.14"/>

<call control-id="ac.17"/>

<call control-id="ac.18"/>

<call control-id="ac.19"/>

<call control-id="ac.20"/>

…snip…
</invoke>

</profile>



OSCAL DELIVERABLES
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XML and JSON 
Schemas

Validate catalogs and profiles against constraints

XSL Templates Produce human-readable versions (PDFs)

CSS Edit OSCAL catalogs and profiles using XML tools

Documentation Define the OSCAL specification 

Explain how organizations can convert existing catalogs and profiles into 
OSCAL formats

Posted to a NIST GitHub repo: https://github.com/usnistgov/OSCAL
Email oscal@nist.gov for access 

https://github.com/usnistgov/OSCAL
mailto:oscal@nist.gov


OSCAL REPOSITORY ON GITHUB



QUESTIONS?

FOR MORE INFORMATION REGARDING OSCAL: OSCAL@NIST.GOV.
OSCAL ON GITHUB (WORK IN PROGRESS): (EMAIL FIRST TO US FOR ACCESS TO THE 
PRIVATE REPOSITORY):  HTTPS://GITHUB.COM/USNISTGOV/OSCAL
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THANK YOU!
OSCAL TEAM WOULD LIKE TO INVITE YOUR 

TO  COLLABORATE WITH US.

FOR MORE GENERAL INFORMATION: MICHAELA.IORGA@NIST.GOV.

CLOUD SECURITY RUBIK’S CUBE IS ON GITHUB (WORK IN PROGRESS): 
HTTPS://GITHUB.COM/USNISTGOV/CLOUDSECURITYRUBIKSCUBE

mailto:oscal@nist.gov
https://github.com/usnistgov/OSCAL
https://github.com/usnistgov/CloudSecurityRubiksCube

