
I have a recommendation for the NIST CSF update: 
 
 
In order to effectively understand and treat the cyber risk that comes from the supply chain, an end-to-
end risk assessment should be mandated. Meaning that the security controls of the suppliers of the 
supplier should be communicated to the consumer. So just evaluating the immediate supplier's security 
controls will not be enough to assure security but being aware of the control strengths and weaknesses 
of the 4th or 5th parties will make the security due diligence complete and also help with better 
threat modelling and risk mitigation strategies. 
 
 
Regards, 
Michael Lawal 
 


