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DESCRIPTION

Problem 
Face morphing (two or more facial images 
are combined) is a known vulnerability 
to automated facial recognition. While 
face morphing has been used for benign 
entertainment purposes, it can be used for 
nefarious purposes such as identity fraud.

Invention
A morph detection method that uses one-to-
many (1 :N) face recognition algorithms to 
detect the presence of face morphing under 
certain scenarios. 

BENEFITS

Potential Commercial Applications
•	 Detection of morphed images for organizations 

that accept user-submitted application photos 
during renewal processes.

•	 Adaptable methodology for eGate systems that 
can connect to backend databases.

Competitive Advantage
•	 User Convenience: Reduced false detection rates 

when compared to other conventional morph 
detection algorithms.

•	 Cost-Efficient: Can leverage existing one-to-
many face recognition infrastructure by adapting 
this methodology.
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What is Face Morphing

Subject A

Subject B

26Source: NIST

Morph (Subject A + B)



The Problem…

Accomplice Attacker (other identity)

Source: Ferrara, Franco, and Maltoni, The Magic Passport, IEEE 

International Joint Conference on Biometrics, October 2014, pp. 1-7

Source: 

http://www.futuretravelexperience.com/2016/01/automated-

border-control-e-gates-go-live-at-naples-airport/

Automated Border Control Gate

Morphing poses a threat to entities that 

accept user-submitted photos for identity 

credentials
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Source (9/22/2018): http://www.spiegel.de/netzwelt/netzpolitik/biometrie-
im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-
1229418.html via Google Translate

Sept. 22, 2018:  Member of German activist 

group successfully applies for a passport with a 

morphed image (containing Federica 

Mogherini, High Representative of the Union for 

Foreign Affairs and Security Policy)

Real Cases of Morphing

Source: Presentation by Matjaz Torkar, Deputy 
Commander of Station, Airport Police Station Brnik 

Slovenia at the International Face Performance 
Conference (IFPC) 2022, November 17, 2022

https://www.nist.gov/itl/iad/ifpc-2022-conference-

presentations-and-videos 

SINCE 2020, OVER 40 

MORPHING CASES WERE 

DETECTED IN SLOVENIA

28

http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
http://www.spiegel.de/netzwelt/netzpolitik/biometrie-im-reisepass-peng-kollektiv-schmuggelt-fotomontage-in-ausweis-a-1229418.html
https://www.nist.gov/itl/iad/ifpc-2022-conference-presentations-and-videos
https://www.nist.gov/itl/iad/ifpc-2022-conference-presentations-and-videos
https://www.nist.gov/itl/iad/ifpc-2022-conference-presentations-and-videos
https://www.nist.gov/itl/iad/ifpc-2022-conference-presentations-and-videos
https://www.nist.gov/itl/iad/ifpc-2022-conference-presentations-and-videos
https://www.nist.gov/itl/iad/ifpc-2022-conference-presentations-and-videos
https://www.nist.gov/itl/iad/ifpc-2022-conference-presentations-and-videos
https://www.nist.gov/itl/iad/ifpc-2022-conference-presentations-and-videos
https://www.nist.gov/itl/iad/ifpc-2022-conference-presentations-and-videos
https://www.nist.gov/itl/iad/ifpc-2022-conference-presentations-and-videos
https://www.nist.gov/itl/iad/ifpc-2022-conference-presentations-and-videos


INVENTION: A morph detection method 
that uses one-to-many (1:N) face 
recognition algorithms to detect the 
presence of face morphing under certain 
scenarios



Step #1: Generate a set of morphs

Input image 1

Input image 2

Morph creation 
software (black 

box)

Output is a morphed photo of
image 1 + image 2 

Input selection criteria – subjects 
demographically paired based on age, 

gender, and race
 



Step #2: Run one-to-many (1:N) face recognition searches 

against a database with both morph and bona fide probes

Input: Image 
(morph or bona fide)

The database contains prior 

photo(s) of the claimed identity 

being searched (e.g., passport 

renewal)

1. Me 0.45

2. Kayee 0.39

3. Patrick 0.36

4. Craig 0.30

5. Austin 0.02

Output: Ranked
Candidate List

1:N Face 
Recognition 

Algorithm
(black box)

Database

1) An input probe image is 

provided to a 1:N face 

recognition algorithm

2) The 1:N face recognition 

algorithm searches the 

database for the subject in the 

probe image

3) The 1:N face recognition algorithm returns a ranked candidate 

list of the most similar people found (with similarity scores, 

highest score first)

Note: Morphs are generated using 

morphing software.  Bona fides are 

legitimate (not manipulated) images.



Step #3: Analysis of highest similarity scores from 

1:N face recognition search for morph detection

Image Source: NIST + Public FERET Database

Example Scenario: Passport Renewal



Visualization of rank 1 and 2 scores produced by the 1:N face 

recognition algorithm on morph vs. bona fide searches

Here, we analyze the rank 1 and 2 score 
pairs produced by a 1:N face recognition 
algorithm when searching morphs and 
bona fide probes against a database by 
plotting the values of the similarity 
scores.



Identify potential thresholds for flagging morphs based on trends 

observed between morph vs. bona fide score pairs (via visual inspection)

Identify potential thresholds for flagging morphs based on 
trends observed between morph vs. bona fide score pairs.  
Here, we simply draw a decision boundary through visual 
inspection of the rank 1 and 2 score pairs.



Identify potential thresholds for flagging morphs based on trends observed 

between morph vs. bona fide score pairs (via training a neural network)

Identify potential thresholds for flagging morphs based 
on trends observed between morph vs. bona fide score 
pairs.  Here, we trained a simple neural network with 
the 1:N face recognition score pairs to find a decision 
boundary for morph classification.

Neural network architecture for training a morph 
classifier with 1:N algorithm rank 1 and 2 scores 



Proof of concept: Morph detection results from training a 

morph classifier with rank 1 and 2 scores

Example Scenario: Passport Renewal

Morph detection using 1:N 

face recognition may be 

effective in a renewal scenario

Reduced false detection error 
rates are attainable when 

compared to conventional 

differential morph detectors

Source: NISTIR 8430: FRVT Part 4A: MORPH – Utility of 1:N Face Recognition Algorithms for Morph Detection, July 27, 2022



In Operations…

1) Application 
photo for renewal

1:N Face 
Recognition 

System

1. Mei 0.45
2. Kayee 0.39
3. Patrick 0.36
4. Craig 0.30
5. Austin 0.02

Ranked
Candidate List

A) Apply method to 
establish thresholds for 

flagging morphs using 1:N 
face recognition scores

2) Search image through 
1:N face recognition 

system (e.g., for 
deduplication)

OR

B) Apply method to train a 
morph detector using 1:N 

similarity scores

A) Check scores against 
thresholds to determine if 

secondary review is 
necessary

B) Run scores through morph 
detector to determine if secondary 

review is necessary

OR

Morph 
detector
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