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e Autonomic/Autonomous Networking (ANs) and Standards

e Knowledge Plane (KP) Concept: What are Knowledge Planes (KPs)?

e The Era of Knowledge Plane (KP) Platforms Driven Networking—Anchor for
Federation of Autonomic/Autonomous Networks (ANs) Across Industry Sectors

e AGILITY Initiative and relationship to the GAFB (Deliverable D1)

The Knowledge Plane (KP) Concept is defined in ETSI TS 103 195-2 as adopted from the original KP concept defined

by the MIT (USA) SIGCOMM’03 AMC paper (David D. Clark, et al: “A Knowledge Plane for the Internet” ) and
enhanced as:

> a construct that exhibits cognitive capabilities and behaviours in performing the management and control of networks and
services, and operates on network-wide views (including knowledge continuously gathered about the state and behaviours
of network elements/functions) to dynamically program (configure) network resources and parameters, and adaptively and
autonomically make changes to the network and services compositions and configurations in order to meet the objectives
(e.g. business objectives) desired for the whole network in the best optimal way.



MDKP-PWG Deliverables & Planning



. Produce a Generic Architecture Framework Blueprint (GAFB) that
articulates the role GANA Knowledge Planes (KPs) Platforms should play as
Anchors for the Federation of Autonomic/Autonomous Networks (ANs): Early
Draft September 15, 2023; Stable Draft December 31, 2023; Final Version
February 2024

. Describe Use Cases on the KP-to-KP Federations and on APIs for GANA

KP Integrations: Early Draft October 1, 2023; Stable Draft July 31, 2024;
Final Version September 2024

. Describe Requirements for Knowledge Plane (KP) Platforms Driven
Networking (including KP Governance and KP-to-KP Federations) within the
GAFB: Early Draft November 2023; Stable Draft April 2024; Final Version
September 2024

. Discuss How Zero Trust Principles (ZTP) can be applied in GANA KP-to-KP
Federations.
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Legend:

W= =NBI (NorthBound Interface)
implemented as an API (e.g.
RESTFul API) or Protocol. The
GANA KP uses the NBI exposed
by the entity to program the
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configure the entity to export
Data, Info, Knowledge, or Events
to the GANA KP or other

consumers
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Generic Architecture Framework

Types of GANA KPs and Integration
Interfaces Scope for specific KPs (Selected
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Requirements for Knowledge Plane (KP)
Platforms Driven Networking (including KP
Governance and KP-to-KP Federations)
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GANAKP Federations
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KP Federation Reference Points. >

Implies a Call for Action for Joint

ONNAME " efforts by Standards SDOs/Fora
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Federated/Interworking GANA Knowledge Planes (KPs) for BBFers; i),
(BroadBand Forum) Domain and 3GPP Domain (ETSI TR 103 473 V1.12)
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Requirements pertaining GANA KP-to-KP Federations we study include the role of GANA KPs federations in Composable Networks,
Composable Services, Enablers such as Cloud Federations APIs, Autonomic Network Formations, How KPs Build Knowledge and can
exchange Knowledge and negotiated operations/actions for Self-* AMC intelligence across federated ANSs, e.g., Self-Optimizations, Self-
Protection, Self-Diagnosis and Self-Healing, Self-Defense, etc.

1. Type-A Federation: Federations of GANA DEs’ Autonomics operations based on DE’s Autonomics Algorithms that may have been
chosen to be implemented in a Distributed fashion (across NES/NFs) such that the DEs involved collaborate to configure certain
resources (Managed Entities (MESs)) in certain points in the network to achieve a network behaviour that can only be attained through
the DEs’ collaborations or exchange of information for the benefit of a certain larger scope of the network and services delivered by
the portion of the network involved

2. Type-B Federation: Federated AMC through GANA KPs across Administrative Domains that host various Technology Domains (such
as Access Network, x-Haul Transport Network, Core Network, or Data Center Network) and associated GANA KPs. AMC federation
at the level of the GANA KPs is likely to be the only level of AMC federations that may be required across Administrative Domains,
e.g., across CSPs.



Requirements pertaining GANA KP-to-KP Federations we study include the role of GANA KPs federations in Composable Networks,
Composable Services, Enablers such as Cloud Federations APIs, Autonomic Network Formations, How KPs Build Knowledge and can
exchange Knowledge and negotiated operations/actions for Self-* AMC intelligence across federated ANSs, e.g., Self-Optimizations, Self-
Protection, Self-Diagnosis and Self-Healing, Self-Defense, etc.

1. Type-1 Requirements: KP support for the industry targeted COPAAN Blueprint’ Governance and Federations Interfaces and
associated Primitives

2. Type-2 Requirements: KP support of Mechanisms for Auto-Discovery by other KPs in a secure and trusted fashion

3. Type-3 Requirements: KP support of Mechanisms that enable the KP to collaborate with other KPs by way of federations that involve
the KPs working together to instantiate and orchestrate networking resources to create dynamically Composable Networks built using
various technologies required to deliver services to humans and machines as may be needed on-demand, and with the KPs working
together to destroy or delete the networks and or services when no longer needed.

4.  Type-4 Requirements: KP support of Mechanisms that enable the KP to collaborate with other KPs by way of federations that involve
the KPs working together to instantiate and orchestrate network services to create dynamically Composable Services using network
resources or network instances that already exist and are under the management and control responsibility of their respective KPs.

5. Type-5 Requirements: KP support for Enablers for Federations such as Cloud Federations API defined by IEEE Std 2302™-2021 that
was originally developed by NIST and was further developed into IEEE as a standard. Such APIs are more relevant for Type-B
Federation.

6. Type-6 Requirements: KP role in Autonomic network and connectivity formations and orchestrations in response to detected
situations and predicted situations, and/or agile service innovation and delivery across industries in a federated fashion

7. Type-7 Requirements: KP support for Mechanisms and Techniques for supporting Type-A Federation. This implies support for
Protocols and APIs for federations 10



Requirements pertaining GANA KP-to-KP Federations we study include the role of GANA KPs federations in Composable Networks,
Composable Services, Enablers such as Cloud Federations APIs, Autonomic Network Formations, How KPs Build Knowledge and can
exchange Knowledge and negotiated operations/actions for Self-* AMC intelligence across federated ANSs, e.g., Self-Optimizations, Self-
Protection, Self-Diagnosis and Self-Healing, Self-Defense, etc.

8. Type-8 Requirements: KP support for Mechanisms and Techniques for supporting Type-B Federation. This implies KP support for
Enablers for Federations such as Cloud Federations API defined by IEEE Std 2302™-2021 that was originally developed by NIST and
was further developed into IEEE as a standard; and also KP support for “Needs” defined by IEEE INGR Future Networks Systems
Optimization Chapter that pertain to Federations across administrative domains.

9. Type-9 Requirements: KP support of Mechanisms and Techniques for Building Knowledge and ability to exchange Knowledge and
enter negotiations with other KPs on operations/actions that KPs should execute for Self-* AMC intelligence across federated ANs, e.g.,
Self-Optimizations, Self-Protection, Self-Diagnosis and Self-Healing, etc.
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ETSI GANA Model Adoption in NGMN's Autonomic Networkingers;, 7 .
Requirements in E2E 5G Architectures, and ETSI Implementation Fmwk’
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IEEE Future Networks —Autonomic Networking —January 2021 12

Based on NGMN 5G E2E architecture framework
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ETS| GANA Model Adoption in BroadBand Forum (BBF)’s AIM

ETSI(L__))\
Framework =2
Automated Intelligent Management (AIM) - overview
* |n Broadband Forum (BBF)
= Access & Home Network O&M Automation/Intelligence
* Not necessarily Al/ML
* Work with Network Functions Virtualization (NFV) & equipment
disaggregation
" Project phases
* Key use cases
* Logical framework
* TR-436, Access & Home Network O&M Automation/Intelligence
* Approved for publication
* Builds on ETSI Generic Autonomic Networking Architecture (GANA) framework, also
ML pipelines from ITU-T Y.3172, and TM Forum Open Digital Architecture (ODA)
* Aligns with Broadband Forum CloudCO specs
* Data models & interfaces
* Now starting
2 &) ASSIA
13

C2General 13 © ETSI 2012 All richts recerved
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Standards/Interfaces Panel — Interface
work needed for Al/ML optimization in
the scope of Autonomic/Autonomous
Networks (ANs)

IEEE

Moderator _ .
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IEEE Proposal: Conceptual Model for Developing the COPAAN Blueprint

* The Human Actors need to be defined in the Blueprint, including the Types of Actors and Multiplicity on

the Governance Interface as well

Governance Interface of an AN __.-": * Generic Primitives/Procedures and associated Attributes of the Governance and Federation Interfaces

: and Invokers & Directionality of Primitives Invocations need to be defined

¢ The Internals and Design Principles of ANs and ASs as their Building Blocks should be left to the various

¢ SDOs/Fora working on AN Architectures

JmrrnBens * The Generic Primitives/Procedures of the Generic Interfaces (e.g. as Generic APIs) should then be

inherited by the individual SDOs/Fora into their AN Frameworks and extended, AND/OR that the

Generic Primitives/Procedures would be made to invoke Primitives/Procedures specific to AN

Frameworks of specific SDOs/Fora

@

Human Actors

1. AN Governor (i.e.
i AN Super User)

2. Other AN Users

H EEEN
- E .l"--‘. ....-.l

.s® ",
o* Yo

i

Autonom:c/Autonamous ’,

Autonomic/Autonomous
: Network(AN) .

Network(AN)

*

Yan .
» -
....'.lllllll-.-'-.

Federatlon Interface of an AN

..... ¢ There are different Classes of ANs and the Industry now Benefits of the Blueprint of Common AN Ops Principles:
need a Blueprint that describes the various Classes of ANs * Enable Test and Certifications of ANs based on the Comman
and Characterizations of the AN Operational Principles that Operational Principles

+ Enable Integrability and Interopearbility among ANs

are Common across AN Classes and those that are
+ Provide for Differentiating Factors for ANs, to aid Procurement of ANs

Common across ANs that belong to the same Class

Facts regarding AN Framework Standardization in various SDOs/Fora: There are already a number of SDOs/Fora working on their AN Architectures: There is a
way to achieve some level of harmanization that enables Integrability and Interoperability of AN Architectural Frameworks from various SDQOs/Fora and
Implementations thereof, without disrupting the roadmaps of the SDOs/Fora

Enabling 5G and Beyond | FutureNetworks.ieee.org/roadmap




IEEE Proposal: Examples of Primitives of the Conceptual Model of .

an AN that would need to be specified and detailed in the Blueprint

* SetModeOfOperation(Param: Open-Loop/Closed-Loop)

* GetCapabilityDescriptionModel();

* GovernancelnputsSupply(Params: Config Profile, Goals, Policies, Intents, etc);

* GetCurrentCapabilities();

* SetlevelOfAutonomy(Param: Level_or_Degree of Autonomy);

* GetCurrentRecommendation ();

* DescribelmpactOfChange(Params:e.g. Goals, Policies, Vertical Downstream Intent,
etc);

* GetReport(Param: TimeWindow);

+ EstablishFederation(Param: List of ANs);

* PausefFederation(Param: Time);

* ResumeFederation(Param: Time);

* TerminateFederation();

* ListActiveFederations();

* ShowPotential();

* AllowDiscoveryByOther();

Cororaea AL ALY « DisAllowDiscoveryByOther();

1 : +« Other Governanace or Management Primitives should be defined and Detailed by
the Blueprint using Inputs from. various SDOs/Fora AN Frameworks & Other Inputs

i« AsynchroneousReport();

* FeedbackReportToUserSolicitation(); E
* FEscalationOfSituation(Params: Situation Description);
. = Getlntevention();

(==

Human Actors
1. AN Governor (AN Super User)
2. Other AN Users

X

.. * FederationEstablishmentRequest();
- * PausingFederation(Param: Time);

* ResumingFederation(Param: Time);

* TerminatingFederation();

* Horizontal_IntentSupply();

* NegotiateFederatedAutonomicMana

..

Federation Interface of an AN

. gementAndControl();
* FederationEstablishment_Reply(); T * SharingStatelnfo();
* PausingFederation_Reply(Param: Time); * RequestForStatelnfof);

* ResumingFederation__Reply(Param: Time);

* TerminatingFederation_Reply();

* FeedbackToHorizontal_IntentSupply();

* ResponseToNegotiateFederatedAutonomicManagementAndControl();
* AcknowledgementToSharingStatelnfo();

* ResponseToRequestForStatelnfo();




Backup
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ETSI GANA (Generic Autonomic Networking Architecture) ETSI/T___
Reference Model / Functional Architecture (ETSI TS 103 195-2) for Multi-Layer Al/ML &*\A%’

I' R — { GANA (Generic Autonomic Network Architecture) Framework —I_ -

1
| 1
: | Hierarchy of ~ The Complex < :
I ' Knowledge Plane Decision Elements S% 5
DEs i »
1 (DEs) (e.9. Machine 2 1
I ey | (o)t Leaning (), E 1
I = / T Deep Learning *; 1
: L3 /. % Network Level Routing Management DE (Oh)-) S 1
/ E /" Network Level Fault Ma 0E_J Network Level DEs < 1
1 , GANA | Other Network Level DEs (GANA Level-4) o ® 1
: ‘ Profle e.9. Network Level QoS Management DE - Cognitve £ 1
Administrator/ = ]
nirol-Loo Agortms for Al =
: i P “Quter Contrl Loop (eg. Machine 3 o :
Reference - i g
I o ol 52 | EC-Funded FP7
| NE (router, terminal, switch, NE (router, host, switch, Learning(DL), .) R EFIPSANS, Self-NET, E3,
: gateway, base-station, etc.) gateway, base-station, etc.) 25 : KNOWLEDGE SOCRATES, 4WARD,
. o PLANE h
: [ Node_Main_DE } % [ Node_Main_DE ] ::;?MLZVO?OE;S 5‘“ Complex % L; I (. Clark), MIT and other R&D Projects
NoDs < 1
Algorithms for Al 8.5
1 o L I 1 > 2
| Fast C°Q.}w§9l.,'52,° b A Froml | w1t £ |
1 (NE}-Physical on Function-Level DE, o.g.m . | [Function-Level DE, e.g. Function Level DES 1 o jacg % |
1 Virtual QoS Management DE [T | QoS Management DE (GANA Levek-2) complex 2 |
1 Delle Fubg Cognitive R A |
—— DeMe Dolk —+t— DeMe o <
! Vanaged Enties sy~ | [T 1@ 18 e le g3 |
Resources: i.e. Protocols, NEI]]I | [ﬂﬁﬁm Protocol Level DEs £ £ I
I Stacks & Mechanisms, and oartitoned and assigned T (partitoned and assigned (GANA Level-1) ’ 1
1 Application Layer Application| [y 2 = - b I
1 Horizontal 1
1 Reference 1
' e it |

GANA is Framework for Multi-Layer Autonomic Management & Control (AMC)/Autonomics & Multi-Layer Al/ML for AMC

Remark: ETSI White Paper No.16 and ETSI TS 103 195-2 describe the Recommendation to focus on GANA levels 2 to 4 when introducing autonomics in architectures and Why
18



Intents Handling & Addressing Stability of Control-Loops in GANA: ¢, - ..

) \
Design for Stability Principles and Run-Time Stability Principles for Coordination / Synchronization / Orchestration among DEs N\ 2

One of the Principles for Addressing Stability specified in GANA (DE-to-DE Coordination)

Intent translated

A Goal d ['Y " o
,;::i:ie: als an Intent Specification (Should be provided as input to the GANA Knowledge — E——————————— N w

It resolves cnflicty  Plane (KP) primarily rather than at NE level) by the CSP Governance Interface

\‘S T* : Each DE can be designed to derive and compute from Intent, Goals
and Policies Intended for its scope
GANA Knowledge Plane Level

AutoDiscovery_&_ AutoConfiguration-DE
(GANA_KP —DE / Al Model)

GANA Knowledge Plane Level
Security-Management-DE

1) Act as Orchestrator Role
besides Coordinator

2) Employ Optimisation Algorithm

To ordering of certain Actions or Plans
of Actions computed by the DEs it

coordinates, before DEs are allowed

to execute the Actions

GANA_KP Level DE « z »
e.g. Routing-
Management-DE

GANA_KP Level DE
« X » e.g. Mobility-
Management-DE

DE-to-DE Collaboration in form of a Chereography, by exchange
of information and or negotiations on parameter values

l adjustments on the policies they enforce in order to achieve the
R _,GANA—KP Level DE « y» High Level (e.g. ODA Level) Global Autonomics and Al Objective

19



and/or Configuration

0Ss/BSS h

Legend:

W= =NBI (NorthBound Interface)

implemented as an API (e.g.
RESTFul API) or Protocol. The

GANA KP uses the NBI exposed

by the entity to program the
network or services, or to
configure the entity to export

Data, Info, Knowledge, or Events

to the GANA KP or other
consumers

Specialized Analytics
Function/Service such as:
3GPP NWDAF/NWDAS; OR

MDAF/MDAS

Remark: The NBI APIs indicated
should be specified and Standardized
if no standards exist, including KP-to-
KP Federation Reference Points. =
Implies a Call for Action for Joint
efforts by Standards SDOs/Fora

ON NAME

What the NIST MDKP-PWG should
workon:

Generic Architecture Framework

Types of GANA KPs and Integration
Interfaces Scope for specific KPs (Selected
KPs and Selected Scope)

Requirements for Knowledge Plane (KP)
Platforms Driven Networking (including KP
Governance and KP-to-KP Federations)
APIls for GANA KP Integrations with other
systems

Application of Zero Trust Principles in
GANA KP Federations

Liaisons with some SDOs/Fora Group

ETSI TR 103 747
Has Insights



ETSI GANA Framework alignment with TMForum Autonomous Networks (ANs)
Framework (comparison performed during TC INT#44, Sept 4t 2019, Paris)

GANA Scenarios,

Use Cases & Requirements

ETSI7___\\
P N\ 7

.
kil han ta ETS TCINT

TMForum Autonomous Network Framework

~\
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Nt e in cross-domain model

Ensure Trust & Stabilit in
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for Autonomic / Seli-Managing Future Internet” .

¥ \
Some of the Cognition Modules (CMs) are to be implemented
within the Knowledge Plane (KP) and other CMs may be
implemented externally to the KP (e.g. at Data Collectors)

Operation Efficiency
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ETSI GANA Framework and TMForum ODA & AN Framework are aligned
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KP to KP Federations
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Federation of GANA Knowledge Planes (KPs) Framework
(ETSITS 103 195-2) ETSI(C—)

. ZzZZ

I Network Level DE(s) I Network Level DE(s) |
. \lg\'e e : FNiD/ej/ .
I —— EMIM I — e FOO b
[ ONIX | ! F- MBTS [ | i 7L F-MBTS ONIX |
| GANA Knowledge Plane | GANA Knowledge Plane |
- (KP) - (KP) '
NeMe -
I NeMe I I — I
: : ___________________ : : FNoDe : :r ___________________ : .
| : Node Main DE , | | i . Node Main DE ! |
1 ! 1 !
- 1 NoM 1 . h 1 ! .
. ! + o ' . FFuDe I ! —l_NOME | .
I I Function Level DE , | | i . Function Level DE ! I
1
. 1 1 . | 1
' GANA Node i . ! GANA Node | .

Autonomic Management and Control
L Domain_A

f

Autonomic Management and Control
Domain_B

The Protocols and APIs Required. Joint efforts needed to define



Federation of GANA Knowledge Planes (KPs), e.g. for

ETSI(___ "\

E2E Autonomic (Closed-Loop) Service & Security \
[ L] [ ]
Assurance of 5G Slices — Horizontal Federation of KPs
Interworking/Coordination Refererlc‘e‘P,ointfor E2E Federation of the Knowledge Planes (KPs) for E2E Autonomic (Closed-Loop) Security Management
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Mm‘ E:Psl in_tw ination ,c,::,rmon:::a/ :tenm Eing{(oordinaﬁon
Reference eferencp Point
Point T
Security Perimeter Security Perimeter
/_Y_\ y
fﬁ | ,, / 1 o b et e
1, / |y (GANA Levels 2 83)
- ) »\ = |/ |7 For Lower Level Autonomics
-—7=" Domain B (eg. xau J Using th Less Complex
GANALevéi3DEs | DomainA (eg.Fied Transport m::,;o:' > \#:“ ’ gmmlgmmmo
for Network Access or Multi-RAT or = ) “ : / local reaction withinthe NEs
Infrastructure (e.g. L B A Domain C (mtacemef[lzc_)'/ I:ec:mrk Fum‘ivof;n *
RAN) Network . = or Core Network, ... "

Elements (NEs)
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Federation of GANA Knowledge Planes (KPs), e.g. for E2E PR
Autonomic (Closed-Loop) Service & Security Assurance of ™ :
5G Slices— Vertical (Hierarchical) Federation of KPs

e.g. C-SON
(GANA
Knowledge
Plane

for RAN) with
Self-Protection
& Seif-Defense
Intelligence for
the Access

GANA Levél 3 DEs |
for Network
Infrastructure (e.g.
RAN) Network
Elements (NEs)

‘\__,msuuﬁmmmv//

'GANA Hierarchy of
N ............ Decision
Hierachical GANA Knowledge Plane (KP) : © Elements(DEs)
: © | Global E2€ Network Level Security Management_DE 1 R ol leslea 2 AN
. 7 d by Comp} ytics for Autonomics/Al (Cognitive) mmqﬂ&-
Algorithms and Complex Event Processing (CEP) :

(a0 Ko Pove ()
Domain A

Network Level Decision Element (OF)

e

N\ Z
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Federated/Interworking GANA Knowledge Planes (KPs) for BBFers; ),
(BroadBand Forum) Domain and 3GPP Domain (ETSI TR 103 473 Vt.12)

ETSITR 103 473 V1.1.2

\ K-NN, NN,
SWM, DT

I GANA Knowledge Plane

Comnunication interface
between KPs

: B EO00NGESSSAASNESAINN 4’.,_'.'.'_, T T.P.P.P.P.T.P.P.7." '_'.'.': - e . e -

' [ K-NN, NN,

8RAS s Policies SVM, DT
>J : =%

.............................................

Network |
Analytics

GANA Knowledge Plane
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ETSI GANA Model Adoption in NGMN'’s Autonomic Networkingers; 7 .
Requirements in E2E 5G Architectures, and ETSI Implementation Fmwk

27

Generic Autonomic Network Architecture — KP (Knowledge Plane) \

nd |
i 99"'3”; ’
a r
RAN KP WM ma" et tion
Examp-‘e 5G RAN}J E orche®=
CU DU split ' g /

Backhaul - KP CN-KP
Examp.fe .
IAB — Integrated Examp Ie‘:?. 5G CN,
Access Backhaul PCF (Policy
Control Function)

56 0N 56 Core Network

56 RAM 5G Radio Access Network

ANMC-MBTS Autonomic Managerrent and Control — Model Based Translation Service
CU-DU split 56 RAN Centralized Unit— Distributed Lhit partitioning

Bvi Hement Management

FMEBTS Federation— Model Based Translation Service

KP: Knowledge Plane

Net DE MNetwork Decision Hermment

NM MNetwork Managenent

ONEX Overlay Netwwork far Informmation eXchange

© ETSI 2012 All riechts reserved

ETSI has published

ETSI TR 103 747 on
Implementing Federated GANA
Knowledge Planes (KPs)
Platforms for E2E Multi-
Domain Federated Autonomic
Management and Control
(AMC) of Slices in NGMN E2E
5G Architecture

27



ETSI GANA Model Adoption in NGMN's Autonomic Networkingers;, 7 .
Requirements in E2E 5G Architectures, and ETSI Implementation Fmwk’

ngm ETSI has published
- it i 'mx".ﬂ"«'nﬁm.m H
Elements of the Knowledge Plane - cagnition with fast and slow feedback " ETSI TR 103 747 0on implementing
Federated GANA Knowledge Planes
PN s s N\ (KPs) Platforms for E2E Multi-Domain
3 s st e Federated Autonomic Management and
28 Use of ONIX for the auto N“w’ﬁg:f;m El';;ﬂ;‘ e Elements (DEs) . .
5%; s il ue e O Closed-loop end-to-end autonomous system Contr"ol (AMC) of Slices in NGMN E2E 5G
g ‘; mlét}l;o'rzl'cln:mi; an: Network Lavel Faut Management o .4 - A rch ’tectu re
BE | || oamocenamn f - G — U Distribution and decentralization to optimize the
g 55 conysten o NEs_ i) system performance and the user experience, are
) b enabled through a closed-loop feedback control
. system of cognitive capabilities with szstem wide
scope of awareness, broadly referred to as the
A Service Based Framework KnUWledge Plane
Prcietunn i e SN U Flexible deployment arrangements (e.g. multi-access
£3| Pt iy edge networks, integrated access and backhaul etc.)
SEIM o s o e ) alun? a forward-looking direction of localization,
R o v sich st g rgsu‘tm? from an autonomous, decentralized and
1| Pt O oe J| distributed system
) b o aier | | [ttt
w '\ . 7

IEEE Future Networks —Autonomic Networking —January 2021 78

Based on NGMN 5G E2E architecture framework
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GANA KP, SON; O-RAN RICs/xApps/rAPPs: Federations for E2E Self-* are

Needed

ETSI/7Z___\\\
N\ #Z

rApps = GANA DEs;
Non-Real Time RIC + rApps
Service Management and Orchestration Framework = Upper GANA KP for RAN

Non-Real Time RIC

XApps = GANA DES; Pt
Near-Real Time RIC + xApp'Lower
GANA KP for Rg\u
' % ¢
‘ -‘i Ry
i .
5 Ay
1 bis
i o<
m : ‘ ¥
OpenFroathayl Interface e w
GAMA Levels 28 |
DEs fo Netwerk
T bastuchrepg.
m-m;m: heral i d‘ R Network -
\irtealization lzyer ) Bements (3|
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ETS| GANA Model Adoption in BroadBand Forum (BBF)’s AIM

ETSI(L__))\
Framework =2
Automated Intelligent Management (AIM) - overview
* |n Broadband Forum (BBF)
= Access & Home Network O&M Automation/Intelligence
* Not necessarily Al/ML
* Work with Network Functions Virtualization (NFV) & equipment
disaggregation
" Project phases
* Key use cases
* Logical framework
* TR-436, Access & Home Network O&M Automation/Intelligence
* Approved for publication
* Builds on ETSI Generic Autonomic Networking Architecture (GANA) framework, also
ML pipelines from ITU-T Y.3172, and TM Forum Open Digital Architecture (ODA)
* Aligns with Broadband Forum CloudCO specs
* Data models & interfaces
* Now starting
2 &) ASSIA
30
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GANA DE Design in BroadBand Forum (BBF)’s AIM Framework%sl\g
ITU-T Y.3172 D

AIM pipeline

* |Inspired by ITU-T Y.3172, Architectural framework for machine learning (ML) in future networks including
IMT-2020

AIM pipeline representation

Source ernn‘:u;qE +‘ CF HPPFH MFH PF H DF “ Output
DE

Collection Function (CF): responsible for data collection

Pre-processing Function (PPF): responsible for data processing

Model Function (MF): responsible for knowledge handling, can use Al / ML
Policy Function (PF): responsible for the application of policies to the MF outputs
Distributor Function (DF): responsible for distributing the outputs of the MF

®  Qther pipelines examples:

SRC | cF || PPF ] MF || PF |/ DF | SINK |
' SRC — MF | PF — DF }—{ SINK |
[ SRC | MF | + DF | [ SINK]

7 &) ASSIA
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Example of a GANA Instantiation onto a particular Network ETSI(T_ ),
Architecture and its associated Management & Control Architecture > <

Instantiation of GANA onto 3GPP EPC Core & Backhaul Network (ETSI TR 103 404); and Federated/Interworking GANA Knowledge
Planes for RAN-, Backhaul- and 3GPP EPC Core Networks complemented by low level autonomics @
GANA Knoxvledge Plane GANA Knowledge Plane(s) for N Ements OEs) %% N\ ,ef
for RAN . Backhaul and Core Networks \ N
NN /" (Higher level DEs)
CSON | ,/HEN N
( T R e \ Network Level
Interworking /\ ~ (GAN"\JE:"“)

Collaboration
Reference
Interworking/ _}_.  Point
Collaboration
Reference Point

/%% GANA Levels 28& 3
N A LDES fOl' COI‘e Node, Function,
PfotocolLevels

" [)Network Elementgz"
(NEs)

Hs a
_----i- 7 = | Packet Data Network

\\4

L §
g
%

GANA Levels 2& P

3 DEs for RAN .
Network = et ;
Elements (NEs) ) == " nonare 32




Hybrid-SON Model Mappings to the ETS| GANA Model
(PoC on Autonomics in 5G Slices Service Assurance)

3GPP Management Architecture T \ My of TG

) o Decision Elements Airms
Centralized SON and Distributed SON DFS) fug victive
m ————— Learing ML
Organization A Organization B tel ‘ Deep Learing
e ol g g B 7 )
Suywu::; ] - /1 Network Level Faut Menagement OF__ /4 Network Level DEs
Erspise Syses o, Other Network Level DEs (GANA Levek)
M/\S?ﬂ / [ .. Network Level QoS ManagementDE | m
Sy AN Mt 4
e T—n // N Quter Contro Loop {l‘:,ﬂﬂm’l'r}
o - )
£ —— NM - Fored, Hol Deep
53 ; ,; - NE (rauter, terminal switch NE (router, hast switeh, Leaming(0L], .}
[) J— 3 ?_L 2 \ gafeway, base-stafion, efc) gateway, base-statien efc)
S ([ ][] G2 - L e } weiess WGGHEJ O NOTE: Hybrid SON Model as
3 e - e | i (EA Leet mw specified by NGMN is compatible
w F—— Network Element i WIth GANA
| Q1 | Wil o g | [fmtrtemti g | Frsniontts Hybrid SON (C-SON(Centralized
4 Vit Qo Wanagement DE rlu *| oS nagenent D (GAMALeVell) ol SON) & DSON(Distributed SONY))
- e —m R FT @__ Dl | Dele Y- @__ Dol mm are considered as an
Managed Entities MES)! = i + H H
"RAN vendors ncrmaly supply NEs (RNCS, NodeB, eliodeBs etc tagether with the Elsment Marager (EM) Resaurces: L e, Protacals, T s'INET] [Im—gmm 3 Protocol Level DFs Implementatlon of the GANA
The onlyreily stondorize iterface is the EM north bound {Typ 2) tefoce typically conformart with 37 0n 28 series Stacks & Mechaisms, and | ||| (piboned i asnad H # [parilaned and assigned [GANA Level-1) Model for the RAN
of 36PP stondord Application Layer Applicationq | b D6 o spaciic yopar DEs
v
GANA for the RAN is realized by Hybrid SON (C-SON (cognitive) complemented by D-SON in eNBs)
SON Function = GANA Decision Element (DE)
C-SON with Cognitive SON Functions = GANA Knowledge Plane for the RAN
33 interne Orange https://intwiki.etsi.org/images/ETSI_GANA_in_5G_PoC_White_Paper_No_1_v1.28.pdf
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