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TRACEABILITY FOCUS

* NCCoE project

 https://www.nccoe.nist.gov/projects/manufacturing-supply-chain-traceability-
using-blockchain-related-technologies

* In Soliciting Comments phase

e Applies to any manufacturing supply chain
* And to any assets flowing within
* Focus of this presentation is on Smart and Critical Infrastructure end uses

 CISA defines 16 critical infrastructures: https://www.cisa.gov/topics/critical-
infrastructure-security-and-resilience/critical-infrastructure-sectors

e Applicable to many critical manufacturing domains, including:
* |oT supply chain
* Chip-to-OT

This project will produce an MVP (Minimum Viable Product) as a starting point
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KEY TRACEABILITY CHALLENGES

* From NIST IR 8419 (Apr 2022)

e Section 2.5: “Prior NIST documents treat each supply chain tier as having a ‘per
acquirer’ perspective which provides risk analysis context and highlights the
challenge of establishing pedigree and provenance across multiple tiers. This
document builds on that approach with an ecosystem perspective, and it recognizes
the importance of certain acquirers who establish foundational traceability
requirements for a subset (ecosystem) of the supply chain.”

* Challenge #1
* Which acquirers have stringent traceability requirements?
 Who drives the traceability requirements?

* Challenge #2
* With current per acquirer perspective, how to trace through tiers?
* How are supply chains ‘illuminated?’
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TRACEABILITY SHIFT IN PERSPECTIVE
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TRACEABILITY CHAIN

* Traceability Records written as components are made and assembled =
linked into a Traceability Chain (tree)
e Applies to any manufacturing supply chain (e.g., Mediledger [Pharma] in operation)
* Traceability Record types: Make, Assemble, Transport, Receive, Employ
e Durable regardless of company lifecycle (merger, acquisition, closure)

» Read Traceability Chain in reverse to validate components
* The final Traceability Record ‘Employ’ links the purchased components to where
they are installed, and where they are connected to enterprise IT

* Applicability
* Disaggregated supply chains
e Adoption can be modular, incrementally implemented where needed
e Can be used among industry affinity groups even prior to becoming a standard
* Traceability records can accommodate HBOM, SBOM, DBOM

NATIONAL

NIST % C—CYBERSECURITY

CENTER OF EXCELLENCE



TRACEABILITY CHAIN WORKFLOW
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EXAMPLE CHAIN — MINIMUM DATAFIELDS

* Each Traceability Record
is recorded in a
blockchain transaction
by a user with an ID

* A primary purpose of the
Traceability Record is to
memorialize supply chain
activities and capture IDs
of products, users,
factories, etc.
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* Ecosystem |ID
(origination)

* Factory ID (organization)
Product ID

Maker POCID
Pedigree Statement ID
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ASSEMBLE
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TRANSPORT

* Ecosystem ID (origination)
e Factory ID (origination)

* Transport POCID

* Transport Firm ID

e Ecosystem ID (destination)

* Consuming ID (destination
organization)

e Hash-link to Assemble or
Make traceability record

e Product ID (assemble or
simple make)
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SUMMARY

* The Make and other
Traceability Records can be
specialized to the products
(e.g, Make-chip, Make-
software)

* The Traceability chain can be
read to inform an Employ
decision

* The Traceability Chain can be
read later for forensic
purposes

* |s protected from tampering

e Survives the lifespan of the
supplier company
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GOING FORWARD

* The project is in Soliciting
Comments phase

* Please provide input, using
the comment process

* Please join the community
of interest
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& Manufacturing Supply Chain Trac x|

C M (3  httpsy//www.nccoe.nist.gov/projects/manufacturing-supply-chain-traceability-usin.. B5 A [ G 8 & 3 L

A decentralized data
approach to help
manufacturers and critical
infrastructure sectors to
secure their supply chains
and end operating
environments

This effort delivers a Minimal Viable Product (MVP) Reference
Implementation (Rl). This MVP Rl is a follow-on effort from NIST
IR 8419 and explores mechanics of sharing manufacturing
supply chain traceability information across industries and
critical end operating environments using multiple

blockchain-enabled ecosystems.

() STATUS: SOLICITING COMMENTS

The public comment period for this project description is now
open through May 25, 2023.

Please submit your completed comment template

to blockchain_nccoe@nist.gov.

Project Description (Draft)

DOWNLOAD COMMENT TEMPLATE
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Michael Pease, michael.pease@nist.gov

National Institute of Standards and Technology Smart Connected System Division

Harvey Reed, hreed@mitre.org
The MITRE Corporation

https://www.nccoe.nist.gov/projects/manufacturing-supply-chain-traceability-using-
blockchain-related-technologies

z | » g nccoe.nist.gov ® o @NIS'I:cyfoer A


mailto:michael.pease@nist.gov
mailto:hreed@mitre.org
https://www.nccoe.nist.gov/projects/manufacturing-supply-chain-traceability-using-blockchain-related-technologies
https://www.nccoe.nist.gov/projects/manufacturing-supply-chain-traceability-using-blockchain-related-technologies

	National Cybersecurity Center of Excellence
	TRACEABILITY FOCUS
	KEY TRACEABILITY CHALLENGES
	TRACEABILITY SHIFT IN PERSPECTIVE
	TRACEABILITY CHAIN
	TRACEABILITY CHAIN WORKFLOW
	EXAMPLE CHAIN – MINIMUM DATA FIELDS
	MAKE
	ASSEMBLE
	TRANSPORT
	RECEIVE
	EMPLOY
	SUMMARY
	Current Project
	GOING FORWARD
	National Institute of Standards and Technology Smart Connected System Division




Accessibility Report





		Filename: 

		Speaker - FY23 NCCoE Supply Chain Traceability - IoT AB brief, v4 final draft.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 2



		Passed manually: 0



		Failed manually: 0



		Skipped: 0



		Passed: 30



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Needs manual check		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Needs manual check		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Passed		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



