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PRIVACY FRAMEWORK FUNCTIONS

Privacy or personal data protection regulations are spread across many industries, market segments, and
geographical locations. Privacy Lifecycle can be broken down into 5 functions that closely mirrors the NIST CSF.
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PRIVACY FUNCTIONS BROKEN BY CATEGORIES

Privacy’s 5 functions can be further broken down into categories that explore areas in cybersecurity, legal and
compliance, governance, and IT. Some categories are represented in the chevron’s below (these are only high level
and can be further refined)
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PRIVACY & SECURITY OVERLAP

Cybersecurity firms are interested in Privacy as there are overlapping points of interest

* The requirements in Privacy, can be closely aligned with those in most of the current
Cybersecurity frameworks.

* The protection measures used for cyber security can be directly, or with minor adjustment be
applied to Privacy requirements

SECURITY

Focused on protecting
the information and
information systems

supporting the
operations and assets
of an organization

PRIVACY

Focused on meeting the
information requirements
of the Organization while
ensuring the protection
of the rights of the
individual in the
collection, use and
dissemination of personal
ata
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