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Abstract

Low Density Parity Check (LDPC) error correction is a one-way algorithm that has become popular for quantum key
distribution (QKD) post-processing. Graphic processing units (GPUs) provide an interesting attached platform that may
deliver high rates of error correction performance for QKD. We present the details of our various LDPC GPU
implementations and both error correction and execution throughput performance that each achieves. We also discuss
the potential for implementation on a GPU platform to achieve Gbit/s throughput.
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1. Introduction

Low Density Parity Check (LDPC) error correction [7, 10] is a one-way algorithm that has become popular for quantum
key distribution (QKD) [1] post-processing. The QKD protocol uses an unsecured quantum channel and an unsecured,
but authenticated and integrity protected classical channel to establish a shared secret between two parties, Alice and
Bob, even in the presence of an eavesdropper, Eve. There are four stages to the QKD protocol. Stage 1 is where a
quantum signal is transmitted and measured (i.e., polarization of single photons) over the lossy quantum channel. Stage
2, sifting, is where Alice and Bob exchange information over the classical channel to agree upon a common sequence to
work with, but that sequence may have errors. Stage 3, reconciliation, is where Alice and Bob exchange information
over the classical channel to correct errors between their common bit sequence without exposing the value of their bits.
Stage 4 is where Alice and Bob privacy amplify their now identical bit sequences through the application of a hash
function that does not require any communication, yielding a shared secret between Alice and Bob. Some differences
between QKD and conventional communications [13] are QKD has a high error rate (1 % to 10 % vs less than 107,
information is transmitted on the lossy quantum channel and error correction is sent over the error free (e.g., TCP/IP)
classical channel, quantum information cannot be re-transmitted and QKD requires efficient error correction (code rates
greater than 1/2 and close to the Shannon limit) to enable extraction of some amount of secret bits. Because of these
differences, some variations on the error correction code configuration are possible that result in additional efficiencies,
although the same error correction algorithms are used.

As researchers delve into Gbit/s QKD key production rates [3], attached processors have become a necessity. Initially
Field Programmable Gate Arrays (FPGAs) were the preferred attached platform used to provide real-time and high
speed processing [11, 12]. FPGAs have been instrumental in achieving Mbit/s QKD key production rates. But FPGAs
are unlikely to scale LDPC algorithms to Gbit/s performance for QKD because they lack sufficient amounts of memory
and parallel access to that memory needed for highly parallel QKD implementations. A Gbit/s applications-specific
integrated circuit (ASIC) LDPC implementation [14], that contains such memory, has been reported for conventional
communication applications. But conventional communication applications generally don’t require the error correction
performance to be as close to the Shannon limit as QKD does and therefore they can use more structured LDPC codes
with lower correction efficiencies.
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Graphic processing units (GPUs) [2] are alternative platforms that provide parallelism through many processing
elements and multiple GPUs can be supported by one computer. Although GPUs can have large Common memories that
can support many parallel LDPC datasets, that Common memory has a high latency access time while their fast local
memories are small. Although QKD privacy amplification dictates large datasets, about one Mbit or more, error
correction can be conducted on smaller datasets and the accumulated results of multiple datasets combined into a larger
one needed for privacy amplification. LDPC performance of 100 Mbit/s has been reported [S] on a GPU. Such
performance is attributed to the use of GPU specific instructions and GPU streaming (similar to threads on a CPU).
Newer results demonstrate 200 Mbit/s [6], with no mention of GPU specific instructions and GPU streaming. We present
the details of our various LDPC GPU implementations and the performance, error correction and execution throughput,
that each achieves. A 200 Mbit/s LDPC GPU performance implies 5 GPUs to attain 1 Gbit/s. The 3rd generation of
GPUs is advertised as an order of magnitude faster than the 2nd, implying one GPU (or 2) could achieve Gbit/s
performance.

2. GPU Environment

A general purpose GPU is a printed circuit board that is attached to a local computer via a high speed interface such as
Peripheral Component Interconnect Express (PCle). It has k single instruction multiple data (SIMD) multiprocessors
(MPs), labeled MPs in Fig 1. Each MP has n processing elements (PEs), labeled PEs in Fig 1, for a total of kn PEs.
SIMD means that each MP executes a single instruction (such as a multiply) and each PE would execute that instruction,
in parallel and in lock-step, on a different data element (such as different elements of a vector). A GPU has multiple
GBytes of Common memory, labeled Slow Common Memory in Fig 1, accessible by all MPs with a large latency (100s
of clock cycles). Because of this high memory access latency, significant emphasis is placed on optimizing Common
memory access and there is hardware support for combining (coalescing) separate accesses that share the large line
width for the cache, while a penalty is paid for disjoint access. The GPU clock frequency is ~1 GHz, translating to a
capacity performance on the order of 10'" Floating Point Operations per Second (FLOPS) and an overall Common
memory bandwidth of a few 100 GB/s via a wide memory interface. Each GPU multiprocessor has a dedicated fast local
memory of 64 KB that is shared among its PEs with low latency access (a few clock cycles) in addition to a large cache
and a large set of registers also with low latency access. All but the Common memory reside on a single chip. These
boards can consume over 200 Watts of power. This power consumption and the number of available PCle slots are the
two factors that limit the number of GPUs per computer.

We had access to two different general purpose GPUs. One is in a Windows 7 environment and is of the 2nd GPU
architecture generation with 448 PEs and 3 GBytes of Slow Common Memory. A second GPU is in a Linux
environment and is of the 3rd GPU architecture generation with 2688 PEs and 6 GB of Slow Common Memory. Both
have 14 MPs. These boards are plugged into server level computers driven by a ~3.3 GHz clock, each server has 10s of
GB of memory and the processor chips have 4 cores.
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Figure 1. Diagram of a GPU Architecture. Figure 2. Diagram of a GPU Kernel program.
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We are using C++ and the CUDA C programming environment [2], see Fig. 2. There is a 1-to-1 mapping between the
GPU hardware architecture, see Fig. 1, and the CUDA programming architecture in Fig 2. A CUDA program is called a
Kernel and is comprised of a number of Blocks. The code for a single Block instance, maps to a MP. Each Block
consists of a number of Threads. The code for a single Thread instance, maps to a PE. The number of Blocks is
independent of the number of MPs and the number of Threads is independent of the number of PEs. If the number is less
than the physical devices, than each can operate in parallel on a separate device. If the number is more than the physical
devices, than the CUDA scheduler timeshares them on the available devices. The scheduler’s operation is opaque and
there is no user interface to control its operation. Thus a user can’t assign a Block to a MP or force it’s execution to
remain on the current MP it is assigned to, although once a Block is assigned to an MP it doesn’t seem to move about.
There are parameters available to instances of executing GPU code that allow the identification of its Block and Thread
identity. Thus, it is common for an entire GPU Kernel program to be written as a single set of instructions, realizing that
on execution, instances will be distributed to separate PEs and their data accesses are controlled by their Block and
Thread identification. Although there are synchronization primitives between Threads within a given Block, there are no
synchronization primitives between Threads of different Blocks. There are atomic primitive operations (operations that
are guaranteed to complete uninterrupted) that can be used to build synchronization operations between Blocks, but any
such synchronization would need to be conducted through the slow Common memory, incurring significant latency.
Such atomic primitives consist of a read-modify-write operation. For example, an atomicADD(x,y) instruction would
read word x, add y and write x+y back into the location for x and return the original x value to the calling instruction.
During the time of reading x and rewriting X+y, no other instructions could access location x. Although between the
issuance of the instruction and the actual access at the Common memory, other accesses can occur. Similarly, during the
latency of returning x after the rewrite of x+y, other accesses can also occur. Thus the order of these atomic instructions
is unpredictable, but the results are sequentially consistent.

3. GPU Port

We have developed two LDPC algorithm approaches based on the LDPC sum-product belief propagation algorithm
[13]. One implementation uses floating point multiply and divide that is a good fit for computer software. The other
approach uses logarithm lookup tables with integer addition and subtraction, and is a good fit for hardware such as
FPGAs and ASICs. Both implementations use the same supporting data structures. The integer implementation using
logarithm lookup tables would not be an efficient port since the lookup tables would use most of the fast local GPU
memory, leaving little or no fast memory space for the other lookup tables. The floating-point multiply and divide
implementation is a good match for GPU porting, but the data structures require significant revision. Because the GPU’s
slow Common memory is the critical resource that needs to be optimized, our various implementations, discussed below,
migrate to various data structures that attempt that optimization.

Our initial data structures are shown in Fig. 3. They are memory efficient for the allocation of the belief registers
(LL_Regs) in that LL._Regs are linearly packed in bit order without any padding. Thus, lookup tables are required to
locate each group of LL_Regs, either by checksum or bit. Our initial design attempted to use the same data structures on
the GPU, but since they wouldn’t fit into a single MP’s fast local memory we modified the design to divide these lookup
tables and distribute parts of them into different MP’s fast memory. So our GPU Kernel program operated on a single
codeword (dataset), distributed across a number of Blocks. We did that by assigning a part of these lookup tables to a
software Block and then each thread in that Block would operate on a different table entry of that part. This required
synchronization between the executing Blocks. Since there were no such synchronization primitives, we built our own
out of the atomic read-modify-write GPU CUDA instructions. This design worked, but its execution performance was
only slightly better than that on a computer, certainly not an order of magnitude faster as was expected.

Our second design (Mini Lookup — Srow/Scol) was quite different. We abandoned the intent to run very large LDPC
matrices, whose lookup table wouldn’t fit into the local memory. We focused on assigning separate data sets to separate
MPs and on minimizing the lookup table information that would be required to reside in the local fast memory, which is
limited to 64 KB. Thus our GPU Kernel program would allocate each dataset to a separate Block. So we laid out the
LL_Reg structure to be a full 2 dimensional matrix with the i-th row containing all the LL._Regs for the i-th bit. There
would be enough columns in the matrix to hold the longest group of bits and thus potentially some, or all, rows may
have empty columns at the end of each row. This eliminated the need for the bit lookup table (LL_index) of Fig 3, since
one could now compute the location of any bit LL._Reg group in the matrix.
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We next revised the LL_Reg content to store checksum (CS) pointers and other information in addition to the belief
values, see Fig 4. This increased the LL._Reg to a 32-bit size. Although our algorithm uses floating-point multiply and
divide we only store an 8 or 10 bit integer mapping of that floating-point value along with a sign bit and in the remaining
21 bits we include a CS pointer, flags and other values. Our algorithm uses two different forms of the belief register
values, an “a” and an “f” form [13]. These forms are used in the two separate passes of the algorithm and there is a
simple conversion between these forms. The “a” form is a positive or negative fraction between 0 and 1.0, while the “f”
form is positive only but can be any value greater than 0, other than 1.0. Since the “a” form has a more restricted range,
we store the “a” form value as an integer mapping and convert it to a floating-point value when we use it.

We now eliminated the need for the checksum lookup table, CS_list in Fig 3, by placing a CS pointer chain into the extra
bits of the current LL_Reg data. We store that CS pointer in two separate fields, which are the two indices, row (bit
number) and column, into the LL._Reg array. A NULL pointer indicates the end of a checksum chain. The example
shown in Fig 4, indicates that checksum group #3 starts with bit #0, 2" entry (column), followed by bit #2, 4th entry,
followed by bit #4, 2nd entry, followed by bit #n-1, 4th entry, finishing with bit #5, 10th entry. This mean that checksum
group #3 consists of bits 0, 2, 4, n-1, and 5. Along with the pointer, we also store Bob’s original bit value and the current
corrected value into the extra space of the LL._Reg. This allows faster data access for checksum computations and for
updating Bob’s bit values.
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Figure 3. Initial data structure & Lookup Tables. Figure 4. GPU Mini-Lookup data structure.

We could not eliminate the need for the checksum start list, CS_index in Fig. 3, which indicates where the first LL_Reg
of a checksum chain is located. This lookup table resides in the fast local memory and there is space in each entry of this
table to add the checksum value sent by Alice and another bit indicating whether it matches Bob’s original checksum
value. These values are needed during the belief propagation algorithm and when checking for successful error
correction (convergence). Even with the elimination of all but the CS_index table, we still can’t accommodate large
matrices. Our limiting factor is the size of this table, which is the number of checksums. That limit is about 18 000
entries, using 3 bytes for each table entry. The number of bits in our matrix is also limited by the size of the pointer field
in the LL_Reg. For 10-bit belief value accuracy, we are limited to a 14-bit field that translates into 2'* bits. If we shrink
our accuracy to 8-bit belief value accuracy, we could increase that to a 16-bit field that translates into 2'° bits. Since the
largest matrices we have evaluated don’t exceed 7 000 checksums or 14 000 bits, our current code uses an 8K checksum
limit and a 2'* bit limit with a 10-bit belief value accuracy. Our larger matrices would require 26 000 checksums and
54 000 bits. With an 8-bit belief value accuracy, we could accommodate the 54 000 bits, but there isn’t sufficient local
memory space for 26 000 checksums.

A key decision is whether to allocate the configuration of Fig. 4 by row or column, which results in a significant
performance difference. Row allocation (Srow), places a bit group of the LL_Reg array for a single thread in consecutive
memory locations. This is not on optimum memory configuration for a GPU since threads execute in parallel. A thread
will only access one LL_Reg at a time when processing a bit group, so there is no efficiency in allocating the rows
sequentially. A group of threads will simultaneously access separate bit groups (rows) that are not consecutive in
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memory. Allocating the array by column (Scol) so the i-th bit of every bit group is now sequential will result in
sequential access when a group of threads accesses consecutive bit groups. The first bit of each group to be sequential
and each second bit will be sequential, etc. Because of the large latency to the Common memory and the large memory
access (cache line) width, the GPU will merge (coalesce) multiple separate memory requests from the parallel executing
threads into a single memory request when possible. This results in less memory traffic and increased execution
performance. When a group of threads accesses sequential bit groups their combined access will be coalesced, resulting
in a significant speed-up for processing bit groups, but we still pay a penalty to process checksums, which are randomly
distributed in memory. Thus an allocation by column implementation provides significant speed-up, as much as a factor
of two faster.

Based on Falcao [5], we then proceeded to further revise the design (NoLookup table design - NoS) so that we could use
larger matrices. To use larger matrices required the elimination of the remaining lookup table in local memory of Fig. 4.
To do this, we used two alternating LL_Reg organizations, each with a separate memory allocation incurring twice the
memory space. One would be the current organization by bit groups, while the other would be organized by checksum
groups as shown in Fig. 5. Thus when operating on bit groups, we would sequentially access the array organized by bit
group but write the results back into the array organized by checksum in a random order. When operating on checksum
groups we would sequentially access the array organized by checksum group but write the results back into the array
organized by bit group in a random order. To accomplish this required each LL._Reg to contain two pointers, one to its
location in each array and resulted in doubling the size of an LL_Reg to 64-bits from 32-bits. Overall the memory
requirement was four times that of the LL_Reg array in our previous design. Now all the reads were sequential while all
the writes were random. Even though we were accessing 4 times the amount of memory, our throughput was about the
same as our previous Scol implementation because we don’t have to wait for the random writes to complete since we are
guaranteed that each LL_Reg is accessed once and only once per pass. Now our matrix size is no longer restricted by the
limited local memory size and with no penalty to error correction or execution performance.

Content of array elements
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Figure 5. GPU No-Lookup data structure, ping-ponging between dual arrays

We then proceeded to revise our design to use GPU streams also base on [5]. Now a Kernel would run one dataset but
we would issue multiple streams of Kernels that should run in parallel. This is similar to the use of Pthreads in the
C programming language. The execution performance results were disappointing since they showed little throughput
increase over the single Kernel version. Furthermore, although the separate Kernels did appear to overlap their execution
but they were not entirely in parallel.

We therefore abandoned our stream design and implemented a multi-dataset (NoM) design based on Falcao [6]. This is
similar to our NoLookup table design of Fig. 5, but now we separate the pointers and the data into different arrays as
shown in Fig. 6. The upper pair of arrays in Fig. 6 contain a single write pointer and each entry is 32-bits. So the bit
ordered array contains the write pointers to the checksum array and the checksum ordered array contains the write
pointers to the bit array. Since the pointer arrays are common to all the kernels operating on the code design (LDPC

Proc. of SPIE Vol. 9123 912304-5



matrix), there only needs to be one pair in Common memory shared between all the Blocks of a Kernel. The bottom
arrays in Fig. 6 contain the dataset information, the LL_reg values and sign, y and y’ (Bob’s bit value and the corrected
value) as well as ¢ and d (Alice’s checksum value and a flag if Bob’s differs). This can now fit into 16-bit entries.
Furthermore, we can group and process multiple datasets together [6] as the 3D array of Fig. 6 shows. So for example,
we read a column slice of the CS data array along with a column of write pointers that apply to each of the datasets in the
slice. This reduces memory traffic since we read in one set of write pointers for the n datasets of a slice, where we use
n=16. This improvement showed a significant execution performance increase, as much as a factor of two faster than the
NoLookup table design.
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Figure 6. GPU Multi- dataset data structure, ping-ponging between dual 3D arrays

4. Performance Results

We employ a selective set of matrices from standards groups that incorporate LDPC and have published their family of
acceptable matrices, such as the IEEE 802.11n Std [8], IEEE 802.16e Std [9] and ETSI DVB Std [4]. Our evaluation of
both the error correction performance and computation performance of these matrices for a QKD environment is shown
in Tables 2-5. We implemented and executed on two different GPUs, a 2nd generation and a new 3rd generation
architecture of the same GPU family. Each GPU is plugged into a Server level computer. The two generation
architectures are denoted by a “W” (2nd) and “K” (3rd) in the last letters of their name in the calculation mode column
of Tables 2-5 and the number following that represents the number of Threads allocated to each Block. So
“NoMW_704” indicates the multi-dataset design run on the 2nd generation GPU architecture using 704 threads per
block (the maximum we could fit in that architecture) and “NoMK_1024" indicates the multi-dataset design run on the
3rd generation GPU architecture using 1024 threads per block (the maximum we could fit). While “ScolW_704” and
“SrowW_704" refer to the column and row allocation designs of Fig. 4 on the 2" generation GPU architecture using 704
threads per block. Most of our measurements were for a Kernel with 14 Blocks, one for each MP. But we saw that
Falcao [6] got much better throughput by using 100s of Blocks per Kernel. Our results showed up to a 50 % increase in
throughput for our multi-dataset implementation by running the maximum number of Blocks that we could, which is
denote by entries in Tables 2-5 beginning with a “+”. For example, the last line of Table 2 begins with “+488_Blks”.
That means that for the line above, “NoMW_704”, which ran with 14 Blocks the same configuration was run with 488
Blocks, its maximum. The limiting resource (memory) dictated these limits.
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There are no entries for the “Srow” or “Scol” designs for the ETSI DVB matrices run on the GPU since the fast local
memory for our GPU wasn’t large enough to hold the needed mapping tables and placing them in slow Common
memory would significantly impact execution rates. The large ETSI matrices would require up to 26 000 checksums and
54 000 bits. With an 8-bit or 10-bit belief value accuracy, we could accommodate the 54 000 bits, but there isn’t
sufficient local memory space for 26 000 checksums. Each column of Tables 2-5 is the mean QBER of the generated
data for which the matrix was being evaluated and the actual errors vary around that mean with a normal distribution.
Each entry of Tables 2-5 is the result of at least 1000 datasets and as many as 750 000. Each datasets is randomly chosen
with errors randomly distributed throughout the datasets. Each table entry consists of three values, the number of
attempts that failed to converge (i.e., failed to succeed in correction) per 1000 (i.e., units of 0.1 %), the average number
of algorithm iterations to converge and the data processing rate in Mbit/s. We used 10-bit belief value accuracy since it
provided better performance, mostly for the 5/6 rate matrices, but would have no impact on the throughput values. We
limited the maximum number of passes on a dataset to 31.

The failure rate is never zero; there is always some probability that the algorithm will fail to converge. Thus a zero for
failure to converge just means a low failure rate (below 0.1 %) and indicates a successful operation point for QKD, but
not necessarily a good operating point in terms of coding efficiency and secure key ratio. Scanning Tables 2-5 from left
to right, we look for the transition from low failure rate to high failure rate, which indicates where a given matrix is no
longer effective.

The asymptotic number of secret bits, K, that can be extracted from the number of sifted bits, N, is based on the
following equation:

Kave = (1-f) * {(N-V) * [S(XIE) - g*h(pes)] - C}

where V is the number of sifted bits sacrificed (if any) to estimate the QBER, p. , for error correction, f is the failure
rate (< 1.0) of the error correction scheme, h is the Shannon entropy, g is an efficiency factor (g>1) such that (N-
V)*g*h(pest) equals the amount of information exchanged over the classical channel to accomplish error correction,
S(XIE) represent Eve’s ignorance for Alice’s typical gbit value X and Eve’s corresponding measurement E of that gbit
and C is a fixed number of bits used for hash signatures to verify error correction, to (possibly) report the number of
errors corrected so that a better estimate of the QBER can be obtained and maybe a few other small fixed values for
safety margins, etc. For N< ~1 Mbit, there is a correction factor that reduces K further and for N< ~10 Kbits, K falls
below zero.

Table 1. QKD Entropy Calculations.

QBER h(p)  1-2h(p) g*h(p)  1-h(p)-g*h(p) P

1.0% 0.080793 0.838414 0.2 0.719206864 24 W, D
2.0% 0.141441 0.717119 0.2  0.658559457 22 \ \ S
3.0% 0.194392 0.611216 0333  0.472608142 I \ |\ o, =
4.0% 0242292 0515416 0333  0.424707811 g 18 \\ \I- [\ _:‘:ii
5.0% 0.286397 0.427206 0.5  0.213603043 2 16 \ Y i
6.0% 0.327445 0.34511 0.5  0.172555081 S | ) \‘\(\x
7.0% 0.365924 0.268153 0.5  0.134076349 N

8.0% 0.402179 0.195642 0.5  0.09782081 ' ' \

9.0% 0.43647 0.12706 0.666  -0.102469817 '0_0% 2_(‘]% 4.(')% 6.0% s.&% 10_‘0% 12_‘0%
10.0% 0.468996 0.062009  0.666  -0.134995594 QBER

11.0% 0.499916 0.000168  0.666 -0.165915958

Figure 7. Error Correction Efficiencies for our LDPC Matrices.

For the BB84 (the original QKD) protocol, S(XIE) = 1 - h(QBER) > 1 - h(py) with great likelihood, where pg; is an
upper likelihood bound of the QBER. As a result, a simplified (ignores f, V and C) inexact version of this equation is
commonly shown as:

K/N = [S(XIE) - g*h(pest)] = 1 — h(pste) — g¥h(pest),
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or some even assume perfect error correction (g=1) and that the QBER is known, present the following:
K/N =1 -2*h(QBER).

From Table 1, we see that for perfect codes (the 3™ column) we can theoretically extract secret bits through 11 %. But
for our non-perfect LDPC codes used here, the “g” value is too high to extract secrets above 8 %, as shown by the
negative numbers in the last column. Above 8 % we would need to use our 3/5 rate matrices (rate is the information bits
divided by the information bits plus the error correction bits and defines the matrix size ratio), with a g*h(p) value of
0.666 per bit, since our 2/3 rate matrices have significant failures above 8 %. Fig. 7 shows the “g” efficiencies for our
LDPC matrices, where “M_5/6" is the curve for a 5/6 rate code (or matrix), “M_3/4" is for a 3/4 rate code, etc. The
efficiencies decrease (get better) as the QBER increase because the entropy of a matrix is fixed, and as the QBER
increases, the entropy increases. Also as the matrix rate decrease, their starting efficiency improves. This is important
since decreasing matrix rates implies fewer secret bits can be extracted due to error correction leakage. On the other end
of the scale, at 1 % QBER, our efficiency is poor, g ~1.4 or 140 % above the Shannon limit. For QBER < 1 % it may be
better to use a more efficient matrix, possibly a 9/10 rate matrix. We did not explore such matrices since this is an

unusual operating point for QKD and the entropy is low enough that significant secret extraction already occurs.

From the Tables 2-5 we see that the ETSI DVB matrices provide the best QKD performance. Fig. 8 shows the
convergence histogram characteristics of some of the ETSI matrices. These histograms show the distribution of how
many passes (loops) the algorithm takes before it converges and corrects the data. The x axis is the number of passes to
converge and the y axis is the percent of time the algorithm accomplishes that for the given matrix at the specified
QBER. For example, we see that the 5/6 DVB matrix at a QBER 0f 1 % in Fig. 8a converges after 5 passes a little more
than 30 % of the time, after 6 passes a little more than 50 % of the time and after 7 passes a little more than 10 % of the
time. What isn’t obvious from these plots is that some of these matrices have long tails and occasionally take many more
passes to converge, although these occurrences are much less than 1 % of the time. Fig. 8a is the histogram for the 5/6
DVB (5/6) and sDVB (5/6s) matrices at a QBER of 1 % and 2 %. We see that the 5/6 DVB curves are sharper with
higher peaks, while the 5/6 sDVB curves are flatter with lower peaks. The sharper the curve for a given QBER the more
uniformly the algorithm will converge at that QBER. From Fig. 8b for the DVB 2/3 matrix, we see that as the QBER
increases the histogram curve shifts right (more passes to converge) and flattens (more variability in the number of
passes needed to converge). This presents a possible strategy to use when one is operating at a QBER that demonstrates
a high peak and thus low variability to converge within a fixed number of passes. We could eliminate the test for
convergence and just do a fixed number of passes. For example, the 5/6@1 % curve at the left of Fig .8a converges
within 10 passes 99.9+ % of the time. Similarly the 2/3@7 % curve near the right of Fig. 8b converges within 15 passes
99.9+ % of the time and likewise for all the curves to its left. By fixing the passes rather than implementing the
convergence test we can gain some throughput increase by not having to take the time at the end of each passes to do
that test, which includes a pair of synchronization primitives between the Threads of a Block. This may boost our
throughput a few percent, but it won’t be a significant gain. Furthermore, when these curves start to flatten indicating the
QBER is approaching the limit of this code, as shown on the far right side of Figs. 8a and 8b, the convergence becomes
more variable with a long tail. In this area, foregoing the convergence test may cost more than it saves.
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Figure 8. Convergence Histogram of (a) ETSI DVB and sDVB 5/6 Rate Matrices and (b) ETSI DVB 2/3 Rate Matrix.

Proc. of SPIE Vol. 9123 912304-8



Our results show almost two orders of magnitude increase in execution speed for our multi-dataset GPU implementation
compared to a server implementation, while the error correction performance was mostly the same. This is a skewed
comparison since we were only running a single code thread on the CPU. If we ran a multi-thread code on a dual CPU,
each with 4 cores, then it would more likely be about an order of magnitude improvement. Nevertheless, we were able to
achieve up to 196 Mbit/s error correction rates. This compares well with Falcao’s [5] 109 Mbit/s originally reported
performance and close to his newer achievements of 200+ Mbit/s [6].

Unfortunately neither of these implementations are practical for QKD application. Falcao uses a 1/2 rate matrix, which
eliminates any possible secret extraction since g*h(p) = 1.0. Furthermore, he uses a regular LDPC matrix, which are
known not to provide as good error correction as irregular matrices, and he also uses a minimum-sum algorithm that
doesn’t provide as good results as sum-product algorithms. For Falcao’s application, conventional communications,
these are irrelevant concerns. But QKD operates at relatively high error rates and, therefore, there are concerns about the
effectiveness of the matrices and the LDPC algorithm. As we’ve seen, 8-bit vs. 10-bit precision has an impact on the
failure rate of some of our LDPC matrices. Regular matrices allow for efficient implementations since the location of
bits and checksums can be easily calculated and the lengths are fixed. This allows for fixed implementations that don’t
require variable length loops and conditionals, fixed length loops can be “unrolled”. This results in in-line GPU code,
identical for each thread — perfect for a SIMD architecture like a GPU. In addition, our implementation includes
algorithm convergence tests and thus incorporates both Alice’s and Bob’s information and uses synchronization
primitive and atomic operations to accomplish this. These primitives, although efficient between threads of a block, do
slow down execution. Another feature that Falcao’s implementation doesn’t require.

Table 2. QKD LDPC Evaluation for 5/6 Rate Matrices.

5/6 Rate Matrices Failures/Avg iterations/Mb/s - per 1000 samples (Max 31 iterations for Convergence)

alculationMol 1% 2% 3% 4% 5% 6% 7% 8% 9% 10% 11%
ETSI DVB, Rate 5/6 (54000 bits, 10800 Chksums)

CPU_S 1/7.5/0.96  28/21.1/0.31  1000/31.0/0.20

NoSW_704 |0/5.9/17.38 4/17.8/5.92 1000/31.0/3.82
NoSK_1024 |0/5.8/33.47 5/17.7/11.53  1000/31.0/8.22
NoMW_704 [0/5.9/44.02 4/17.8/15.27 1000/31.0/11.21
+70_BIk|0/5.9/46.77 4/17.9/16.00  1000/31.0/11.30
NoMK _1024(0/5.9/70.43  4/17.8/24.91  1000/31.0/17.2
+140_BIk|0/5.9/77.06  4/17.8/26.12  1000/31.0/17.24
ETSI sDVB, Rate 5/6 (13320 bits, 2880 Chksums)
CPU_S 2/6.0/1.67  67/17.8/0.47  1000/31.0/0.27
SrowW_512 [0/3.5/22.10  57/12.9/6.35  1000/31.0/4.73
SeqW_704 |0/4.8/45.51 57/16.0/12.40 1000/31.0/10.39
NoSW_704 |0/4.8/43.72  57/16.0/12.21 1000/31.0/9.49
ScolK_1024 |0/4.7/53.23  47/15.6/15.78 1000/31.0/13.80
NoSK_1024 |0/4.7/60.43  45/15.6/15.93 1000/31.0/13.77
NoMW_704 |0/4.8/58.67 56/15.9/19.83 1000/31.0/13.60
+224_BIk|0/4.8/73.64  56/15.9/21.88 1000/31.0/13.81
NoMK _1024|0/4.8/79.96  54/15.9/31.27 1000/31.0/20.99
+448_BIk|0/4.8/117.81 56/15.9/34.76 999/31.0/21.18
IEEE 11n, Rate 5/6 (1620 bits, 324 Chksums)
CPU_S 1/4.6/1.92  419/19.4/0.38 988/30.9/0.25
SrowW_512 [12/5.1/22.04 441/20.1/6.89 989/30.9/4.52
SeqW_704 [1/3.5/29.83 406/18.6/7.57 984/30.8/6.71
NoSW_704 |[1/3.5/32.19 406/18.6/8.11 984/30.8/7.32
ScolK_1024 |2/3.5/36.09 404/18.4/9.23 982/30.7/8.68
NoSK_1024 [2/3.5/37.02 404/18.4/9.62 982/30.7/8.91
NoMW_704 [1/3.5/43.75  407/18.6/12.27 984/30.8/9.90
+448_BIk|1/3.5/65.27 413/18.7/14.24 985/30.8/9.99
NoMK _1024(1/3.5/61.14  404/18.6/16.80 985/30.8/13.35
+448_BIk|1/3.5/92.78  409/18.7/19.74 985/30.8/13.45
IEEE 16e, Rate 5/6 (1920 bits, 384 Chksums)
CPU_S 1/4.6/1.83  417/20.0/0.37 989/30.9/0.24
SrowW_512 |4/5.0/25.05  443/20.7/7.27 990/30.9/4.93
SeqW_704 |0/3.6/35.72  393/18.7/8.41 991/30.9/7.42
NoSW_704 [0/3.6/39.06 393/18.7/9.15 991/30.9/8.21
ScolK_1024 [0/3.6/41.81  412/19.0/10.00 987/30.8/9.35
NoSK_1024 [0/3.6/42.58  412/19.0/10.42 987/30.8/9.65
+448_BIk|0/3.6/73.90  397/18.8/15.72 991/30.9/11.08
NoMW_704 [0/3.6/55.48 398/18.8/13.72 991/30.9/11.00
+448_BIk|0/3.6/102.07 397/18.7/21.47 991/30.9/14.59
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Although our peak performance of 196 Mbit/s is about the same as Falcao, that performance of ours is on a 3™
generation GPU. Our peak 2™ generation GPU performance, the same platform as Falcao, is 134 Mbit/s. Furthermore,
that peak performance does not represent a reasonable QKD operating point. That peak performance is for a 2/3 rate
matrix at a 1 % QBER. When at 1 % QBER, we should be operating with a 5/6 or even a 9/10 LDPC matrix. From
Tables 2-5, our reasonable QKD performance is more in the range of 27 Mbit/s to 117 Mbit/s for our 3rd generation
GPU and 17 Mbit/s to 73 Mbit/s for our 2nd generation GPU. We also note that the performance increase we see due to
moving from the 2nd generation GPU to the new 3rd generation GPU is up to about 50 %, not the order of magnitude
that we expected.

Table 3. QKD LDPC Evaluation for 3/4 Rate Matrices.

3/4 Rate Matrices Failures/Avg iterations/Mb/s - per 1000 samples (Max 31 iterations for Convergence)

alculationMol 1% 2% 3% 4% 5% 6% 7% 8% 9% 10% 11%
ETSI DVB, Rate 3/4 (48600 bits, 16200 Chksums)

CPU_S 0/4.7/1.59  0/6.6/1.06 0/9.3/0.71 0/14.9/0.42 996/31.0/0.19

NoSW_704 (0/3.6/26.20  0/5.4/18.07 0/8.1/12.60 0/13.6/7.70 991/31.0/3.66
NoSK_1024 |0/3.6/52.98 0/5.5/35.50 0/8.1/26.28 0/13.5/16.00  987/31.0/7.80
NoMW_704 (0/3.6/78.05 0/5.4/54.08 0/8.1/37.33 0/13.6/22.58  990/31.0/11.48
+70_BIk(0/3.6/82.90  0/5.4/56.55 0/8.1/39.02 0/13.6/23.52  989/31.0/11.63
NoMK_1024 (0/3.6/126.72 0/5.4/87.58 0/8.1/60.63 0/13.6/36.55  988/31.0/17.85
+140_Blk|0/3.6/135.05 0/5.4/91.38 0/8.1/62.67 0/13.6/37.38  988/31.0/17.89
ETSI sDVB, Rate 3/4 (11880 bits, 4320 Chksums)
CPU_S 0/4.0/2.64  0/5.6/1.70 0/7.9/1.11 0/12.2/0.66 556/27.9/0.27
SrowW_512 (0/2.2/33.09  0/3.2/23.18 0/5.0/16.17 0/8.5/9.79 544/24.8/4.67
SeqW_704 0/3.0/79.13  0/4.5/55.12 0/6.8/38.13 0/11.0/22.55  544/27.2/10.88
NoSW_704 (0/3.0/72.42  0/4.5/50.28 0/6.8/34.94 0/11.0/21.00  544/27.2/9.98
ScolK_1024 |0/3.0/104.72 0/4.5/71.33 0/6.8/44.55 0/11.0/27.94  550/27.1/14.10
NoSK_1024 (0/3.0/102.41 0/4.5/69.88 0/6.8/43.86 0/11.0/26.92  550/27.1/13.97
NoMW_704 0/3.0/118.15 0/4.5/80.67 0/6.8/55.46 0/11.0/33.14  543/27.2/15.0
+224_BIlk|0/3.0/126.23 0/4.5/86.15 0/6.8/58.77 0/11.0/35.59  542/27.2/15.66
NoMK 1024 |0/3.0/159.05 0/4.5/105.85  0/6.7/72.72 0/11.0/43.29  546/27.2/22.36
0/3.0/191.06 0/4.5/129.22  0/6.7/87.64 0/11.0/52.83  543/27.2/22.51
IEEE 11n, Rate 3/4 (1458 bits, 486 Chksums)
CPU_S 0/3.2/2.53  0/4.6/1.61 3/7.1/0.97 205/15.9/0.40  815/28.4/0.22
SrowW_512 0/3.3/31.71 1/4.7/24.36 3/7.2/17.02 202/16.0/8.67 815/28.4/4.96
SeqW_704 [0/2.2/58.45 0/3.6/38.19 5/6.1/18.23 212/15.2/7.72  818/28.2/6.71
NoSW_704 10/2.2/61.27  0/3.6/40.12 5/6.1/19.14 212/15.2/8.04  818/28.2/7.09
ScolK_1024 (0/2.2/70.00  3/3.7/38.23 20/6.4/17.36  225/15.4/9.05 832/28.5/8.48
NoSK_1024 |0/2.2/69.49  0/3.6/46.93 5/6.1/21.97 197/14.9/9.24  823/28.3/8.52
NoMW_704 (0/2.2/97.87 0/3.6/61.25 4/6.1/26.70 212/15.2/13.6  821/28.3/9.88
+448_Blk|0/2.2/112.45 0/3.6/70.07 4/6.2/37.97 218/15.3/15.82 824/28.3/10.33
NoMK_1024 (0/2.2/138.06 0/3.6/86.53 4/6.1/38.99 215/15.2/19.17 818/28.2/13.33
+448_Blk|0/2.2/138.14 0/3.6/97.76 4/6.1/54.56 216/15.3/22.45 822/28.3/14.01
IEEE 16e, Rate 3/4 A (1728 bits, 576 Chksums)
CPU_S 0/3.2/2.61  0/4.6/1.60 9/7.8/0.86 365/19.4/0.33  941/30.2/0.21
SrowW_512 (0/3.2/28.85  0/4.6/21.10 8/7.8/14.03 364/19.5/6.05  941/30.2/3.99
SeqW_704 |0/2.2/68.28  0/3.6/43.18 9/6.7/17.34 368/19.1/8.36  939/30.2/7.40
NoSW_704 (0/2.2/71.16  0/3.6/45.26 9/6.7/18.22 368/19.1/8.72  939/30.2/7.89
ScolK_1024
NoSK_1024 (0/2.2/77.76  0/3.6/50.06 11/6.7/19.63  365/18.9/9.97 937/30.1/9.37
NoMW_704 (0/2.2/110.12 0/3.6/67.17 9/6.7/125.93 373/19.2/13.22  940/30.2/10.78
+448_BIlk|0/2.2/126.05 0/3.6/77.83 9/6.7/37.13 370/19.1/15.06 939/30.2/11.01
NoMK 1024 0/2.2/156.10 0/3.6/94.58 9/6.7/37.97 367/19.1/18.18 937/30.1/14.59
+448_BIlk|0/2.2/164.75 0/3.6/108.23  9/6.7/53.29 368/19.1/21.00 939/30.2/14.88
IEEE 16e, Rate 3/4 B (1728 bits, 576 Chksums)
CPU_S 0/3.3/2.37  0/4.7/1.52 2/7.1/0.93 208/16.2/0.38  851/29.0/0.21
SrowW_512 (0/3.4/26.39  0/4.7/20.42 2/7.2/14.01 212/16.4/6.78  851/29.1/3.90
SeqW_704 [0/2.2/63.64  0/3.6/41.65 3/6.2/20.53 219/15.6/8.25 858/28.9/7.14
NoSW_704 10/2.2/66.99  0/3.6/43.99 3/6.2/21.74 219/15.6/8.68  858/28.9/7.68
ScolK_1024
NoSK_1024 |0/2.2/71.57  0/3.6/48.40 2/6.1/25.09 200/15.2/9.59 847/28.8/8.97
+448_Blk|0/2.2/119.22 0/3.6/75.48 2/6.1/42.39 214/15.6/16.95 860/29.0/11.02
NoMK_1024 (0/2.2/143.50 0/3.6/91.57 2/6.1/42.66 212/15.5/19.72 858/29.0/13.91
+448_Blk|0/2.2/161.00 0/3.6/101.68  2/6.1/57.77 216/15.6/23.14 860/29.0/14.50
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Table 4. QKD LDPC Evaluation for 2/3 Rate Matrices.

2/3 Rate Matrices

Failures/Avg iterations/Mb/s - per 1000 samples (Max 31 iterations for Convergence)

alculationMoI 1% 2% 3% 4% 5% 6% 7% 8% 9% 10% 11%
ETSIDVB, Rate 2/3 (43200 bits, 21600 Chksums)
CPU_S 0/4.0/1.90 0/4.9/1.46 0/5.8/1.18 0/6.9/0.95 0/8.2/0.77 0/10.1/0.61  0/13.0/0.46 0/19.3/0.30 994/30.9/0.18
NoSW_704 |0/3.0/31.63  0/3.8/25.21 0/4.8/20.81 0/5.8/17.34 0/7.1/14.32  0/9.0/11.63  0/11.9/8.92 0/18.1/5.89 990/31.0/3.71
NoSK_1024 |0/3.0/68.19  0/3.9/53.23 0/4.8/43.68 0/5.8/36.39 0/7.1/29.74  0/9.0/24.12  0/11.9/18.44  0/18.0/11.92  990/31.0/7.76
NoMW_704 (0/3.0/99.06 0/3.9/78.13 0/4.8/64.33 0/5.8/53.64 0/7.2/43.74  0/9.0/35.69 0/11.9/27.34  0/18.1/17.49  990/31.0/11.89
+56_Blk|0/3.0/103.10 0/3.9/80.86 0/4.8/66.63 0/5.8/55.14 0/7.2/45.34  0/9.0/36.74  0/11.9/28.15  0/18.1/18.10  990/31.0/12.01

NoMK_1024]0/3.0/150.28 0/3.9/121.46  0/4.8/100.01  0/5.8/83.33 0/7.2/68.81 0/9.0/55.59 0/11.9/42.28 0/18.1/27.26  989/31.0/17.81

+140_BI1k|0/3.0/162.66 0/3.9/126.38 0/4.8/103.17  0/5.8/85.33 0/7.2/70.30  0/9.0/56.47 0/11.9/42.89  0/18.1/27.70  990/31.0/17.69
ETSI sDVB, Rate 2/3 (10800 bits, 5400 Chksums)
CPU_S 0/3.5/2.70  0/4.4/1.94 0/5.4/1.49 0/6.4/1.17 0/7.8/0.89  0/9.6/0.70  0/12.6/0.51 7/19.2/0.32 873/30.5/0.20
SrowW_512 |0/1.7/33.03  0/2.3/25.38 0/3.2/20.70 0/3.7/17.22 0/4.7/14.08  0/6.0/11.26  0/8.2/8.38 10/13.4/5.02  863/29.1/3.68
SeqW_704  |0/2.5/73.67 0/3.4/57.07 0/4.3/46.62 0/5.4/38.64 0/6.7/31.29  0/8.5/24.89 0/11.5/18.24  10/18.0/10.53 863/30.3/8.20
NoSW_704 ]0/2.5/60.34 0/3.4/45.93 0/4.3/37.33 0/5.4/30.90 0/6.7/25.26  0/8.5/20.10 0/11.5/14.91 10/18.0/8.94  863/30.3/6.33
ScolK_1024
NoSK_1024 |0/2.5/92.71 0/3.4/71.59 0/4.3/57.83 0/5.4/48.99 0/6.7/40.29  0/8.5/31.77 0/11.5/23.16  10/18.0/13.12 847/30.2/10.67
NoMW_704 |0/2.5/111.87 0/3.4/85.23 0/4.3/69.00 0/5.4/56.82 0/6.7/46.50  0/8.5/36.85 0/11.5/27.06  10/18.0/16.06 863/30.3/11.74

+224_BIk|0/2.5/121.30 0/3.4/92.18 0/4.3/73.92 0/5.4/60.33 0/6.7/48.77  0/8.5/38.55 0/11.5/28.51  11/18.0/17.35 859/30.3/11.93
NoMK_1024 (0/2.5/145.47 0/3.4/108.80  0/4.3/87.69 0/5.4/71.85 0/6.7/58.29  0/8.5/46.16  0/11.5/34.04  13/18.0/23.71 855/30.3/16.76

+448_Blk|0/2.5/178.09 0/3.4/134.91 0/4.3/107.42  0/5.4/87.30 0/6.7/70.60  0/8.5/55.89 0/11.5/41.38 11/18.0/25.59 857/30.3/16.93
IEEE 11n, Rate 2/3 (1296 bits, 648 Chksums)
CPU_S 0/2.9/2.68 0/3.5/2.03 0/4.3/1.57 0/5.1/1.24 1/6.5/0.93 10/8.9/0.65 142/15.0/0.37 621/25.3/0.22 944/30.4/0.18
SrowW_512 0/2.9/28.64  0/3.6/23.83 0/4.3/21.24 0/5.2/17.85 0/6.5/15.04  8/8.9/11.26  140/15.1/7.07 615/25.3/4.28 942/30.3/3.58
ScolW_704 |0/1.8/68.57  0/2.5/54.32 0/3.3/43.01 0/4.2/34.12 0/5.5/24.59  13/8.1/12.97 168/14.7/1.35 607/24.8/6.57 935/30.2/6.10
NoSW_704 |0/1.8/70.70  0/2.5/55.72 0/3.3/44.22 0/4.2/35.25 0/5.5/25.45 13/8.1/13.41 168/14.7/71.56 607/24.8/6.82 935/30.2/6.47
ScolK_1024
NoSK_1024 |0/1.8/76.24  0/2.5/60.57 0/3.3/49.83 0/4.2/39.70 0/5.5/28.32 15/8.1/13.61 175/14.8/8.01 620/25.0/7.55 935/30.1/7.29
NoMW_704 |0/1.8/117.07 0/2.5/88.50 0/3.3/70.40 0/4.2/55.05 0/5.5/38.58 12/8.1/21.18 166/14.6/13.90 605/24.8/10.34 935/30.2/9.60

+448_Blk|0/1.8/132.06 0/2.5/99.65 0/3.3/78.23 0/4.2/61.58 0/5.5/46.09 12/8.1/28.33 166/14.6/16.14 605/24.8/11.20 935/30.2/9.80
NoMK_10240/1.8/150.70 0/2.5/113.27  0/3.3/90.37 0/4.2/70.57 0/5.5/50.50  12/8.0/28.29 162/14.5/17.63 600/24.7/12.75 933/30.2/11.76

+448_BIk|0/1.8/163.09 0/2.5/123.99  0/3.3/98.55 0/4.2/77.57 0/5.5/58.43  12/8.0/37.20 164/14.6/20.84 605/24.8/13.92 933/30.2/12.01
IEEE 16e, Rate 2/3 A (1536 bits, 768 Chksums)
CPU_S 0/2.8/2.93 0/3.6/2.17 0/4.3/1.71 0/5.2/1.34 0/6.5/1.02 3/8.8/0.72 102/14.6/0.42 543/24.4/0.25 917/30.2/0.20
SrowW_512 10/2.9/32.7 0/3.6/27.68 0/4.4/23.25 0/5.3/20.51 0/6.6/16.70  3/8.9/12.95 101/14.6/8.37 538/24.5/5.09 915/30.2/4.13
ScolW_704 ]0/1.9/73.15  0/2.6/58.08 0/3.3/46.14 0/4.3/36.58 0/5.6/27.24  4/7.9/16.04 109/13.8/8.37 539/24.1/7.55 922/30.1/7.18
NoSW_704 [0/1.9/73.14  0/2.6/57.96 0/3.3/46.24 0/4.3/36.85 0/5.6/27.57 4/7.9/16.33 109/13.8/8.54 539/24.1/7.70 922/30.1/7.42
SeqK_1024
NoSK_1024 |0/1.8/96.36  0/2.5/78.41 0/3.3/61.47 0/4.3/49.91 0/5.6/35.98 5/8.0/20.28 116/14.0/10.53 552/24.2/9.64 917/30.0/9.20
NoMW_704
NoMK_1024
IEEE 16e, Rate 2/3 B (1536 bits, 768 Chksums)
CPU_S 0/2.8/3.08  0/3.4/2.24 0/4.3/1.70 0/5.5/1.25 12/8.0/0.80  159/14.3/0.43 566/24.0/0.25 921/30.0/0.20 997/31.0/0.20
SrowW_512 0/2.8/32.31  0/3.4/29.02 0/4.3/23.64 0/5.5/19.66 8/8.0/14.86  154/14.2/8.79 558/24.0/6.46 993/30.9/10.82 997/31.0/4.12
ScolW_704 |0/1.8/78.74  0/2.4/58.22 0/3.3/42.96 0/4.5/29.64 14/7.0/14.52  151/13.3/8.30 569/23.7/7.62  927/30.0/7.26 996/31.0/7.11
NoSW_704 |0/1.8/77.57 0/2.4/56.77 0/3.3/42.37 0/4.5/29.39 14/7.0/14.51 151/13.3/8.28 569/23.7/7.62 927/30.0/7.35 996/31.0/7.23
NoSK 1024 ]0/1.7/101.19 0/2.4/75.55 0/3.3/59.25 0/4.5/40.15 15/7.0/19.20 155/13.3/10.7 586/23.7/9.97 910/29.7/9.42 995/31.0/9.02
NoMW_704 |0/1.8/117.59 0/2.4/87.52 0/3.3/63.21 0/4.5/40.15 13/7.0/21.95 152/13.3/14.2 569/23.7/10.25 926/30.0/9.39 996/31.0/9.37

+448_BIk|0/1.8/134.76 0/2.4/99.14 0/3.3/73.30 0/4.5/52.30 13/7.0/30.77 151/13.3/16.9 569/23.7/11.33 923/29.9/9.61 996/31.0/9.42
NoMK_1024 (0/1.8/186.05 0/2.4/126.21  0/3.3/92.36 0/4.5/58.23 15/7.0/31.88 150/13.2/20.4 566/23.5/16.49 918/29.9/15.03 996/31.0/14.97

+448_BIk|0/1.8/196.67 0/2.4/155.68  0/3.3/122.46  0/4.5/87.58 13/7.0/51.61 151/13.2/28.2 569/23.6/18.38 922/29.9/15.40 996/31.0/15.07
Table 5. QKD LDPC Evaluation for 3/5 Rate Matrices.
3/5 Rate Matrices Failures/Avg iterations/Mb/s - per 1000 samples (Max 31 iterations for Convergence)
alculationMol 1% 2% 3% 4% 5% 6% 7% 8% 9% 10% 11%
ETSIDVB, Rate 3/5 (38880 bits, 25920 Chksums)
CPU_S 0/3.4/1.61  0/4.0/1.28  0/4.6/1.07  0/5.1/0.93  0/5.9/0.78  0/6.5/0.68  0/7.5/0.57 0/9.0/0.46 0/11.6/0.35  61/21.2/0.18  1000/31.0/0.13
NoSW_704 ]0/2.3/23.57 0/3.0/19.69 0/3.6/17.21 0/4.1/15.22 0/4.8/13.42 0/5.5/11.81 0/6.5/10.18  0/8.0/8.45 0/10.6/6.41 68/20.1/3.27  1000/31.0/2.38
NoSK_1024 (0/2.4/48.35 0/3.0/38.92 0/3.6/34.25 0/4.1/29.65 0/4.8/26.81 0/5.5/23.74 0/6.5/21.43  0/8.0/17.60  0/10.6/13.32  59/20.0/6.30  1000/31.0/5.00
NoMW_704 10/2.3/75.29  0/3.0/63.34  0/3.6/55.63 0/4.1/48.04 0/4.8/42.92 0/5.5/38.13  0/6.5/32.70  0/8.0/26.80  0/10.6/20.03 68/20.1/9.08  999/31.0/7.83
NoMK 1024 [0/2.3/121.96 0/3.0/100.43 0/3.6/88.39 0/4.1/78.52  0/4.8/67.94  0/5.5/60.50 0/6.5/51.73  0/8.0/42.49  0/10.6/31.78 66/20.1/15.31 999/31.0/11.86
ETSI sDVB, Rate 3/5 (9720 bits, 6480 Chksums)
CPU_S 0/3.5/270  0/4.4/1.93  0/5.4/1.49  0/6.4/1.17  0/7.8/0.91  0/9.6/0.70  0/12.6/0.51  7/19.2/0.32  873/30.5/0.20 1000/31.0/0.20 1000/31.0/0.20
SrowW_512 10/1.7/33.04  0/2.2/25.40  0/2.8/20.70  0/3.6/17.21 0/4.8/14.07 0/6.1/11.26  0/8.2/8.39 10/12.2/5.02  863/29.2/3.68 1000/31.0/3.62 1000/31.0/3.62
ScolW_704 [0/2.1/50.37  0/2.9/43.78 0/3.2/36.85 0/3.9/33.39  0/4.4/29.13 0/5.2/25.16  0/6.2/21.51  0/7.6/17.33  0/10.5/11.60 253/21.2/5.56 983/30.9/5.16
NoSW_704 10/2.1/38.49 0/2.9/31.99 0/3.2/27.38 0/3.9/24.21 0/4.4/21.13 0/5.2/18.25 0/6.2/15.52  0/7.6/12.61 0/10.5/8.75  253/21.2/4.35 983/30.9/3.52
SeqK_1024 [0/2.1/71.78  0/2.9/63.34  0/3.2/51.81 0/3.9/47.93 0/4.4/40.84 0/5.2/35.35 0/6.2/29.24  1/7.6/23.32  4/10.5/15.40 257/21.1/7.52 984/30.9/7.20
NoSK_1024 ]0/2.1/66.51 0/2.9/58.95 0/3.2/48.50 0/3.9/45.10 0/4.4/38.51 0/5.2/33.51 0/6.2/28.62  0/7.6/23.21 0/10.4/15.65  250/21.0/7.23 984/30.9/6.96
NoMW_704 (0/2.1/82.53 0/2.9/66.81 0/3.2/58.50 0/3.9/51.00 0/4.4/44.97 0/5.2/38.76  0/6.2/32.98  0/7.6/26.47  0/10.5/16.96 252/21.2/8.92 982/30.9/7.63
NoMK 1024]0/2.1/116.61 0/2.9/88.63  0/3.2/79.47 0/3.9/67.40 0/4.4/59.89 0/5.2/51.71 0/6.2/43.57  0/7.6/34.89  0/10.4/25.49 248/21.1/13.85 982/30.9/11.42
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5. Conclusion

LDPC error correction is a one-way algorithm that has become popular for QKD post-processing. GPUs provide an
interesting attached platform that we hoped could deliver Gbit/s error correction performance for QKD. We present the
details of our various LDPC GPU implementations along with both error correction and execution throughput
performance that each achieves. Although our revisions have increased our top GPU LDPC throughput from about 30
Mbit/s to 196 Mbit/s, the reasonable QKD operating range is 17 Mbit/s to 73 Mbit/s on our 2nd generation GPU and is
27 Mbit/s to 117 Mbit/s on our 3rd generation GPU. The major performance increases were due to memory
optimizations (data read coalescing and multiple Blocks and datasets), while the new 3rd generation GPU provided up to
about an additional 50 % performance increase even though there are 6 times more processing elements (192 vs 32) per
GPU multiprocessor. GPU streaming did not provide any throughput increase for our implementation, possibly due to
the overhead incurred from the increase in the CPU pthreads required to support GPU streaming and partly due to the
overhead incurred by spawning multiple kernels. Also the fact that for streaming, the Kernels’ execute times are
overlapped and not completely in parallel. Specific GPU instructions have less impact on performance for newer
architectures, especially when data items are accessed only once and not reused from caches dedicated to those
instructions, as is the case for LDPC. Thus, contrary to previous thoughts, the potential for GPUs to provide Gbit/s error
correction, although possible, seems less feasible — requiring up to 37 3rd generation GPUs or up to 58 2nd generation
GPUs vs. the more palatable 10 GPUs previously speculated.
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