February 12, 2018 — Lan Jenson, Team Lead — Cybersecurity Group, GCTC Wireless SuperCluster
Comment Template for Draft NIST Interagency Report (NISTIR) 8200 -- Status of International Cybersecurity Standardization for the Internet of Things (loT)

TYPE
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Minor etc.
Major
Major 841 6.2 Cyber Incident Management [New 6.3] or [6.2.1] Cyber Risk Reporting and Handling
no mention of how to handle vulnerability/incident reports from While it is important that each organization has an internal process to
users and third-party researchers. As loT becomes more ubiquitous, | monitor the IoT environment health and detect anomalies, it is necessary
1 a process to leverage third-party sources is not only cost-beneficial, |to establish a process to encourage external reports of vulnerabilities and

but a necessity.

risks. Such a process enables an organization to triage external reports
timely for appropriate actions. Accountability needs to be accorded for
maximum benefit.
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