Laboratory Computer Systems Assessment
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	Evidence of Compliance

	4.1.5. 3) or 4.1.5 c. have policies and procedures to ensure the protection of its customers’ confidential information and proprietary rights, including procedures for protecting the electronic storage and transmission of results;
	
	

	4.3.1 The laboratory shall establish and maintain procedures to control all documents that form part of its management system (internally generated or from external sources), such as regulations, standards, other normative documents, test and/or calibration methods, as well as drawings, software, specifications, instructions and manuals.

NOTE 1 In this context "document" could be policy statements, procedures, specifications, calibration tables, charts, text books, posters, notices, memoranda, software, drawings, plans, etc. These may be on various media, whether hard copy or electronic, and they may be digital, analog, photographic or written.
	
	

	4.3.2.1 1) or a. All documents issued to personnel in the laboratory as part of the management system shall be reviewed and approved for use by authorized personnel prior to issue. (Electronic signature policy).
	
	

	4.3.2.2 The [Document Control[ procedure(s) adopted shall ensure that:

1) authorized editions of appropriate documents are available at all locations where operations essential to the effective functioning of the laboratory are performed; (Electronic Versions)
	
	

	4.3.3.2
[Document control; document changes] Where practicable, the altered or new text shall be identified in the document or the appropriate attachments. (Electronic changes)
	
	

	4.3.3.4
Procedures shall be established to describe how changes in documents maintained in computerized systems are made and controlled.
	
	

	4.13.1.2  1) All records shall be legible and shall be stored and retained in such a way that they are readily retrievable in facilities that provide a suitable environment to prevent damage or deterioration and to prevent loss.  
	
	

	4.13.1.4 
The laboratory shall have procedures to protect and back up records stored electronically and to prevent unauthorized access to or amendment of these records.
	
	

	4.13.2.1  1) The laboratory shall retain records of original observations, derived data and sufficient information to establish an audit trail, calibration records, staff records and a copy of each test report or calibration certificate issued, for a defined period.  
(If calibration values are updated in software, do calculations change? Can original values be recovered?)
	
	

	4.13.2.1  2) The records for each test or calibration shall contain sufficient information to facilitate, if possible, identification of factors affecting the uncertainty and to enable the test or calibration to be repeated under conditions as close as possible to the original.  (If calibration values are updated in software, do calculations change? Can original values be recovered?)
	
	

	4.13.2.2  Observations, data and calculations shall be recorded at the time they are made and shall be identifiable to the specific task.
(In the case of automated data entry, are actual values entered or are there mathematical calculations applied to the observations?)
	
	

	4.13.2.3
 1) When mistakes occur in records, each mistake shall be crossed out, not erased, made illegible or deleted, and the correct value entered alongside.  All such alterations to records shall be signed or initialed by the person making the correction.  

2) In the case of records stored electronically, equivalent measures shall be taken to avoid loss or change of original data.
	
	

	5.4.1 2)
The laboratory shall have instructions on the use and operation of all relevant equipment, and on the handling and preparation of items for testing and/or calibration, or both, where the absence of such instructions could jeopardize the results of tests and/or calibrations.  
(Includes Software).
	
	

	5.4.7.1
[Control of Data] Calculations and data transfers shall be subject to appropriate checks in a systematic manner.
	
	

	5.4.7.2
When computers or automated equipment are used for the acquisition, processing, recording, reporting, storage or retrieval of test or calibration data, the laboratory shall ensure that:

1) computer software developed by the user is documented in sufficient detail and is suitably validated as being adequate for use;

2) procedures are established and implemented for protecting the data; such procedures shall include, but not be limited to, integrity and confidentiality of data entry or collection, data storage, data transmission and data processing; 

3) computers and automated equipment are maintained to ensure proper functioning and are provided with the environmental and operating conditions necessary to maintain the integrity of test and calibration data.

NOTE:  Commercial off-the-shelf software (e.g., word processing, database and statistical programs) in general use within their designed application range may be considered to be sufficiently validated.  However, laboratory software configuration/modifications should be validated as in 5.4.7.2 1).
(Some spreadsheet functions are not adequate for use in calibration procedures without further assessment.)
	
	

	5.5.2 1)
Equipment and its software used for testing, calibration and sampling shall be capable of achieving the accuracy required and shall comply with specifications relevant to the tests and/or calibrations concerned.  
	
	

	5.5.4  Each item of equipment and its software used for testing and calibration and significant to the result shall, when practicable, be uniquely identified. (Provide an attached list of software used in the laboratory).
	
	

	5.5.5  Records shall be maintained of each item of equipment and its software significant to the tests and/or calibrations performed.  
	
	

	5.5.11  Where calibrations give rise to a set of correction factors, the laboratory shall have procedures to ensure that copies (e.g., in computer software) are correctly updated.
	
	

	5.5.12  Test and calibration equipment, including both hardware and software, shall be safeguarded from adjustments which would invalidate the test and/or calibration results.
	
	

	5.10, Reporting Results, 5.10.1  NOTE 2:  The test reports or calibration certificates may be issued as hard copy or by electronic data transfer provided that the requirements of this Handbook are met.  
	
	

	5.10.2 10)  the name(s), function(s) and signature(s) or equivalent identification of person(s) authorizing the test report or calibration certificate; (Electronic Signatures)
	
	

	5.10.7
Electronic transmission of results.  In the case of transmission of test or calibration results by telephone, telex, facsimile or other electronic or electromagnetic means, the requirements of this Handbook shall be met (see also 5.4.7).
	
	


