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The National Governors Association
‘ r . ?_ "%  NGA Center for Best Practices

The NGA Center is the technical assistance and
consultative arm of the organization. The Center
helps state leaders develop and implement
innovative solutions to public policy challenges.

About NGA

Founded in 1908, the National Governors
Association is the voice of the nation’s
governors. Our members are the governors of
the 55 states, territories, and
commonwealths. Though our members come ATIONAL
from across the political spectrum, we're ‘ GOVERNORS
boldly nonpartisan. ASSOCIATION




Exploring the “WHY” of skills/LER’s

What drew us to this topic? YR
DIGITAL AGE LEARNING
Lifelong Learning gt

Data Security/privacy

Shifting Credential Landscape

Cross-agency alignment efforts

Meeting industry needs/Connecting to employers/Skills gap

Understanding the burgeoning ed tech space



N GA Community Of Practice — Participating States

Skills-Driven ol -- ‘
States L
m_ L.
. L

Alabarna, Arkansas, Colorado, Connecticul, Indiana, Kentucky, New Hampshire, North Dakota,
Oklahoma, Virginia, Washington, Wyoming




National LER Advisory

Council Leadership
Board

The Brookings Institution
Business Roundtable
Competency Based Education
Network

Credential Engine

Digital Promise

Goodwill

National Association of Workforce
Boards

Markle Foundation

US Chamber of Commerce
Foundation

The Society for Human Resource
Management




“A learning and emplovment record is a dlgltal record
of learning and work that can be linkedtoan |
_|nd|V|duaI and combmed with other digital records for -
use in pursuing educatlonal and employment
; jopportumtles An LER can document Iearnmg
‘wherever it occurs, mcludlng at the workplace or
through an educatlon experlence credentialing, or
military trammg It can also mcIude mformatlon about
-employment h|story and earnmgs




Starting Point:
Policy Connections

[aking a step back from
lech

States are further along
than you might realize

Technology is outpacing the policy
Need to Explore the WHY and not just the
HOW?

Education/Workforce policy examples
Career pathways

Stackable credentials
Industry-recognized credentials
Non-degree credentials

Technology-Related initiative examples
Supply/demand dashboards
Workforce/job boards

CTDL/Credential data

Stakeholder Engagement connections
Skills-based hiring
Wrap-around services




Starting Point: Opportunities to Innovate

Badges, Certificates, Diplomas, Licenses, Micro-Credentials
Credentials leading to state licensure
Stackable career pathways
Public and private education/training providers

Data Systems

Learners/workers
Supply/demand

Need/wage levels/outcomes
Interoperability

Technology

Security/privacy/governance
Al/Digital wallets




State Examples

Connecticut- Legislation Requires the workforce agency, in consultation with other agencies, to establish
standards to designate certain credentials as "credentials of value".

Maryland SB 317 (2017) directed the State Board of Education, Maryland Higher Education Commission,
and the Governor's Workforce Development Board to develop statewide attainment goals for industry
recognized credentials.

Indiana SB 198 (2017) includes attainment of an industry recognized certification or credential as part of
the state’s definition of a workforce-related program.

The Tennessee Talent Exchange was launched by the Tennessee Department of Labor and Workforce
Development, Tennessee Grocers and Convenience Store Association, Tennessee Retail Association,
and Hospitality TN. This online portal matches out-of-work Tennesseans with employers that have job
openings, with plans to connect to postsecondary education and in-demand credentials.



http://custom.statenet.com/public/resources.cgi?id=ID:bill:CT2021010S1202&ciq=ncsl27&client_md=335ef458b2864c383d9fdfc29aa6d42f&mode=current_text
http://mgaleg.maryland.gov/2017RS/chapters_noln/Ch_149_sb0317E.pdf
http://iga.in.gov/legislative/2017/bills/senate/198
https://www.tn.gov/workforce/covid-19/jobs.html

Equity opportunities

Can these shifts lead to more
equitable outcomes?

What are the challenges here?

Access to Opportunity and Data

Pathways/Support

Connection to employers

10
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Asset Mapping

Education/Workforce issues:
m Ex: Career pathways, transfer
pathways, licensure/certification,
non-degree credentials

Technology-related issues:
s EX: Supply/demand dashboards,
data sharing/MOU'’s, blockchain,

data interoperability

Stakeholder engagement:
= Ex: Employer connection,
upskilling/reskilling, skills-based
hiring, Wrap-around services

11
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Any questions?

THANK YOV
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e
Learning and Employment

Records for Cybersecurity DY,

We encourage reuse and remix of this resource with attribution
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http://creativecommons.org/licenses/by/4.0/
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Learners are
central to the
ecosystem

Connecting
credentials, skills, and
jobs across lifelong
learning and career
opportunities

Search and Compare

Upskill and
Learn More

Get a Job

Match
Achievements
to Job Skills

Credentials

Learner

Share

Achievements

Enroll and
Learn

Achieve
Skills

Collect Digital
Credentials

17



WHERE IS IT DATA
COLLECTED

WHO HAS

WHO HAS

U.S. Department of Education

STORED

CONTROL

ACCESS

Disconnected learn and work records

(my

—
_)
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HIGH SCHOOL

Grades,
Attendance,
Assessments,
Diploma

Student
Information
System (SIS)

School District

Parents,
Foundations,
Programs,
Researchers

C"~
FIRST JOB:
RETAIL

Employment &
Wage Record,
Resume

HRIS System
Payroll System
Online Profile

Employer

Future Employers

Creditors

—

]
L

STATE COLLEGE

Student
Transcript

Student
Information
System (SIS)

Institution of

Higher Education

Student,
Foundations,
Programs,
Researchers

¢% OFFICE OF
¥ Educational Technology

SECOND JOB:

NURSES ASSISTANT

Employment &
Wage Record
Skills &
Competencies

HRIS System
Payroll System
Online Profile

Employer

Employee,
Future Employers
Creditors

UNEMPLOYED:

WORKFORCE

State Ul Case
Management
System

State Ul
Database &

Workforce Case

Management
System

State Agency &
Local Workforce
Agency

State Programs,
Training
Programs,
Researchers

</>

-
—/

BOOTCAMP

Student Record

SIS System
Online Profile

Training Program

(Parents) State
Agencies,
Foundations,
Researchers

&

THIRD JOB:
MANAGER

Employment &
Wage Record
Skills &
Competencies

HRIS System
Payroll System
Online Profile

Employer

Employee,
Future Employers
Creditors



Connected learn and work records

Credential, cducation and + e
Sklll, and JOb — Training Demands

transparency

Opportunities for people ‘

Verifiable digital learning and employment records powered
by the Credential Transparency Description Language (CTDL)

e Open e Accessible
e Linked o Useful
e Trusted e Relevant Sy



What are Learning and Employment Records (LERs)?

“A Learning and Employment Record (LER) is a digital record of learning and work
that can be grouped together with other individual LERs for use in describing their
abilities when pursuing education and employment opportunities. An LER can
document learning wherever it occurs, including at the workplace or through an

education experience, credentialing, or military training. It can also include
information about employment history and earnings.” (T3 LER hub)

A =7/ INNOVATION
NETWORK

 Digital records of learning and work combined from diverse sources

e Verifiable and secure

e Controlled and shareable by the individual

 Interoperable: transferable, meaningful, and machine-actionable across education and
employment systems and processes

20



Global Open LER Standards

Standards support full transparency and interoperability of LERs:

W3C Verifiable Credentials and Wallets
VCs for universal verification and delivery data
VC wallets for collection and storage of LERs
Open Badges 3.0
For content packaging of single records
Comprehensive Learner Records 2.0
For content packaging of multiple records
Credential Transparency Description Language (CTDL)
For meaningful Linked Open Data so that LERs can be usefully
understood and applied

21


https://www.w3.org/TR/vc-data-model
https://imsglobal.github.io/openbadges-specification/ob_v3p0.html
http://www.imsglobal.org/activity/comprehensive-learner-record
https://credreg.net/ctdl/handbook

Open Badges: Meaningful Linked Open Data Insi

"type": "BadgeClass",

"id": "https://api.demo.badgr.com/public/badges/a2LJxZEAScmPZtolCOtqKA",
"@context": "https://w3id.org/openbadgesi2",

"name": "Evaluate Secure Cloud Data Solutions",

"https://media.demo.badgr.com/uploads/badges/3ca90e26-c564-4e87-8731-97943b239e60.png"
"description": "The graduate evaluates secure cloud data solutions to safeguard data, personally identifiable information, and information resources.",
"issuer": "https://api.demo.badgr.com/public/issuers/olL3m8hzSgm8amDtgqBdkg",

~— "tags": [

"cloud computing security”,

"cloud security",

"computer data storage”,

"data security”,

"digital data",

Tag S — "digital data storage",

"encryption”,

"management"”,

"resource analysis",

"strategic planning",

"personal information protection",

"electronic documents act”

| |

"alignment": [

"targetName": "Cloud Computing Security: Determine Cloud Access Controls",
"targetUrl": "https://staging.osmt.dev/api/skills/440fe46b-6bb3-48¢2-b532-6d0a3040efc1",

"targetDescription": "Determine user or group access control and remote access eligibility or privilege for cloud security.",
"targetFramework": "OSMT"

"targetName": "Cloud Computing Security: Basic Principles of Cloud Security",

AI ig n m e n tS to "targetUrl": "https://staging.osmt.dev/api/skills/8e1f{5bad-6787-4f93-9691-5a7{34229e52",

"targetDescription": "ldentify the basic principles of cloud security.",

CTDL in the . arget-ramework™:

{
— "targetName": "Data Security: Resource Protection",

C re d e n ti a I "targetUrl": "https://staging.osmt.dev/api/skills/2d9t8cft-2c06-40a4-a2c6-c0810e350b8f",

"targetDescription": "Protect resources from unauthorized viewing or use by closing windows, minimizing windows, or turning monitors off.",
. "targetFramework: "OSMT"
Registry !

{

"targetNam: gital Data: Storage Mechanisms",
"targetUrl": "https://staging.osmt.dev/api/skills/efbdd41e-4a59-4f0c-9de1-1a5efcdfag3e",

"targetDescription": "Implement proper data storage mechanisms for specific types of files or data.",
"targetFramework": "OSMT"

h

"targetName": "Encryption: Data Access and Privacy”,

"targetUrl": "https://staging.osmt.dev/api/skills/fc39aa71-45ad-41e4-a104-9f621b002b0e",
"targetDescription": "Define the requirements for ongoing data access and privacy.",
~—  'targetFramework": "OSMT"

"https:/mww.wgu.edu/online-it-degrees/cybersecurity-information-assurance-bachelors-program.html",
"narrative": "Successful completion of assessment activities supporting this competency and its underlying skills:\n\n**Cloud Computing Security: Determine Cloud Access Controls** - Determine
H user or group access control and remote access eligibility or privilege for cloud security \n\n**Cloud Computing Security: Basic Principles of Cloud Security** - Identify the basic principles of cloud
E a rn I n g security.\n\n**Data Security: Resource Protection™* - Protect resources from unauthorized viewing or use by closing windows, minimizing windows, or turning monitors off.\n\n**Digital Data: Storage
Mechanisms** - Implement proper data storage mechanisms for specific types of files or data.\n\n**Encryption: Data Access and Privacy** - Define the requirements for ongoing data access and

H H privacy.\n\n**Encryption: Data Decryption** - Decrypt retrieved data.\n\n**Encryption: Data Storage** - Encode data to then upload it to a storage location.\n\n**Management: Resource Analysis** -
C rl te rl a Determine resources needed to support an organization or process.\n\n**Management: Strategic Planning** - Develop a strategic plan for an organization or process \n\n**Personal Information
Protection And Electronic Documents Act: Compliance* - Implement policies and processes to ensure that organizations comply with the Personal Information Protection and Electronic
Documents Act.\n\n**Personal Information Protection And Electronic Documents Act: Personal Information Protection And Electronic Documents Act Compliance™ - Implement policies and
L Processes to ensure that organizations comply with the Personal Information Protection and Electronic Documents Act."

e

45

COLLABORATION
o

Education [ n

WGU

COMPETENCY

EVALUATE SECURE
CLOUD DATA

SOLUTIONS
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Verifiable Credentials owned and controlled by the individual

Making it simple for people
and organizations to
exchange verifiable, trusted
career credentials.

. . 9:41
Velocity Network Foundation P
Offers
Issuing You have 3 new offers
Parties ]
(e m p I oye rS, Microsoft Corporation
educators e
issuing digital
credentials) Deloitte
Workforce Deloitte
(individuals) Relying S —

Parties

Claim digitally signed records from
your work or college to build a
verified career portfolio.

Revocations

(v ottered )

(employers, EY
Ernst & Young Global Limited
educators Programme Manager
. . P Feb 2015 — Current
receiving digital
credentials)
(2] ] a

« velocity

Stack proofs of your employment
history, educational background,

skills, and qualifications.

o:41 ol F -

Employment History o
Jcredentials

Sstagen Bank

Octagon Bank
Regional Manager

Ifar 2018 — Jul 2020

Wales Trade Bank
Branch Manager

Dec 2016 — Feb 2018

i

TLV Solutions
Senior Project Manager
Sep 2014 — Dec 2016

@ Maria Williams

them privately.

9:41

Organize all your career and
education credentials. Store

=

[

32 scan QR code

o
)

2

Identity

@ 10

Employment
History

7

Training &
Development

19

Badges and
Achievements

2

Education

(0]

Certifications &

Licenses

Assessments

Gig Works

2

(0]

Control who you share your
records with.

9:41 il T -

< Disclosure Request

kPME
KPMG would like you to share
your credentials with them

Please review the list of requested credentials and make
sure you are OK with disclosing them to Deloitte USA.

INFORMATION YOU WILL BE SHARING:

Identification

>
2 credentials
Education 5
3 credentials
Employment history N

4 credentials

Shared Date Duration Purpose
01.01.2019 1 Year Job offer

1 agree to Terms and Conditions

\ Cancel
N

23


https://www.velocitynetwork.foundation/

LERs include human- and machine-readable data in the
Credential Transparency Description Language (CTDL)

People and systems need
meaningful information to
exchange in career
credentials.

Verifiable Credentials include
alignments to CTDL in the
Credential Registry, which
hosts rich Linked Open Data
about credentials, skills, and
pathways.

L4 Training Credential Details
May 15, 2021

August 15, 2021

Maobde U Design Intensive Certificate

Ther Mobile UXUI Design ntensive provides
students with a practical knowledge of UK
principhes, tools and technsques in user
interaction and user expedience design. Lpon
successiul completion of the inlensive,
students will have completed a portfiolio and
gain a solid foundation in UX that can be
applied immediately to their current or future

=] - ] - o

PO

# credentialfinder.org

CREDENTIAL -~
FINDER™

Mobile UX/UI
Design Intensive
Certificate

Sha

Basic Info

About this Credential

The Mobdle LG Design Intensre provides




Credential Transparency
Description Language (CTDL)

An open schema for
transparent, meaningful
information to build learn
and work ecosystems.

« Credentials

. Knowledge, skills, and
abilities

« Jobs and work roles

. Pathways

« and much more....

https://credreg.net
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https://credreg.net/

LERs connect to a world of Linked Open Data
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NEW MARKET SCAN

Building a Skills-Based
Talent Marketplace

Verifiable Credentials Wallets for
Learning and Employment

JFF.org/digitalwallets




PlugFest

e Companies who develop solutions implementing a standard meet
and check that their implementation is compatible with the
implementation of another solution developer

o Question: Can my credentials be portable across systems?
o« Demonstration, not standards certification

o Interoperability, not integration

28



PlugFest 1, June 2022 - Hello, world! | am a VC Wallet!

e The wallet can display a verifiable credential

e Credential shows important data about the issuer, how credential
was earned, etc.

e Minimum data requirements are met

PlugFest 2, November 2022 - ... and | can hold a variety of credentials

o Credentials issued by another credential provider in the
same wallet

PlugFest 3, 2023 - ... and they can be shared by the user

o Credentials from multiple providers can be combined and
shared

o Export credentials to another wallet

29



LER Interoperability
Principles and
Classification

9 COMPETENCY-BASED EDUCATION

NETWORK

30



Draft Principles of Interoperability for LERs

Open Standards: Require use of open data standards in the creation, exchange, and use of LERs including the competency/skill and
employment data.

Trust: Create a trusted environment for employers, individuals, and education providers for the collection, sharing and using of an individual's
competency/skill, credential, and employment data as currency in the talent marketplace.

Privacy and Security: Systems should protect privacy and security in all aspects of interoperability and the expectations of individuals about
their privacy and security are respected.

Universal Access: Every learner/worker should have access to and control of a digital wallet to store, manage, and curate their LERs. Wallets
should use multiple open standards to support all kinds of LERs.

Support Multiple Levels of Achievements: We must account for the range of learning and employment opportunities and support the
capabilities of multiple systems to offer learning, validate skills, and produce LERs. Including accommodation of self assertions of
competency/skill.

Alignment: States, districts, federal agencies, employers, and others must be aligned in their support of the principles.

Market Demand: The market, guided by public and private investment, should encourage innovation to meet evolving demands for
interoperability.

Think globally, act locally: LERs and digital wallets must function in local, regional, state, national and global talent marketplaces.



Digital Inclusive Design Principles

Promise’ for Learning and Employment Records




Inclusive Design Principles for
Learning and Employment Records

@0WO

1. Individuals can share 2. Demonstrate 3. Individuals can 4. Address safety and 5. Prioritize lifelong
evidence of their sKills learning progress control how their privacy concerns, access and ease of
and competencies, in over time, not just one information is presented especially for historically use.
addition to work history. point in time, such as and shared. and systematically

degree completion. marginalized individuals.

Learning and Employment Records for Greater Equity

Digital Cacicio, S., Tinsley, B., Miller, A., & Luke Luna C. (2022, April), Inclusive design principles for learning and
[ Promise. employment records: Co-designing for equity. Digital Promise. fiitps://doi.org/10.51388/20.500.12265/154
»



https://digitalpromise.org/2022/04/25/its-in-the-design-learning-and-employment-records-for-greater-equity/

Power your LERs with global open standards connecting
equitable learning and career pathways

Standards support full transparency and interoperability of LERs:

W3C Verifiable Credentials and Wallets
Open Badges 3.0
Credential Transparency Description Language (CTDL)

1. Define requirements for information that makes LERs valuable.
Organize data about credentials, skills, jobs, and pathways from
multiple sources.

Map the data to CTDL and include CTDL in LERs issued to individuals.
Issue and receive credentials to/from VC wallets.

Provide equitable on-ramps and supports leading to opportunities.
Ensure people have control over collecting and sharing thejr own LERs.

N

o o~ W
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https://www.w3.org/TR/vc-data-model
https://imsglobal.github.io/openbadges-specification/ob_v3p0.html
https://credreg.net/ctdl/handbook

For More Information

- Scott Cheney
7 Executive Director
scheney@credentialengine.org

Jeanne Kitchens
Chief Technology Services Officer
ikitchens@credentialengine.org

. Deb Everhart
: Chief Strategy Officer
- deverhart@credentialengine.org

\\' Credential
/‘\" Engine-

Website: credentialengine.org

Email us: info@credentialengine.org
Technical Information: credreg.net
Credential Finder: credentialfinder.org

fivi

Find @CredEngine on Social Media

\\y 35
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Complete
Survey

https://www.surveymonkey.com/r/JuneNiceWebinar

IIIIIIIIIIIIIIIIIIIII
CCCCCCCCCCCCCCCCCCCCC


https://www.surveymonkey.com/r/JuneNiceWebinar
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Thank You for Joining Us!

Upcoming Webinar:
“Optimizing Your LinkedIn Profile for Your Cybersecurity Career”

When: Wednesday, July 20, 2022, 2:00PM - 3:00PM ET

Register: https://go.usa.gov/xJFKt

N'CE nist.gov/nice/webinars

NATIONAL |
CYBERSECURITY EDUCATION


https://go.usa.gov/xJFKt
http://csrc.nist.gov/nice/webinars/index.html
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