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DAY TWO – WEDNESDAY, JULY 27, 2011

(START OF AUDIO CD RECORDING)

DR. GALLAGHER:     Good morning, everybody.  If I could have everyone’s attention, we’d like to go ahead and get started this morning.  Good morning, it’s 8:34 a.m. and this is Pat Gallagher.  I’d like to go ahead and call today’s meeting of the TGDC back in session.


And today we’re going to switch from the HAVA related activities to UOCAVA.  And I know it’s a busy schedule and once again I want apologize to everybody ahead of time.  I will be forced to leave before we’re done this morning.  About ten o’clock if you see be angling for the door, I have a conflict that I have to head out for.


And so I wanted to actually steal the floor while I had it briefly this morning to mention a couple of things.  One is to thank my co-chair, Commissioner Davidson for all of her work on behalf of the Commission.


As many of you know, she has talked about her tenure at EAC and we don’t know whether she’ll be joining us for the next meeting or not but in case we’re not working together I wanted to thank her for her hard work on this issue and for her leadership and for her friendship.  It has been a real pleasure.


COMMISSIONER DAVIDSON:
Thank you very much.


DR. GALLAGHER:     I also wanted to acknowledge Belinda Collins who has also just announced her retirement next month.  She has made a big difference to the program since coming in.


Now at NIST we never know whether retirements means no longer working with us on a project so it could very well be we’ll see Belinda next time, but again just in case I wanted to thank her for her leadership and her real knowledge of standards has made a real difference in this program as well.


And then Seder Ferlami has also announced her retirement.  I feel like the last man standing here but Seder Ferlami has also announced her intent to retire this winter.

That gives us a cushier framework to work with which we’re very delighted with, but I wanted to take the opportunity this morning to thank what has really been the leadership team behind the NIST and TGDC efforts from our perspective.  That’s going to be a lot of changes for all us.


With that, let me invite Belinda back up to the platform and we’ll start with our UOCAVA related activities agenda.


MS. COLLINS:
Good morning, everyone.  First of all, thank you very much, Pat.


And then one quick reminder, please do remember to introduce yourselves when you speak since we do have folks on the webcast and there should be the possibility of three people on the phone.


With that said I’d like to invite Nelson Hastings up to give an overall UOCAVA Roadmap update.


MR. HASTINGS:     Thank you, Belinda.  Good morning, everyone.  This is Nelson Hastings.  I’m going to give you a review, provide an update on the UOCAVA Roadmap that was presented at the last TGDC meeting and kind of go over where we’re at on that.


So I’ve really broken this out into three different areas, completed activities, ongoing activities, and future activities.


So the completed activities include EAC Kiosk Based Guidelines for UOCAVA that was finished in August of 2010, the UOCAVA Solution Summit that was held last August in D.C., and the FVAP Electron Voting Support Wizard program that was utilized in the November election in 2010.


FVAP metrics were completed in December of 2010.  The NIST IR7770, Security Considerations for Remote Electronic Voting was released in February of this year.

FVAP, and the EAC, and NIST have provided information on legal, technical, and policy issues associated with remote voting and we did that by participating in a panel at the Standards Board meeting in February in Okalahoma City and we made presentations at the Board of Advisors meeting in June, here in D.C.

The TGDCs draft Accessibility and Usability Considerations for UOCAVA Remote Voting Systems, that was delivered in March to the EAC, identifying possible 2012 pilot projects.  The White Paper developed by the UOCAVA Working Group, that was also delivered to the EAC on March 2nd.

More completed activities; FVAP provided a detail description of the extent and nature of the UOCAVA voter success and applicability of historical programs to address the cause of lower success rates for UOCAVA voters.  That was part of the 2008 Post Election Survey Report which was released in March of this year.

FVAP organized a Secure Ballot Delivery Workshop which was a follow on to the Solution Summit that was held last August, and that was held in March of this year in Chicago and the EAC and NIST also participated in that workshop.

Ongoing activities include the IEEE work in Common Data Format for Blank Ballot Delivery.  It’s currently in the IEEE editorial review process.  It will be out for (unintelligible) in August and hopefully will be approved in the fall of 2011.

FVAP has established a Cyber Security Review Group.  It held its first meeting on July 1st.  At that meeting they discussed the background and outlined the objectives for that review group and FVAP gave a presentation on the work that they’re doing in the area of UOCAVA voting.

The next meeting for that is scheduled in November and they’ll present initial results from the voting system test laboratory, testing and penetration testing.  I’ll speak a little bit more to that on slide 11.

Continuing ongoing activities, there’s a couple of NIST IRs that are going through the final internal review process and those are scheduled to be out in August, the Security Best Practices for Electronic Transmission of UOCAVA Materials, and Information System Security Best Practices for UOCAVA Supporting Systems.

The EAC is collecting and compiling information of previous international Internet voting efforts.  Tentatively the title of that is a Survey of Internet Voting and Associated Risk.  And that I believe is going to be finalized in the August timeframe.  Brian Hancock will talk to that in his presentation, giving more detail on that document.

The TGDC developed high level guidelines for remote absentee voting systems.  Andy will give a presentation on that on the Working Group in his update on the UOCAVA Working Group status.

FVAP has Electronic Absentee Systems for Elections Grant Program.  They’ve established that and they’re giving grants to states to support blank ballot distribution to UOCAVA voters for the November election in 2012.  Applications have been received and are currently under review.

There’s going to be a UOCAVA Solutions Working Group meeting that FVAP is organizing.  It’s a follow-up to the Secure Ballot Delivery Workshop that was held in Chicago.  My understanding is the EAC and NIST will be participating in that workshop and that workshop is scheduled for August in San Francisco just before the Electronic Voting Technology Workshop.

FVAP is reviewing the 2010 state activities for UOCAVA voters and the report for that will be out in October.  FVAP is also developing Lessons Learned from their EVSW pilot program, the Wizard program, and that’s also going to be released in the October timeframe.

This is what I was talking about before.  FVAP is having the voting system test laboratories test five of the Wizards that they fielded in the 2010 election to the security requirements in the EACs UOCAVA pilot program testing requirements.  That final report will be due in October and that will be briefed to that review group that they’ve established.

A mock election and penetration testing is being organized by FVAP to be held in August and it will be August the 2nd to the 4th.  There will be four attack teams I guess is the best way to put that to perform penetration testing on the system and the final report will also be released in the October and briefed to the working group in November.

The FVAP Wounded Warrior Demonstration Project is taking place in August of this year.

Some of the future activities, TGDC developed requirements to UOCAVA Demonstration Project.  The UOCAVA Working Group is in the process of developing their approach and we will get briefed on that today as well.

The TGDC to develop risk analysis for current UOCAVA voting process.  Again, the UOCAVA Working Group is in the process of developing that approach and you’ll hear about that approach later today.

Update of the EAC UOCAVA Best Practices, due to the limited resources of the EAC they at this time can’t provide a timeline for when those updates might take place to those Best Practice document.

Future activities, the 2012 FVAP pilot projects will utilize the EASE grant funded projects in November of 2012 election.  FVAP will then do a review of those projects and get a Lessons Learned, and that’s scheduled for delivery in August of 2013 and the TGDC can provide support in the analysis of those Lessons Learned if requested by FVAP during the spring and summer of 2013.

So those are kind of the things that are taking place and how things are kind of unfolding in the UOCAVA activities that relate to TGDC.

DR. GALLAGHER:     Any comments or questions?  We’ll do Don and then David.

MALE SPEAKER:     The FVAP electronic absentee system for the election EASE grant program, so there’s going to be a review of those projects that are used in 2012.  That’s the grant program that FVAP has been developing for the states for the electronic delivery ballots?

MR. HASTINGS:     I believe so, yes.

MR. WAGNER:
Dave Wagner.  The five Wizards that FVAP is testing to the UOCAVA pilot guidelines, do you know whether there’s testing of or how it is being handled of voter authentication and/or voter privacy?  You mentioned they would be tested to the security standards, the security portions.  Do you know whether that’s also covering voter authentication and whether it’s covering --

MR. HASTINGS:     I’m assuming so because that was included in the requirements.  I’m going to defer the question to Joel from FVAP.

MALE SPEAKER:     This is Joel (Unintelligible).  These are strictly server side tests of the system itself so we’re not testing the user front end.

MR. JENKINS:
Nelson, Phil Jenkins here.  It’s really probably a question for later on.  We talked about some of the international reviews you’re doing.  I know Australia has recently done some Internet voting and Brazil and India, so it’s really a question for the later presentation of what’s been looked at and maybe what’s still (unintelligible).

MR. HASTINGS:     The EAC has put that report together.  It’s actually pretty comprehensive.  I saw a preview of it a few weeks ago.

DR. GALLAGHER:     Nelson, could you clarify in your second to the last slide, on 13, the TGDC is to provide technical support in analysis of Lessons Learned.  Could you cover what the scope of that future work is proposed to be?

MR. HASTINGS:     Let’s see, I guess my thought on that was that the lessons learned, the TGDC could review a draft of the lessons learned and provide feedback on it I think is the extent of what I was thinking there.  I don’t know if it would be more then that.

MALE SPEAKER:     It says if requested by FVAP and we assume that FVAP has not yet requested that.

MR. HASTINGS:     I haven’t heard that they have requested that.

MALE SPEAKER:     So this is a possible task.

MR. HASTINGS:     This is a possible task from the original -- if you look back at the original roadmap it talks about lesson learned from pilot projects that occur and that the TGDC would look at and provide technical support to do analysis on that.

So that’s where this comes in and the fact that the EASE program is being run by FVAP, you know, it’s their call in terms of input from the TGDC on that.  I’m sorry, that provides a little bit more context to that specific activity.

DR. GALLAGHER:     Any other comments or questions?

Thank you, Nelson.

MS. COLLINS:
This is Belinda Collins again.  It’s now my pleasure to introduce Mr. Robert Carey from FVAP who will be giving a presentation and update on FVAP.

MR. CAREY:
Thank you very much, Belinda.  Bob Carey, Federal Voting Assistance Program.

Much of the stuff that I’m going to be discussing today is going to be a repeat of what I presented at the January 2010 EAC hearing, the July 2010 TGDC, the January 2011 TGDC, and August 2010 EAC/NIST/FVAP Summit that we had just before EVET in Washington, D.C.

There seems to be some confusion as to what FVAP has I thought repeatedly said in the past.  Nelson has gone over a number of our projects so I’ll discuss by exception the additional information.

When we talk about the metrics that were provided in December of 2010, the primary thing we found from the 2008 post election survey of both local election officials, voting assistance officers, and voters was that the military was registered at a higher rate than the general population, and when you adjusted for the substantial age and gender differences, the military was voting at a higher rate than the general population.

And that the overwhelming incidents of voting failure was not in registration or voter participation but in absentee ballots delivered not returned.  And so we focused our efforts on timely absentee ballot delivery and return rather than on registration and did more of a maintenance mode in terms of registration.

So given that we shifted to more of a direct to the voter assistance program rather than more of the traditional higher (unintelligible) goal, paper based, voter registration focus.

We shifted to a more -- through unit and unit voting assistance officers and embassy voting assistance officers, we tried to reach out more directly to the voter through online tools, through direct communications in order to be able to make that process easier, quicker, more intuitive, more seamless, basically trying to reduce the cost of time of the voter in participating in the process.

But we also wanted to expand that assistance to the election officials, not only in terms of providing them funding in order to be able to develop systems that would better fit in with what the direct to voter assistance program is trying to do but also to assist them in compliance especially with the MOVE Act.

And then we’ve tried to be as data driven as possible, mostly from our post election survey but also from looking at other analyses as well in order to be able to make sure that we make our decisions based upon the best available data.

So we wanted to leverage that technology specifically through improving that ballot delivery and return times.  You know, an electronic delivery of a ballot takes 30 milliseconds, not 30 days like a postal mail can, and focusing on getting the ballots about 45 days prior.

It’s important that we maximize the number of days prior to the election that the ballot is sent out because days prior, is qualitatively superior in overall number of days.

It does the voter little good to have the ballot delivered ten days after, even it they’re allowed to be returned up to 35 days after, ten days before even if the ballot is allowed to be returned like 20 to 30 days after, if they don’t get the ballot in time to be able to successfully vote it by election day.

And so we also developed a number of online tools, the online Federal Postcard Application Wizard, the online Federal Write-In Absentee Ballot Wizard, and then the Electronic Voting Support Wizard which is essentially online Ballot Delivery and Marking Wizards.

On the Registration Wizard, that was basically like turbo taxing the federal postcard application for military and overseas voters.  Average completion time was about seven minutes and we had about 92,000 of those downloaded from our website.

We also had the backup ballot, the Backup Absentee Ballot Wizard, the federal write-in absentee ballot.  This is the first time that FVAP had presented this to voters.  This actually provided the ability for the voter to see their federal candidates online down to the their congressional district, allowed for write-ins for both federal and for state and local if the state allowed for state and local, and allowed for the online marking of the federal write-in absentee ballot as well.

So then the ballot presented to the voter for printing, all the candidates were already marked in that they had chosen them.  We had about 21,000 downloads on that.

And then we had the full ballot Wizards with 17 states.  That was the Electronic Voting Support Wizard or EVSW some folks called.  We had about 3,100 downloads of that.  Actually this is an old number.  We had about 3,500 downloads and not nearly where we need to be.

You know, one of the Lessons Learned that I took away from this was that a federal procured solution is likely going to lead to less involvement on the part of the states and our belief is the reason is because it doesn’t allow the state to seamlessly integrate a system with their voter registration database or their own election administration systems.

And the reason I say that is you look at like Georgia that had like 600 downloads in their state alone, or Michigan that had like 1,300 downloads in their state alone.  I don’t have all the other states.

There are 14 states that had their own systems that we do not fund and those states had much greater levels of downloads from their state run systems and I think it’s because they had the ability to communicate directly to the voter through their voter registration database data, especially their e-mail addresses and that led to a higher utilization.

So that’s one of the reasons that we are going to a grant program for the 2012 election cycle in order to be able to provide the states the opportunity to leverage more seamlessly with their voter registration databases and their election administration systems.

And then there’s the full Internet Voting Demonstration project and this is the one that we understand the TGDC has predominantly (unintelligible) upon, and to just review what that mandate is, that the Department of Defense has to conduct an Electronic Absentee Voting Demonstration project for military voters.

The law only says it has to be for military voters when they can cast the ballots in a general federal election and it has to be in cooperative agreement with the states, which it also allows to be either a grant or a cooperative agreement rather than a federal procurement.

And then we have to report afterwards and it has to be a statistically relevant number of participants.  What’s statistically relevant is, I don’t know.  When the SERVE project was underway, they were looking at 100,000 total voters but in large part will depend on how many states would want to participate in a program like this.

After the SERVE Project was taken down, given the concerns that were raised, and the Deputy Secretary raised concerns about the ability to protect the voter’s personal identification information in such a situation and also their personal votes, the law was revised allowing the department to wait until such time as EAC had established those guidelines.

So what have we been doing in 2011?  Well, we’ve doing a significant program with Wounded Warriors in coordination with the Office of Wounded Warrior Care and Transition Policy in the Department of Defense and the EAC and their Heroes Grant Initiative.

And we’ve been doing disability analysis of Wounded Warriors.  The Department of Defense, FVAP has been focusing its efforts on those military personnel that are still on active duty, and the Heroes Grant participants through EAC, Georgia Tech and Operation Bravo have been focusing on the military personnel after they’ve been discharged and they’re in the VA system.

But there is a significant element and there’s about 10,000 wounded and injured personnel who are on active duty right now and it usually takes about -- if a military voter is going to be discharged it’s usually about a two to three year process given the medical evaluation board, the discharge process, and the care process so the likelihood is that a wounded or injured voter is going to be around for at least one election cycle after sustaining their wound or injury as a UOCAVA voter if they’re absent from their local election jurisdiction.

One of the things we also found from the 2008 post election data, just to go back to that real quick, was that about a third of military voters vote in person.

You know, UOCAVA only extends to those military voters and overseas citizens who are absent from their election jurisdiction and about a 35 to 40 percent of military personnel are actually present, are actually stationed and living at their voting jurisdiction.

And so they’re not UOCAVA voters, they’re regular in-person voters so they have to abide by the rules for local voters in that case and they’re not UOCAVA.

So we’re doing this substantial Wounded Warrior research.  We’ve been calling the mock election Operation Vote and that just finished up yesterday -- actually no, it’s finishing up today.

We did three vendors yesterday and we’re doing three vendors tests today and we’re using the Wounded Warrior volunteers from Brook Army Medical Center down in San Antonio, Texas to participate and actually utilized these systems that are presented by the vendors to test the graphically user interface for the Wounded Warriors and then compare that to our disability analysis that we just completed.

And then we’re also doing an analysis of voting assistance and what needs to be changed in the voting assistance program at the unit level and the installation level in order to be able to provide the best voting assistance to these disabled personnel.

As discussed earlier, we’ve taken these six systems that participate in Electronic Voting Support Wizard last year and we’ve run those through the security portion, the service side portion of the VSTL testing.  We just didn’t have the (unintelligible) with or the funds to be able to do the complete testing.  At this point we have been chopping that up into blocks.

Starting next week we’ll be doing the penetration testing with the Air Force Institute of Technology and (unintelligible) this is just an overall.  I think we have some specifics on this.  Yeah, here’s the Wounded Warrior Research Initiative.

We did individual interviews of both Wounded Warriors and voting assistance officers at a number of Wounded Warrior facilities all over the country, did over 100 interviews, and then we’re doing that second phase of the Operation Vote to validate those research findings.

For the VSTL testing you see the four EVSW systems that participated, (Unintelligible) Democracy Live, Everyone Counts, and Connect, and then three new voting systems that are being tested in a full Internet voting mode, Dominion, ES&S, and Sidell.

The purpose of this is to try to establish some type of system security based on -- especially given the national level of threat that we expressed a concern about last year and also to evaluate the sufficiency of the 2010 UOCAVA pilot program testing requirements.

And there’s also a bit of also testing to see if there is a difference -- so of the systems are being tested by both Wyley and by SLI Global and so we’re going to also be able to use that to compare if there is a testing difference between the two laboratories on the same system.

And then we’re going to be doing that active penetration testing.  We’re using the Air Force Institute of Technology, the Navy Research Lab, the National Security Agency, and then we also have Red Phone as a contractor that is also participating in this and the desire here is to try replicate the more national level threat.

The grants process is discussed.  The Technical Evaluation Board is impaneled right now and going through these.  Those applications are closed 13 July.  We hope to have those announced and awarded by mid August so that they can be integrated into the 2012 election cycle.

You see the selection criteria that we came up with in coordination with state and local election officials and the grants will be evaluated against those eight criteria.

We had a lot of applications and we’re evaluating right now if and when we could do a second round of potential grants, see if we might want to more specify -- the grant basically said any part of the election process from voter information, to ballot tabulation, and canvassing is open to a grant application to UOCAVA voters except for the electronic transmission of a voted ballot in a live election.  That was the only thing that was basically off the table.

Everything else was on the table so if they wanted to look at database improvements, if they wanted to look at website improvements, if they wanted to look at ballot delivery, ballot marking, if they wanted to look at methods of better tabulating the UOCAVA ballots, bar codes, et cetera, all that stuff was up for consideration.

Here are the members of the Technical Review Panel that are underway right now.  Most of the panelists are military personnel, technology experts, research (unintelligible), former election officials, Secretary of State, former state election directors, former local election officials, and then also national organization affiliates from voter advocacy groups.

Here’s the membership of the Cyber Analysis Group.  We had our first meeting a couple of weeks ago.  Basically this is a government only organization in order to be able to discuss at a classified level some of the issues that we’re dealing with.

You see the membership, the usual suspects, the FVAP, NIST, EAC.  We’ve also brought in the FBI, Defense Information System Agency otherwise known as DISA, Defense Intelligence Agency, otherwise known as DIA, Defense Technical Information Center, DTIC.  They’re the ones that actually put together our FDCA and (unintelligible) Wizards.

National Security Agency, Navy Research Lab, Chief Information Officer of the Department of Defense, and then this Undersecretary of Defense Personnel and Readiness.  We have an Information Management and Information Technology Directorate so then the Undersecretary for Personnel Readiness, that’s the Undersecretary under which FVAP falls.

One of the things that was raised during the Cyber Security Review group was how much we can actually integrate and parallel process the development of risk analysis with the development of the higher level guidelines which some of those folks are calling Concept of Operations because there’s a lot of military in the room and that’s a common term that they use.

We’ve always viewed the Roadmap as a much more sequential process, first define the risk, then developed the higher level guidelines based upon that level of risk, and then develop the architecture for a system.

Building upon the August 2010 Solution Summit, we had the Chicago one and then we’re also having one just before EVT (unintelligible) out in San Francisco on the 6th and 7th and the desire there is to try to identify the risk drivers to allow for that comparative risk and policy analysis.

One of the things that I’ve been seeing is that frankly we launched a lot of balloons when we started this process last summer in order to be able to see which ones would float the best and at some point we may want to be looking at tailoring back some of these because we have a lot of parallel paths underway, and either we need to figure out how to be able to best integrate this or we need to scale some of them back because otherwise we’re going to be doing duplicate work.

This is what was presented last year, you know, how I thought that we should be moving on this.  The GAO guidance from the 2006 and 2008 report is pretty clear.  We needed to do detailed plans, result oriented goals, tasks, milestones, timeframes, and contingencies.

There was not really a whole lot of discussion about not getting the Internet voting system done and to support that FVAP and the EAC entered into a memorandum of understanding as did EAC and NIST and we believe that the Roadmap that was delivered April 26, 2010 by EAC represents a very good reference document for defining that Roadmap.

I’m concerned that when I looked at the TGDC resolution from January, it said first develop the risk, the narrative risk assessment.  Then it said develop the higher level guidelines, then it said develop the architecture.

I took that as a much more sequential process then what I see going on now.  Now maybe a lot of this can be done in parallel, maybe there is a significant amount of overlap.  If you were to chart this out there would be significant overlap.

But I do believe that it is difficult to define what higher level guidelines should be if you don’t have the risk that’s acceptable.  From our perspective the risk that is acceptable is the risk in the current system and from our perspective the risk in the current system is pretty substantial.

If the military voter had an equivalent failure rate as that of the general population, 266,000 more military ballots would have been cast in 2008.  That represents to me a pretty significant risk.

And I’m concerned that we may very well fall into the cognitive bias of saying I’m more willing to accept a greater risk in the current system then to take affirmative action with a new system that may very well have less risk measured by this for example, but because our affirmative action is bringing onboard new risks or more risk diverse to it because it’s ours.

The common cognitive bias would be, well, the current system has significant failure and it’s better to fail conventionally than to potentially risk succeeding unconventionally.  And right now we’ve accepted this level of risk for a long time.

So I hope that we don’t apply -- one of the things I found was interesting at the Overseas Vote Foundation Summit in February of this year was I asked, you know, what level of risk is acceptable and the answer I got was none, no level of risk is acceptable.

Now as the day proceeded, the participants in the panel discussion started to back away from that position and said yeah, well, there’s going to be some risk but the betters of the enemy is getting up here and at some point we have to say what is the acceptable level of risk.

From our perspective the acceptable level of risk is whatever the risk is in the current system and to apply a more stringent level of risk to future voting systems I think is unfair to the UOCAVA voter.

This is what I presented last year and I think still pretty much is a good Roadmap and I thought was sort of presented in the Roadmap that EAC, NIST, and FVAP worked on and was presented last April.

First define the risk.  Now I realize this has been problematic to figure how to be able to find the risk so we are moving forward with our risk assessment.

We’re going to use the EAC risk assessment tool and the NIST IT risk assessment tools.  We’re looking to contract that right now.  Maybe that will be helpful for the TGDC to be able to help evaluate the risk.

If there’s another alternative about how we can evaluate the risk, we’re all ears but if we’re going to move forward, you know, we have the funding right now to be able to do this and so we’re looking to move forward on that.

The current UOCAVA absentee ballot system should be the baseline.  Now in 2008 we were discussing the baseline would have been mail only.  Now with the MOVE Act the baseline is 45 days prior electronically and express mail return of overseas military ballots, which should substantially reduce the risk.

So I’m not saying that the risk is a static number or a static evaluation.  As the baseline systems improve, the future of voting systems will need to improve as well but from that we then developed the comparable measures for each new voting system.

Now we’ve called them in the past, the ilities, the properties, et cetera.  Higher level guidelines seems to be the accepted term at this point.

You know, one of the discussions that I saw in the notes from the working group was the introduction of what I perceived to be new properties that are not -- as baseline properties that are not in the current UOCAVA voting system.

Now new properties should definitely be considered as mitigation measures for the unique risks that an electronic absentee voting system would present but to introduce new properties in order to be able to fix a perceived problem in the current voting system I think is unfair to the UOCAVA voter and so when we look at some of these properties, we need to be looking at new and unique ones in terms of mitigation, not in terms of baseline.

And the reason that we’re pushing for these higher level guidelines is because there seems to be a significant level of disagreement on what are acceptable properties.

Now a lot of that I think is based upon what is the acceptable level of risk but also I think there is an issue of what should be the baseline.  You even saw this in the TGDC Working Group.  You know, some folks saying well, the voter needs to be able to verify that their ballot was cast as intended, was counted as cast.

Well, that’s when the election official -- a regular absentee ballot voter doesn’t have that ability to verify their ballot was counted as cast, why are you demanding it in this instance?

Now maybe it’s a mitigation measure for the unique risks that electronic absentee voting systems provide, in which case, yeah, let’s look at it as risk mitigation measure but I don’t think it necessarily has to be a baseline, that we introduce new baselines in order to be able to fix what we believe are underlying problems in the current UOCAVA voting system.

And then after we establish those properties then let’s start establishing interim pilots.  In the past FVAP has always done centralized singular federally procured, federally run, one size fits all systems and it’s had very little participation.

And it seems to me that given the 16 fold increase in utilization that we may see by driving this to the state level, and the extensive applications that we received for the grant program, it appears to me that doing such for a future electronic absentee voting system may not necessarily be the way to best have utilization and state adoption.

And so instead we should be looking at maybe another grant or grant type program through a cooperative agreement rather than the Department of Defense running a system.

I raised this issue at the last TGDC, I called it balkanization.  I was corrected that the IT term is actually diversity.

You know, the fact that you have 7,800 election jurisdictions, does that distribution of electronic absentee voting systems across a large number of voting jurisdictions actually provide additional security in and of itself by reducing the impact of any one system getting hacked or manipulated and also diversifying the types of IT systems that are actually developed making it more difficult for bad actors to be able to impact that.

You know, I also heard at the August 2010 Summit, the comment well, how do you control for mal-ware on a user’s computer, and you can’t do that and that’s a real concern.

So I said well, you know, the law only says this has to be for military voters, uniform service voters and it doesn’t have to be all of them.  It has to be a statistically relevant number.  It’s a demonstration projection, maybe we can control that by doing this on the Defense Information System Network alone, the DISN, and, you know, those are controlled systems.

You know, are they perfect, no, but I assume that they’re better than my logging into my home computer and so from that perspective I understand we’re developing an architecture as it is right now in order to be able to help net this down.  But that was also after we had identified specific risks.

So I’m concerned that we may be getting things out of sequence and it seems to be that it’s difficult to develop higher level guidelines if you don’t have a standard to which you’re setting those to and that standard needs to be driven by what level of risk you’re willing to accept.

So we’re looking to have that initial risk assessment done by March of next year and have a comparative risk assessment done by August of next year.

And the support that would be needed on that would be to review our methodologies, comment on the preliminary results and incorporate those results into the high level guidelines.

This is staff level notional.  If I could make that thing blink I would.  I’m throwing this up for discussion.  We basically took what was in the original EAC Roadmap and we’ve added on.  This is purely a staff level discussion in order to be able to see if this is even doable because there’s a big decision point here as to what route we take after those higher level guidelines are developed and after we’ve done that security analysis.

So I reiterate what I said before.  I think we need to complete that comparative risk assessment and then develop the high level guidelines.

We may very well be able to do a lot of this in parallel, define the variables for the high level guidelines at this point, but I don’t know how you can define the values of those variables without having the risk assessment done first.  Maybe I’m totally missing something here.

And then as we’re bringing out this research we will definitely send these copies to you so we can try to incorporate that as well.

And then I can think also we’re going to be reaching a decision point here at some point where we need to revise that Roadmap in order to be able to -- because the Roadmap, and good for the Roadmap for having this, basically said there’s going to be a decision point and there’s multiple paths we can take about that decision point.

But we’re going to be approaching that decision here in the next couple of years and so we’re going to need to revise that Roadmap in order to be able to take into account that -- and meet the GAO recommendations of continuing to have the results already in a detailed milestone based timeframe.

That’s it.  Any questions?

DR. GALLAGHER:     So this one I think has to generate questions from the group since I think from my perspective it is clear there are some big differences in understanding in terms of what some of these issues are, but I’d like to open it to the floor for questions, comments.

MR. JENKINS:
Phil Jenkins.  A question regarding your discussion about trying to reach out to the end voters and you did some analysis of trying to get the ballots to them and things like that.

You showed some of the data.  Did you do any analysis of how they were able to access the system, whether they went through the federal system or through the state local system and whether they got confused?

My personal experience is I got confused when I was trying to vote overseas and which system I went through.  This was in 2008.

But was it really survey data that was done from an (unintelligible) perspective or it was just the results?

MR. CAREY:
No, we did also a survey post 2010 of the active duty military, active duty military spouses, local election officials, (unintelligible) voting assistance officers, Department of State voting assistance officers.

And then we did a pilot program study of overseas citizens because you don’t know what the population frame is to begin with for overseas citizens so we’re just basically trying to use that to develop our testing methodology.

But we did ask them, how did you submit your PCA, did you utilize the online Wizard.  What we were trying to do though for our website, and I can provide some additional slides and I think they’re actually from our January 11th TGDC presentation, I may have shown how we tried to develop this portal.

And what we did is, basically the voter comes to our website, our landing page, and it says are you military, overseas civilian voter?  So they click on military.  It then presents them a map of the United States, what state are you from?  And now we’re (unintelligible) down.

If a state has their own online registration or their own UOCAVA voter registration system we then present a bunch of choices.  Do you want to register to vote, do you want to get your ballot, do you want to track your ballot? 

And if the state has their own system we will drive the voter to that system first directly rather then RFPCA Wizard or our federal write in absentee ballot Wizard.  Our presumption is that the state or local system is going to be better than anything we can do at our level.

So we will drive the voter directly to that state system and hopefully it will be seamless to the voter.  You know, they won’t even really care that they’re technically leaving our website because they’ll be going directly to the state system.

MR. JENKINS:
So we don’t have data yet on that?  It’s driving your design of the Wizard.  Is there a report that talks about did people get confused and get lost?

MR. CAREY:
You know, I don’t think we asked them if they are confused.  We asked them how satisfied they were with the system in 2010.  That data is still going through final analysis.

I think it was generally in the -- then we had a five part scale, you know, very dissatisfied, somewhat dissatisfied, (unintelligible) dissatisfied, or satisfied, you know, somewhat satisfied to very satisfied.  And I think we generally had in the 75 to 80 percent satisfied range.  I’m not exactly sure of that.  So we asked about that.

But that might be a good thing.  We’re doing some focus groups on the usability of the federal postcard application and the federal write-in absentee ballot so maybe doing a focus group on how that portal actually plays out.

I mean we did some informal working groups.  We called up voting assistance offices and said hey, you know, test it out on some of your troops and see what they think and we didn’t get any negative comments of confusion.  Overall there’s a general confusion about the system just because, so why is my state different than my buddy’s state.

MR. JENKINS:
That’s the point I was trying to get to.

MR. CAREY:
And what we’re trying to do is we’re trying to use technology to make the process and experience equivalent between voters and also the process as intuitive and easy as possible.

So all they really have to do is know their driver’s license number, know their date of birth, know their voting residence address, know where they want their ballot delivered and we’ll fill out the form for them and ask the correct questions.

You know, I mean we probably have about (unintelligible) database supporting the federal postcard application and probably half of this, Arizona and Virginia voter registration requirements because they’re pretty significant.  It’s a joke, I’m sorry.

(LAUGHTER)


So we’ll ask, but for a state like Virginia or Arizona that has a much more extensive voter registration verification process, we’ll ask those questions of them and that way they don’t have to go through the 396 page voting assistance guide in order to be able to figure out how that operates.


MALE SPEAKER:     I actually have I guess some more of a general higher level question to start because I think it frames sort of the whole process here, and that is, does FVAP think, do you think, after the running of the demonstration project, will the demonstration project, whatever it is, be used to build on towards something else or once you run it you’re done?


MR. CAREY:
At this point the legislative mandate is only for the demonstration project and so we would have to reevaluate our authority at that point, but at this point given the extensive costs that a federally run -- I mean we estimated $150 million to do a federally run demonstration project just because of all the -- and some people will have unnecessary information assurance requirements that any DOD system would have to go through that are unnecessary for an election system.

Whether that’s the case or not I don’t know at this point, but at this point we don’t have a plan for doing a follow on full Internet voting system.


But given that we’re notionally looking at 2016, and one of the questions is, you know, we’ve set our metrics at bringing the military and overseas civilian registration, participating, absentee ballot return and follow through rates up to the general population.

We also serve an interest in the election and plan on the election, and then compare to their actual voting behavior and then we compare that to the general population.


And our ultimate metric is that we bring that ratio up to one, between the military and overseas population and the general population’s ratios.  We’re not looking to make oober voters.


So by 2016 we may very well find out that the electronic transmission of a blank ballot and the expressed mail return of overseas military ballots solves a large part of this problem or even solves all of it and if it does I would argue that there’s not a need for a follow on electronic absentee voting system.


COMMISSIONER DAVIDSON:
On that Bob, can I ask, I mean I know that you’re using 2008 data.  Obviously the MOVE Act wasn’t in place then and the 45 days wasn’t implemented in many of the states -- was able to accomplish 45 days or have a longer time period of counting the ballots.

Do you think your numbers are going to increase?  I know we don’t have our report ready yet.  I don’t know if your report -- I mean I don’t how successful you’ve been and I’ve seen a little bit on the Eversol report and he says he’s getting the numbers from the states, although we’ve been working with the states just up until recently making sure their data was complete and accurate.

So how much do you think that’s going to improve by having the 45 days?  I know that by his report only 15.6 or something like that applied for absentee ballots that was military and I understand many of them don’t vote when it’s a non-presidential, I understand that, but in your estimate what kind of numbers do you think you’re going to see?

I mean it’s hard to use 2008 because the MOVE Act really made a big difference, my point is.  And what’s your estimate by seeing the numbers of 2010 that you’ve been getting and what do you think?


MR. CAREY:
Yeah, and also the reason that 2008 isn’t applicable to 2010 is that one is a presidential and one is a non-presidential.


In 2006, our survey, and in 2006 is when FVAP shifted to the status support survey methodology that the Defense Manpower Data Center uses, and so the 2006 data showed about a 22, 23 percent military voter participation rate.


Our preliminary data from the active duty military survey is showing somewhere in the realm of a 29 to 31 percent voter participation rate in 2010, which is about a 30 to 40 percent increase over 2006, and for military spouses our preliminary data is showing somewhere in the realm of about 35 percent voter participation rate.


When adjusting for age and gender, that military voter participation rate is then up to about 46 percent as compared to about 41, 42 percent in the general population.


So that would seem to track along with where we’ve seen with the 2008 ratios as well, and again about a third of the voters voted in person.


You know, one of the things in the Military Voter Protection Project Report that claimed a 15 percent absentee ballot request rate, that included all military personnel and all military dependents.

So there’s 1.4 million military personnel, 1.1 million military dependents but probably about two-thirds of military dependents actually vote in person rather then vote by absentee ballot, and about 70 percent of military dependents use a form other then the federal postcard application to request their absentee ballot so they wouldn’t be showing up on that state data anyway.


And about 30 percent of the military personnel use a state or local form rather then the federal postcard application to request their absentee ballot so that’s also not going to show up in the data the states report to the EAC.


So you take into account all that, I just did some rough back of the envelope calculations, so when you take that all into account we’re actually seeing a absentee ballot request rate somewhere in the realm of 45 to 50 percent and an overall voter participation rate somewhere in the realm of -- using the military voter protection project numbers, you’d see that somewhere around 35, 40 percent raw before even adjusting for age and gender.


So you take those variables into the account, the Military Voter Protection Project Report would actually show a higher voter registration rate and the higher voter participation rate than our survey does.


I don’t know if there is a correlation.  You know, I definitely can’t say it’s causation.  I don’t know if it’s correlation at this point but there seems to be a relationship between the passage of the MOVE Act and the increasing voter success rates.


DR. GALLAGHER:     David.


MR. WAGNER:
So back to the presentation, I hear from the tone a certain frustration with the UOCAVA working group and I just wanted to say personally I’m sorry to hear it.  I actually really am and I’d thought I’d share my perception of where things stand and where we’ve been going.


My perception is the working group has really been eager to try to deliver what would be useful to FVAP and I hear one of the frustrations is that the tasks we’ve been working on weren’t in the right order to start with, things that FVAP would like to see first, and I guess from my perception it feels like there may have been a little bit miscommunication about the expectations.


I think the working group had decided to focus first on the high level guidelines, both because we heard very clearly from you and others that it would be really useful to have high level non-testable guidelines to drive industry, and also because we thought that we might be able to do something that might be the most useful thing we could get out quickly, and we know the Roadmap was calling for us to have that March of this year, something like that, so we felt the time pressure there.


I hear what you’re saying.  I think we’ve had a conversation on the working group call about a month ago where some of these same points were raised.  I think the working group has then tried to revise the working plan in light of that.

So I think my perception is that everyone from everything I’ve seen on the working group is really eager to try to work to provide what you need.

So I guess I’d like to know whether the revised plan that was worked out on that call addresses these concerns, and I’d also like to invite you and encourage FVAP folks to participate in the calls so that in the future if we’re doing things in the wrong order we can hear that feedback right away and make sure that what we’re doing really meets your priorities.


MR. CAREY:
I appreciate that and I appreciate the opportunity that FVAP has had to participate in the previous calls as well.


I mean you all are the technical experts on this.  That’s why you’re the TGDC.  And maybe it’s just an education issue for myself as well.

I just don’t understand how you can make high level guidelines if you don’t have a standard to which those high level guidelines would be driven because just identifying the variables without setting a standard against those seems to me that -- it appears to me that the debate about Internet voting as long as FVAP has been working on this and the rest of the community has been working on this, has been a debate about what is good enough.

And, you know, this is pretty bad.  And so not defining what is good enough seems to me that you’re not going to be able to -- maybe I’m wrong on this but, you know, what is good enough seems to always be the fundamental issue.


DR. GALLAGHER:     Bob, we have a couple of questions coming up, but I think one of the key questions here is first of all the tasking to the working group is really the responsibility of the TGDC.

So I think we want to take FVAP perspective but EAC, NIST, and FVAP work together to actually roadmap this so if we’re going to change it as I think you pointed out in your talk, there has to be discussion about changes to the sequence.

I don’t think this has been a case where the working group has deviated from the work plan, in fact I think they’ve been holding the work plan very close.


But one of the things I’m hearing you say that I think bears further discussion is whether guidelines can be developed before the risk assessment decision is made.

And I think my answer would be and my viewpoint would be, that’s a dangerous road that we’re basically going to make your risk decision, which is really an FVAP decision, what’s the acceptable level of risk in a deployed system, and then we’re going to back the technical guidelines according to that standard of performance.

I actually don’t see it that way and I’d be interested in the viewpoints of -- the TGDC in fact could put as they were doing, performance based attributes of a case system, high level guidelines, that would describe an optimal system and your risk decision in fact could be made very differently.

But we had this discussion, this committee several times, that the risk decision fact is a dynamic process and I think that the idea that we would wait for the risk decision which is as good as it -- which I think by the way has some problems because technologies bring in new failure modes and new attributes that have to be looked at very carefully.

But then we would write basically acceptability criteria which is I think what you’re looking for against that lower performance standard.

I don’t think that’s what we’ve meant by guidelines and I think it’s going to be very important that FVAP, the EAC, NIST, and the TGDC have a very clear understanding of the role of these various documents in this process and I think that may be the origin of some of this staging.


Let me go back.  I think Doug you were looking for a question and then Matt.


MR. CAREY:
One thing, when I remember seeing the resolution I was heartened by the sequence that was presented in the resolution.  The resolution said first develop the narrative risk assessment, second develop the high level non-testable guidelines, and then third develop the architecture.

And in the discussion that we had before that resolution was adopted I thought those were sequential or at least only partially parallel.

But as I said, maybe I’m missing something here that I don’t understand that, you know, I had that order reversed for some reason and it may just be a personal education issue.


MR. JONES:
This is Douglas Jones.  First I’d like to comment on the risk issue.  Several times it seems that you were complaining that people were unwilling to accept any risk with the new technology while ignoring the very serious risks of the existing technology.


And it’s important to understand that that’s entirely normal and that’s the way it has been with all risk assessment issues since the dawn of serious attempts at risk assessment.


In the early days of aviation people were horribly put off by the possibility of a plane crash and yet they drove to the airport and the risk per passenger mile driving private cars is incredibly higher than the risks for passenger mile in aviation even in the 1950s.

And yet there were these special coins in the slot insurance policies available at every airport because people were so put off by this risk.


In the recent discussions of moving to liquid hydrogen fuel for automobiles, people have been complaining about the horrible risks that a hydrogen economy would pose because tank trucks would crash on the highway and a tank truck of liquid hydrogen, isn’t that horribly dangerous.  Well, so is a tank truck of gasoline and we do it with gasoline all the time.


So the unfamiliar risk is always greatly magnified in people’s minds and any change of technology that involves is always going to have exactly this politics to it.


That said I have a question for you.  You repeatedly mentioned preliminary numbers from 2010 and is that the report that will come out in October?


MR. CAREY:
No, we’re going to have a post 2010 election report that we were planning on having out in September.


MR. JONES:
September, okay.


MR. CAREY:
Now we may very well integrate the Electronic Voting Support Wizard pilot program test report in that or we may preliminary report that separately if it’s a big report.


MR. JONES:
Okay, because I look forward to seeing that report, both of them, if it’s both.


MR. MASTERSON:     Do you mind going back to the slide with the numbers that you’re citing as the acceptable level of risk?


MR. CAREY:
That may very well change with 2010 numbers.


MR. MASTERSON:     Well, I’m glad you said that because that actually gets to my point a little bit I think.


I guess it’s a question more then anything, and maybe the numbers change.  Would it be acceptable to you to run a demonstration project that has 206,771 failed ballots?


MR. CAREY:
Probably.


MR. MASTERSON:     Okay, so that FVAP report on the demonstration project that shows that number would be okay?


MR. CAREY:
It would be acceptable.


MR. MASTERSON:     Okay, so actually let me get to the next point which is that could change, which is your point and I don’t disagree.  I think at least looking at the risks and hearing them in the current process is extremely important.  I’ve said that on the calls.  It’s something that hasn’t been done and needs to be done.


I’m wondering, and you said you guys were doing a risk assessment, what metrics are you going to use in your risk assessment?  What is going to be used to compare?  You know, is it high, medium, low, a lot of little some --


MR. CAREY:
Bob Carey here again.  We’re using the EAC risk assessment tool that was brought out last year, election assessment tool, and then the NIST IT risk assessment tools.  I wish I could find where that one was.  Yeah, the EAC risk assessment tool and the NIST IT risk assessment tools.


MR. MASTERSON:     Okay, so I guess I’m left wondering, and again I think the current process has gotten a free pass in the risk and it needs to be done, but I’m left wondering, you know, the MOVE Act was passed for a reason.  Clearly there was an unacceptable level of failed ballot attempts, whatever, and now you’re telling us that’s unacceptably acceptable.


MR. CAREY:
What’s the alternative?

MR. MASTERSON:     Better than that.

MR. CAREY:
I would say as the numbers come in, you revise the acceptable level of risk but to demand a level of risk that is superior to that of the current system just feeds into the cognitive bias that was discussed about being willing to accept conventional failure rather then risk unconventional success.

MR. MASTERSON:     I think there’s likely maybe a different perspective or a different way of looking at it.  I think there’s a jump -- what’s unacceptable is to expect perfection.  I could not agree more.  That is an unacceptably high level of risk.

What also has been deemed unacceptable by all of us in this room and Congress is the current level.  So there’s something in between the current level and a 100 percent that’s probably an acceptable level, right?

MR. CAREY:
That sounds reasonable.

MR. MASTERSON:     And what that is I guess is a fair question but then the other part is, we’re being asked to write high level guidelines and then testable guidelines to a moving target of risk because you say it’s going to change.

And so to write, particularly testable guidelines but even high level guidelines to a moving target is an impossible task.

MR. CAREY:
Well, you set a date, you set an assumption, and you say based upon the data at this date this is the standard to which we’re setting it to.

And then in the follow on if other folks want to revise those assumptions, and this is where I’m saying on the high level guidelines, you know, when they had a discussion in the working group it may very well be useful to define the variables and now and then enter in the value of those variables later once we define the risk.

And when we were discussing that I thought that would probably work as well.  The question is do you add or subtract variables themselves, not just the values to them but do you change the variables themselves dependent upon the level of risk.

The other issue is what is acceptable level of risk to the election officials because ultimately article one clause -- section four of the Constitution places election administration at the state level and so, you know, ultimately this is your election and we’re not looking to become election administrators.

You know, we can take full responsibility for this which would also require full authority which would mean that we’re tabulating ballots and reporting results to state and local election officials which from a policy perspective I find very troubling and which from an administrative perspective I doubt many of you would really be jumping for joy over.

But you’re right, I mean there may very well be a middle ground between what is current and what is perfect because of that change.  And the other question is how many of these variables and high level guidelines will change with the level of risk.

MR. MASTERSON:     And I promise this is my last thought on this at least.  My thought on this is we’ve gaveled, spent a lot of time on the high level guidelines, told we were headed the wrong direction, whatnot.  You don’t want to define an architecture for a variety of reasons but to assess the risk of a system that has no architecture seems impossible.

MR. CAREY:
Well, maybe that’s the case in which case we’ve got to figure out -- and that’s why we said okay, let’s do this on the DISN only.  You know, that was actually starting to define some of the architecture.  Let’s look at CAK and TKI and that was starting to define an architecture.

When I saw the initial architectural description my concern was that we were going way down and there’s a lot of assumptions that were being made that may not be optimal such as DOD running the servers when in fact, you know, you may not want us to run the servers, and from a policy perspective many people may not want DOD running the election administration servers.

MR. MASTERSON:     I mean which servers at what point?  I mean if we’re running it through a DOD network it’s going to run through some DOD server at some point in time.

MR CAREY:     That’s going to be transactional.  It’s not going to be stored as if it was stored as a temporary file.  It’s not going to be stored intentionally in order to be -- there have been ideas that have come around and said okay, let’s have the system run within the DISN.

All the ballots gets transmitted to a central DOD server, stored there until such time as a VPN can be established with the state or local election official to then send the ballots, transmit the ballots to the state or local election official server in order to be able to then receive the ballots, encrypt them, and tabulate them.

From a policy perspective that starts to concern me about having DOD have that much control over the voted ballots.

It’s one thing for the guy to hit transmit and the VPN is already established and it just gets sent to the local election official or the state election official and it’s encrypted and the only way the DOD would see it is as a temporary file if they intercepted.

I mean it is one thing to have them on the server being stored.  It’s another thing just to use this as a piggyback from my perspective.

MR. WAGNER:
Dave Wagner.  I certainly agree with what Matt said.  It sounds awfully tough to do a risk assessment for the system if we don’t know the architecture so being able to define the architecture more probably would be helpful.

But let me move on to maybe kind of logistical questions.  I want to make sure that I’m really clear on what you’re asking us to do as the working group.

So I think maybe what I’m hearing you’re asking us to do is to make the narrative risk assessment our highest priority now, do that now and then defer the low level testable guidelines for the demonstration project until after we’ve done that and do that second.  Is that what you have in mind?

MR. CAREY:
That is, and the reason, where the idea of the properties or the ilities, or the high level guidelines came around is every single time I’ve heard someone say you can’t do Internet voting because Internet voting doesn’t do X.

What I hear in the back of the mind when someone says that is, and I believe any election system worth its salt should do Y.  What’s that Y and how does that compare to the current level of risk?

Because there is a subjective values based decision behind any comment that blank election system won’t work because it doesn’t do X or Y, because there’s a belief behind that as to what an election system should do.

And so my hope was that we could establish, at least we could find some level of agreement as to what should be the properties of an election system for UOCAVA voters and try to drive them high enough that we’re now discovering what that back of the mind thought process is, and then the possibility is that once you define that and you define those standards, you could potentially (unintelligible) this.

We could put it on challenge.gov.  If we’re looking to spend $150 million over five years for an Internet voting system, how much money would it take to put it on challenge.gov to get a lot of people really working this if we have an acceptable level of properties?

So that was part of my thought process.

MR. WAGNER:
And a follow-up question if I may.  I think the plan or the agenda for this TGDC meeting today was to vote on a draft of high level guidelines that the UOCAVA Working Group put forward and I just wanted to be clear, are you asking us not to vote on them today?

MR. CAREY:
It seems to me they’re premature but given the discussion that we have been having here, you know, maybe there is an element of being able to do much of this in parallel but maybe the order is define risk, then look at architecture, then look at high level guidelines.

It seems to me just from a planning perspective you need to know your goals first and the goals are based upon a set of standards as what’s acceptable, and when we look at what’s acceptable we look in terms of voting failure.

I mean the whole reason that people care about this is because people believe and the data shows a higher level of voting failure amongst military and overseas citizens than amongst the general population.

And so if that’s what’s driving -- I mean there wouldn’t be a legislative mandate for an Internet demonstration project if people thought that military voting was going great.

So what’s the goal?  What is the acceptable level of voting failure?  And we’ve thrown out what we thought was the current level of voting failure as, you know, why are we going to demand something better for the future when the current -- you know, we’re assuming that one of the reasons that an Internet voting demonstration project is needed is in order to be able to provide the voter the ballot quicker, and provide the voter the ability to send the ballot back quicker, and to not be dependent upon a technology of paper and postal delivery.

I mean that is the technology.  It’s called paper and post.  And so we have already made a technological decision and so the presumption is that if you provide the ballot to them electronically they get it in 20 milliseconds rather than 20 days.

You allow them to fill out the ballot online.  You allow them to return the ballot online, again returning it in 20 milliseconds rather than 20 to 30 days.  And the whole roundtrip transaction process can take approximately five to ten minutes rather than six to seven weeks so I would assume then in a situation like that you’re going to have greater voter success.  It just seems logical to me.

Now the question is how much new risk do you introduce in a system like that compared to how much risk you have in the current system?  And is that new risk acceptable and can it be properly mitigated, and can it be properly preventive or sufficiently preventive and mitigated?

But if you don’t know what the current risk is, I mean I’m throwing out -- you know, this is a very limited risk assessment.  It is only looking at one portion of the system.

We don’t know how many people actually sent back their ballot and it never got back because the current mail system may very well suck up ballots in postal automation systems and throw them behind a desk that doesn’t get seen for ten years.

I mean Paul Lexus sent me a ballot that was sent out in 2006, he just got it.  Now those are few and far between, you know, that we at least know about.  You know they are the gross exception rather then the rule but that’s not being identified here either.

And so it just seems to me, I mean I guess I don’t understand how you can make high level guidelines if you don’t know what the acceptable level of risk is, if you don’t even know what the current level of risk is to be able to compare against future systems.

DR. GALLAGHER:     Don.

MR. PALMER:     I’ll get the comment out first.  Don Palmer.  I guess first when we’re talking about risk, and I’ll try to keep this short but, you know, we’re dealing with the mail, and we’re dealing with postage and if it needs a transmission, and as we approach the UOCAVA Working Group we’re looking at the high level guidelines of what a voting system would be.

And when I think of a kiosk system that’s proven in a voting -- that’s more of a voting system.  And so we are sort of dealing with using electronic transmission, what would those high level guidelines be using, your computer or using some other voting system.

I guess my question is, what I read from the presentation and listening is although it may be helpful for us, for the UOCAVA Working Group, the TGDC and NIST to provide a narrative on the comparative risk analysis between postage and mail and what a electronic voting system would be, what I see here is that FVAP has decided to go ahead and move forward and do that analysis with NIST and the EAC and have something by March 12th, initial risk by March 12th, and comparative risk assessment by August 12th, and that you want us to provide support to review that comment and then incorporate it into the high level guidelines.

And so not to repeat work but are you suggesting that FVAP go ahead and conduct that analysis because you’re right on the frontlines with this?

I think election officials do have some input on this but our risk is sort of broader than the narrow security risk.  We have a lot of other risks involved.  The voter is not voting, voter is not having the ballot counted correctly.  We have a lot of different risks.

But what I’m hearing is FVAP is suggesting taking the lead on this working with NIST, and the EAC, and TGDC where we wouldn’t have to come back here six months later and adopt a risk analysis, but we work instead with you.  Is that what I’m hearing?

MR. CAREY:
Bob Carey again.  That sounds like a great idea.  The question I have is, are these sufficient.  I don’t know if these are sufficient to be able to adequately define the risk, the EAC risk assessment tool and the NIST IT risk assessment tools.

And you’re exactly right.  I mean that may be insufficient to capture all the risks that you have to live with as an election official.

We can turn this off.  If we think that there is going to be -- that we can develop this risk assessment in an alternative way.  We can turn off this contract and we can defer back to the TGDC or we can combine this effort with what the TGDC is doing in order to be able to leverage that.

MR. PALMER:
Don Palmer.  I think I have a pretty clear picture about what the risk is for election officials.

I mean we obviously have some of the same concerns that any federal entity like FVAP would have in conducting a demonstration project but we have voters that are actually not able to register, and vote, and have their ballots returned on time.  These are very real to us when the data comes back, and where percentages are low we’re the ones who need to find solutions.

Part of the frustration, it’s not really frustration, but part of the concern is that some of this is speculation.  Some of this is unknown.

Not that you have super secret access but I think that on a federal level working with DOD there are some federal concerns that you have that I’m just not going to be as aware of or concerned about.

And so I actually feel more comfortable with you conducting that risk analysis in consultation with election officials because I may not know everything that you folks working with DOD know about certain threats.

Frankly we don’t see -- 19 states, now 20 states have ballots returned by EML.  I don’t think anyone has an electronic return via Internet but I have never heard of any of those ballots being returned by e-mail intercepted.  Maybe on theoretical level it happens.

We have ballots that are returned by mail or returned and being sent that are intercepted by soon to be felons, that happens occasionally, or it just never gets there but we don’t face some of the sort of theoretical threats.  We don’t have that sort of knowledge base.

So I just throw that out there because when we have a risk analysis from my point of view it’s very sort of real.  You know, these numbers of voters are just not going to be able to participate because there’s not enough time and the state levels or the federal levels don’t really allow -- there’s a way to vote.

And there are strict rules in how we do things and without modification to those or demonstration projects it’s not going to make any difference.

So I just throw that out there that maybe this suggestion is something we should look at.

MR. CAREY:
You know, one of the other reasons for the high level, seems to me the high level guidelines should precede the development of an architecture.

And maybe it’s just because I’m stupid when it comes to IT, but 71 percent of military voters who participated in a Defense Times poll said that they would be willing to give up their right to a secret ballot in order to be able to transmit their ballot electronically if that’s the only way they could do it.

I also heard at the August 2010 Summit a number of people said well, if you give up the right to a secret ballot you can solve this electronic voting problem right now.

Well, maybe one of the initial pilot projects is using public ballots, non-secret ballots, then you do have voter verification, capacity for voter verification.

The voter would still be making the choice themselves to participate in that and to give up the right to the secret ballot as they do right now when they e-mail back their ballot to state and local election officials but maybe that’s also a way to be able to test out some of these issues in the interim.

MALE SPEAKER:     I’m a simple man with a simple mind and it seems to be that we’re spinning our wheels on something that we don’t need to.

As you said, this is military only demonstration project.  You’ve said that I think correctly, that we can use the military network, perhaps some CAT cards, and I guess you all are doing a feasibility study of the use of the network, is that correct, or there’s some sort of research that FVAP is doing into that.  That may be incorrect.  I thought I heard that at some point in time.

MR. CAREY:
Oh, yeah we are doing it, basically trying to define what the DISN architecture actually is and how that would integrate with the (unintelligible) system.

MALE SPEAKER:     Right, and per my earlier question you indicated that this likely given cost and whatnot, would be a one time only thing.  So we have a military only demonstration project using the DISN and a CAT card.  It sounds to me like we already have a structure, a goal, you know, all of that.

Let’s just write some requirements to that and go instead of worrying about all this other stuff that isn’t going to apply to a one time only demonstration project.  We’re not setting a precedent here because this is one and done.  We’re where we need to be already.  We know kind of a structure and a goal and all of that.

It’s not like we’re saying and this will build towards all UOCAVA voters being able to vote over the Internet or anything like that.

So let’s just get down to business and get this done so we can move forward with that.  Why spin our wheels on all this talk when we already know.

MR. CAREY:
Does that allow you to understand what the acceptable level of risk is?

MALE SPEAKER:     And Andrew Regenscheid might throw something at me here, but I think that the NIST scientists have at least indicated on the UOCAVA Working Group that given that structure, and we’ll need to drill down a little bit, that they’re comfortable with the risk and move forward to begin to write those requirements.

And so I mean I guess the acceptable level of risk for all UOCAVA voters is very different than if we’re talking military only.  I mean that’s how the TGDC got where they were in the first place on the last meeting because you, thank God, got up and said it was military only and that changed the world that we were looking at.

MR. CAREY:
That might very well be the case.  And this is where I’m talking about maybe I’m wrong on this and if that will -- if the TGDC is going to agree to something like that, you know, that would be significant.

MALE SPEAKER:     Something like what?

MR. CAREY:
What you just talked about.  I agree with it myself.  I think it’s brilliant 

(LAUGHTER)


MALE SPEAKER:     In the working group conversations, in the working group meetings that I participated in, I heard what I thought was a pretty significant difference in opinion as to what was acceptable level of risk and I certainly heard that at that OVS Summit.  And I’ve heard that at the summits that we had August 2010, March of 2011.

So part of this was to try to develop, try to bridge what seemed to me like a chasm like gap between the advocates and the critics of Internet voting systems.


Whether you use a 2008 computer science technologist statement on Internet voting as a baseline, those are basically high level guidelines.


MR. CAREY:
I mean I was just getting hit with the same tomatoes you were at that August summit so I feel your pain but I think that was in a world when we were talking about a lot more wide open project.


I mean to me the most eye opening thing is want it done military only.  That’s a very focused universe to me versus another one, and maybe I’m wrong, and people disagree.


DR. GALLAGHER:     I’m going to use this moment because I’m going to be stepping out, but I think the TGDC is clearly going to be facing a couple decisions here in terms of what to do with this.


The one reminder I would make to the group is we should be clear what the intent of the high level guidance document was and whether there in fact is a problem.


I never construed it as establishing a risk floor.  It was defined explicitly as an aspirational high level set of objectives that would guide the development of future systems and that’s why a separate step which defines the low level testable requirements actually establishes the floor.


So I never saw these as being incompatible.  I don’t think it trumps a risk, a decision at a point and I think it would a shame if we table this because in the end even to define and look at risk, you’re going to want to look at two things.

One is the structure of the system that you’re assessing so some type of reference architecture and that’s been discussed already, and the other one is some attribute of the characteristics of the system which in fact this high level guidance document will do for you.


It does put out the functional areas that the systems perform and it gives you a framework for defining a risk assessment level.

So I would ask the TGDC to carefully consider the issues.  I think we understand what you’re trying to do and how to provide a workable system that addresses a specific need in a military only pilot context.

I think we’re committed to wanting to work with you and I think I’ll look forward to working with the EAC and you because obviously we’ll have to based on these decisions we set, the work plan going forward and reflect that in the group.

But I do want to make sure that we all understand what the purpose of the document is because I think what I’m hearing you say is I think you’re afraid of setting an unachievable risk performance level for the system and I don’t think that was really the intent of the high level guidance.

MR. CAREY:
When I hear aspirational I was thinking that in the middle column there, even if you don’t believe properties are technologically feasible, that’s what I was taking as aspirational.

What I saw in the notes from the working group was aspirational is what would be the perfect voting system and I am very concerned that then it becomes the enemy of good enough.

DR. GALLAGHER:     Well, I think you know you get in one of these cases, it’s like designing a building.  You usually start with your wish list of the things you’d really like to have and then you get into the cost scrubbing when you actually make the hard decisions about what’s going to be acceptable in the building.

You know, I think in the context that Matt was raising where you want the system ultimately to have better performance than the current system we have, that usually starts with defining the goals in these various areas.

We’d like it to be accessible.  We’d like it to have the following system integrity.  We’d like it to be able to have the following reliability and so forth. 

But you’ve got the right group assembled here.  I’m going to step out and turn over the discussion to Commissioner Davidson.  So thank you everybody and I apologize again for stepping out at this moment.

MS. COLLINS:
All right, well, we’re going to move on to the actual working group update and so I’ll call on Andrew Regenscheid to present the Draft High Level Guidelines for the working group.  Thank you.

MR. REGENSCHEID:
Thank you.  This is really an update from the entire working group so not only does it include the high level guidelines but also pretty much the same topic as was discussed in this last presentation with Director Carey on the high level guidelines, this risk analysis on the current UOCAVA voting process, and the demonstration projects (unintelligible) and the low level guidelines.

I’m hoping that we can make some progress on these areas because I think there has been a lot of confusion over the meaning of each of these tasks and what order to do them in, what process to use.

And I think as we step through we might find that at times it looks like there might be a chicken and the egg problem where it’s not really clear one can be done explicitly before the other.

So I have three primary objectives for the presentation today that I think would help us move forward in the UOCAVA working group.

First and foremost I’d like to decide on how to proceed with the high level guidelines in the UOCAVA working group.

We’ve made a lot of progress over the last six months but at the same time we think we have run into a few stumbling blocks that we need to get past.  I think that was clear from Director Carey’s talk just a moment ago.

I think there has also been a couple subjects that have come up in the UOCAVA Working Group, calls that we needed to get through, and I think we decided during those calls that this meeting where we had almost the entire working group here face-to-face, and where we had FVAP and we had the EAC, that this is a good time to get past those points.

So the four issues I think that would be great to resolve today on the high level guidelines would be really studying the intended scope and purpose.

This relates back to I think what was just discussed on, are these high level guidelines aspirational, or are they goals for all future systems, or is there a more limited scope and purpose to them.

Second I’d like to decide on how to proceed with the Auditability and Verifiability Guidelines.  There’s been a lot of discussion on the working group calls thus far on these guidelines and I think this is a good opportunity to discuss them further and figure out where we’d like to do.

Furthermore there’s been a lot of discussion on Usability and Accessibility Guidelines, what should the goals be that are discussed in the high level guidelines.

And finally FVAP sent in some comments on the high level guidelines last June.  We’ve discussed them a little bit on the VOCAVA Working Group calls but I don’t think we’ve really decided exactly how we’re going to proceed with them so I’d also like to set a course on how we’ll address those comments.

The second major topic that I’d like to address after the high level guidelines is deciding on a course of action for conducting this risk analysis piece.  I will present it of course on conducting a risk analysis on the current UOCAVA process, and you heard a little bit from Director Carey on sort of a related plan that I think is complimentary, not necessarily a direct alternative.

And I will also throw in some thoughts on how we approach the risk analysis for the demonstration project system which isn’t in my slides but I think I’ll toss out some ideas when we get to that.

And the third major topic that I want to address today is discussing the process and timeline for approaching the demonstration project guidelines.

I think this is really what we’re trying to get to.  I think that the high level guidelines and the risk analysis piece are really intended to feed into the Demonstration Project Guidelines so we need to start thinking about what do we need to do to get to a point where we can start developing those guidelines and how long is it going to take.

So with that I’d like to first jump into the high level guidelines and I want to start with the reminder of why the working group was working on these high level guidelines.

And it points back to the EAC Roadmap that was submitted to Congress last year which states that the EAC and TGDC with technical support from NIST and input from FVAP, will identify high level non-testable guidelines for remote electronic absentee voting systems.

This effort will focus on the desirable characteristics of such systems and serve as a needs analysis in future pilots and research and for the purposes of driving industry to implement solutions.

So this item in the Roadmap really was the first item at least mentioned in the Roadmap that was directed to the TGDC to do on UOCAVA, and it really was where the TGDC decided to initially focus its efforts as David said earlier. 

So this was a charge given to the working group in order to fulfill what was in the UOCAVA Roadmap and in the working group we interpreted the Roadmap language as asking for aspirational high level guidelines intended to identify goals for future UOCAVA voting systems.

And it was our expectation that these high level guidelines might not necessarily be useful in and of themselves, but would serve as a basis for development of future low level guidelines for the demonstration project and its future voting systems.

So I think in part perhaps we had a different scope in mind than FVAP, that our scope included not only the demonstration project system but longer term goals for future UOCAVA voting systems.

And that it was in part because of this that the guidelines were intended to be all encompassing, covering roughly the same topics that you’d expect in a testable standard on the system sort of like the VVSG.  So not just covering security but also covering usability, accessibility, reliability, interoperability, and so on.

So we discussed the high level guidelines at the last TGDC meeting in January and we sort of changed courses at that meeting as well.

We ran into some problems making progress and we did a bit of a course correction at the last TGDC meeting where we reduced our scope.  We decided that we would focus on trying to identify a small number of very high level guidelines that still covered all of the important topics.

And the idea here was to build consensus around these high level ideas, you know, get some agreement and then flush out the details when we would develop the low level guidelines down the line.  And our emphasis here was on aspirational goals, where do we want to go with future guidelines development.

It’s my understanding that TGDC does have an interest in doing UOCAVA work beyond just a one off demonstration project, thought it made sense to look at the long term, where would we like to go with the systems.

So the high level guidelines draft covers seven basic topics.  These are voting functions which are basic functions that you’d expect from any voting system, auditability, quality assurance and configuration management, reliability and availability, usability and accessibility, security and interoperability.  I’ll do an overview of the guidelines that we have in each one of these sections in a moment.

But the process that we used to develop these was mainly that the NIST staff initially drafted these high level guidelines and sections using earlier drafts of the high level guidelines that were developed in the TGDC working group before the last meeting, the Council of Europe’s Legal Operational and Technical Standards for E-Voting Research that was done to support development of VVSG in the past and other existing relevant standards.

The NIST put forth these guidelines for review by the UOCAVA and UNA working groups and those members reviewed and edited these guidelines.

I’d certainly like to thank both David Flater and Christian Green for really helping out a lot with those.  David of course handled the core requirements and the quality assurance, the liability guidelines, and Christian certainly did a lot of work with the Usability and Accessibility Working group to pound out those guidelines.

In the course of developing these guidelines we did take into consideration the current UOCAVA voting process but we did not always limit the guidelines solely based on what we could do, what the properties were in today’s mail out and mail in system.

I think that we did this because we were looking at aspirational goals and I think one way that you can look at the high level guidelines is these are what we are trying to achieve.

When you think about risks to systems you’re usually thinking about a risk is something that violates one of the properties that you want and so I think it is useful to look at what are we trying to achieve with UOCAVA voting systems first.

So with that, if there aren’t any questions about sort of what’s in the high level guidelines I’ll jump into the overview of the specific sections of requirements.

So the first section was on ongoing functions.  As I said, these are basic guidelines that you’d really expect from any voting system, simple things like one (unintelligible) comment per voter, accurate and reproducible vote counts, and giving voters the correct ballot style.

A lot of these were fairly straightforward, common sense things and others were derived from the Council of European Voting requirements.

The second section was on auditability and this section generated a lot of discussion in the UOCAVA Working Group calls.

I think the primary guideline was less controversial and it was largely the definition of auditability from the Auditability Working Group and that guideline stated that the “UOCAVA voting system shall create and preserve evidence to enable auditors to verify that it is operating correctly in an election and to identify the cause if it has not”.

I think everybody agreed to this one however there were two additional guidelines that were proposed in this section that generated more discussion.

The first of these stated that “The audit system shall provide the ability to compare records and verify the correction operation of the UOCAVA voting system and the accuracy of the results in an effort to detect fraud, to prove that all counted votes are authenticate, and that all authenticate votes had been counted as cast”.

The second controversial auditability related guideline is really a special type of auditability which I generally refer to as verifiability and this one stated that “The UOCAVA voting system shall make it possible for voters to check whether their vote was cast and recorded as they intended and shall make it possible for observers to check whether all cast votes had been counted and tallied correctly”.

So the first half of this guideline stating that voters should be able to check whether their vote was cast and recorded as they intended, is a property that sometimes is referred to as voter verifiability.

The second half of this guideline stating that observers should be able to check that all cast votes were counted correctly is a property that sometimes is referred to as universal verifiability.

Director Carey kind of referred to these two guidelines in his comments as well.

There has certainly been a lot of discussion amongst the TGDC members and the UOCAVA working group.

As I said at the beginning, this is one of the areas where we decided to hold off on making this decision on the guidelines until the meeting today where we can discuss it.

Before this meeting we asked David Wagner, well initially Ann McGehan, to give us thoughts on these guidelines.  I think Matt Masterson will be stepping in and I think speaking for Ann McGehan and himself on that, but I’d like to come back to this topic after we do the overview of the high level guidelines and have a discussion about this issue.

The next section in the high level guidelines is on quality assurance and configuration management.  The key idea in this section is that systems must be fit for use and we largely didn’t really define exactly what fit for use means because it depends on the system.

It depends on how many voters we’re talking about, it depends on a number of factors regarding how the systems are protected, how it’s used, the number of voters, and so on.  We realized that we would have to flush out what fit for use means more in low level guidelines in the future.

A key high level guideline in this section was that systems must be developed, monitored, and maintained in accordance with applicable Best Practices for quality assurance and that there must be a document to test it and stable configuration for the systems.

These high level guidelines were based largely on research done to support the development of the VVSG 2.0 draft.


The next section was on reliability and availability and this section puts forth the definition for critical failures which states that “A critical failure is any functional failure the occurrence of which jeopardizes the validity of the election or cast doubt on the credibility of the election result”.


And it uses this definition to say that the probability of critical failure and overall system availability must be fit for the intended use.


As you heard David Flater yesterday, it’s difficult to basically impossible to test reliability and actually there’s a push towards building reliability in from the start.

So one of the guidelines in this section is to assure reliability of the system through application of best reliability engineering practices and standard reliability analysis procedures.


The guidelines in this section were based on the Council of Europe’s Guidelines and the supporting VVSG 2.0 research.


I’m going to skip past usability and accessibility for now and then I’ll invite Sharon to come up.  I’ll jump straight to security.


So the security guidelines were developed accepting the risks in the current mail-based process and mainly what that means is in the current mail-based process we do accept some low level compromised ballot secrecy or at least the possibility of such and there’s also an acceptance of some low level fraud.


And the goal isn’t to prevent all fraud or changes in ballots but to prevent an undetectable change in the outcome of an election.


However there are some new issues unique to electronic and in particular remote voting systems.  This group when dealing with polling place systems really hasn’t had to address remote voter authentication yet.


We’ve had to deal a little bit with authenticating administrators and poll workers on voting systems but really user authentication for voters is a new topic and one of the guidelines just says that you should use strong authentication mechanisms for voters.


Another high level guideline states that systems must be free of vulnerabilities that would allow promoted hacks and this is again, it’s at least a much bigger topic for an Internet voting system.  Polling places today typically aren’t directly connected to the Internet.


And the fifth high level guideline in the security section states that malicious software on terminals shouldn’t be able to impact election integrity.  So this is new to Internet voting so the systems, the computers that voters would use to cast ballots, it should be safe to use those without any worry about any malicious code that could change ballots.


Another idea that’s mentioned in the high level guidelines in the security section is that it recognizes the use of penetration testing in the security evaluation proves for these systems.


I didn’t (unintelligible) decide on it.  There is another section on interoperability which basically just says systems should use consensus based standards to lead to more interoperable systems.


The last section is on usability and accessibility and I’m going to invite Sharon Laskowski to come up and to give an overview of this section for the TGDC.


MS. LASKOWSKI:     Hi, again.  This is Sharon Laskowski from NIST.


Andy, are we holding questions to end?  I’ll answer clarification questions but the longer discussion we’re taking as a whole at the end of these slides.


And you can see, the complete wording of the seven usability and accessibility guidelines under your UOCAVA tab, page four and five.


The first high level guideline basically says user center development is a good idea developed with Best Practices and user center design and user testing throughout the system development cycle and also as part of any certification, and make sure you evaluate usability and accessibility with some testing with representative test participants.


And also include any procedures and documentation for administering the system as part of that user center development.


With respect to accessibility, there are three guidelines, two, five, and seven.  So first of course we should comply with legal mandates and at a minimum that is Section 508 since this is a DOD system.


So the system should be accessible to voters with disabilities.  Now remember we’re talking remote electronic UOCAVA voting systems but even as Director Carey mentioned, there are active duty military with disabilities in the population that we’re looking at now.


And so while Section 508 does mandate interoperability with personal assistive technology the thought was with these high level guidelines and the fact that you don’t know whether someone with a disability is familiar with personal assistive technology under a desktop or what system they’re using, that you should try to build in as much accessibility as possible just as we do for the voting systems described in the VVSG requirements.


So in other words, personal assistive technology is supplemental rather then necessary to assure accessibility.


And of course privacy and independence should be maintained throughout the phases of the voting process so that it includes the process of marking and the verification is part of the process and casting the ballot.

And also that the voter uses the same kind of accommodation throughout the voting process, that is if they’re using an audio tactile ballot they should be using it throughout the process.  Or if they’re using some magnification they should be using that throughout the process.


High level guidelines three, four, and six outlines some best design practices and that is follow human factors, design Best Practices for both system and ballot design where possible.

And we refer to the EAC report on effective designs for the administration of federal elections.  For example, the AIGAs report on the top ten election design guidelines.


And if you have the current standards and guidelines, that includes the VVSG and also guidelines out of the World Wide Web Consortiums with accessibility initiative, specifically their web context as to guidelines, and the web accessible initiative guidelines for accessibility bridge Internet applications.


I have two more slides and these have a bit of a discussion with some feedback that we’ve received back from FVAP.

And so FVAP expressed some concerns over including ballot design in the high level guidelines because certainly the ballot design itself is under the jurisdiction of the local election officials and the state and local laws.


So to clarify, certainly these high level guidelines are not intended to supersede state laws, and election officials we recognize control formatting of ballot content.


The high level guidelines are intended to address only those ballot design features controlled by the UOCAVA system.  So for example that would be navigation and user interface controls as you navigate through the ballot and make choices.


And so the UOCAVA system in other words should support the implementation of good ballot design in however you’re delivering and navigating through that ballot.


FVAP also requested that since only Section 508 legally applies, that we only reference that.

Our high level guidelines, we were trying to be somewhat helpful so I first mentioned that Section 508 does have a rather large scope and certainly requires successful design and personal assistive technology interoperability.


We also, and I don’t know the implication of this, that Section 508 refresh is on the horizon and certainly Diane, and Phil, and Ron can talk more about that (unintelligible) which should kick in probably within the next two years I would assume because they’ve gone through some public comment period already.


There’s a question of how much then of the web accessibility initial guide should be implemented in the demonstration project.  There’s a lot of good work that (unintelligible) has put together for Best Practice and accessibility.


And the final point is we want to make sure from any demonstration project that we want to learn something about accessibility so we want to at some minimal level follow Best Practice and accessibility so we can inform future work for remote UOCAVA systems.


So that ends my discussion.  Is there any need for clarification?


COMMISSIONER DAVIDSON:
Does anybody have any questions for Sharon?


MS. LASKOWSKI:     Thank you.


COMMISSIONER DAVIDSON:
Thank you, Sharon.


MS. COLLINS:
All right, I recognize that we are going to have a lot of discussion but I suggest we go ahead and take the break we were talking about at 10:30 a.m.  Donetta, is that okay?


COMMISSIONER DAVIDSON:
That’s fine.  Let’s have everybody be back at 10:45 a.m. so we can ask the questions to Andy.


MS. COLLINS:
And there are more slides to go but he has tried to identify the areas where we might want to talk.


COMMISSIONER DAVIDSON:
Okay, everybody be back.  We’re cutting it a little short so you’ve only got a little over ten minutes.  Thank you.

(Short Break)


COMMISSIONER DAVIDSON:
We can go ahead and start because I don’t want to wait too long.  Donald will be in a minute I’m sure.  Don Palmer is the only one we’re waiting on.  So let’s go ahead and you can start in.


MR. REGENSCHEID:
Let me try to lead the remainder of this discussion.


I think before we left for lunch I think we were starting to (unintelligible) a decision on the intended scope and purpose and so I’m not looking for a resolution yet at this time but can somebody briefly summarize what we decided on the intended scope and purpose?


MALE SPEAKER:     I will attempt since I was the only holdup in this process.  I was wrong, you were right.  Again, don’t tell my wife.

(LAUGHTER)


I think where we ended up is that the high level guidelines will be scoped to include the whole of UOCAVA voting in order to help inform any kind of pilot projects or whatnot that either FVAP or states might run and that is a broader scope then what the testable requirements will be.


COMMISSIONER DAVIDSON:
Phil.


MR. JENKINS:
This is Phil Jenkins.

I think that point number two in the purpose of the high level guidelines says that in detail.  It says provide a basic framework of aspirational high level guidelines.  It talks about that these high level guidelines are intentionally broad in scope.  I think it’s all written right there in bullet two.

It goes on further to mention in the context of the demonstration project, maybe we should say a demonstration project, the term, blah, blah, blah.  So I don’t know what else we need.  I mean all the words we’ve using are there I believe.

MS. PURCELL:
Helen Purcell.  I think Phil, one of the things we talked about was voluntary, be sure that we put that in there which we have had throughout the guidelines since the TGDC first started.

COMMISSIONER DAVIDSON:
Anybody else?  Don.

MR. MERRIMAN:     Don Palmer in his absence, I believe he said something about adding on binding in there someplace, perhaps in the heading.  I don’t know whether that’s necessary but that’s something he did suggest.

COMMISSIONER DAVIDSON:
The voluntary is something we use on everything so that wouldn’t be unusual.

MALE SPEAKER:     So I don’t think we’re there yet and when we get to the point of emotionally -- you talk about the title of the document per se, but I think from an election official’s standpoint one, I would want aspirational and voluntary in there.

And I also would probably remove the term the guidelines because that has under HAVA, a very specific meaning and so something to the effect of goals or something of that nature makes more sense than guidelines just because of the specific implications to the word guidelines.  But we’re not there yet.

FEMALE SPEAKER:
I think the members as we continue the discussion can maybe think about what they’d like for a title but I’d like to move on to the second bullet if we are ready.  Doug, is that okay?

MR. JONES:
Yeah, move on.

FEMALE SPEAKER:
Okay.  So I said before that there is still some discussion on the Auditability and Verifiability Guidelines.  We’ve asked David and Matt to have some prepared remarks and discuss these guidelines.  I’ll ask David to go first.

MR. WAGNER:
Okay, thank you.  Dave Wagner here.

So talking about the auditability provisions and the high level guidelines, just repeated up here some of the text from our charge.

The legal basis comes from several statutes.  It requires the EAC to establish electronic absentee voting guidelines.  We have the Roadmap as well as the resolution that’s directing us to write these high level guidelines.

I thought I’d talk a little bit of background about why I’m suggesting we consider auditability provisions as a desirable characteristic of future UOCAVA systems and it comes down to kind of reliability and correctness issues and security issues.

So let me start with a little bit of background of where I’m coming from on those so you can understand the perspective that I’m bringing to this.

So starting with reliability and correctness, by way of background on software, basic fact about software is any non-trivial software system inevitably has defects.  That’s a consequence of the fact that with the standard development practices today there’s an established defect rate of around somewhere 2 to 10 defects per dozen lines of code.

Most software systems if they are non-trivial have often hundreds of thousands of lines of code so you should expect that any complex software system you’re using probably has hundreds of thousands of defects.  That’s routine that in shipping commercial software it has hundreds of thousands of defects.

Now it’s important to understand most of those defects are probably very minor.  They may only be encountered under certain circumstances, or if the system is used in a way developers didn’t anticipate or in their work arounds.  Some of those may be serious.

One of the very common causes of software defects is that it is difficult or impossible for software developers to anticipate all the ways the software might be used.  So when software is used in an environment that’s different from what the developers assumed, software doesn’t always necessarily behave the way we might like.

So some examples of how this has shown up in voting pilots, we see this in voting system, in the voting context.  We’ve seen this in voting systems in the U.S. and we’ve seen this in pilots outside the U.S. where the system was used in a way that’s different from what the developers were assuming or expecting and it led to (unintelligible).

So we saw for instance in one county in Broward County, Florida, a vote tabulation system when the total number of votes reach 32,000 it started counting backwards and the reason was because I am imagining some developer probably assumed, data probably would never be more then a few thousand votes cast in any one precinct.

The system was then used in a different way, one precinct for a huge number of absentee ballots.  Now that assumption was violated.  You can find a half dozen examples of this in kinds of U.S. voting systems.

Some other examples like California volume testing found a flaw that wasn’t found by the federal testing where if a voter was particularly sloppy in how they pressed buttons and then dragged their finger across a particular button, it could cause the software to become unreliable and memory corruption caused a crash.

In Finland one electronic voted pilot suffered from a flaw where if the Smart card was moved at the wrong time then the voter’s votes weren’t registered, and they were able through after the fact analysis to discover that 232 voters had their ballots lost because of this.

The Washington, D.C. UOCAVA pilot which recently underwent testing, last year during the security testing phase one of the folks who had been testing, particularly discovered that there was a software incompatibility that on the Macintosh depending what PDF reader you used could cause all your votes to be silently lost because the system worked by having the voter fill in a form on a PDF and then mail it back.

And the way one of the PDF readers on the Mac worked was it would allow you to fill in the form but would silently when you saved it to transmit it back, silently did not save any of those choices you filled out and so if this had actually been used then some voters would have been disenfranchised because of that flaw.

So these are kinds of examples of how the accuracy or correctness problems can arise in software including voting software even when it’s already been previously tested.  This is just a fact of life.

Security is the second thing I’ll talk about.  Computer security is in an unfortunate state where in many ways the attackers, the bad guys have an advantage over the defenders.  They are more advanced.  The state of defending computer systems lags behind the state of the art in attacking computer systems.

And even some of the most sophisticated and knowledgeable technology companies have suffered from serious security breeches as a result of that.

So for instance Goggle, on 2009 Google, one of the most respected and considered most competent professional software technology companies out there, even Google was hacked in 2009.

Several g-mail accounts were hacked, activists who were using g-mail, as well as Google’s internal security systems.  One of Goggle’s employees click on a link, an IM chat system, which then caused their machine to be compromised which allowed malicious software in their internal systems, which then allowed the malicious software to gain access to source code for Goggle’s password authentication system.

In fact it was a very carefully, clearly targeted attack designed specifically to go attack that software development system inside Goggle and it turned out there had been at least 34 companies that were hacked in what appeared to an orchestrated campaign.  Google was the only one who actually stood up and was willing to say publicly that they had been hacked.

Just this year we’ve seen for instance uranium enrichment facilities in Iran appear to have been damaged by a targeted worm, a worm that was very narrowly targeted to this kind of industrial facility.

This was a major eye opener for many security folks because of the level of professionalism of the attack and because this was successful despite the fact that these systems were not connected to the Internet.

This year RSA Security, another example of a respected technology company and one of the most respected companies in computer security, had a security breech, one of their employees -- well, their internal systems got hacked and the attackers were able to make off with information about the RSA secure ID system which some of you may use for logging in securely the systems without using a password.

And then later this year the attackers then used information they gained from their attack, the targeted attack on the RSA systems to go steal sensitive military data from Lockheed Martin.

And yet again another example of this, we could keep going on but one last example.  Sony, another technology company, multi-national company was attacked, had 77 million credit card records stolen they were forced to admit.

The main difference here about Sony compared to the previous three examples, the previous three examples were very sophisticated attacks.

Speculation by security experts is that the first three attacks may have been nation state level adversaries, for instance Goggle blamed China as the attacking -- some activists who were (unintelligible) active in Chinese related issues.

The attack on Iran is widely speculated to be the result of nation state level attack.  The attack on RSA Security had the level of sophistication and targeting military secrets makes many people worried about a nation state level adversary.

Sony, we don’t know any of these who really did the attacks so it was all speculation but Sony, the current conventionalism and speculation points to these kinds of shadowy groups of what appears to be basically bored kids going out to vandalism Sony because they were unhappy with Sony’s policies about gaming and copyright and other things like this.

So this kind of illustrates the level that we’re at when even bored kids can breech the security systems of very respected companies and they’re currently doing it because the kids are upset about Sony’s policies.

What happens if those bored kids become upset about the national policies of our country?  I don’t think we want to be in a position where they’re able to attack and successfully breech the security system of a voting system.

So those examples of where it’s come up in the software industry.  Security is a problem for the entire software industry.

In voting pilots I can give you two examples for instance where this has arisen in voting just to illustrate that we don’t have any special exemption in the voting world.

In the 2008 primary the Democrats abroad used Internet voting for the Democratic primary and their system used an insecure voter authentication.  Authentication was by e-mail and it was so insecure that in fact some foreigners publicly bragged on forms that they had voted in that primary even though they weren’t U.S. citizens.  For instance voters were on the honor system not voting twice.  So that system has some problems.

Another example would be the Washington, D.C. UOCAVA pilot where Washington, D.C. Board of Elections to their credit took a lot of fantastic steps to vet the security of the system.  They disclosed the source code to the system.  They opened it up for a testing period.

During the testing period researchers from the University of Michigan were able to break into the system.  They found multiple flaws both in the software as well as in the operations and configuration of the equipment, any of one which would have allowed them to change all the recorded votes, capture all the pins used for authorization, authorize new voters, learn how individual voters voted, control the networks.  They were for instance able to control the video cameras and watch the D.C. Board of Election workers right there in the data center.

So this is kind of another example of security breech that we see all the time in the software industry and it’s just a fact of life in the software world.

MALE SPEAKER:     I think it’s important to note that on the last one the source code was given to I believe the hackers so they had intimate inside knowledge.

MR. WAGNER:
The source code was released and I think that’s to the Board of Elections credit because what that really does is it makes it easier for the good guys to spot problems before they’re attacked.

You could worry that it would also make the attacks easy.  I mean the people’s natural intuition is if I’m giving the bad guys the source code isn’t that a terrible idea, I’m giving them this insider knowledge.  But at least in this case I think these flaws would have been discoverable even without access to the source code.

It was a fairly elementary mistake known as a command injection flaw.  This is listed as one of the top ten most common vulnerabilities found in web applications.  There are tools that automatically test for this.  It’s one of the commons things that attackers go look for even when they don’t have the source code.  That was the software flaw.

In addition they also found an operational flaw that there was default password used on a router.  Even if the software hadn’t had the flaw, then still the operational flaw and not changing the default password on the router I think would have had roughly comparable consequences.  That’s also something that attackers look for.

I think that these would be a real concern in a real deployment.

Okay, that’s background.  So I guess what I’m arguing is to insure that UOCAVA votes don’t fall under a cloud of suspicion.  We don’t know with the state of the art how to prevent these kinds of problems.  We don’t know how to insure that these problems are impossible but what we can do is we can insure that we can detect them.

We can design mechanisms to detect these problems and that’s important because most elections will be fine and for those elections where everything was fine we want to be able to demonstrate that everything was fine.  And in the cases where something bad does happen we’d like to be able to detect it so we can recover.

So what I’m arguing here basically is focus on detection because detection is feasible.  Prevention we don’t know how to accomplish.

So what we’re here discussing is in particular two provisions of the high level guidelines that raised some discussion among the UOCAVA working group and that were brought to all of you for broader discussion because the working group was not in agreement about whether we should or should not include these in the high level guidelines.

There’s the text of the two contentious requirements under discussion and I’ll give you a second to read that if you’d like.

So there were some criticisms of the proposed language and I’ll just relate as best as I can my understanding of the criticisms but I hope other people will correct me if I haven’t accurately conveyed them.

One criticism was that requiring this kind of an audit mechanism is unprecedented.  Second criticism was that the requirement language is too focused on voters and creating new rights for voters that they don’t already have in the current system.

A third criticism was that involving voters in a vote verification process creates usability concerns, for instance voters may not remember how they voted accurately and so this creates some concerns for usability.

And then a fourth concern was concerns about if these requirements are adopted how that might impact the timeline for deployment of broader UOCAVA systems or what the broader impact on adoption of UOCAVA voting systems might be.

So I think those are valid concerns and criticisms.  I certainly accept them.  So let me suggest a potential way that might respond to some of these criticisms.

First of all I think the criticisms about focusing too much on the voter and creating new rights, I wonder if maybe the second of those may have especially raised concerns about voter verifiability, this voter verifiability language, so what if we drop the voter verifiability requirement and focused on the first one.

And let me just talk a little bit about what the motivation for the first one is.  I think the motivation here is to enable this kind of detection.  We’d like to be able to measure the level to which our voting system was able to count all the votes that were cast and only the votes that were legitimately cast.

How this addresses specifically the criticisms, the criticism that this is a novel requirement or this is a novel audit mechanism, well, I guess maybe I’m a little less sympathetic to that criticism because I feel that when we fundamentally change technologies for instance from using postal balloting to Internet voting, you may well find that that requires defenses that look a little different or mechanisms that are different from what we’ve had in previous systems.

And right now this kind of auditability requirement I think is the most effective defense against the new threats that are raised by the new technology.

But on the other criticisms, the criticism that this is too focused on creating rights for voters, I think that maybe by focusing on the first of these two, maybe that will address that because the first of these two is intended to be agnostic about the extent to which voters are involved in the auditing process.

It doesn’t try to take a position on that, instead the focus is on protecting the integrity of the election outcome and the accuracy of the election outcome.

On the third criticism relating to usability concerns, the hope is that by eliminating the requirement, the focus on voters that this would allow multiple different system architectures that could achieve that goal, which hopefully opens up multiple avenues to address usability concern and also hopefully address the concern about impact on timeline and deployment and delaying adoption.

In particular I can envision multiple system architectures all of which might satisfy this requirement.  It could be end-to-end cryptographic voting system.  Another example could be, Bob Carey mentioned, a non-secret voting I imagine would readily provide a way to measure the accuracy of the vote count.

Another example system would be one that is like non-secret voting except where votes are not associated with the voter’s identify.  They are associated with a voter ID number of a tracking number and published in that form.

Another example might be dual channel voting where votes are passed over the Internet but there is some additional verification done by phone.

I could imagine this could potentially be addressed through parallel testing or through statistical sampling of voters, and there might be other architectures that I haven’t envisioned.

So my hope is that there are several architectures that we already know of which could provide ways to achieve this level of auditing.

Okay, so raising to the bottom line here, I think what I’m arguing is that the high level guidelines with this broader scope given that they’re scoped for all of UOCAVA, should ask for the system to be auditable and that the audit should be capable of detecting serious failures that would affect the outcome of the election such as software defects, (unintelligible) problems, or security breeches like the ones I’ve talked about.

So I see this as a desirable characteristic for future voting systems.  This is something that I am hoping that its inclusion will drive industry to implement solutions.  In particular I’m suggesting this for the high level guidelines for the broad scope of all UOCAVA systems.

I think this would be an example of something that may not be necessary when writing low level testable guidelines for a one off military only demonstration project.


So what I’m suggesting is that we approve this for inclusion in the high level guidelines but that’s up to you.


So let me just end with the text here that’s being proposed under discussion so you can form an opinion of what you think.


Any questions before we turn things over to Matt Masterson?


COMMISSIONER DAVIDSON:
Donald.


MR. PALMER:
Thank you for a good presentation.  Just a couple of questions.


Looking at the one paragraph that is not really in the consideration and then looking at the suggestion for this text, I guess one of my concerns is, and it’s sort of my understanding which may not be complete, but as an election official my understanding is that we really don’t have a voting system, Internet voting or otherwise, that is completely auditable and that’s one reason why you would need a ballot to serve as sort of that auditability, a paper ballot.


So the technology doesn’t seem to be there for us to see.  To make it a requirement would sort of seem to be truly aspirational, sort of trying to get the vendors to a point in technology where we need them to be and we want them to be but it doesn’t exist today.


I think I understand where you’re going because we all want to have the ability to basically look at the evidence, audit a system and say if something goes wrong or we believe there’s something wrong, we can go in and sort of try to recalculate what happened.  And I think the first paragraph would meet that need.  Why doesn’t it in your opinion?


MR WAGNER:
The first paragraph, you’re referring to the text that’s on the screen right now?


MR. PALMER:
No.  “The UOCAVA voting system shall create and preserve evidence to enable auditors to verify that it has operated correctly in an election and to identify the cause if it has not”.


MR. WAGNER:
Well, I think this maybe elaborates on that a little bit which is relating to the accuracy of counting all the votes and counting them correctly, so this may be a little more specific.


To answer your broader question about feasibility, yeah, I think that’s obviously a very important concern and I guess I see a little bit of a (unintelligible) between -- on the one question, can I buy a system today that meets this?  Is it feasible within the state of the art technology we know today?  Are we hoping the industry will implement a solution but we don’t how to do it?


This requirement here, can I buy a system today that will do it with Internet voting?  No, not as far as I know but then again the market is a very early stage and there’s very few Internet voting systems, and frankly I think one of the purposes of the high level guidelines is to help drive future systems.


Is it feasible within the state of technology today?  Yes, I think it is feasible within the state of technology and I tried to list several different architectures, any of which I think would satisfy this requirement though I recognize that of course this does constrain a system design somewhat.


Am I hoping that vendors may discover some new solution we don’t know of, well, that would be nice if they did but I don’t think we need to rely on that.  I think this can be achieved within the current state of the art technology.


So that’s sort of how I see where this fits here, is that within the state of the art there are approaches that I believe can accomplish this but are not yet implemented.

And so I would see the role of industry is to make those real and make products and, you know, that’s not going to happen overnight but the hope is that by listing this as a desirable characteristic it may help to provide guidance for the future.


MR. JENKINS:
I have a question.  In all the examples you showed we obviously were able to detect the problems because we would know about them.  Are there issues with the way we detected them, or are there issues with the guidance, or is there a mixed bag here?


MR. WAGNER:
Yes, in some of those we detected -- okay, let me give you some examples.  In the finished pilot these problems were detected because there it was not a secret ballot.


MR. JENKINS:
So it requires some I think you said changed architecture or change to the way we do the UOCAVA demonstration.


MR. WAGNER:
To an extent.  Another example is in the Washington D.C. Board of Elections, the security problems.  If the penetration testing experiment had not been run and if the system had been used in real life, then they would have been undetectable changes to the election outcome and we might not have detected them.  So I think the real concern is to try and prevent these undetectable changes.


Your second question was?


MR. JENKINS:
No, you’re answering it.  I think that some of these are changes to the process, and some are changes like testing, and some of them may require change to the way the system actually works like you have to have voter identifiable ballots.  So that’s a combination depending on the issue.


And the question was, is it the requirement or is it the way you have to change the system?  In other words, is it we don’t want to do voter identifiable ballots, is that the issue, or is it with the requirement, you know, which is the issue, that’s the question?


MR. WAGNER:
Right, so I think this is intended to articulate the desirable characteristic without specifying a particular system and it could be accomplished in multiple ways, one of which would be through voter identifiable ballots.

There are other ways as well that don’t have those privacy consequences, and not trying to take a position for or against on public non-secret ballots for instance just stating that as one way to accomplish that but there are other ways as well.

COMMISSIONER DAVIDSON:
Any other questions?

MALE SPEAKER:     In looking at the wording of this, the part that concerns me I guess -- and I wonder if you could -- I mean I think the intent is clear.  The use of the phrase, “in an effort to detect fraud” I think has larger implications then what is meant in that statement.

I don’t know if that bothers any of the other election officials or not but I think that’s clearly -- you know, the intent of what you’re trying to do here can be made without including a statement like that could lead to other assumptions.  Does that make sense?

MR. WAGNER:
David Wagner.  Sure, what if we deleted that clause, delete “in an effort to detect fraud”.

MALE SPEAKER:     Great.

MR. BELLAVIN:
This is Steve.  I personally would rather leave it in because the kinds of things that you do to detect malicious tampering are not always the same as the things you do to detect benign mistakes, or the things that just happen rather then from malicious intent.

You know, the old Einstein line, nature is subtle but not malicious.  Well, the hackers are malicious.  You have to be able to cope with them too so I personally would prefer to leave that in (unintelligible).

COMMISSIONER DAVIDSON:
Thank you, Steve.  Any other questions.  Diane, you have your hand up?

MS. GOLDEN:
(Off microphone, unintelligible).

COMMISSIONER DAVIDSON:
I’m sorry, Doug.

MR. JONES:
I think that mentioning fraud is appropriate but if we simply added the word or the phrase, to detect error or fraud, because in many cases fraud detection mechanisms also detect error and error detection mechanisms also detect fraud.

But I’d also like to address something Don said and that is that he commented about using a document ballot and the possibility of reconstructing correct results in the event of something.

In fact I don’t think most of our technologies available would allow us to reconstruct the correct result.  This text talks about detecting and not what you do if you’ve detected it.

The first step in recovery is to know there was a problem and we know we have technologies that will allow us to detect fraud or to detect error.  I’m not so confident that we have technologies that would allow us to recover from it.  In this case in fact the entire standard says very little about recovery.  It’s only talking about detection.  I shouldn’t call it a standard, the entire guideline.

MR. PALMER:
Don Palmer.  I hear that.  I would say this.  There is sort of -- and it may not be true in every state but it may be true in Ohio as it was in Florida and really in Virginia, the goal of auditing is not to determine if there was fraud.  It’s to determine whether or not the system that you’re using is operating correctly.

I mean it may detect fraud or give you an inkling of fraud but fraud is not usually overt.  It’s very covert and so they’re able to hide just by (unintelligible).

I throw that out there only because I think there will be some election administrators who will just recoil from that phrase, “in an effort to detect fraud”, because it really is detect errors.  I mean for them, an auditing system is to detect errors, not to detect fraud.

Maybe in this case it’s necessary but it’s a throwaway line, but I just throw that out there.

MALE SPEAKER:     Let’s not belabor this issue.

COMMISSIONER DAVIDSON:
Any other questions?  So is there a decision, do we need to get a consensus of whether we change that or not, or do we wait Matt until you do your presentation?

MR. MASTERSON:     I was going to say, and this is completely in my own self interest as this was billed as point/counter point with David Wagner, which is something I’m never going to win.

(LAUGHTER)


Not to mention I’m trying to fill in for Ann McGehan which is something I’m not going to do that well anyway, so between those two, I mean I don’t think there’s any need -- he outlined the concerns that were raised on the working group.  I’m happy to go through the points but I don’t know that there’s a need unless people want to hear me talk more which my guess is no one does.

(LAUGHTER)


MALE SPEAKER:     Well, I didn’t have a presentation.

(LAUGHTER)


I mean I’m just concerned that we don’t have the technology for this, to verify the correct operation of the UOCAVA voting system.

I mean we’re still trying to determine what that would even be and I think within the conversation with the UOCAVA working group, one of the reasons why the section that I read about preserving evidence to enable auditors, this came back with other issues regarding auditability with the TGDC.


You know, what we think about as full auditability end to end or some other full auditability, unless you have a paper ballot we’re just not in a technological era that has that capability.

What we do have though is there is certain evidence that you could pull off voting systems, any voting systems that allow you to determine if there’s an issue.


My only concern is, I’m a lay person, I’m not an IT person, but if we have a requirement for an audit system to verify correct operation in the UOCAVA voting system that seems sort of an absolute.  If we can’t do that then we can’t expect the vendor to develop a system that can do it.


COMMISSIONER DAVIDSON:
David, do you want to --


MALE SPEAKER:     I think what we’re hearing, it’s kind of funny because I think you’re making the argument I was making before the break which is funny, which is this can’t be done, but I think what David’s saying in this case actually is that it can be done, correct?

I think I heard you say that while you don’t believe from what you’ve seen, the current system does this and I can’t confirm whether or not it does or doesn’t because I don’t know the architectures of the system well enough, I believe you said in your presentation that this technology can in fact be done, is that correct?

MR. WAGNER:
That’s correct.

MALE SPEAKER:     So then the question becomes one, do we know whether it is or isn’t, is it relevant, whether it is or isn’t being done if in fact it can be done.

COMMISSIONER DAVIDSON:
Diane.

MS. GOLDEN:
I’d have to do a follow-up question and I’m in the same boat you are.  Obviously I’m not a security person, I’m not an IT person but what little I remember about that fateful August meeting sitting in on those discussions was when we started talking about end-to-end and a lot of these things, the issue was yes, it can be done but not accessibly.  Yes, it can be done but not accessibly.

So we were right back to that trade off of jeez we thought we were gaining something by going to an electronic voting system and now we lost the accessibility again.  So I don’t know the answer to that but if what you’re saying is yes, it can be done but not accessibly then I’m not sure that’s a real good solution.

MALE SPEAKER:     If I thought this couldn’t be done I wouldn’t be proposing it, and if I thought it couldn’t be done accessibly I wouldn’t be proposing it so I think the accessibility requirements, they are not negotiable or they are not trade offs against this auditability.

MR. BELLAVIN:
This is Steve.  Go ahead.

MALE SPEAKER:     So I guess in summary I am not suggesting that this would then somehow justify a reduced level of accessibility.  I don’t think in any way this requirement should be used to justify a reduced level of accessibility.

MR. BELLAVIN:
This is Steve.  I’ll make an even stronger statement.  By putting the focus on auditing rather then on what the user sees, it gets away from a lot of the conflict between accessibility and some of the security mechanisms.

It’s not saying must have paper ballots because that’s one way to audit.  It says build your system, mostly the internal and back end stuff to provide for the auditability.

The part that David crossed out was the part of voter verifiability.  Take the voter out of the loop.  So I think it actually is strengthening the case for accessibility.  I don’t think it’s any conflict at all at the suggestion.  I think we moved away from that by this proposal.

COMMISSIONER DAVIDSON:
Donald and then Helen.

MALE SPEAKER:     One question maybe to clarify.  When we talk about auditability, one of the distinctions was auditability and then independent auditability because there may some auditability features that you could put with an electronic system that’s not wholly independent.  And so I just ask you, is that a distinction that we’re talking about here or is this a fully independent auditability?

MR. REGENSCHEID:     I’m not sure how to answer that one.  I think that might be getting into a level of detail more then we’ve thought about this.

MALE SPEAKER:     Well, I think it’s important because I’ll give an example.  Some of the electronic voting that we worked with in Florida for example, there was a feature where you would basically vote the ballot, it would be transmitted electronically but it would also create a PDF of that ballot.

So you would have that ballot but it’s not an independent ballot.  It’s not something independent of the system.  I mean, it’s dependent but there is a distinction to have something and it’s totally independent on but auditable, you know, versus something that is sort of part of the same system.

For us in Florida it was a big difference.  There was a distinction there because one was possible but the other was not.

MR. WAGNER:
I don’t know that I have a great answer for you on that one.  I think the goal here is to try hopefully influence future systems.

On independence I don’t think there’s any suggestion that this requires the audit system to be a separate system, like if by independence you mean it’s a totally separate system that’s disconnected or something like that.  I don’t think there is any intent here to try to take any position on that.

But for instance one approach might be comparing cross checking between multiple records.  Well, in the dependence concern you’re talking about, if those multiple records are duplicate copies of each other then maybe the cross checking doesn’t really add much.

So I don’t have a full answer for you there but I guess I see depending on what we mean by independence, it either may be requiring or may not be independent, it may not be a requirement.

FEMALE SPEAKER:
David, I want to ask you about the last portion of that where you say all authenticate votes have been counted as cast. And you’re not talking about the voter verifying that, in fact everything that he believes he voted for there since as you mentioned before sometimes they forget how they voted, is that correct?  What are you referring to when you say counted as cast?

MR. WAGNER:
That’s a great question.  This is not intended to require voter verifiability.  It’s not supposed to be a self way to require voter verifiability.  So it’s not trying to take a position that the voter has to be involved in this process.

That said it would be nice to know, to be able to measure the vote that’s recorded hasn’t been silently tampered with.  I’m not sure if that answers your question.

FEMALE SPEAKER:
Well, that comes with another question.  How do you propose to do that?

MR. WAGNER:
It’s not going to have one particular architecture that I want to propose.  It’s more that I can see four of five architectures that I think might suffice to achieve that and some of those do involve the voter being given an opportunity while they’ll casting their ballot to check something if they choose.

For instance another approach that Doug Jones has mentioned has been parallel testing and it involves not the voter checking but it involves some kind of tester, a parallel tester or auditor submitting test votes.  There are probably other approaches as well.

For instance with casting a non-secret ballot, if that’s an approach that someone wanted to take where the ballots were considered public then I don’t think that would necessarily require the voter to be involved in the process.

FEMALE SPEAKER:
So then again looking at this as we’ve talked earlier, and you said there may be several ways, the possibility of several ways, that these are aspirational, correct?

MR. WAGNER:
Correct.  And in particular I think like some of the other principles that this is an aspirational one and I don’t think we’re assuming any system will need to meet every one of these.  Some of these may not be met, especially by near term systems.

MR. MASTERSON:     As I said, I don’t know what I was going to say is necessary given what he said.  I mean the main concern that Ann raised on the calls that I think David has addressed, or at least talked about here is that it’s similar frankly to a point that Director Carey has harped on before, which is we’re asking a lot more of this type of system then we are of the current system.

I mean I don’t think any of us election officials are opposed to increased verifiability if it’s something that’s doable, affordable, doesn’t have unintended consequences like a voter coming back and saying hey, that’s not how I voted even though they can’t remember how they voted or whatnot, right.

So we’re not going to oppose something that brings that additional level but at what cost, you know, is something like this being proposed, both costs as money and costs as unintended consequences that result in us never having a system that meets it or setting the level of risk at such a high level that it’s ridiculous.

I think what David is saying is that with this change you are attempting to address those concerns so that in your mind technology is already there to be able to meet the intent of this, is that correct?

MR. WAGNER:
That’s correct.  That’s absolutely correct, and moreover I would say that as these are desirable characteristics, these are aspirational goals.

Let’s say I’m wrong and that industry discovers it’s impossible to achieve this.  Then I think the position would be that oh, well, this was desirable but it’s not possible to achieve this in this way so then we’d look for something else.  But I believe this is achievable with the state of technology today.

COMMISSIONER DAVIDSON:
I would like to go back to the one question that I think was not -- I mean there were two sides in the discussion of if you want it or if it is removed, the one statement, “in an effort to detect fraud”.  I know there were two people that spoke about keeping it.  There were others that wanted to have it removed or changed it somewhat.

So I don’t know if we’re at that point where you really make these changes.

FEMALE SPEAKER:
I think if we could in that instance, and as I believe Doug mentioned, include error in that with fraud.  I would prefer to have fraud out of there completely but I would settle for error.

COMMISSIONER DAVIDSON:
Don.

MALE SPEAKER:     I would agree with that.  As a local election official you never want to try to have the words like purge and vote swap, fraud.

(LAUGHTER)


There was in the last campaign last year, let’s just say a Secretary of State, there were a lot of words used, detected, stopping fraud in voting.  I can tell you I heard five election officers in the state of Kansas just cringe every time I heard that because we all work very hard to make sure elections are done properly and count every vote, allow every voter who wants to vote, we want them to come in.  But I agree with Doug here, to add something about error and then fraud.


COMMISIONER DAVIDSON:
Doug.


MR. JONES:
We could simplify it even further and the simplification is that error and fraud are both kinds of failure and so we can simply say in an effort to detect failure.


MALE SPEAKER:     That’s worse.


MR. JONES:
Oh, okay.

(LAUGHTER)


MALE SPEAKER:     That’s up there with fraud.

(LAUGHTER)


MALE SPEAKER:     I am fine with the error and fraud.  The only thing I’d add is all the text leading into the comma and the text leading out of the comma, all implies what’s said in between the commas.

I mean the purpose is clear I think.  Why have the text in between the commas.  You know, the audit system shall provide the ability to prepare records and verify the correct operation of the UNCAVA voting system and the accuracy of the result.  Well, error and fraud impact the accuracy of the results so why have the text in between the commas.

COMMISSIONER DAVIDSON:
I think that was David’s suggestion at the very beginning, to remove that one statement.

MS. LAMONE:
Linda Lamone, I concur with removing it.

COMMISSIONER DAVIDSON:
Do we want to actually take a vote on it?

MALE SPEAKER:     I think what I would recommend is that when we get to the resolutions, there’s a resolution regarding amending the document as it’s entitled in the resolution that would include this amendment but we need to note in there that that sentence be removed.  So we can even add this text into the resolution with that removed.

COMMISSIONER DAVIDSON:
Andy, are you ready to move forward then, or do you have more presentation, David?

MR. REGENSCHEID:
Okay, I think that there’s potentially a couple more issues to deal with on the high level guidelines.

The two other topics that I had in my set of slides that we need to address are what if any changes need to be made to the usability and accessibility guidelines and if there are any other changes that we’d like to make in response to FVAPs comments.

So I guess I’ll leave it open to the TGDC members to discuss those two topics.

COMMISSIONER DAVIDSON:
Ready for discussion if anybody has anything that they would like to --

MR. REGENSCHEID:
So I think we’ve tentatively made the decision although it hasn’t been codified in a resolution yet on keeping the scope and purpose of the high level guidelines as aspirational goals for all future UOCAVA systems.

My opinion is then that means that the usability and accessibility section as written is appropriate as is but I’d like --

MALE SPEAKER:     Let me make the following I guess point of order recommendation or whatever.  I know we’re not following too much of a formal move here.

I would recommend that we move forward with your conversation about the pilot requirements and then there’s a series I think of proposed resolutions that will address both the high level guidelines and the next steps for the demonstration project requirements.  Is that all right?

MR. REGENSCHEID:
I think that makes sense.  Move on and talk about the risk analysis and the Demo project and then come back and do any resolutions at that time.  It works for me.

Okay, so moving on to the next topic which was risk analysis.  We talked a lot about this, this morning with Director Carey’s presentation.

And just as a reminder, at the last TGDC meeting the TGDC passed the resolution directing the UOCAVA working group to prepare a narrative risk assessment comparing the current UOCAVA voting process to electronic absentee voting systems used in the demonstration project with military voters.

Now the issue is at this time we still don’t have a demonstration project system defined and I think it’s going to be very important to understand what the system looks like and what protective measures are in place before we can really adequately talk about risk in that kind of system.

However I think we’ve discussed this in the UOCAVA working group and with FVAP and I think one first step that we all agree is important is that it would be beneficial to look at risk in the current system, the current UOCAVA voting process, and this is a defined process that we know and it’s something that we could be addressed today.

So the current UOCAVA voting process has a number of what we can call transactional failure points between voter registration and ballot canvassing.

Transactional failure points are sort of steps in the voting process where something could go wrong like problems with voter registration, blank ballot delivery, marking the ballot incorrectly or returning the ballot.  The ballot might get lost in the mail or get delayed.

Because this is the current system, you know, election officials have a lot of experience dealing with these errors and that these failures are both observable and measurable.

I think we have the expertise that we need both in the TGDC working group and with the information that FVAP and the EAC have to estimate these failure rates.  So I think we can look at these current processes and these failure rates and come to some sort of estimate on the overall failure rate in the current process.

Now transactional failures and failures such as these are really only one type of risk and if you want to look at the overall level of risk in a system there will be other issues that we will also want to look at, in particular just failures and accidents in the voting process but potentially you’re dealing with malicious and other insidious attacks.

So in order to address these other types of risks the UOCACA working group can analyze one or more representative current UOCAVA voting processes and identify these risks.

So typically in a risk analysis you’d identify what is a potential vulnerability and once we identify vulnerability, who is in a position to exploit it, what’s the impact or the result if that vulnerability is exploited, and what’s the probability of successful exploit.

Now we (unintelligible) challenges.  The first challenge that impacts are not necessarily all easily quantifiable, at least in comparable units and it’s often desirable to do risk assessments thinking in terms of money and in this case that would be difficult, what’s the value of a vote.

However one way that we can quantify impacts in a pretty consistent manner is in the total number of votes or the percentage of votes that are compromised and so I think we can move forward by measuring impact in that way.

The second challenge is a bit more difficult to overcome, and that’s estimating that probabilities for malicious attacks are notoriously difficult.  It’s very hard to estimate in a given election how motivated an attacker might be to attack a system or how lucky are they going to be at discovering a particular vulnerability in a system.

So accurately estimating probability for many kinds of attacks is very difficult and I’m not sure that the working group would be able to come to agreement on that.

However we still feel it’s important to be able to compare and balance risks both between -- similar risks between different types of systems as well as different risks within a given system.

So how do we do that?  I said it’s difficult to quantify probabilities and probability is usually an element of risk.

What can we do?  And so we’ve discussed this in the UOCAVA working group and one proposal that we have is that we can create quantifiable comparisons of just the impact side of things.  So don’t worry about what the odds of an attack succeeding are, just assume that it will succeed and what’s the result.

And so one example of a comparison that we can do is looking at the impact of lost ballots versus the impact of tampered ballots to the outcome of an election.

We talked a lot this morning about how in the current system at least, it looks like the predominant risk is in these failures that roughly occur on a relatively random basis.  So ballots are getting lost in the mail or they’re getting delayed.

That’s going to impact the election in a different way than tampering with ballots so in the case of an electronic system you might be more concerned about malicious attacks trying to influence the election in a certain way.

And so we can actually model this and say what the differences are in how much a malicious attack impacts the outcome of an election versus losing ballots does.

So we started working with the NIST Statistical Engineering division to do this quantifiable comparison and I think we’ll have something to show the UOCAVA working group relatively soon.  This shouldn’t be that difficult of a comparison to make.

COMMISSIONER DAVIDSON:
Andy, a question about lost ballots.  How are you determining whether they’re lost or whether they are just still sitting on a countertop and not been voted?

MR. REGENSCHEID:
So that’s something that we’ll have to address in the working group I think.  We can just take the position that any ballot that doesn’t get back that we think should have, whether it go delayed or potentially whether the voter just because of the inconvenience didn’t return it, is a “lost” ballot.

But we can use whatever numbers that we think are appropriate at the time to do this comparison and it should be very easy to plug in different numbers and see, depending on if we’re just thinking about ballots that are getting lost in the mail versus other types of unreturned ballots.

Another thing that the working group can do which also came up this morning is explore the use of the EACs elections operations assessment tool, so the risk analysis tool.

What you heard this morning from Bob Carey is that FVAP has an ongoing contract to study risk and they’ve now invited the UOCAVA working group to review the work that is going on in that group.

That’s something that I think is new to this group and my thought is that these activities, both looking at transactional failure rates and identifying other possible risks in the system would be independent yet at the same time complimentary of those activities and that these two things can build out from each other while at the same time sort of standing on their own.

Now in some cases quantifiable comparisons of impact might be difficult.  We might have a hard time really coming up with a good estimate on impact but in areas such as those we can do qualitative comparisons between a risk in a electronic system versus a paper based system.

We already have a resolution from the TGDC saying that we’d like to do work on a risk analysis. 

Now this is my proposal to the group on something that the group could do moving forward.  Does anybody have any comments, suggestions, or other concerns on this pass forward?

COMMISSIONER DAVIDSON:
I’ve got one question.  Do you have any idea the estimated time this would take so the group would know that before they maybe start commenting?

MR. REGENSCHEID:
I think this piece is something that we can do relatively quickly.  Now it all depends on what level of detail we need to go into but Tammy Patrick will be giving a presentation shortly which has I think a lot of the information that we would need, not necessarily all of it but a lot of the information that we would need to start looking at transactional failure rates.

I think the group that we have here is exactly the sort of group we would need to tackle that suggestion.  I’m hoping that we will be able to do that very quickly.

Identifying risks in the overall process is something that we’ve done a little bit of work at NIST and so I think there’s some work there that we build off of.

I can tell you that my role would be to complete this activity in the next six months because I think that we really need to start focusing on the demonstration project guidelines.  We might not necessarily have reports written up, finalized at that time, but at least be able to shift within six months our focus to other activities.

MALE SPEAKER:     I guess my concern is, we’ve talked a lot about budget and the impact of budget.  If FVAP is already doing risk analysis and comparing risks and we can be helpful to them while moving forward with what we have to do on a limited budget, is there any reason not to do it that way?

MR. REGENSCHEID:
We could do it that way.  I guess one thing that maybe Joel or Director Carey can comment on is I think their efforts might have been up right now, and I think we have the opportunity here in the next couple of months I think to get some information lined up potentially for their contractors that are doing this risk analysis and have it ready for them when they’re starting their activity.  We’re a little bit ahead I think of where they are right now.

MALE SPEAKER:     Can we get it done in this fiscal year?

MR. REGENSCHEID:
This fiscal year, so you’re saying before September 30th.

MALE SPEAKER:     Yes.

MR. REGENSCHEID:
Honestly I suspect that’s probably not likely.  I mean it would be great I think if we could make some good progress at least in the transactional failure rates between now and September 30th, but I think the speed of which that we particularly work that, that might be difficult wrapping this effort up and completing it in that period of time.

COMMISSIONER DAVIDSON:
Have we heard from Bob how much of this information would help him in his process and how fast -- I mean if we can’t get it done for six months we’ll say, is that too late?

MR. REGENSCHEID:
Well, I think I’d let Director Carey or Joel come up and address that question if they have any thoughts on that.

MR. CAREY:
Bob Carey here.  I think it’s a real opportunity for us to be able to leverage both of what we’re doing, and there may be opportunities to combine not only our efforts but our funding possibilities in order to be able to make sure that we get the maximum out of this.

You know, the 2016 date is notional.  I mean no one has declared 2016 as the date we’re going to roll out this system.  What I threw up there, you know, I haven’t cleared that with the leadership in the DOD, do people think this is reasonable.

I think it’s important that we understand what the risk is in order to be able to understand what would be acceptable levels of risk for future systems and so I think this is an important thing to get done.

We’re looking at March 12th for ours originally but, you know, there’s a lot of opportunity here.  You know, there’s a lot of good capability here.  We’re looking at using the exact same operations assessment tool.  I think we can combine our efforts and probably accelerate this, make it cheaper for both of us and probably produce a better product.  At least that’s off the cuff.

MALE SPEAKER:     That can’t be a bad thing.

COMMISSIONER DAVIDSON:
I agree.  I’m sorry you weren’t here yesterday Bob, to see the presentation on the existing funding the House has proposed for us.  It’s devastating and it cuts the NIST portion in half of what we give them so you can see that we’re definitely -- you got the money.

MR. CAREY:
(Off microphone, unintelligible).

MR. REGENSCHEID:
So I think this effort will continue to evolve as we collaborate with FVAP on this but I think this is an important topic to address and I think that we do have a lot of the expertise that’s needed to do a good job on this risk analysis in the TGDC/UOCAVA working group and I think that’s definitely a resource that we should use.

Are there any other questions on the risk analysis?

MR. PALMER:     Don Palmer from Virginia.  I would just suggest, you know, the working group is going to do its work and if we don’t have a smooth White Paper document, I think that whatever progress we’ve made in the months ahead, let’s say it’s three months, four months, I think that could be of value to FVAP and a value in and of itself even if we don’t have a smooth product (unintelligible).

MR. REGENSCHEID:
I think that is true.  I don’t necessarily think we need a decision on what the output of this is going to look like right now, whether we write our own report or if we think that just providing input to FVAPs process would be sufficient.  We could make a decision on that now but it might be premature.

COMMISSIONER DAVIDSON:
Any other questions or comments?  All right.

MR. REGENSCHEID:
So my next topic is the Demonstration Project Guidelines and I think all of the work that we’ve been doing in the UOCAVA working group and in these TGDC meetings on UOCAVA has really been building up to the implementation of this remote voting demonstration project for military voters.

As you all know, the EAC tasked the TGDC in developing guidelines for the demonstration project and the TGDC accepted this task and directed the working group to develop guidelines for a demonstration project with a few simplifying assumptions.

And these were that the project would be for military voters only, that we would use the common access card for authentication, and that voters would use professionally administered machines when casting votes.

So this combination of things does start to suggest a certain architecture.  We talked about this a little bit in the UOCAVA working group calls but basically there can be probably three groups of systems.

One would be the voting client, the machines that voters would be using to cast votes.  These could be DOD managed work stations on the DISN, the military’s network.  It could also be the voting servers that typically were thought of as the Internet voting system, the web server and any supporting database servers and so on that are serving and storing votes.

And then also the election administration machines, the machines that the election officials use when interacting with the system and configuring it with ballot styles and downloading votes.

Now the three simplifying assumptions that the TGDC has made when approaching these guidelines, notably the use of the military DOD managed work stations, use of the common access card, and limiting it to military only voters helps to mitigate some of the risks identified in NIST IR7551, a threat analysis on UOCAVA voting systems.

The common access card is a very strong way to do authentication and use of the CAT mitigates many of the authentication related risks including voter impersonation and fishing attacks.

Digitally signing ballots, which is possibly using the CAT because it is a cryptographic module, could mitigate some types of malicious attacks on the servers.

Use of professionally administered machines such as DOD work stations on the DISN mitigates the risk of malicious software and voting terminals from impacting ballot secrecy or integrity and it’s possible that use of the military network could help with some of the risks of (unintelligible) attacks on servers.

But other risks may need to be mitigated by other means depending on what we decide when we develop these requirements along with the risk analysis.

Network based attacks will most likely continue to be an area of concern that we will want to address even if the military network is used.

And certainly what we’re imagining here is a fully electronic system and an Internet voting system that’s fully electronic, would inherit many of the same potential risks as electronic polling places, those which you’ve discussed a lot in other working groups including the operability working group.

So we’ll have to find some ways to address these risks and one way we discussed a bit ago was with high level guidelines on auditability.

I think that many of us, probably all of us, are really itching to really refocus our efforts on the low level guidelines for the demonstration project but there are still some items that need to be completed because these items are intended to inform development of the guidelines.  These include finishing up the high level guidelines and the risks analysis on the current system.

But I think before we can really devote our efforts and make some quick progress on the low level guidelines, I still think we need to know more about what the demonstration project is going to look like.

It would help to have some type of concept of operations of the system and when I say that term what I mean is roughly users and election officials are expected to interact with the system and how they’re going to use it and administer it.

I think it would be very, very helpful to have an expected high level system architecture.  We don’t need to know exactly how the system will be designed but roughly what it will look like.  I think that would be very useful as we’re developing requirements so we know what terms to write, to include and so on.

And we still don’t have a clearly defined scope I don’t think for the demonstration project system.  How extensive will it be?  How big will it be, how many voters will it include, and is it expected to be a one time only project or will it continue on?

I think we got a bit of an answer on that from Director Carey this morning, that this could just be a one time only project.

I think there are still some open questions on what functions will need to be provided by the demonstration project system if this will only be a voting only demonstration project system or if it will include some elements of voting registration.

And I think there remain some questions about who decides appropriate tradeoffs in the development of these requirements and who accepts the risk.  I think we all understand that you can’t build a system without some amount of risk and it ends being a policy decision on whether or not to accept the residual risk in the system or not.

So my proposal for a timeline at least in the immediate term, I think we still do have a couple near term deliverables that we should complete.

I think we’ve made some good progress on the high level guidelines and I hope that we’re be able to set a very clear path forward on that before we leave today.  I think we should work on the risk analysis piece on the current UOCAVA voting system.

Now once we’re able to refocus our efforts on the demonstration project guidelines I think we should expect it to take approximately 24 months to develop the requirements, to write them, to vet them through a public comment period and approve them through the TGDC and possibly the EAC.

This would include about 12 months to actually write the guidelines in the UOCAVA working group and the TGDC, six months of public comments periods and possibly roundtables and other ways to solicit comments, and then another six months to revise the guidelines based on the feedback that we receive.

Now you saw from FVAPs notional roadmap that they presented this morning that for a 2016 demonstration project they’d be looking for guidelines sometime around mid 2014 in order to support their efforts.

They’d have to do some other activities in between 2014 and 2016 to actually implement the demonstration project, and, you know, some new guidelines done, but completed by 2014 and needing two years to actually do the development.

I think we should really be looking at trying to refocus our efforts on to the development of those low level guidelines by around December of this year.

COMMISSIONER DAVIDSON:
I think one of the discussions again, the timeframe of vetting the process will be EACs decision and I imagine they’ll be very concerned about timing and getting that out so it probably will be less than six months.

MR. REGENSCHEID:
Right.  I wasn’t necessarily trying to propose what the public comment would be.

COMMISSIONER DAVIDSON:
I know.  So I think that we could save some time and talk about time.  I know that everybody is antsy.  We’ve gone over Andy’s time and everybody else’s time that’s coming up.

I think that we can hopefully cut some time and save some time in our resolution area.  I haven’t been too worried about timing and I knew this discussion was important so I think we can make up some time then.  So I won’t let this meeting carry on until six o’clock tonight.

Belinda.


MS. COLLINS:
We’ve actually looked at the timeline so we believe that if we wrap this part up by the time for the break which is 2:15 p.m., that may be a little bit idealistic, then go on to Brian’s presentation, then on to UOCAVA experiences, that still has us ending by 4:30 p.m.  So if that’s pressure, that’s pressure.  Thanks.


COMMISSIONER DAVIDSON:
On Andy’s presentation.  Matt.


MR. MASTERSON:     The only one I’d have as far as timing, dates, whatever, you know, I’d like us to set a more aggressive goal of the end of 2013.  I think that’s a reasonable timing and it gives us some room in my opinion.


MR. REGENSCHEID:
I think that this is roughly consistent with that.  I mean I said if it we can check their focus starting in December of this year and if takes us approximately two years, which is a guess, you know, a bit of a guess at this point, I think that’s consistent with completing by December of 2013.


MR. MASTERSON:     So not mid 2014.


MR. REGENSCHEID:
Right, but if we need to deliver it by mid 2014 to be usable by FVAP, I don’t think we want to be cutting it that close.  That’s why I think that in my mind it would be wise to try to switch our focus by December of this year so we at least can make sure that we do that.


MR. MASTERSON:     So to be clear, our goal is December 2013?


MR. REGENSCHEID:
I think that that would be a reasonable goal but there are some prerequisites to that, right.


MR. MASTERSON:     That’s just a goal.  Sometimes things happen but when stating a goal I think it’s important to state it and probably put it in writing.  I mean right now what we have in writing is May 2014.  I know all it is saying is, would be needed by.

I understand stuff happens and there are budgets but I think December 2013, and I think you’re saying as well, is a reasonable goal at this point in time knowing what we know.


COMMISSIONER DAVIDSON:
Okay, any other comments or statements.  Yes, Diane.


MS. GOLDEN:
Diane Golden.  And this is just to clarify again for me.


So if we are going to do these as truly minimal requirements, if I’m understanding this correctly, in terms of the Usability and Accessibility Group at least, I was very serious saying we’re going to need some help in understanding the population that we’re reaching because I think we’re operating with very different perceptions of who those people are and what their functional needs are in order for us to decide what would be the minimum usability accessibility requirements.

I think it’s going to be really difficult for us to make any progress without that background and I don’t know who can provide that for us, if that’s the FVAP folks, I mean I think we’re just going to need some help.

COMMISSIONER DAVIDSON:
I would say you’re going to have to have FVAP to really get that information there.

MS. GOLDEN:
I guess saying that with you guys sitting here because we really will need that help.  You know, we are all coming at this from very different perspectives and we’re not going to get an agreement I don’t think.  So we’re going to need some help in flushing out who is part of that population.

COMMISSIONER DAVIDSON:
I think there are several things that we obviously know that we’re going to need from FVAP upfront, their policies and procedures, their policies especially on their overseas voters as we’ve mentioned earlier, and the type of voters that we’re looking at.

So obviously you don’t want to get halfway through and then redo, that would really hurt.  Yes, David.

MALE SPEAKER:     I just wanted to call out in the spirit of what Diane mentioned, I think another kind of prerequisite or important piece of information to have which Andy identified in his presentation, a number of questions about what the demonstration project will look like, architecture, scope, concept of operations.

And I think as an EAC Advisory Committee maybe this Committee needs to make sure the EAC is aware that the timeline we’re discussing here is presumably conditioned on being able to have that kind of information by this December, if that is when we would start working on the low level testable guidelines.

COMMISSIONER DAVIDSON:
Yes, I think we’re going to have to work very closely, very quickly with Bob and NIST, and for the three of us to sit down, NIST, EAC, and FVAP to give you guys everything you need.

MR. PALMER:
This is Don Palmer, Virginia.  My only comment is that the calendar is very important to election officials and unless they have a good amount of time to see what the plan is and time to get their ducks in a row to participate we won’t be able to participate.  So as much time as we can give FVAP, and the states, and the EAC the better.

COMMISSIONER DAVIDSON:
Anything else before break?  Okay, if I remember right Belinda would like to take a break now.  Brian, how long will your presentation take?

MR. HANCOCK:
(Off microphone).  Thirty minutes (unintelligible)

COMMISSIONER DAVIDSON:
Okay, let’s take a very short break if you would please.  Maybe ten minutes and come back at 10 after.  Thank you.

    (Short Break)

MS. COLLINS:
So we’ll turn the floor back to Andy who will open a discussion on the first (unintelligible) that he presented.  Thanks.

MR. REGENSCHEID:
So just to recap, I did the overview of the high level guidelines document and now I’d like to have a discussion on how we move forward.

I think we’ve already spent a lot of time on what the UOCAVA Working Group calls working on these high level guidelines and I think we’re pretty close.  I’m hoping today we can come to some decisions on these topics and really have a very clear path forward to completing these high level guidelines.

I think the first topic of the discussion that I do want to address because I think it impacts any decisions we make on the other topics, is what the intended scope and purpose for these guidelines should be.

When we were developing these guidelines we were developing them as aspirational goals for not just the demonstration project system but all future UOCAVA voting systems.  And for that reason I think we not only set just a minimum bar for the demonstration project but we set a path forward for where we’d like to go with all future UOCAVA voting systems.

I’d like to open it up to the TGDC, if that was the right course.

COMMISSIONER DAVIDSON:
Matt.

MR. MASTERSON:     Wow, okay, where to start.  I know why the high level guidelines were originally intended and I think the intent at the time was good because we didn’t fully understand sort of our task or intent, whatever.

At this point there is no mandate to write requirements for a larger UOCAVA project.  There is no mandate to write guidelines for future UOCAVA projects.

In my mind perhaps and arguably, it’s likely not our place to dictate how future projects should go.  Our task per the law is to write a set of testable requirements for military demonstration project that FVAP can then use to run that demonstration project.

And if that’s our task, that’s what we should do and anything beyond that at this point has resulted in wheels spinning and stoppage.  It’s a bit like a game of red light/green light and I was never very good at that.

So at least I’m open to the discussion, I want to hear the other thoughts, but at first flush we’re in a position where everyone is agreed it’s a military only project using this, that, and the other that we’ve talked about.  Let’s just do that.  Let’s get our job done and not worry about changing the world.

COMMISSIONER DAVIDSON:
I’d like to add one thing.  I agreed that this definitely should be for the military only and this is underneath that military MOVE Act, but in the future, I mean I do agree, definitely you’ve got to take this by steps but we do have other laws that tell us that we needed to do it for UOCAVA and the military.  That’s in HAVA.

So obviously there’s a future but definitely this first step I totally agree with and the EAC has basically been on the same page with everybody in the TGDC that this definitely needs to be military only.  We should take things by steps.  We can learn a lot from this project.

MR. REGENSCHEID:
Let me clarify one thing.  The low level guidelines for the demonstration project are clearly scoped only for the military.  We’re talking here about whether or not the high level guidelines should be scoped also similarly just for the military DEMO project.

COMMISSIONER DAVIDSON:
Now add your input that you want to because I just wanted to make sure people understood.

MALE SPEAKER:     I’ll wait and listen to the rest before we add that direction.

COMMISSIONER DAVIDSON:
David and then Helen.

MR. WAGNER:
Thanks.  I think certainly the low level guidelines, the testable guidelines I think focusing on the military only setting makes a lot of sense and that will really simplify life.

For the high level guidelines I can see going either way.  I think the working group has already put a lot of effort in to try to provide aspirational guidelines that would be suitable for all of UOCAVA that might help lead the industry in the future.

My understanding is that the law requires EAC to establish electronic absentee voting guidelines which I don’t think it’s required to be testable but I also don’t think it clearly states whether that’s to be scoped narrowly to only a one off demonstration pilot.

So I think there might be some value in taking the work that we’ve already done on this broad scope of UOCAVA and adopting those high level guidelines.  That’s really a question for others to decide.

I also think there’s a question here for the EAC to decide, which is would they be satisfied with guidelines that don’t meet this broader scope.

In other words, can they meet the legal requirements with just something that’s scoped very narrowly, basically states this is for military only.  This is for a one off demonstration project and it’s intended for that, not for the broader UOCAVA scope.

MS. PURCELL:
Thank you, Helen Purcell.  I will have to agree with Matt.  I think that this is our task that we have been given at hand, that we should concentrate on this one task of this military project.

COMMISSIONER DAVIDSON:
Doug.

MR. JONES:
I think that regardless of what we say in our preface about the limitations or limiting the scope of this, because it is a set of high level guidelines, people are going to refer to it.

There’s an increasing drumbeat of editorials from various corners saying we’ve got to move to Internet voting quickly and I think we have to realize that whatever we pass here is going to be used by other people later, and possibly revised, I hope revised for the better.

But I don’t think we should allow limitation of scope to allow us to reduce our aspirations too far and therefore I think that the scope stated is actually the right scope for this document, while at the same time I agree anything more detailed should be limited to the proposed demonstration project.

COMMISSIONER DAVIDSON:
Anybody else?

MS. LAMONE:
Linda Lamone.  I guess my fear is that if we go forward with the high level guidelines and don’t somehow explicitly say that they don’t apply to the demonstration project that they will be applied to it and I think it would make it virtually impossible to do the demonstration project as envisioned.

COMMISSIONER DAVIDSON:
Yes, Matt.

MR. MASTERSON:     Go ahead.

MR. BELLAVIN:
One of the things that we need to do anytime we come up with guidelines for a demonstration that’s applicable only to the demonstration is explain in detail in the text exactly why this is a reasonable thing to do for a demonstration but not going forward.  We need to gather data.  This is the best way to make sure that people don’t try to carry it forward when that would be inappropriate.

COMMISSIONER DAVIDSON:
And I believe that was Steve.

MR. BELLAVIN:
Yes, that was.  Thank you.

MALE SPEAKER:     I think I would take Linda’s concern a step further, particularly given what Doug was saying and that is what I worry about is that these high level guidelines, it’s a bit of the HAVA problem that we ran into with the VVSG in that these aren’t testable guidelines and I get that.

We’re talking about the high level guidelines, I understand that, but what I fear is that people will take these aspirationals, this is self stated aspirartional guidelines, and apply them to already existing systems and say those already existing systems aren’t good enough because they do not meet our aspirations.

And then you’re left as a state, as a county, being told your system that you’re using is not good enough because you didn’t meet our aspirations.  That is not a good situation for an election official to be in.

COMMISSIONER DAVIDSON:
Anybody else, comments?  Diane.

MS. GOLDEN:
Diane Golden.  And I’m just trying to wrap my brain around all of this.  And I fully understand that the majority of the conversation is focused on auditability, security, et cetera, et cetera and the degree to which it is being -- the scope of the demonstration is limited to active military, is focused on using the DOD network and all of those sorts of things.

There hasn’t been any discussion so far but I know it’s an undercurrent, of the same issues applying to the usability accessibility and the assumption that because it’s active military that automatically reduces the scope of potential accessibility needs.

And I know we had this discussion on one of our conference calls and I think I was sort of stunned by some of the discussion and I don’t think we know enough quite frankly in our group about what the accessibility needs of active military are and would be.

I mean I think there are some assumptions floating around out there first on the one extreme, no active military could ever have any functional limitation or ever need any kind of accessibility feature because they are all perfect human beings apparently and they have no functional limitations whatsoever in any way shape or form.  All the way over to Ron talking about being contracted to work specifically with active military who are blind. 

Okay, well that’s very different, that’s a different perception and I don’t think our group would have enough information at this point to figure out how to re-scope accessibility, what the purpose of limiting it to some scope difference because it’s active military because we don’t know enough about what you would scope back to meet those needs.  Does that make sense?

Maybe you guys have enough of a feel for what the DOD network provides in terms of security and so you know the difference between the high level aspirational and the more lower level, that’s not a good term, but the testable that would be more limited in scope because it’s the pilot.

I’m just saying I personally and I don’t think the other people on our group and Ron’s here, Phil’s not, but the people on the TGDC itself -- I don’t have enough of a feel for how the accessibility scope would be more delimited because it’s focused just on that demonstration, which would be a challenge is what I’m saying, not that I’m not willing to give it the old college try.

COMMISSIONER DAVIDSON:
Doug.

MR. JONES:
Actually I think a lot of us have been given quite an education by this.  I think the disability scope that we’re dealing with is more challenging than the general population and I didn’t understand that at first.

But the reason it is, is that we’re dealing with a population -- maybe when they entered the military they passed a rather rigorous physical fitness requirement but the Wounded Warrior category includes large numbers of people who are recently disabled and still learning to live with their disability, still just beginning to learn to live with it.

And that means that unlike the general disabled population which is dominated by people who have been disabled for longer and have learned how to accommodate, we’re dealing with the group that is perhaps the least forgiving and this is actually a really interesting challenge.

I’m really glad to hear about the pilot work that’s being done with the Wounded Warrior program and it’s really going to be interesting to see where this goes.

COMMISSIONER DAVIDSON:
I’ve got a statement a little bit later but Donald go ahead.  Maybe you’re going to make it for me.

MR. PALMER:
I don’t have much of a statement.  Don Palmer of Virginia.  Just following up on that, I mean from both my own personal experience and sort of my understanding of deployable individuals in the Armed Forces, the vast majority of the population of overseas, the military, don’t have disabilities or they wouldn’t be able to be deployed in certain zones.

There is a disabled population both in the hospitals and rehabilitation centers.  Usually those are back in CONUS.  Outside the United States there’s brief stays and I was encouraged to hear that FVAP is actually moving forward with the demonstration projects that are using the tip of the spear technology with these disabilities which is a wide range of disabilities, and encouraged that they will continue to do this working with the states, working with AC.

I think that it does beg the question in what is limited to the overseas deployable military that the accessibility would not have to be the tip of the spear.

There was some discussion about 508 and my discussion with the vendors on what systems they’re looking at is that there’s certain accessibility features that are above and beyond what 508 is, but to reach that maximum level of accessibility would be cost prohibitive for any system to be deployed in a demonstration project.

And so as I read through these things -- we talked about whether or not these were aspirational.  I think just some common sense language in the high level guidelines that say that any demonstration project will use accessibility features as practical.

Because the technology is increasing every day and what I saw just the last couple of years is that what

was -- when you deal with certain vendors, the level of accessibility is improving -- is it part of the product off of line.  It’s not even making any special leaps.

So I think that we would learn a lot from the demonstration project, just what the latest technology that they’re incorporating into their systems.

COMMISSIONER DAVIDSON:
Basically my statement was very similar to Donald’s.  In our doing the Wounded Warrior we were told and Bob could correct me, but the military when they are wounded are sent to a stabilization hospital there and they are usually there, it depends on the problem but probably about two weeks if that, and then they’re deployed back to the United States. 

So there are wounded warriors, the biggest portion of them are back home.  And so they’re not considered, am I correct, are they considered a military voter?  They’re not if they’re back in the United States, correct?

MALE SPEAKER:     (Off microphone, unintelligible).

MALE SPEAKER:     Can’t hear.

COMMISSIONER DAVIDSON:
All right, I stand corrected, thank you.  Ron.

MALE SPEAKER:     Thank you.  One thing about the contract that I had for awhile about Wounded Warriors and so forth, the contract is a couple of years old.  I mean it ended a couple of years old so I make that disclaimer.

But one thing that we found is that there is this incorrect perception that because a solider, military personnel becomes wounded that they’re automatically then going to be out of the military.

And the two things that we learned from that is that number one, the type of weaponry being used now, the compression bombs, the IEDs and the things that the enemy is now using, (unintelligible) a lot more frequently then did conventional weaponry when we were using M16s.  That’s one thing we found out.

The other things that we learned is that there is a real effort on the part of the military now to retain those wounded warriors on active status and so they may be in the United States, they may not be in the United States, depending on what injury they sustained and what the capabilities are, and their desire to remain active as opposed to going to the VA.

So one thing that I know for certain is that many, many military individuals with disabilities are staying active.

And I don’t have figures about how many are overseas and how many are in the United States but I know the issue exists and they’re going to be covered so they’re going to want to vote.

COMMISSIONER DAVIDSON:
Very good.  Diane.

MS. GOLDEN:
And that’s part of like I said the discussion.  I think people are just operating from very different perspectives about who is active military and what the types of disabilities and the degree, et cetera.

But I think the population that -- I think everyone forgets about, everyone focuses on those who acquire a disability after they are an active duty military person.

I would be willing to bet that there are a substantial number of people who become active military who have what we would call a disability.  It will be dyslexia, learning disability, a reading disability of some sort.

Some of those are truly disabilities, some just because of English as a second language et cetera, and that print disability -- and I’m certain in many, many facets of the active military they are wonderful at what they do but their reading skills are at a point where an access feature that deals with print disabilities is what they need to vote effectively on many issues.

So I think that’s like I said, part of the problem for us to think about going from aspirational guidelines to something less, whatever that might be, because of this demonstration, until we can wrap our brain around who it’s serving in the way of the access features they would need, it’s tough to figure out what to do with it.

MALE SPEAKER:     So coming back to this first question on the intended scope, it seems to me like there are three choices.

We could keep the scope as is which is aspirational goals for all UOCAVA voting systems.  The other proposal is to limit it to basically minimum goals for the demonstration project, or there’s sort of a combination of the two which would be aspirational goals for the demonstration project.

MALE SPEAKER:     Let me ask.  I’m struggling and my question is, if the high level guidelines aren’t going to be used by FVAP because they don’t believe for whatever reason we did them in the right order, they don’t contain the risk assessment, whatever, which is their choice, we can’t make them use them, what is the other reason to have them?

MR. PALMER:
I’m just playing devil’s advocate.  This is Don Palmer from Virginia.  I remember a conversation a couple of meetings ago where -- there are some states that are moving forward with this and we’re seeing more and more that may decide to use the electronic return ballots.

And this is not about the use of e-mail, this is more of a voting system.  And there have been some pilot projects, West Virginia, Florida, D.C., and you can name them.

I think that this was sort of to try to get ahead of the curve.  I think that’s the only other reason that we want to be ahead of this.  So there’s some guidelines that people could work towards versus others are waiting until we’re at 25 states.

MALE SPEAKER:     Are we ahead of the curve or are we already behind?

MR. PALMER:
I think we’re already behind but that’s just an opinion.

MR. WAGNER:
Dave Wagner.  Yeah, I think the argument would be basically what Don just raised, which is that we’ve already seen some growth in UOCAVA Internet voting systems and we foresee quite a bit more growth and that there’s an opportunity to provide guidance to states and to vendors who want to build these, about desirable characteristics that might influence future systems.

Of course it’s too late to influence past systems but I don’t think we’re at the peak.  I don’t think we’re at peak UOCAVA.  I think that we’ve started to see some very early systems, some very limited deployment, but I think in the future we’re going to see a lot more.

So if you want to think of it another way you could think of this as one of the criticisms of HAVA or one of the things that I think maybe contributed to creating a contentious environment around deployment of some of the voting systems that HAVA funded, was that in essence the money came first and the standards came later.

And so I would think of this as a chance to try as much as possible to do the reverse.  Get the standards in earlier or first cut at them at a high level, as early as possible to try to avoid recreating that same kind of situation.

COMMISSIONER DAVIDSON:
Phil.

MR. JENKINS:
Phil Jenkins, a follow-up on that.  I’ve often used the analogy that the standard is like a measuring stick.  We’re not going to throw out the measuring stick.  We’re going to still use the measuring stick and measure it.

We may not meet all of the things we’re trying to as aspirational goals, but we ought to use this as a way to measure so at the end after the demonstration project or as we put risks on this peak towards the perfect UOCAVA system, we can kind of know where we met it and where we didn’t and what was the end result.

Some of these discussions on risk analysis, the way I look at it is actual results and I get confused sometimes about the term of risk and results.  I think we need to keep the measuring sticks there, the yardsticks to measure these things and give us feedback so we can make improvements.

So I view these guidelines as also yardsticks that we can make measures with.

COMMISSIONER DAVIDSON:
Matt.

MR. MASTERSON:     So I can’t argue with any of that and in a laboratory or whatever, that makes absolute sense.

And again for my state, if I were thinking only of my state, this is a non-issue.  We can’t do it yet and so if we’re going to do it at some point in time down the road we would likely use some of this information to help us I would think, particularly since I’ve been involved.

But what I worry about is the yardstick being taken to beat over the heads of election officials that already are doing it, right, by saying we don’t care that you are already doing it.  The federal government experts say this is how you should be doing it so it’s no longer a yardstick, instead it’s a hammer.

And all of these are good goals but it’s nice to say they’re aspirational until they are no longer aspirational, until in fact they are required.  And they don’t have to be required formally to be required publicly in perception.

You know, I’m arguing both for and against myself, which is awesome as a lawyer.  I always win.

(LAUGHTER)


COMMISSIONER DAVIDSON:
Can I ask you one question.  If you change the name guidelines to a White Paper like we had before, does that make a difference?


MR. MASTERSON:     I don’t know.  I don’t like semantics.  They are what they are.  There’s still a prescription, a cocktail for what is expected, which is not a bad thing.

That’s what I’m struggling with.  It is not a bad thing to have expectations.  If you don’t have expectations where do you end up, but I also want to protect the interest of those who are trying to do this correctly already and are going to be beaten over the head because they didn’t think like we thought.

COMMISSIONER DAVIDSON:
I’m going to throw out one more thing for you to give me feedback on.

The TGDC has been given responsibilities to do this work, whatever the work that the TGDC decides for us to do.  When people look at the work, the value that you’re doing, and you do work like this and it takes six months, how do you explain that?

MR. MASTERSON:     So your question is basically did we waste away money working on this and my argument against that would be it’s not a waste of money to me to go through the thought process because it informed the work we did regardless.

And again, so just because we worked on something doesn’t mean we have to issue it.  If it doesn’t help I don’t care how much money we spent on it, why would you issue it.  But if it does help we should issue it.

And the other point I would say here is you as the DFO can tell us you want this as a work product and then the decision is taken out of our hands anyway.  You could say the EAC wants this and we’ll say okay.  So that’s an option.  God, that would be great.  Then I don’t have to sit here and argue with myself I guess.

But, you know, you tell us.  We work for you.  You know, we don’t work for FVAP.  We work in conjunction with NIST.  But I mean if this is a work product the EAC believes is valuable, you know, that’s what we do here.  So I mean that’s the other part of this I guess.

COMMISSIONER DAVIDSON:
Helen.

MS. PURCELL:
I don’t think that in the period of time that we have been looking at this and struggling with it that we have wasted time.  And as one of those states that has already gone ahead with electronic ballot process, I also don’t look at it that if something comes out of this that is different than what we are doing, that that is a bad thing.

In all of our election systems we constantly strive to do things better than we did before and I would assume that that’s what we could do in this instance, whether there is something that maybe we didn’t see or even think about.

I think a meeting of minds is better than just trying to deal with the status quo and that status quo not being what it should be, not being as robust as it should be.

So I don’t see Matt, that this is a hammer hanging over our heads.  I think it’s an education process.

MR. MASTERSON:     As someone that’s running a system like you are, I appreciate you saying that because that means something to me as someone that could possibly have to face that non-hammer I guess.  You know, that makes a difference to me.

COMMISSIONER DAVIDSON:
Yes, go right ahead, Donald.

MR. PALMER:
Don Palmer from Virginia.  And I guess I also see this as just one more step.  You know, this all came about because of the EAC report to Congress and in the end it will EACs report on the high level guidelines.

And correct me if I’m wrong, but Donetta I know the status in the EAC with commissioners but in the end this will be their high level guidelines and so they could tweak as they see fit or not.

COMMISSIONER DAVIDSON:
You’re right.  Let me add to that.  Because they are guidelines it’s my viewpoint that they would be up for public comment once we receive them and we would take public comment and then work those comments with NIST like we do the VVSG because they are guidelines.

But the states would know what’s there because it’s out for public comment and if they wanted to look at that and really say I’m building something or gosh, I shouldn’t do just a blank ballot and e-mail that to somebody, they could go ahead.  They’re going to get some ideas.

So that’s how it would move forward if we do get it, is it would go to public comment.  Don.

MR. MERRIMAN:     Don Merriman from Kansas.  We have not moved forward as Helen’s state has and I think it would be valuable for our state to have something that is like this that our Secretary of State could look at and his staff, to perhaps move forward with something and certainly make comments about that fact.  And like you said, I don’t know how long a time period there would be for comments but I think it would be good.

COMMISSIONER DAVIDSON:
David.

MR. WAGNER:
Thank you.  David Wagner.  Matt, I take your comments.  I think they are very well taken.

And from what I’m hearing I’m wondering if maybe the document, whether it’s a White Paper or guidelines, maybe it ought to have some very explicit discussion of these issues so that if it’s a broad scope document, there’s some very explicit statement that says, you know, we don’t anticipate or we’re not trying to state in any way that a demonstration project needs to meet all of these guidelines, or something as explicit as is needed to address this concern.

And conversely if it’s a narrow scope document, a narrow scope guideline, something very explicit stating that this is only intended for use for a demonstration project and we don’t anticipate or we’re not trying to claim this is adequate on a broader scale and shouldn’t be used on a broader scale.

But either way maybe we should have some very explicit statements in there to specifically address these concerns.  I guess it’s kind of a question.  I’m wondering, do you think that would help?

MR. MASTERSON:     Yeah, I think a forward written by you, that would be fantastic.

(LAUGHTER)


I mean, I don’t know.  Disclaimers, as a lawyer, you know, they are on every single thing and at some point they don’t mean anything but much like what’s in the VVSG, a scoping section, a purpose section, whatever you want to call of that nature, which I think is already in there.  So that’s taken care of.


I mean I think hearing from the other election officials, being the only one trying to argue the other side, struggling through the issues, it sounds to me like my concerns are unfounded.


Again, for the State of Ohio this will be used in some way, shape, or form to do the best we can.


MR. PALMER:
Don Palmer from Virginia.  You’ll get used to it, man.

(LAUGHTER)


MR. MASTERSON:     And Commissioner Davidson is being extremely nice and trying to tell me yes, this is something we want at the EAC so I think from that perspective I’m likely wrong as well.  So just don’t tell my wife.


COMMISSIONER DAVIDSON:
Doug.


MR. JONES:
I want to get to lunch so I’m going to be fast.


COMMISSIONER DAVIDSON:
Steve’s on the line, let’s take his first.


MR. BELLAVIN
I just wanted to say I agree with your skepticism of just a blanket disclaimer.  What I would prefer is not just a disclaimer but an actual explanatory text.  This is why we don’t think this policy carries forward.  Why we think it’s acceptable here but not in the general case.


Make it clear with actual reasons rather then just simply saying your mileage may vary.  It’s more work but I think more effective.


COMMISSIONER DAVIDSON:
Thank you, Steve.  Doug.


MR. JONES:
So talking about keeping on schedule, I’d like to make lunch but I’d also like to keep on a roadmap and if we talk about narrowing the scope of this document to just the UOCAVA demo project, I think it takes a major rewrite, delaying us at least six months.


If we keep it high level general guidelines I think that Dave Wagner’s verbally offered preface sentence might suffice to meet the goal and we can actually push this out the door today.  I would really love to push it out the door today.


COMMISSIONER DAVIDSON:
Yes, Matt.


MR. MASTERSON:     I’m sorry, you probably wish I wasn’t sitting here anymore.


My only other thought on this, it’s not skepticism anymore but if the purpose of this is to help states that are moving forward, that’s awesome.  I support that.

I guess my concern is that if FVAP doesn’t support these or whatever, what impact does that have on the ability to run the future projects.


Let’s face it, FVAP funds these for us otherwise we can’t afford to do them except for certain people who have taken the initiative already but I guess we can’t worry about that.

I don’t know.  It just concerns me that we try to create a pilot project that in some way uses these and then it’s not worth our effort I guess.  But I guess there’s nothing we can do about it.  I’m just worried about money.

COMMISSIONER DAVIDSON:
Diane.

MS. GOLDEN:
This is truly a question and it’s sort of a follow-up to that.  It’s just that I’m still not clear.

I mean I’m getting a feel for people being pretty comfortable with the guidelines and at least doing something with them rather then junking them and starting over some place.

But I still don’t have a feel for.  Are we still talking about doing something in addition to those, we’re somehow going to finish those and they served their purpose for helping states et cetera, but then we’re also going to develop this minimum standard that’s very focused.  That’s what I’m still not clear on.

MALE SPEAKER:     We have to do a set of testable guidelines for FVAPs demonstration project.  So to answer your question on that, we have to do that.

The question is, are we going to complete these high level guidelines and move to the full set of testable requirements.

There’s no question that the EAC has tasked us with doing that full set of testable requirements and frankly it sounds to me kind of implicitly we’ve been tasked to do these, to complete these high level guidelines.

COMMISSIONER DAVIDSON:
Donald.

MR. PALMER:
I just throw this out for consideration.  I think one of the things that helped with certain HAVA guidelines, the EAC guidelines, was the fact that it was non-binding in many cases, sort of aspirational but non-binding.

We could add to the title, high level non-binding guidelines for UOCAVA voting systems.  It becomes a little wordy but I just throw that out there for consideration because when it’s in the title it’s pretty clear that it’s non-binding and if somebody wanted to veer off from one of the recommended guidelines they could do so without sort of getting hit over the head.

COMMISSIONER DAVIDSON:
And I agree with that because as we said this is a moving target.  Every time we think about what we should vote in guidelines it seems like it’s been a moving target of what we have currently.

So everything we do is up to the states or whomever, whether they use it, so that definitely I think is a help, if you then put a sentence in there, if you want or whatever.

I know that we have states out there that are using

e-mail and that concerns me that we haven’t done anything to give them some help, understanding some of the issues.  So that’s where my concern comes from in that area.

I saw this as being overreaching more then just for Bob and there are issues there but I think the guidelines are what he is really waiting for.

And I think we need to have him give us a little clarification because I did get an e-mail and there’s one concern about a statement Bob, that you made early on about that 70 some percent of the military really would give up their right to a secret ballot.

I think you need to look at one of DOD regulation.  It’s 1000.04 and it’s a mandated protection of the military ballot secrecy and all FVAP.  So I mean has that been changed or something?  This is a question and you may want to look into it and then get back to us because I think that makes a difference on how we move forward is my concern.

MR. CAREY:
DOD directive 1000.04 is actually the governing instruction for the Federal Voting Assistance program and it’s currently under review.  It’s currently under revision in order to be able to take into account the requirements of the MOVE Act, the installation of voting assistance offices, and some of the other elements that we’ve wanted to change for awhile, and instructions can be changed.

MS. COLLINS:
I’m going to suggest as the master of ceremonies that we take a break now for lunch, talk about these ideas over lunch and then come back with a plan to move forward.

This is not the only thing that we’ve scoped out for the UOCAVA group.  I think there was a hope to maybe put a ribbon on this and then move on to the task that we know we do have facing us.

So if we could be back sharply at 12:30.  Lunch is as yesterday.  You go through the line and then you head to the back of the cafeteria where there is space set aside for us.  Thank you.

              (Lunch Break)


COMMISSIONER DAVIDSON:
Looks like we’ve got three fourths of us anyway.  Brian, I’ll turn it over to you.


MR. HANCOCK:
Thank you, Commissioner.


This afternoon I wanted to give the TGDC an update on some of the EACs recent UOCAVA document work, a status and an update actually.


The first document, I’m going to go through this very quickly, we’ve talked about it before.  It’s a Board of Advisors meeting, it’s a Standards Board meeting and the document has been out on the EAC website for quite some time but it is still worth noting.  We’re calling it our UOCAVA White Paper.  There is nothing new.  There is no new research in this document.

What it does, we think it provides a good framework to assist federal and state policymakers, state and local election officials, particularly new election officials, and the TGDC and others in making decision about the use of electronic technology for voting or creating standards for testing voting systems.

What it does is it goes through the Uniform and Overseas Citizen Absentee Voting Act and other federal laws related to the Act in general, and then again it begins with a summary of all those laws.  It provides functional level descriptions of what we thought were five processes directly associated with UOCAVA voting.

And they’re up there.  Prepare and submit voter registration application or absentee ballot request, prepare and process voter registration application or absentee ballot request, prepare and deliver the absentee ballots, have the voter receive, mark, and return the absentee ballot, and finally have election officials receive and process those absentee ballots.

Before I go on I really should thank several people for this document and I don’t believe they’ve been thanked publicly before.

Carol Petat was the chief author of this document but I’d be very remiss if I didn’t thank Helen Purcell, Russ Ragsdale, a former TGDC member, as well as Ann McGehan.  They were very instrumental in getting feedback on how the current process works.  So thank you all very, very much.

I think the real importance of this document cutting through all of this is the fact that it’s the first time ever that all these processes have been flow charted so it’s very easy to see how they all work, particularly for new election officials that are not familiar with this or the intricacies of the UOCAVA process.

And here’s an example.  I know it’s very difficult to see on the slide but this is the process for receiving, marking, or returning the voted ballot from the voter.

And as you see here, it’s very intricately detailed and it really helps election officials I think work their process and timelines and things like that.  I haven’t seen anything like this before and again it just takes the current process.  It sort of outlines it in a fairly easy to understand fashion if that is possible, I think in this area.

Again, the development and process diagrams I think are really helpful for understanding how a particular technology affects local election officials work flow and the implications on their workload and for some, particularly folks like Helen that have all those absentee voters and some that have a lot of VOCAVA voters, it speaks directly to workload and how you manage that workload.

A local election official could make a level of effort estimate for the process, steps involved with their current technology, and then you could also look forward to see how it might change with the introduction of electronic technology or remote voting.

Again, this document is located currently on the EACs website right there.  It’s been up for several months and I would like some feedback on that from any of you that feel it is useful.

But again, no new research here, simply a good flow charting of the current process and sort of where the nexuses are with the old technology versus perhaps a potential new technology.  So that’s what this document is all about.

The document that I think we are all really excited about and that we really think is a seminal research project, and I don’t use that terms widely, is our survey of Internet Voting and Associated Risks.  We call it (Unintelligible) R for short.

This document, I really also need to point out a few folks that were really responsible for this.  Joshua Franklin who is in the back here is really the primary author of this document.  Josh has received a ton of help from James Long and Jessica Meyers on our staff.  Jeff is not here.  James is in the back of room.

And also from federal, state, and local election officials, not only in the United States but around the world quite frankly because this document as you see, once it’s published is going to look at more then 30 projects that were surveyed.

It’s going to talk about the risk assessments, where we were able to find those in Internet voting projects, and you just see what we found were six risk assessments that were located at the time that I was doing this particular slide.  We’re still perhaps looking to get a few more of those.

It talks about what standards were used in other nations, what standards if any were used by other nations as they put forward these Internet voting systems.

It analyzes and draws conclusions from the data now awaiting review from various nations for accuracy.  We’ve collected the data.  Right now it has been out.  We’re looking to make sure that the data that we received and put in the document is correct. 

Once we have that we’ll do another internal review and then hopefully have the document published some time in the August/September timeframe, I’m hoping.

There are lots of I think useful charts and graphs in this document about the various system studies.  You see here’s an example of one that talks about the various authentication mechanisms that are used, one factor, two factors, or instances where we were not able to find data on that.

What it does is a very good job of comparing Internet voting done by various nations.  In this instance we’re comparing Estonia and Finland.  It talks in each case about who the national sponsor was.  In Estonia it was the National Election Commission, in Finland, the Ministry of Justice.

What type of election the Internet voting system was it used for, here you see in Finland it was municipal as opposed to Estonian election for European parliament and local election, the dates of the election.

What the target population was, in Estonia it was every voter in Estonia.  In Finland it was more targeted to registered voters, three particular jurisdictions and I will not try to pronounce those jurisdictions.

The channel, the technology provider which is very interesting.  As you see for Finland, Sitel was one of the providers.  Channel Protection, Two way (Unintelligible) Authentication for Estonia.  For Finland it was a VPN process.

Number of participating voters, for some nations we have a table that lists all of those, Finland as you see.  We’re still awaiting the information for some nations.

And finally as I noted before, the authentication.  For Estonia you see it’s a two factor, pin and the national ID card.  For Finland one factor, approved by DENIVA, a photographic ID presented to election officials.

MALE SPEAKER:     Just had a question.  Can you go back there a second?  Did you also capture where this was, whether it was in a polling place or whether it was at home or in a --

MR. HANCOCK:
Yes, that information is in the document.  If you look at channel remote voting, uncontrolled PC for Estonia, controlled environment --

MALE SPEAKER:     The channel includes the place--

MR. FRANKLIN:     (Off microphone, unintelligible).

MR. HANCOCK:
Thanks, Josh.  Again, we’re talking about level of risk for most in the day-to-day to some level and that was something that Josh looked at here because we knew it would important, particularly to this group.

Here is an example of what we found for Estonia.  Level of risk assumed and this is their language not ours, the e-voting conceptions of security analysis and measurement document, which was their document, contains a security analysis and a list of protection measures against major risk.

A list of specific risks accepted by the Estonian National Electoral Committee is summarized below and here we have a bulleted list.

Need to spend resources on organizational and technical security, need to trust voters computer and public network, need to trust central system computers, the impossibility to support all voters, concentration of risk and the possibility of negative media reports, and finally the risk deriving from formalization of the process.

And so again we found this for a few nations but Josh, I’m not stretching it to say but we didn’t find many, correct?

MR. FRANKLIN:     (Off microphone, (unintelligible).

COMMISSIONER DAVIDSON:
Brian, you might repeat his answers so it’s over the mic.

MR. HANCOCK:
Certainly.  Actually Josh, why don’t you come up here in case we have more specific questions.

MR. FRANKLIN:     We did not find documents that basically summarized the level of risk that often as it is here in Estonia.

MR. HANCOCK:
And even this is not particularly formalized, right?

MR. FRANKLIN:     No, but after some nations or projects we found things like risk registers.  We did find like what you said earlier about six or seven risk assessments and we are awaiting more from various countries.

MR. HANCOCK:
And not only will the paper that we’re talking about be published but all of the associated documentation that isn’t proprietary will also be published when we put this stuff out.  It’s quite an extensive collection at this point.

Talking about turnout again, Estonia, one of the few nations in fact that have done Internet elections over several years, and you see right there talks about the year, the type of election, the turnout as raw numbers, and then turnout as a percentage of their registered voters.  So that is interesting in the comparison when you look at other nations as well.

Here we talked a little bit about the Estonian ID card.  Here’s a picture of it.  Each registered voter in Estonia has one of these, actually each person in Estonia has one of these and they’re use as their means of identification when voting on the Internet system.

MALE SPEAKER:     A comment on that.  Notice it’s a Smart card so it has electronics in the card.

MR. HANCOCK:
Right.

MALE SPEAKER:     Is that similar to a CAT card?

MR. HANCOCK:
I think so, yeah.

Again, for quite a number of these systems that we show, the system architecture at least at a high level, to give everyone sort of an idea of how the system is conceptually functioned and so that’s something also that hasn’t been done before.

The conclusions, we’re still working on those and are sort of the last part of the document but these are sort of high level conclusions in general that we’ve run across.

One, obtaining access, very important to the information to complete this report, was extremely difficult and this document has been worked on by Josh and others on our staff for probably a year now, Josh, at least?

MR. FRANKLIN:     Since the snow apocalypse.

(LAUGHTER)


MR. HANCOCK:
Okay.  So well over a year at this point, and I can vouch for the fact that it was very difficult to get this information from nations across the world.

Some of them were very willing quite frankly to share the information, others were much less then willing and I would suggest it was more like pulling teeth then anything else.  But again Josh did a great job there.


What we find is there’s not a dedicated form or organization for communicating the experiences or sharing this information anywhere in the world with new or interested parties.


Suggestion is that forums such as this would facilitate the building of a more standardized body of knowledge that could be useful for not only this group but election officials and others in the United States as well as all over the world quite frankly.


Again, that could include test plans, test reports, the general experiences from the Internet voting projects, critiques, all of that could be put into such a forum if there was one.


And finally probably not surprising to anyone on this body but the sustained usage of Internet systems was extremely limited.

As you see, Estonia was one of the few nations that did more then a single project or a single year’s project.  In fact here’s a chart of what Josh found in systems used per year worldwide, right, we’re not talking about the United States but this is across the world.

Starting from 2000 and going all the way up currently to 2011, most Internet voting experiments were in 2010 where there were ten worldwide, six in 2011, and we’ll see what happens going forward.

So that’s it.  Again we hope to get this document out very shortly.  I think again it’s something that has not been done before.

It’s very interesting in a comparative way and from a look at what nations have done as far as looking at the risks, something that we’ve been talking about here, not that a lot of them have taken serious risk assessment into account but there have been some.  Thank you.

COMMISSIONER DAVIDSON:
Any questions for Brian?  David.

MR. WAGNER:
I think this is going to be a great resource so thank you for putting it together.  I’m looking forward to seeing what you come up with.

MR. HANCOCK:
Absolutely, David.  And again, thanks to the staff.  They did all the work.

MR. WAGNER:
I have a very specific question.  When talking about authentication, I mean it can be very useful to see what kind of voter authentication has been used.  I’m wondering in the cases where like a pin was used on something like that, whether you’re likely to be able to capture any information about how it was delivered to voters.

MR. HANCOCK:
I’ll have Josh answer that but I think that information will be available.

MR. FRANKLIN:     We didn’t capture a quantifiable really piece of data on that because it’s not a very quantifiable thing but we did try and discuss the distribution of all of the election credentials but that’s only in (unintelligible), that’s not really laid out in any other format.

COMMISSIONER DAVIDSON:
Other questions for either one of them?  Yes, Phil.

MR. JENKINS:
This is Phil Jenkins.  Recently I saw the Convention on the Rights with People with Disabilities, UN Convention was passed in 2000 and something, and it’s been ratified by hundreds of countries around the world.

I believe it does have some comments in there about their right to vote, a person with disabilities, and so I was wondering if there’s an accessibility data in the report that that group could use to understand the status of where things are at.

MR. HANCOCK:
Well, Josh, you can come up, but I don’t believe there’s a lot of accessibility data and I think that’s one of the things that we talked about before, impossibility to support all voters.  For example, I think that was one of the things that Estonia was talking about, correct?

MR. FRANKLIN:     Most definitely.  To be honest I was initially looking for security related standards but I did find a number of accessibility standards or mentioned accessibility type standards.

I did collate those into a single list and actually the paper I can easily give to anyone because I figured someone would want them.  It’s just another piece of information that was easy to collect.

We do talk about accessibility standards a little bit in the conclusion but security was the sole, well, not the sole but the main focus, the primary focus.

COMMISSIONER DAVIDSON:
Any other questions?  Doug.

MR. JONES:
I’d just like to thank you again as Dave Wagner did.  This sounds like an extraordinarily valuable work and I look forward to seeing it.

And these remarks about accessibility suggest that indeed it should be the beginning of a continuing process.  I hope that other nations are willing to contribute some of the effort involved but it really is something that we should view as launching the ball and hoping that the ball continues to bounce.

MR. HANCOCK:
Agreed, thank you, Doug.

COMMISSIONER DAVIDSON:
Helen.

MS. PURCELL:
Helen Purcell.  And I think that this shows us how invaluable the EAC and their work is to the rest of local election officials.

MR. HANCOCK:
Thank you, Helen.

COMMISSIONER DAVIDSON:
Okay, thank you very much, Brian.  We saved a few minutes, ten minutes.

MS. COLLINS:
Thank you very much.  Now we’re going to turn to a presentation that came out of actually the UOCAVA Working Group.  I’d like to invite Helen Purcell to come up and welcome a discussion of UOCAVA experiences.  Thanks.

MS. PURCELL:
Thank you, Belinda.

I am going to turn the project that has been her responsibility over to Tammy Patrick who is Maricopa County’s Federal Compliance Officer and one of the many assets that I have in my office.  She is one of our stars.  So Tammy, I’ll turn it over to you.

MS. PATRICK:
Gee, thank you.  It’s an honor to be here today and share with you some of the work that we have done in the past couple of years compiling data on our UOCAVA voters, the ways that they vote, who these voters are, and some of the voting trends that we’ve experienced out in Arizona.

The UOCAVA Working Group distributed an overall current vote by mail assessment of some of the threats, a couple of months ago, back in February, and it was a general draft to start discussing some of the areas of potential vulnerability for a UOCAVA voter.

We already had in our archives some data which really speaks to two very specific categories that had been circulated.  One of those categories was the denial of service, or misdirection, or diversion, and then also authentication and I’ll talk a little bit more about that in a minute.

But as background, it’s very important to know that Arizona has allowed for the delivery and also the return of ballots electronically since the 2008 election cycle and it’s a very important part of this presentation.

The presentation itself is comprised of a number of different sections.  Some of it speaks to the 2008 election, some of it is a broader scope.  So it’s kind of pulling that all in together.

And when we started the electronic delivery and return back in 2008, as you’ll see as we go through the data, the way that we were collecting our information has changed over some of the election and that will kind of inform the discussion I think as well.

So the first category that seemed to be particularly important here is the denial of service, or misdirection, or diversion and in the document it’s really discussed in terms of an accidental or a malicious failure of the voter receiving their ballot, either due to inherent qualities of the delivery system, or perhaps the voter didn’t provide accurate, sufficient timely information, but then also the delivery system competing for resources.

In the past we’ve heard Director Carey talk about the beans, bullets, bandages, and ballot quandary that sometimes the military experiences on what do you send out to the soldiers, what takes priority.

Additionally an authentication in the document that’s usually in reference for an election official on a local level in returning the signature verification of those return ballot materials and it’s kind of twofold issue.  One is where you have a lack of a signature or the instance when a signature does not match.

So the other thing I wanted to start off with is making sure that in some instances this is not really a discussion or a very comprehensive analysis of the impact of the MOVE Act.  The reason is that the State of Arizona did not reduce our coverage period for the FPCA as MOVE allowed until this most recent legislative session.

So as a result our UOCAVA voters had submitted there FPCA up to four years prior so they were still on our rolls and we feel that moving forward it will allow us to more effectively communicate with those voters and I think that’s what the data is going to show here.

I should also do a very brief caveat here that this is a very long presentation and we can very easily get down in the weeds but I’d like to kind of give a general overview because it gets kind of dense.

So with that said I wanted to take a look at some of the UOCAVA voting behaviors in our county from 2004 to 2010, paying specific attention to the review of the ballots that came back and the dispositions.

So what kind of issues did we have perhaps with some of them, what was the most prevalent, and then review of the ballots that were not returned at all, all trying to identify who was the UOCAVA voter who is most at risk.

We talk a lot about the security risks and channel risks but what type of voter is it, is it the military voter?  Are they voting in FLAB, are they voting in standard ballot?  Did they fail to find the ballot?  Did they return it too late?  How long ago did they fill out the FPCA?

Are their party affiliation trends here, and a lot of times people get very nervous when you start talking about party affiliations but it seems that there are a lot of assumptions that can sometimes be made about who UOCAVA voters are, who registered to vote online.

And I think it’s important to look at that and see whether or not some of those urban myths are in fact true.  How old are these voters and where do they actually exist in the world.

So with that said I wanted to take a quick look at UOCAVA by the total numbers.  So what you see on this chart is the general elections from 2004 to 2010, and I’m going to break it out in a couple of other slides, but just to give a brief overview, the dark columns are what was sent out, the corresponding lighter column next to it is what we saw as the return rate. 


So you see in 2004 we had 65 percent return their ballots.  Even with our electronic return in 2008 it only improved by one percent, but that was the first time we offered that to our voters.


You can look at 2006 to 2010, it was six percent increase so we’ll take a look and see what exactly impacted that.


And it got kind of funky down there on the bottom, sorry about that.  This takes a look at the different types of voters we have, whether they’re domestic military, overseas military, overseas citizens, overseas employees, and electronic.


At the very beginning, at the onset I said that there was some distinction in how we were gathering data and notating it in our system and this is the perfect example.

In the 2006 general election cycle both our overseas citizens and overseas employee groups which are permanent versus temporary overseas voters, were grouped into one single figure and so that’s why they’re missing.


Additionally in 2008 we didn’t designate if a voter was voting electronic ballot that had been sent to them and returned by them.

So we started doing that in 2010 but instead of tracking that as a type of ballot method or a medium that the voter was using, such as a standard or an FLAB it was entered into the system as more of a voter type.  So moving forward to next year we are going to be changing that so we’ll be able to know of the four UOCAVA categories, who was actually using our electronic mechanism.


So just to break it out into the presidential cycle, we can take a look at it here, and some of our UOCAVA voters actually participated at a higher rate in 2004, our domestic military and our overseas employees, while the other two groups participated at a higher rate in the presidential election in 2008.


Now it could very well be that many of our domestic military voters from 2004 were deployed in 2008 and are actually the same voters.


If we look at the midterm cycle, it kind of does the same sort of comparison and again this is where we see that big spike in the overseas citizens because our temporary and permanent voters were all combined into one category.


What I did there is I took a look at culminating all of that information, all of those different categories, what were the return rates for those different voting categories.


And what struck me here is that we had the highest rate of return by the voters who chose to use an electronic method.  What also struck me is that if we look at strictly military voters versus civilian voters, it does appear that military voters tend to be more at risk.  They return their ballots at a lower rate.


If we look at the percentages of the ballots, it’s interesting in this particular comparison to me to see the high rate of return that we do see in the electronic ballots, particularly in 2010.  And again, in some of these there’s a lot going on so I break it out in some sequent slide.


So in 2010 we had a particularly low rate of return for all of our early ballots in Maricopa County.  We usually have around 90 to 93 percent return rate and we only saw an average rate of return for all voters was 77 percent.

So I really started digging in to try and figure out why that was and who these voters were.  And our UOCAVA voters had return rate of 28 percent which was well below that return rate of the 77.


For a voter who chose to get their ballot faxed to them and faxed back, we had the highest rate of return which was 80 percent.  Now it was just a handful of voters but I thought that was kind of interesting.


If you look at the other categories it was very, very low.  Overseas citizens 26, employees, 12, but again the voter who chose to receive and return their ballot through an electronic mechanism was much, much higher at 68 percent.


So when we look back at the last general election in 2008, even though we’re comparing presidential to midterm, our UOCAVA voters returned their ballots 64 percent of the time and our average early voters were 92 percent so there’s still a pretty big span there.


And then in this last election it was 28 to 77 percent but again for those who chose the electronic return it narrowed that gap considerably.

And this breaks out the return rates.  I’m a very visual person so there’s lots and lots of pictures.  It’s a virtual Candyland of charts and graphs.

What I wanted to do then is take a look at the ballots that came returned and try and figure out if there were any trends or analysis there.  And this is one of our UOCAVA voters who is serving in the military in Korea as a doctor.

In 2008 we had 53 percent of our military voters who chose to vote a standard ballot, 45 percent of the ballots that came back were civilian voters overseas who chose a standard ballot, and we had minimal use of the FLAB in our county.

The FLAB completely disappeared in 2010.  We had no voters utilize it as their final means of casting of ballot.  So we had some voter who returned the FLAB but then when they found out that they could receive and return their ballot electronically, they were able to cast an entire full voted ballot rather then just the federal write-in.

And voters demonstrated their support of the system by 38 percent of them choosing to utilize that system but we do find that the majority of our voters are still using a standard ballot at this time so we have the standard ballot.

Now I wanted to take a look at the disposition of the ballots coming back and the effectiveness of UOCAVA voters in the ballots they returned to us.

So in 2008 if we look at all of the ballots that we had, and I should preface this by saying in Maricopa County we have an increasingly high level of percentage of voters who vote by mail, it’s more then 50 percent, getting close to 60 percent, and of all the ballots that came back to us in the 2008 election, 99.3 percent of them were counted.  There were no issues with them.

We had of the total population, .2 percent were late.  The same amount had no signature whatsoever, and a slightly higher number had a bad signature.  And when we compare that to our UOCAVA voters, 98 percent of the UOCAVA ballots that came back in 2008 were counted, there was no issue with them.

But 1.5 percent, although it was only 80 ballots, were received late and while 1.8 percent doesn’t sound like that much, when you compare it to the general population, it’s dramatically higher so we see that as being an interesting distinction, that although the numbers are small it’s still a dramatic variance from the standard population.

When we take a look at 2010, obviously there’s another shift here and the UOCAVA dropped off to only 97 percent that were returned were counted because we had an increase in those that were returned late. 

So I thought wasn’t that odd, but when I looked at it there were none of them that were voted who had requested a ballot electronically.  So every single voter who requested electronically had it returned in time.  There were none that were delayed.  They were all the standard ballot.  And this just kind of breaks down where those voters were.

I also think it’s interesting that many times the domestic military is one of the highest categories and that can of course be because the information we have is that they’re here stationed somewhere stateside, but they’ve since then deployed.

In 2010 the ballots that we received without a signature, there was a total number of 11 voters that were UOCAVA voters who returned the ballot without a signature and one of those was an individual who had requested it electronically, but again the largest distinction group of the group here were domestic military voters who had returned their ballots without a signature on it.

So what we see here is that the largest disposition failure rates are for those voters who returned their ballots late.

And I don’t mean to say that anything I’m going to demonstrate is earth shattering.  It might be what we’ve all maybe assumed but this kind of shows that some of the numbers definitely point to what we maybe surmised.

More importantly I wanted to know why we weren’t getting some ballots back and if there were any trends.  When we send out those large portions of ballots that are not returned, where did they go, who were these voters?  Is there anything that ties these voters together?

In 2008 when we looked at again the voters that did not return the ballot, it was not returned, voted, or undeliverable by the post office, it’s that domestic military section that seems to be the largest portion of our population and that held true in 2010 with the distinction that we did have a number of the overseas citizens that didn’t return theirs either.

And what is interesting there is that the overseas citizens of course because they’re permanently overseas and have not said when they’re coming back are federal only ballots in Arizona so it’s quite possible that they chose not to participate for that reason.  We do usually see an increase in not return rates for that specific population in those elections.

When you compare it all together to kind of look at them side by side you see that the number of ballots that were not returned was slightly higher in 2010 than in 2008 which is what you would kind of expect.

But it seems that the disparity between each of the groups is kind of interesting in how some of the gaps are quite small and some of them are considerably larger, and that’s why I think we see that kind of anomaly of the overseas citizen.

When we look at the percentages that are not returned, the former slide was the volume, and these are the actual percentage of what was sent out to see some similar distinctions there.

So for the ones that we sent out, I then was curious about the FPCA and how long it had been since they’ve submitted their applications to become a qualified voter under UOCAVA.  So this next query looks at the voters on the file as of the date of the analysis.

So I usually do this analysis when things have settled down finally in January of the following year so there can be some falloff of the voters off the file but the general snapshot is still pretty accurate.

And what I looked at was the date of the voter’s request to become an accredited voter and then any history of their voting after that request was put into the system and then the status of their ballot for the election in their voter history.  So did they vote an effective ballot, was it returned undeliverable, that sort of thing.

So the graphs are going to reflect the percentages of ballots for all the elections in which they were eligible by the year, and again there can be some slight anomalies because of the voters who are no longer actually on the voter file.

So what this graph here shows is in 2008 which is in blue, and the 2010 election in red, and for all of the ballots that we received back at our office that were returned as undeliverable, looking back to see how many years it has been since they had submitted their FPCA request.

So the highest number of those that came back were the first year, then it goes to the second, the third, and the fourth year.  And these are for voters who cast effective ballots.  So their ballot came back to us but it was effective, we counted it, and there were no issues with it.

When we look at the ones that were returned as undeliverable -- sometimes I get these charts and I look at them and I think what is that all about.  And this was one of them.

So for all of the ballots that are returned as undeliverable in the 2010 election and the 2008 election, it was straight across in 2008, three percent of the ballots, and pretty much one percent of the ballots in 2010 regardless of when the FPCA was submitted to us.  It was almost as though a flat percentage is undeliverable but that that percentage somehow varies depending on the type of election it is.

And the only answer I could come up with as a possibility for that is that perhaps there’s an increase awareness and emphasis by the post office in ballot delivery in a presidential year.

I don’t if that’s the case or not but there certainly is a distinction from midterm to presidential year in the volume of ballots of the percentage of total ballot sent that are returned as undeliverable.

The ones that we send out that we never get back definitely have a proportionate affect on when the voter requested to become a UOCAVA voter.  So as the time transpired for their original request, their ability to cast an effective ballot is impacted and that’s something that I think the MOVE Act has addressed.

So we definitely believe that there will be a distinction in this for next year’s selection because now our state law reflects that as well.

And then we talk about the voter to go to the polls and the military UOCAVA voter in Maricopa County who end at the polling place casting a ballot, again seems to be somewhat directed and linked to when they became a UOCAVA voter.

So it looks like the ability for the voter to cast an effective ballot as a UOCAVA voter is pretty substantial up until about a year after the FPCA so we feel that the implementation of the MOVE Act will certainly help to alleviate that.

Then I wanted to look at those ballots that we mailed out that did not return, and the party affiliation, and again I think that there are a lot of assumptions that get made sometimes about certain voting populations, whether we’re talking about UOCAVA voters or whatever the individual group may be.

So we took a look in 2008 and what we found is that the pieces of the pie are fairly evenly distributed.  In 2008 it was a little bit heavier, Republican non-return rate than Democrat, and our unaffiliated voters were pretty equal with the voters who are registered as Republican.

And that changed somewhat in 2010 where there was a little bit more of shift, four percent more democrats did not return their ballot and actually now the unaffiliated vote eclipsed the Republican Party.

So when you add them all up together it’s actually the unaffiliated voters who are the ones who are the most likely to either not return their ballot, not receive their ballot, that we’re not getting the ballot back from them, so they’re the unaffiliated voters.

Now I’m also always curious, sometimes intellectual curiosity is a bad thing, to find out how old these voters were and what we found when we looked at them by the decade in which they were born, all of our voters who had not received their ballot or not returned their ballot, the majority of them were born in the 1980s.

And when we further divided up that decade we found that the largest portion of those voters, were military voters, domestic military voters, so young soldiers who did not return their ballot or did not receive their ballot, so born in the ‘80s.

For the ballots that we received back as undeliverable, and these are a couple of snapshots of a voter registration department that were working the ballots that had been returned for NVRA compliance, I wanted to take a look at those voters and see if I could figure out what was the deal with them.

So what we’re looking at next, of all the returned undeliverable ballots for each category, and we’ll go through each one of them because they are very different in what the impact is, I looked at 2008 and 2006.

So I have a voter in front of me, I’ve got their ballot back, did this voter vote in the 2008 election or the 2006 election, did we send it to them and we never got anything back.  One of those that goes into the (unintelligible), was this voter not on the file, not a UOCAVA voter.

And what we found was the domestic military ballots which were returned as undeliverable in 2010, that the previous election in 2008, they had an equal number of people who voted an effective ballot as they did who we sent the ballot out and we never got it back.  But most of them were not UOCAVA voters in the 2006 election.  When you compare that to our overseas military voters, a dramatically different story here.

And the other thing to keep in mind is that in some instances because we only received back that one percent of ballots, it’s a very small number.

So 2010, the overseas military voters that we received their ballot back as undeliverable, 92 percent of them cast an effective ballot in 2008 and the remaining eight percent were not UOCAVA voters then, and 100 percent of them were not UOCAVA voters in 2006.

And this is dramatically different again from our overseas citizens.  The overseas citizens, every ballot that we received back as undeliverable in 2010, that voter cast an effective ballot without any issues in 2008 and none of those voters were UOCAVA voters in 2006.

As opposed to our overseas employees who all of the ones we received back as undeliverable, they voted in 2008, they voted in 2006, and they voted effective ballots.

So what this kind of speaks to is the domestic mailing addresses are really part of the problem I think with getting the ballots to the voter so that they return them to us, and whether it’s a question of deployment or moving from one base to the next, that really seems to be one of the issues.

One of the questions that we looked at earlier this year and Director Carey referenced, trying to figure out where some of the UOCAVA voters are globally.  We did a global distribution summary and these I’m going to skim through pretty quickly while I just continue to talk.

We looked at all of our non-military UOCAVA voters because when we’re talking about the military voter it will be easier I think to have a concentrated population that you can assist in casting a ballot but when it comes to the remaining population of our UOCAVA voters, they’re dispersed for our county over 171 countries.

As I think everyone in the United States knows, Arizona is a border state, however we have more of our voters who are UOCAVA voters voting in Canada then we do who are voting in Mexico, which I think was quite surprising to some.

We also saw that most of our countries where we’re sending ballots, it’s a dozen, two dozen, very limited numbers, but these ballots are going all over the world and I think that’s very important when we’re talking about servicing UNOCAVA voters because we have to understand, how am I going to service voters when I have one voter in a country as opposed to 200 people in a large country like Canada.  So the voters are really widely distributed.

I also took a look at this same population of non-military voters and the majority of them, 61 percent, and this was done just a couple of months ago, are overseas citizens versus overseas employees, they’re temporary but when you look at that in the countries where we have more then 100 voters, there was even more subtly there.

In Canada it’s pretty much an 80/20 split, United Kingdom, 35/65, Germany again almost 70/30.  But then we get to China which has the most temporary UOCAVA voters, more for our country than any other country in the world and the majority of them are there temporarily which kind of makes sense.  They are more then likely there for work for a limited basis.

Then we kind of fall back into the standard kind of paradigm here where it’s split up pretty much to the one.

So they’ve kind of identified who this UOCAVA voter is at risk and knowing the challenges of communicating with those voters who are accessing our online systems, our online services.

So what we did is that for Maricopa County, all of our UOCAVA e-mails, we call it our Mylo system, go to a single e-mail address whether it’s directly from the voter as well as inquiries made via the Secretary of State’s website or our internal website.

So what I did is I received all of the e-mail that we received in 2008.  I exported it into Excel and I sorted it, categorized it.

And standing in NIST talking about my methodology is of course not in any way daunting.

(LAUGHTER)


So we were just kind of looking at this trying to get a general idea of who these people are and how we can best serve them.


So some e-mails were really difficult to allocate because the voter didn’t select one of the options saying I am checking on voter registration, I’m checking on how to get a ballot.  They just provided their name.


So this summary is really presented just as a general snapshot of who are the UOCAVA voters using our online information and online system.

I did a summary of where they were in the world by continent and 48 percent of them are in North America and 27 percent are providing us with a military address of some sort for providing them information.

So this kind of addresses both our military and our domestic mailing issues because that’s exactly who is accessing our information on line.

I then looked at how old these voters were and this is strictly from our Secretary of State’s auditing data that polled and they are again the voter who was born in 1980 who are accessing the information online, which takes care of the issues that we saw with our younger voters.

And I don’t mean to imply that it takes care of every issue but it certainly provides us with an avenue to hopefully reach out to at least a portion of them.

Many of the voters when we asked them are you requesting to register to vote, 36 percent of them were.  And I then took a look at our calendar because in elections we love our election calendar.  In the days leading up to the election and we had 29 voters use the service online after our standard deadline.

So they were registering using the FPCA to provide us with their information so that they could still participate and that allows us to get that FPCA in a timely manner and get them their materials.

But the majority of them were using it to request an early ballot, almost 90 percent, and many of them used it, 66 voters used it to request it after our standard deadline.

Of course after the deadline we had no ability to send them a paper ballot so they chose to vote electronically and return ballot to us via the Secretary of State’s portal or through e-mail.  so they were using the electronic end, they were able to return it in time.

So the one last piece of this that we weren’t able to address was who was using the online system and whether or not the voter was unaffiliated or had party affiliation, but what it certainly didn’t demonstrate from everything that we could look at it was one partisan effort over another that was using that.

So we feel that because it didn’t demonstrate a bias one way or the other that the unaffiliated was served as well as everyone else.

So in conclusion, the existing vote by mail system has an inherent list which impacts all of our UOCAVA voters but in Maricopa County we tried to isolate particular voter characteristics which could potentially be vulnerable and in that way looking to see if we could provide online access of information and services to hopefully mitigate the impact of those (unintelligible).

One of the things that we’ve taken from all this is that we’re undergoing some enhancements to our online system and online data collection which I mentioned before, making sure that we’re tracking who is using the electronic return and reception and that sort of things.

And we set our expectations very high for next year’s voter participation and I think that will be the first time we can really see the impact of the MOVE act and the impact of providing the services to that population.

COMMISSIONER DAVIDSON:
I think this has been excellent and I thank you very much for the presentation.  You have collected an enormous amount of information so it’s going to be interesting to hear some of the questions you’re going to get.  So I’ll open it up.  Questions?  She went through this really fast and she did quite well.  I can’t believe it.

MS. PATRICK:
Eight-six slides.

(LAUGHTER)

COMMISSIONER DAVIDSON:
There was a lot of material here.

MS. PATRICK:
It is and I apologize.  We have a lot of this information out on our website so I wanted to kind of compile it.  I’d be happy to answer any questions.

COMMISSIONER DAVIDSON:
She did that in 35 minutes.  Questions?  Donald.

MALE SPEAKER:
Could you describe your ballot return?  Is it an upload of the ballot?  It might be helpful to conceptualize how you set it up in Arizona.

MS. PATRICK:
The Secretary of State has a secure portal that the voter receives a password and is then an authorized user of the portal and they are able to upload a voted PDF that they’ve printed out, marked, scanned, and they upload that information along with their time affidavit.

It’s uploaded into the portal which is then automatically directed to the individual county, and then we have only a specific staff which have the ability to access that information.  They print it out and that ballot is then duplicated so that it can go through our tabulations system.

COMMISSIONER DAVIDSON:
Upfront Tammy, does a portal collect all this information, you know, like where they’re from and everything like that or does a voter give you that information?

MS. PATRICK:
If I remember correctly and I apologize, that part of the presentation I did in 2009, but my recollection of it is that the voter provides their information and/or their voter ID and then we use that to interface with the system as well.

So in many cases the analysis was done based on what they provided just in an e-mail.  They went to our website and said I want to vote, what do I do and in some cases when they provided a voter ID in order to do this analysis if it wasn’t included in the e-mail I just keyed it in real quickly and found who they were and their situation.

MS. COLLINS:
I’d like to add my thanks also.  She was worrying about getting through it in the amount of time.  Terrific job, a lot of data.

I gather we already had a break, I missed it.

We are on now to resolutions and I understand that there are two of them floating around.  Andy, who’s planning on presenting these?  Karen, do you just want me to read them?

MR. MASTERSON:     I’ll present the ones I have.  I don’t know if anyone has anymore.

MS. COLLINS:
We know of two and obviously if there are more -- so Matt, are you going to read these or do you want me to read it?

MR. MASTERSON:     No, I’m happy to speak to it and then I think I can read it.

The idea here, this is the resolution dealing with the next steps in acceptance of the high level guidelines.

So the first part, the TGDC moves to adopt the “Voluntary aspirational high level goals to promote electronic voting systems”.  So that’s the new title of the document.  I don’t know if anyone has discussion on that.  It’s long.

Prior to submission of the goals to the EAC, the TGDC should instruct the UOCAVA Working Group to revise the document to include the following amendment, and this is what David spoke on, “The audit system shall provide the ability to compare records and verify the correct operation of the UOCAVA voting system and the accuracy of the result to prove that all counted votes are authenticate and that all authenticate votes have been counted as cast” as well as any clerical changes that may be necessary.

So I’m open to discussion on that as written.

COMMISSIONER DAVIDSON:
Donald, I see you reaching.

MR. PALMER:
Don Palmer, Virginia.  Matt, do you think we need the word aspirational in the headline?  I feel like I’ve got asthma all of sudden.

(LAUGHTER)


MR. MASTERSON:     I mean I’m open to discussion for that.  It may be overkill.  It was layering.  I thought about putting voluntary, aspirational, notional, you know, every other layering just to be careful.

(LAUGHTER)

But perhaps aspirational is too much and I’m certainly open to that.


MR. PALMER:
Well, it’s my perspective, I think we can remove aspirational and it would still have the same impact on a reader.  So that would my suggestion.  Obviously if there’s any other opinion on that.


COMMISSIONER DAVIDSON:
Other comments?


MALE SPEAKER:     I certainly agree with that.


MR. MASTERSON:     Removed without objection from me.


MR. REGENSCHEID:     It hasn’t been moved yet as a point of order, but I do have another clarification I think before you move the resolution which is my understanding of the discussion on the Auditability and Verifiability Guidelines was also that we would -- this is how we were changing item number two in the auditability section and then we were removing item three.  Was that everyone else’s understanding?


MR. MASTERSON:     Yes, that’s a fantastic point so we need to capture that in there.  We’ve broken about nine rules of order here but that’s neither here nor there.


COMMISSIONER DAVIDSON:
Before you discussed it we should have a motion.

MR. MASTERSON:     Yeah, before we even had a motion, but that’s neither here nor there.  We don’t even have bylaws at this point do we?

(LAUGHTER)


So Karen I think the suggestion here is that it would say revise the document to include the following amendment and strike, I don’t how we’d describe it.


MS COLLINS:
Would you want to simply say item two in --


MR. MASTERSON:     I’d like a specific reference.  I know David’s looking or Helen’s looking just so that we’re very clear.


FEMALE SPEAKER:
I think we would strike item 2.3 and then amend item 2.2 as suggested.


MR. MASTERSON:     Yes, perfect.  So the following amendment to item 2.2 -- there you go.


COMMISSIONER DAVIDSON:
Very good.  Phil.


MR. JENKINS:
This is Phil.  I have a question on the term all counted votes and all authentic votes.  Is all significant here?  And do we need to therefore prove that all is all?


MR. MASTERSON:     The word all means a lot to me and is incredibly scary.  I mean I was okay with it given David’s explanation.  I don’t know David, what the significance to the all and all is to you.  I assumed that was extremely important in your motion.


MR. WAGNER:
David Wagner.  Okay, I think there’s two things -- oh, gosh, we’re doing wordsmithing on the fly.


You asked about why are both of those clauses there.  It’s just kind of technical thing about why you have both of those clauses.


One is about that the authentic votes have been counted and the other is non-authentic votes aren’t counted.  That’s why there’s two clauses separated by and. 


As for all, you know, I’m opened to discussion, whatever you think is the best way to describe this.  If you don’t like approve that all, then we could say measure, agree to whether all.  I think that’s really what this is getting at, is about being able to measure.


COMMISSIONER DAVIDSON:
Or are you wondering why it doesn’t say something like to prove that those counted votes -- take out all and say the.


MALE SPEAKER:     Let me say that, so to prove that the counted votes are authentic.


MALE SPEAKER:     You still need to add because -- but as long as we don’t vote on something like to prove that most of the counted votes were authentic.  We don’t want to go there.

(LAUGHTER)


MALE SPEAKER:     Correct.


COMMISSIONER DAVIDSON:
I think everybody realizes that.  Go ahead and remove the all there and put the, is that better?  Phil, does that satisfy --


MR. JENKINS:
Yes, the second all might actually be able to be left there because you want to know that all of the authentic votes are counted as cast.  But to say that all accounted votes led to the discussion about whether it’s most or all.  The counted votes are authentic and that all those authentic ones have been cast.  So I don’t know if we need to delete the second one but if everyone else is okay with the all of the second half, I’m okay.


MALE SPEAKER:     I think it’s good as written there.


COMMISSIONER DAVIDSON:
Then can I have a motion to that?


MALE SPEAKER:     You can.


MR. JONES:
I have a question whether we’re dividing the motion on the wordsmithing from the motion to accept the wordsmith --


MALE SPEAKER:     We are so far past worrying about that because we could just have a motion as written since we didn’t even have an original motion.  I mean we wiffed on that early.


So I guess I move that the following motion be adopted that the TGDC move to adopt a voluntary high level goals for remote electronic voting systems and that prior to submission of the goals to the EAC, the TGDC UOCAVA Working Group provide the document to include the following amendment, Item 2.2, “The audit system shall provide the ability to compare records and verify the correct operation of the UOCAVA voting system and the accuracy of the result to prove that the counted votes are authentic and that the authentic votes have been counted as cast”.  Additionally Item 2.3 would be removed.


COMMISSIONER DAVIDSON:
I would second it.  We have a motion and a second and all those in favor --


MR. JONES:     Well, I would like to discuss.


COMMISSIONER DAVIDSON:
Oh, I thought we had already jumped through that one.  Okay, Doug, go ahead, discuss.


MR. JONES:
Something fell off the bottom and that was the allowance for clerical revisions but I don’t even think that’s sufficient because quite frankly reliability and auditability 4.1 as worded doesn’t make any sense at all to me and I think there’s a way to word it that would make sense.


I believe that 1.2 needs to say something about the relationship between the UOCAVA system and the existing absentee system and it could be done with a few words but it should be done.


I believe that 6.2 also has some difficulty which might be just a matter of one word but I would like to see some permission put to negotiate those kind of changes and it went away.


MALE SPEAKER:     I don’t know the changes just written there that you’re suggesting but from what you’re describing they don’t sound just clerical to me and therefore I don’t think they would have fallen under that provision anyway.


MR. JONES:
Well, I don’t know.  One of them I think might have but the other two I think are more substantial and at least need to be discussed at some point, particularly 4.1 where as written I don’t know what it means.


My proposal for what 4.1 could have been meant to say is that critical failures shall be detectable and the probability of critical failure shall be acceptable, replacing the first sentence of 4.1.

And it took me a long time to try to figure out that that’s what it might mean.

COMMISSIONER DAVIDSON:
Any other comments?

MR. JONES:
This is the central reliability requirement and to have a reliability requirement which doesn’t make any sense is I think dangerous.

MALE SPEAKER:     There’s been so many conference calls and days that we as a working group discussed this.  We missed some of them, made most of them, but is there someone who could lay out the discussion of this point.  It could help us recall what our thought processes were for developing this.

COMMISSIONER DAVIDSON:
David Flater is coming to the mic so I think we’ve got help coming.

MR. FLATER:
This is David Flater and I think I can try to explain the intent of 4.1.

What this is trying to say, I guess we’re looking at the first sentence, it says the probability of any critical failure during an election cycle as well as the compound probability of all critical failures during an election cycle shall not render the UOCAVA voting system unfit for the intended use.

Now I believe one of two things, because we discussed this previously, either the (unintelligible) clause in the middle about the compound probability of all critical failures is redundant or what this is supposed to say is as well as the compound probability of all failures including non-critical ones as well.  I would prefer the second interpretation.

MALE SPEAKER:
I didn’t participate in those conference calls but I was reading it to talk about -- I would add the word any single critical failure.  So is this about an occurrence of a failure that may occur in one instance but not repeated everywhere?  In other words there’s the notion of a one time failure versus something in the system that always fails when you go through that path.

MR. FLATER:
The distinction between any failure versus the compound probability of all failures is -- I’m trying to explain it in different words then what is actually here.

A single failure has a given probability and any given critical failure in and of itself because it’s critical is enough to cause us heartburn.

Now if we look at non-critical failures the situation is different.  Any given non-critical failure in and of itself might not be a show stopper for the election.  Okay, so some funky thing happened with the rendering of a font, that’s a non-critical failure.

It probably doesn’t cast doubt on the election but if we have a whole bunch of those then it can create a problem.  A whole bunch of non-critical failures that individually would not cast doubt about the election may collectively cause a problem and so we talk about the compound probability --

MR. JONES:
Let me help here.  But it uses the term critical both times.  Do you need to --

MR. FLATER:
I agree with Doug that as written it doesn’t make sense.

MR. JONES:
I wonder if saying something like the probability of failure whether single or compound that jeopardizes stability of the election or casts doubt on the credibility of the election shall be acceptable.

The point being that if this is about an acceptable probability and then simply lumping together critical and non-critical failures, if it’s a single or a multiple failure, is the spectrum a failure that’s there, jeopardizes the election.

The probability of that is what we want to be acceptable because that’s really what this is about.  It’s about the probability of failure, not setting what that probability should be, but saying that it should be set by the next level of standard.

COMMISSIONER DAVIDSON:
We’re looking at resolution three here.  Do you want to finish resolution two or are you trying to incorporate them?

MR. JONES:
This is a question of the procedure, if we incorporate all the edits into one resolution and then pass the whole thing as a lump versus separate resolutions.

COMMISSIONER DAVIDSON:
Matt.

MR. MASTERSON:     I mean I guess it’s a point of order, whatever.  Technically I think he’s proposing a motion to revise I guess, to amend the motion as stated.  So we have to deal with his first, you know, but I haven’t even heard an actual proposed amendment yet, just a conversation about it which there should have been a proposed amendment and then a conversation but that’s neither here nor there.

I would think that it’s in our best interest to get all of the changes to the high level guidelines in one resolution so that they are all in one place.

So Doug, what is your motion to amend?

MR. FLATER:     May I suggest something.  This is a suggestion for a motion to amend that Doug could make if he agrees with it and it would be the probability, let me think, the compound -- oh,[darn].

(LAUGHTER)


What I’m trying to get the correct wording for here --


MS. COLLINS:
I have a proposal.


MR. FLATER:
Belinda has a proposal.


MS. COLLINS:
I suggest that since we have a number of proposed wording breaks, that rather then trying to do them on the fly, that we take a ten minute break.  Doug I know has one or two, are there any other wording changes?  But maybe we could have a small drafting committee so that we don’t have to --


MALE SPEAKER:
That’s smart.


MS. COLLINS:
That’s why you invited me to this party.  How about we come back at 3:40 p.m. and it will be on the screen, the proposed wording changes.  Is that okay?  I realize we’ve blown Roberts Rules.


COMMISSIONER DAVIDSON:
It’s fine but just remember be back by 3:40 p.m.






(Short Break)
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