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As risks from Al became more apparent,
many frameworks of principles emerged—

but they remained too high-level for implementers.

i For e 1

PRINCIPLED = ev THemes :
ARTIFICIAL INTELLIGENCE sy fo

A Map of Ethical and Rights-Based Approaches to Principles for Al = Ao EaNMENT
Authors: Jessica Fieid, Nele Achten, Hannah Hiligoss, Adam Nagy, Madhulika Srikumar
Designers (arushisingh.net) and Mg d

HowToerD: ,~ ; R et 4
Document Title 3
Actor

T —

COVERAGE OF THEMES. e pecourtaen,
Vg o
@ b s
e ] \ o ol
@ee ) oo 7 / P
Gty ki e P -
——
The s Preoy

Gonumeot. Srce = oreopies el hemevanes,
Wi 8 them Butrct betiean thamas

P

T Exsiaratity
primey. Tiregaeey

rvacy Gpen Soea s ave igorms
Gorzulovec se of Daa <
Gonsat
Ervacy by Desen
Rcmrandacn for OaaPrctacion Lows
P Focteaton
Righe rsute

abiy
Aocorainy :
Bbonmenditon for New Registins  rcaaress i impect
et Assosrct Represatstn sndrigh Oty Dot
Sl R e focn
Fabiey e Rephcabi ki
A Human Contol o Tec
Gabiey 10 Loge Rasponsty i Conts o Tachnlogs
b i e Human Paview of Autor sted Decision
eyt Aol o Ot ot of Acorned Decisn
R Proossions]Responabilty
Witsasapokle Cotaborsion

Saloty and Sty b i
Socuy Contictson o Lovg T Efbcs
Stiey saRataniry i

rescaiey
Sameay oy Do

BERKMAN Saign
> | 5| ¢ e ceren e sy




The Al RMF offers voluntary guidance
to operationalize principles for Al governance

into concrete targets and actions.

Table 1: Categories and subcategories for the GOVERN function.

Table 3: Categories and subcategories for the

Categories

Subcategories

GOVERN 1:
Policies, processes,
procedures, and
practices across the
organization related
to the mapping,
measuring, and
managing of Al
risks are in place,
transparent, and
implezsented

Table 2:

GOVERN L.1: Legal and regulatory requirements involving Al
are understood, managed, and documented.

GOVERN 1.2: The characteristics of trustworthy Al are inte-
grated into organizational policies, processes, procedures, and
practices.

GOVERN 1.3: Processes, procedures, and practices are in place
to determine the needed level of risk management activities based
on the organization’s risk tolerance.

GOVERN L4: The risk management process and its outcomes are
established throneh trzusparent policies. procedures, and other
ramtals \ - kA ac

Categories and subcategories for the MAP function.

Categories Subcategories
MEASURE 1: MEASURE 1.1: Approaches a
Appropriate risks enumerated during the MAl
methods and metrics  mentation starting with the mosi
are identified and or trustworthiness characteristi
applied. measured are properly documen

MEASURE 1.2: Appropriatenc
of existing controls are regularly
reports of errors and potential i1

MEASURE 1.3: Internal expert
developers for the system and

b

Table 4: Categories and subcategories for 1l

Categories

Subcategories

MAP 1: Context is
established and
understood.

MAP 1.1: Intended purposes. potentially beneficial uses, context-
specific laws, norms and expectations, and prospective settings in
which the Al system will be deployed are understood and docu-
mented. Considerations include: the specific set or types of users
along with their expectations: potential positive and negative im-
pacts of system uses to individuals. communities, organizations,
society, and the planet: assumptions and related limitations about
Al system purposes, uses, and risks across the development or
product Al lifecycle: and related TEVV and system metrics.

MAP 1.2: Interdisciplinary Al actors, competencies, skills, and
capacities for establishing context reflect demographic diversity
and broad domain and user experience expertise, and their par-

Categories Subcategories
MANAGE 1: Al MANAGE LI: A determinat
risks based on system achieves its intended pu
assessments and whether its development or dep

other analytical
output from the
MAP and MEASURE
functions are

MANAGE 1.2: Treatment of ¢
based on impact, likelihood. a
MANAGE 1.3: Responses to th
identified by the MAP functior

prioritized, }

e i umented. Risk response oplio

responded to, and 5 i .
ring. avoiding. or accepting

managed. et L S

MANAGE 1.4: Negative resid
unmitigated risks) to both do
: 18er Ao emranterd

Detailed
Flexible
Systematic

Sensitive to actors
and context



Motivation

Al RMF Overview

Tools for Al RMF Implementation



Managing risk entails

several key challenges.

Risk is hard Ao Risk tolerances
to measure F——NRYE1e

L Risks must be
1 prioritized e ¢ ¢ mustbeintegrated

Risk management



The core precept of the Al RMF is
Al system trustworthiness within a
culture of responsible Al practice and use.




Al system trustworthiness can be defined

in terms of well-understood characteristics.

Secure & Explainable & Privacy- Fair - With Harmful
Safe i
ESTEN Interpretable Enhanced Bias Managed Accountable

&

Transparent
Valid & Reliable




Beyond the system,
a culture of
responsible practice
and use must
pervade activities

across the entire Al
lifecycle.




The Al RMF Core
lays out four
organizational
functions to
facilitate

trustworthy systems
and responsible
practice and use.

Map
Context is
recognized and risks
related to context
are identified

Govern

A culture of risk
management is
cultivated and
present

Manage
Risks are prioritized
and acted upon
based on a
projected impact

Measure

Identified risks
are assessed,
analyzed, or

tracked



The GOVERN function is about

fostering a risk-aware culture.

GOVERN 2: Accountability structures are in place so
that the appropriate teams and individuals are
empowered, responsible, and trained for mapping,
measuring, and managing Al risks.

GOVERN 4: Organizational teams are committed to a e‘ Zo>
culture that considers and communicates Al risk.

GOVERN 5: Processes are in place for robust
engagement with relevant Al actors.



The MAP function establishes the context

in which risks could materialize.

MaP 1: Context is established and understood.

MaAP 3: Al capabilities, targeted usage, goals,
and expected benefits and costs compared
with appropriate benchmarks are understood.

MAP 5: Impacts to individuals, groups,
communities, organizations, and society are
characterized.



The MEASURE function sets up
objective, repeatable, and scalable processes for

test, evaluation, verification, & validation (TEVV).

MEASURE 1: Appropriate methods and metrics are
identified and applied.

MEASURE 2: Al systems are evaluated for
trustworthy characteristics.

MEASURE 3: Mechanisms for tracking identified Al
risks over time are in place.

MEASURE 4: Feedback about efficacy of
measurement is gathered and assessed.



The MANAGE function is how organizations
forestall MAPped and MEASUREd risks,

and respond to them when they materialize.

Prevention measures Response measures

e Data management e Decommissioning mechanisms
e Risk transfer mechanisms (“kill switches”)
(e.g., insurance, e Incident response plans
warranties) e Recourse and feedback
e System modification mechanisms
(e.g., model editing) e Monitoring
e Software quality (bias, performance, security)

assurance e Information sharing
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The RMF is accompanied by a suite of tools in the
Trustworthy and Responsible Al Resource Center

(AIRC).

Crosswalk
Documents

NIST Al RMF Crosswalks are produced by by NIST or other
organizations and are intended to provide a mapping of
concepts and terms between the Al RMF and other

ideli standards and

documents. Organizations are encouraged to submit
rosswalks to NIST at k@nist.gov for potential

posting on this page. The below list includes crosswalks

that have been submitted, reviewed and accepted to date.

NIST AI RMF Playbook

Glossary

NIST is releasing “The Language of Trustworthy Al:
An In-Depth Glossary of Terms” &2. This effort seeks
to promote a shared understanding and improve
communication among individuals and

seeking to i ize trustworthy
and responsible Al through approaches such as the
NIST Al Risk Management Framework (Al RMF). The
Glossary is being released in beta format as a
spreadsheet, as approaches to visualize the
relationships between and among these terms
continues. A final glossary release will be launched
ata later date.

The Playbook provides suggested actions for achieving the outcomes laid out in
the Al Risk Management Framework (Al RMF) Core (Tables 1-4 in Al RMF 1.0).
Suggestions are aligned to each sub-category within the four Al RMF functions

(Govern, Map, Measure, Manage).

The Playbook is neither a checklist nor set of steps to be followed in its entirety.

Playbook suggestions are voluntary. Organizations may utilize this information by
borrowing as many -or as few -suggestions as apply to their industry use case or

interests.

Al Risk Management Framework

Measure

Technical and Policy
Documents

The section provides direct links to
NIST documents related to the AT RMF
(NIST AI-100) and NIST AI Publication
Series, as well as NIST-funded external
resources in the area of Trustworthy
and Responsible AL New documents
will be added as they are completed.



The Playbook was
developed to give
organizations a
more detailed how-
to for achieving the

outcomes described
in the Framework
Core.

NIST AI RMF Playbook

The Playbook provides suggested actions for achieving the outcomes laid out in
the Al Risk Management Framework (Al RMF) Core (Tables 1-4 in Al RMF 1.0).
Suggestions are aligned to each sub-category within the four Al RMF functions
(Govern, Map, Measure, Manage).

Al Risk Management Framework

Measure
Identified risks
are assessed,
analyzed, or

tracked

The Playbook is neither a checklist nor set of steps to be followed in its entirety.

Playbook suggestions are voluntary. Organizations may utilize this information by
borrowing as many -or as few —suggestions as apply to their industry use case or
interests.

Manage
Risks are prioritized
and acted upon

projected impact

Download the NIST Al RMF Playbook

Playbook PDF Playbook CSV Playbook Excel Playbook JSON




The Al RMF is being implemented at many scales,
from individual systems’/organizations

) U

use cases”
to “profiles” for entire sectors or technologies.

Criminal

justice profile
Bank X’s use case for

its facial recognition in
customer onboarding

Financial lending
profile

City Y government’s

use case Large language
(applying to all its models profile
Al tools) Procurement

profile



For more information, we encourage you
to access NIST resources,

or reach out directly!

@ https://ww.nist.gov/itl/ai-risk-management-framework

https://airc.nist.gov/

@ AlFramework@nist.gov




