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DR. GALLAGHER:     Good morning, everybody.  It’s always good to be able to reassemble the full committee back after an evening.  Welcome back.

If we can jump right into our agenda without further ado.  Do you want to say something, Belinda?

MS. COLLINS:
Yes, can I just remind everybody when you’re speaking to identify yourself and also importantly speak into the mic because that way folks on the phone and folks on the web cast know who is speaking and what they’re saying.  Thanks.


DR. GALLAGHER:     It will also help since this is being transcribed that we clear that up so that’s a valid reminder, and I know I forget on the button so please remind you’re neighbor, if you say that in the passion of debate we’re having we forgot to turn our buttons on or off.


With that we’re going to again resume the discussion of the HAVA related activities and we start with some perspective from the EAC on the 2.0.  Good morning, Matt

MR. MASTERSON:     Good morning.  It’s always good to be first.


So today we get to talk a little bit about VVSG 2.0 and I have very short slide presentation but I’m actually excited to talk about this stuff because I feel like it’s new and exciting.  We don’t have to dwell on 1.1 or some of the UOCAVA stuff, we can actually talk about the future of voting systems and sort of where we’re headed.  So that’s an exciting move forward.


First of all, we’ll talk a little bit about what’s been done with 2.0 and some of this was all the way back to 2007, when the TGDC in August of 2007, submitted their draft version of what has been coined the next iteration of the voluntary voting system guidelines.


After receiving the TGDC’s version, the EAC put it out for an extended comment period, 180 days.  During the course of that 180 comment period we conducted seven roundtables, all of which are documented on our website with full transcripts and meeting notes and whatnot.


The results of those roundtables as well as the public comments created two things for the EAC.  One was, created the taskings that we’ll talk about in just a minute that you all received in December of 2009, and it also brought about the idea of VVSG 1.1.

We realized that 2.0 was going to be a longer process.  There were some major issues to deal with and there were issues in the certification program that needed to be dealt with more quickly so we kind of came up with this idea of revising the 2005 so we could take the time necessary in the VVSG 2.0.


So VVSG 1.1 has an impact on the work on 2.0.  Any of the comments submitted to VVSG 2.0 in those sections that were back ported into 1.1 have been resolved.  So those sections that made the move into 1.1 already have the comments resolved for 2.0.  So that was some work that we were kind of -- two for the price of one there by working on 1.1 and 2.0.


Also the EAC’s current list of RFI’s have been added into 1.1 and therefore also into 2.0, so at least we’ve been able to update 2.0 up to this point with our request for interpretation that we’ve issued throughout the course of our certification program.


Finally we’ve worked with 1.1 and therefore 2.0 to remove procedures that are in the EAC’s Testing and Certification Program Manual.  At the time that the 2005 VVSG was being written, the program manual wasn’t yet approved and so you saw some testing procedures and certification procedures in the VVSG and that concept sort of leaked into 2.0 as well.


And so what we did was took those areas and pulled them out and used them to help revise our certification manual which we have a draft of now.  So that was another positive step that 1.1 helped us deal with 2.0 on.


Finally for VVSG 2.0, and as Mary mentioned yesterday, test suites have been developed for the draft version of 2.0 and this was done to help NIST understand the requirements, whether they are testable, and to begin to look at that so you could receive comments on both the draft standard and the draft test suites so that they can be built in conjunction with each other.


So if you were to go to the NIST website now, you could comment still on the draft test suites that have been developed for VVSG 2.0.


So what’s left to be done?  First is the work that you all are doing on those areas that Commissioner Davidson tasked you with in December of 2009.  In addition to that, NIST has ongoing research in a variety of the areas that are going to help inform the work for VVSG 2.0.  The most obvious example is that ongoing research in areas of usability and accessibility and the benchmarks that I know Sharon is working hard on.


After you all talk, and research, and work with NIST, we expect that there will be some standards development in the areas that you’ve been tasked with.  Those standards will need to be fit into VVSG 2.0.

The EAC will then work with NIST to put those in there and create what we would call the EAC version of VVSG 2.0.  And so one of the important aspects of that is we need Commissioners to approve that EAC version to go out for public comment.  So it will include some policy issues and other new material that can then go out for 180 day public comment again.
So your work needs to continue.  We’ve got a lot of work to do on this.  The plan is middle of next year for VVSG 2.0, but in the end the Commissioners are going to need to put that EAC version out for public comment.

After the public comment period as with any of our VVSG’s, we will take it, make policy decisions, create the final version, and then the EAC will finally adopt it and implement it in some manner.  So that’s sort of the remaining steps and we see that happening over the course basically of the next two years, so into 2013 would be sort of the timeframe just to get it done.

As Ed pointed out yesterday, then we have to look at things like implementation time for the manufacturers, development time, getting it out in the field.

And one aspect that’s crucial for us is getting the labs reaccredited to the new version.  Because this standard is so different, our labs need to be reaccredited to that standard, to test to that standard, including the test suites that have been developed for it.

So those are all activities that need to take place after the finalization of the standard and those are the sort of things that the Commissioners take into consideration when they’re looking at an implementation date and how to handle VVSG 2.0.


So with that said, it was requested at the last meeting, and Commissioner Davidson did a fine job off the top of her head trying to set priorities, but we went ahead and discussed it internally and tried to set for you all, the list of priorities for the VVSG 2.0 work that you all were tasked with in December of 2009.

So I guess looming above all this is the UOCAVA work.  That’s not VVSG 2.0 work specifically but UOCAVA remains the priority but for the VVSG 2.0 work we tried to prioritize the remaining taskings.


Number one is the common data format.  I think you heard yesterday and will hear again today, that impacts everything.  That impacts VVSG 2.0, that impacts UOCAVA work.  The advantages of having that work completed are many.  I mean it allows us to begin to look at things like component certification and improving our testing processes which are things we’ve been interested in for a while but couldn’t accomplish without this common data format.

Number two is the alternatives to SI.  It was the most commented on item and so I know there’s a report from the Auditability Working Group that we’ll get to today suggesting, you know, here are some of the alternatives.

That may be the end of the work, I don’t know, but having some choices and being able to inform that Commissioners on that decision is of utmost importance because of the level of comment and attention that was paid to it.


Number three is the open ended vulnerability testing.  That was the second most commented on item for VVSG 2.0 and one of the major concerns that we heard during roundtable and frankly that we shared, is the ability to do that sort of testing within a conformance assessment environment.

How do we work that into our certification program?
NIST came up with a good proposal that we felt could be improved upon in order to fit better within our certification environment without a large increase in cost and time, and so that’s why that tasking exists and it’s important to us because we’ve heard the importance of that sort of testing in the security world and so we’d like to see how that can fit into our requirements.


Fourth is the accessibility and usability research update.  It’s my understanding from talking to Sharon that that is going along well, that contracts are out and that work is continuing.

And that’s great news because the steps taken in the area of accessibility and usability, you know, separately as far as benchmarks and requirements are great for VVSG 2.0 and we want to make sure that those items are up to date, are testable, and can be used by our labs to really evaluate that system.


Number five is work on registration database and

E-Poll Book requirements.  These are two areas that quite honestly are very difficult for us to deal with.  We’ve heard from different states, everything from yes, please, we really need requirements for E-Poll Books and registration, some connection with registration database too, and please do not get anywhere near our E-Poll books and registration databases.  And that’s how far apart the comments were.


We know that there’s a balance to be struck probably here where at least we can test the interaction between the E-Poll Books, the registration database, and the voting systems.  That balance was attempted to be struck in 2.0 in a light manner.

Maybe that’s the correct approach but we felt it was incumbent on us to at least begin to explore that interaction and how to develop requirements for that, and we know there’s concern amongst the election officials.

We know it’s a Pandora’s Box if you delve too deep into the registration database stuff and there are challenges there so we’re going to have to work

hand-in-hand as always with election officials to make sure that we respect that line and don’t go too deep while still, you know, creating requirements that can be tested to and carry out a positive function.

Finally are requirements for ballot on demand systems.  This was something that was I guess up and coming when 2.0 was being developed but wasn’t fully there yet as in implemented in a lot of jurisdictions.

Now we know more and more jurisdictions are going there with the move towards paper in some jurisdictions, as well as early voting in vote centers.  So we know it’s impacted several jurisdictions and it’s something we wanted to look at because there are no requirements currently in VVSG 2.0 for that so that’s number six on the items.

That’s our list of priorities for the work to be done on 2.0.  It’s a lot of work to be done.  As Commissioner Davidson said yesterday, these represent the most commented on and to us the biggest challenges that remain with VVSG 2.0.  These aren’t easy.  This is not low hanging fruit.  We went ahead and took care of that for you so you could work on this stuff.  You’re welcome.

(LAUGHTER)


So I don’t know if there are any questions.  I’m happy to answer any questions on our progress with 2.0 and the priorities.


MALE SPEAKER:     Matt, you gave some of the, sounded like bi-mode or bi-polar maybe.


DR. GALLAGHER:     Let me remind everyone to state your name.


MR. SMITH:     Thank you.  This is Ed Smith speaking.  You gave some of the justification around item five, the

E-Poll books and voter registration databases.  What requests are you hearing from jurisdictions with respect to ballot on demand?

MR. MASTERSON:     That’s a good question.  The requests we heard mostly were I’d say commentary as in it’s not as reliable as we’d like it to be, it’s too slow, are there requirements for it, do you see requirements that you can develop for this?  I mean it was commented on.  If you look at the public comments, we got comments on that because there’s nothing in the requirements about it so that’s where that came from.


MR. SMITH:
It’s too slow, that doesn’t sound like something this committee ought to be dealing with.

MR. MASTERSON:     You asked what I heard, that’s what I heard.


MR. SMITH:      Sure, but I’ve read the comments so I kind of knew the flavor of them.  I’m just not sure that that’s something that ought to be a priority for this committee.

I mean ballot on demands prints.  It prints things and by logical extension I could say that we ought to put requirements for the commercial ballot printers that are out there, all thousands of them that are litho-printing out millions of ballots every election.  I’m just not sure that that’s something this committee needs to work with or worry about.

MR. MASTERSON:     I mean I guess my response to you would be the EAC has told you that this is something you at least need to look at.

MR. SMITH:
Well, and we do work for you so that’s fair.


MR. JONES:
Doug Jones.  Just to put that issue to bed, a small county might find ballot on demand working very well and a large county might find it works terribly, even though the printers are the same speed.  Too slow for one county is not for another.

This is clearly, the customer should be making the decision about that and the most we can do is we can say that the vendor had better make it very clear up front how fast their ballot on demand system is.


MR. RAGSDALE:     This is Russ Ragsdale.  Matt, I thought in July at our last meeting we had discussed this and I came away feeling that we were going to at least diminish the priority if not drop it off the priority list.


MR. MASTERSON:     Of ballot on demand?


MR. RASGDALE:     Of ballot on demand.


MR. MASTERSON:     Certainly it’s been diminished to the bottom of the list.


MR. RAGSDALE:     And that’s good but it’s a short list.

(LAUGHTER)


MR. MASTERSON:     It’s a short list with lots of work up top I would say.  We understand the concern with ballot on demand but again to be responsive, to understand the challenges, to know what could or could not be done with ballot on demand we need the TGDC to look at it.


MR. RAGSDALE:     In regard to your comment that we work for you, I quit.

(LAUGHTER)


MS. MCGEEHAN:     Ann McGeehan.  My comment is, I mean I think it’s right that it’s the last priority on there but I’d hate to take it off entirely until we know what happens in version 2.0 because right now it’s just kind of any option out there, but if software independence debates are settled a certain way I could see more jurisdictions being dependent on ballot on demand and we really might need some performance criteria in case large jurisdictions really are needing to use it.  So I think maybe we keep it there until we know how everything else falls out with 2.0.

MR. MASTERSON:     We’ll give Ann, Russ’s money then.

(LAUGHTER)


MS. COLLINS:
This is Belinda Collins.  I also wondered if given all the UOCAVA discussion, if the word electronic might in time come before ballot on demand and if that’s something we should -- we do think about in the UOCAVA context anyway.


MR. MASTERSON:     That’s different.  Ballot on demand to election officials means something very specific, a type of device.  That’s not to say that -- I mean you’re right, UOCAVA, they’re receiving ballots sort of on demand at least in the poll format, but ballot on demand in this tasking means something very specific as far as the devices.

I have to recognize you.

COMMISSIONER DAVIDSON:
This is Donetta.  Matt, my opinion is we need to leave it on the list.  I agree with Ann.  I’m seeing and hearing from more and more states, county officials that are utilizing it to help save money in printing.


So for the early voting sites they may have a couple, three printers there and they are using them.  So I think that they would be interested in having some requirements because the more cutting down that they’re doing and saving money, the less printing and extra ballots they’re having, counting on this ballot on demand to be able to back them up in precincts and in early voting.


MS. GOLDEN:
Diane Golden.  I’m not on ballot on demand.  I’m going to try to phrase this, and hopefully I can articulate this well enough so that’s it understood.

On common data format, I understand what that means I think in terms of data exchanges and communicating data back and forth between different, whether it’s architectures or format, et cetera, et cetera, the whole discussion yesterday with the save as option so that you have all these alternatives.

And I think all of that is focused on data in the sense of the vote tallies and the vote counting and that’s sort of -- like I said, this is very difficult for me to articulate, but there’s also a common data format that you could apply on the front end of the information that is going to the voter and they are interacting with, and I would hope that this concept of common data format could be both and not just the back end data.

And my reason for saying that is because in terms of accessibility, it’s critical that that end data for lack of better word is also in a common format that is an accessibility and what I’m thinking is it’s going to mean nothing to most people but there are common standards for text.

You can either go with a Daisy standard, or a Ninna standard, or some kind of standard, E-POV isn’t great, but there are standards that allow narrative and text information to be accessible on the front end and that’s another common data format issue that I think if it could be built into these standards, would help on the front end in addition to this common data format on the back end to help with data analysis and data transfer on vote counts and that sort of thing.

Hopefully I articulated that in a way that sort makes sense.  I just didn’t want to lose both pieces if that’s an appropriate place to put a stake in the ground and placeholder with common data format.
MR. MILLER:
This is Paul Miller.  I’d like to follow-up on Diane’s comments.  I’m thinking out loud, being really clear about that, but in addition to font sizes and so forth, certain standards for menus and so forth, and been (unintelligible) defacto accepted, you know, the Microsoft files and this and that standards, and that might be worth taking a look at as well.

MR. MASTERSON:     Sure.  And I think these are items and I’m sure Sharon -- but these are items you all are aware of and have been working with so I don’t think that will get lost in the discussion.  I forget when the common data format meeting was that was in here, in October, some of that came up then a little bit as well.

MS. GOLDEN:
Diane Golden again.  Maybe to articulate it more clearly, what that would really help address are some of the things we haven’t addressed yet with no-polling place voting, so all of the vote by mail and absentee et cetera.

If indeed there’s a common data format on the front end for the ballot content before the voter interacts with that content, you can envision voters having a variety then of their own devices to be able to interact with that data accessibly.

So if it is in a Daisy format and I’ve got a Daisy reader, or I’ve got a Victor reader, or I’ve got an anything, I mean there’s all kinds of products out there and they use that standard format for making text accessible.

So that’s the huge advantage you get with building in that common standard upfront because then people who are doing all mail-in have a standard for which the format of the ballot conforms, and people on the receiving end have this whole variety of equipment that lets them interact with it.

MR. JENKINS:
Phil Jenkins.  Just to clarify this.  There is data which is the text and XML transmittal format, there’s the visual layout data, which I think has been discussed, but to define the word Daisy a little bit better, there’s also audio, prerecorded audio that can be synchronized or attached with the text data that could be standardized in transmitting, including audio such as a description on how to work with the audio.

So yes, it’s not just the text.  We use the term Daisy or we need to also think prerecorded audio that is synchronized, attached with this data packet, so that’s critical as far as layout, the actual content, and then all through the forms this audio or a text, so that allows the person to listen to human speech as opposed to synthesized speech and it might be more useful.

As our population ages and still wants to vote, it will be helpful both with the low vision but also for cognitive disabilities, and the opportunity to have both audio and visual ballot, and having that multi-module interaction is really quite useful for seniors.  Thanks.
MR. MASTERSON:     Diane, what you’re saying kind of goes outside of the realm of traditional definitions of common data format but it should be in the election management system performance standards in 2.0.

For instance if Ariel is the right font, I have no earthly idea, then there should be something in it that says something along the lines of the EMS (unintelligible) system shall be able to lay out ballots using AIGA format, thus and such revision and standards, or then you could alternatively have a laundry list of Ariel font sizes, this to that and whatnot, and thereby you give usability to the person coding the election which is nice, and then that transmits telescopically through the process to the voter.
It also went to poll workers who have to read those outputs from the system and the person working the computer again at election central to tabulate the election.

So what you’re saying is absolutely right and I think if we put that into the election management system performance standards it benefits a wider audience than just the voter.
DR. GALLAGHER:     This is Pat Gallagher.  Let me make a couple of observations.  One, we’re about to go into a common data format discussion specifically in the next presentation so I think we’ll be able to extend this discussion.
Common data format for me really points towards issues of interoperability and I think we’re dealing with that in this case and pinning down the scope of what we’re talking about is going to be very important for the TGDC to understand.

There are a lot of levels of interoperability in a system as complex as the voting system, whether it’s interoperability with personal assistive technology classes, whether it’s in our operability and usability.

So I think this automatically becomes a pretty rich discussion that will be important for the committee to make sure we understand what this charge is and what other potential areas are.

This also I want to remind the group, touches on a discussion we were having at the end of the day yesterday between performance based standards and specification standards.  You know you can move into, you shall use this, instead of, it shall accomplish the following function and performance and you’re making these tradeoffs.

I mean that’s reasonable to do when those are demonstrated to be effective to address usability but you are making these tradeoffs that we discussed yesterday.

And then before I give up my microphone time, I have one quick question for Matt on the two items that were not in our agenda that are on your priority list that we’ve been discussing, including the ballot on demand and the registration data based E-Poll book.

And with the context of the registration database, the E-Poll issue, you talked about the comments you’re receiving and in fact there’s a divergent set of use.  Is this a question of balance or is this a question of inter-operability as well, that what we all agree is part of our (unintelligible), needs to inter-operate with the E-Poll Book or database systems and that’s the crux of the issue, or is it that they should also be in the scope of what we do?
MR. MASTERSON:     I think the answer is primarily inter-operability.  What we’ve heard -- and frankly we’re going to have to rely heavily on the election officials to help reflect the views of their colleagues here as well as our Board, Standards Board and Board of Advisers.

What we’ve heard is, we like that our E-Poll Books and even to a much greater extent than our registration data bases, don’t need to be tested because then it reduces the cost without the wait, all of that.

We hear that but at the same time we’ve heard from a variety of jurisdictions that there’s an interaction here.  There’s an interaction with our voting system, there’s an interaction in security and functionality concerns that we think needs to be addressed.  So that’s why I think it’s an inter-operability primarily.  This was tackled in a very minor way in 2.0 and the comment we heard was okay, you can inch a little bit further but not much and so we want to try to meet that demand and that question while at the same time not falling down that rabbit hole.

I mean registration databases in particular are just an enormous rabbit hole, they’re huge and we know that, but at the same time we want to try to strike the balance where we’re providing the level of testing that checks that interaction.

I mean we don’t want to bring four registration databases in the lab but we know that between the E-Poll Book and registration database to the voting system, there is that inter-action that needs to be looked at that isn’t currently necessarily.
COMMISSIONER DAVIDSON:
I think that everybody understands how that is utilized.  If you don’t, raise your hand and we’ll talk about that at break or even here, but different states have utilized their E-Poll Books in different ways.

So that’s one of the things that -- you know, some of you know how you utilize them within your own state but others have maybe taken it a step further and wanted -- they’ve got an E-Poll Book that’s identified the voter, the ballot type that it should have, actually all the candidates that they’ll be voting on, and it’s printing that ballot right then with the ballot on demand piece of equipment and then it goes over to the machine and they’re voting it.

So the E-Poll Book is telling basically that system how it’s going to print that ballot.  So that’s what he’s talking about.  Others just use a poll book and then they pick up the ballot and it goes over and it never touches -- the two don’t intertwine so it depends on how the state is really using it, how much of issue it might be.
MR. MASTERSON:     Right, with token activation and all of that.  There’s such a wide variety of ways to be able to use it and I think it’s only going to get greater so that’s why we’re going to have to rely on the election officials to tell us, no, that’s too far.  And then we may say too bad, but I don’t think so.

DR. GALLAGHER:     Anything else?  John has common data format.

MR. WACK:     Good morning, everybody.  It’s always a pleasure to follow Matt Masterson who usually does a pretty good job of warming everybody up.

I am going to talk about the common data format work that we’re doing and how we could work with the TGDC on some of that information and I’ll weave in some of the discussion that we talked about yesterday with regard to UOCAVA.

I want to mention also just from a personal perspective that a lot of the discussions I’ve had with the TGDC have been over things like DVPAT and SI and I was always concerned for my safety after those sorts of meetings and so it’s a pleasure to talk about something that I think cuts across everybody’s interests and is kind of a welcome subject.

So what I want to talk about first is what do we mean by common data format and why do want one, what do the current VVSG’s require thus far, what are the marching orders from the EAC and in a sense FVAP as well, and what work do we have going on?

So I’ll talk about the status of our existing work and what we plan to do with it towards the end of the presentation and then have time for questions.

Let me start off by just kind of reviewing quickly.  You know, when we talk about electronic election data, in this particular forum, we’re talking about the sorts of data that voting systems as defined by the VVSG, interact with, that come into voting systems from voter registration databases and other areas and the end up coming out of voting systems via election management systems and other databases, voter registration information, voted ballot information, other information from EMS’s, information such as how devices are actually working, system logs, audit data.
And the comment, that much of this right now is in disparate formats and proprietary formats.  Vendors have their own format, sometimes different formats plus product lines, and a lot of it does not interoperate right now.  And that’s a pretty typical thing I think, you know, in my experience.

In industry often times a lot of similar technologies start out working in different ways in proprietary formats.  Sooner or later customers demand that they work more uniformly and that happens.  So that’s what’s happening here.

Now common data format, it’s in something called a XML.  The later versions of Microsoft Office, your word files can be saved in XML now.  It’s an accessible markup language.  You’ve probably seen webpages with HTML, (unintelligible) and it looks a little bit like that and what we’re really talking about is this sort of data interchange format encapsulating data that goes into voting systems, information from voter registration database, name equals something, address equals something.  Information looking like that coming into a system.
Could be used between devices, that would make devices in a sense talk to each other and then the important thing at the bottom is that obviously for this all to work, for devices to talk to each other, everybody has to be using the same common data format standard.

So what are the benefits?  Well, the benefits are many.  We’ve talked about devices interoperating across different product lines within manufacturers.  Different manufactured devices could interoperate potentially without manufactured devices.

Now that won’t happen right away but that is something that could happen down the road.  It could help automate testing.  Devices right now could be hooked up to things called test harnesses that could pump data into voting devices and we could have test suites developed that are more uniformed, that use the same sorts of input, and could basically hook up to different vendor devices.

Could expand the certification model to device as opposed to entire system.  I’ll talk a little bit more about that in a couple of slides down the road.

One of the important things from my perspective is that it provides more transparency in audit capability to device operations.  Now in a sense it doesn’t do that, you know, just in and of itself but it provides more capability for it.  If devices could all log in a consistent format that means that auditing software could basically go through logs and display certain things, display events.

I spent some time years ago as a web administrator, basically eunuch systems, and there’s been a CIST log format for years in the Unix environment.  Many tools developed to go through logs, do intrusion detection, point out a variety of different things so this in a sense helps voting systems to have a greater logging capability that can be analyzed, that can be trusted.  People can see into device operations and I think that starts more trust of electronically based voting systems.

Election jurisdictions could share data more easily with other databases.  One of the things that FVAP was talking about yesterday -- I’m sorry, Steve.

MR. BELLOVIN:     This is Steve Bellovin.  I was going to say logging, I would suggest that a good activity would be to identify what events are worth logging, even before you come up with a format for them and I agree that that’s important to just log.

It’s not as standardized -- anything except for the beginning of the message, which would have to be addressed, but the most important thing to start with is identify what should be logged, what is operationally useful but doesn’t violate voter privacy.  And that’s a fairly subtle line to walk but the ability to (unintelligible) is greatly enhanced if all devices -- we have a common subset that they do log.
MR. WACK:     That’s a good comment and I’m going to revisit that close to the end of the presentation when I talk about priorities for what we’re working on and what TGDC could help with.

We were talking about FVAP yesterday, saying they were just having difficulty getting data out of various jurisdictions.  If things were in a common format, if databases could do a save as in this particular format, if that could spread to voter registration databases and local jurisdiction databases, that could enable data flows into other areas.

It could help bring potential manufacturers specialty devices into the market.  Paul Miller wrote a great paper for this common data format workshop we had about a year, year and a half ago, describing how without a common format, states have to end up building a system and building software, writing software to basically move data in and out of voting systems and that makes it expensive to bring in a different manufacturer, or the latest and greatest system that handles accessibility better than any other system.

So if everybody’s using a similar format, a same format, there’s more inter-operability.  This opens the market and in general in empowers election officials.  Election officials have more control over what devices they want to use and a greater selection capability.  So in general I see this as a win for everybody.

Okay, what do the existing VVSG’s say?  When we started with the TGDC and started working on 2005, I think there was a resolution to require a common data format but it was way premature at that particular point and there was a rush to get that done.  So the current 2005 or as we call it now, VVSG 1.0 does not have any common data format related requirements, neither does 1.1.
VVSG 2.0 does have some in a sense.  It requires non-proprietary published formats but not a common format and it requires it for data exchange between systems or exported election programming related to data cast vote records, so on and so forth.

And 2.0 as some of you know has this convention of should requirements which are kind of, you should do this but you don’t have to do it, and it’s kind of telling people to move in that particular direction, so there should be a common format across their product line in general, but not a strict requirement at that point.

And then we had a charge from the EAC, I think at the December 2009 TGDC meeting, to work on this in earnest.  The EAC is interested in interoperability.  Again getting back to the automotive testing issues, this could potentially constrain testing costs and we’ve had discussions about testing costs rising and this could in a lot of ways help streamline costs, could help make tests more uniform, open the market to more manufacturers.
And the certification model expanding to include device certification or component certification, the idea being that you could have a voting system composed of a number of different devices that certified, but you may want to take one device out and put a different device in.  You may want to take out one accessibility related system and put in a newer one without having to recertify the whole voting system all over again.

And so the charges in 2.0, to be able to reference a common data format standard and as you’ve heard, to assist FVAP in getting out basically a format by this summer that they can start offering out to states and other system developers that they can use their electronic blank ballot delivery systems.

So that’s our charge.  We’ve got a lot of work.  So I’ll do a little bit about the history and then I’ll just jump to -- we have a question.  Phil.

MR. JENKINS:
This is Phil Jenkins.  I have a question about the VVSG 2.0 and other documents like the certification programming manual, test certification.  I think version two is out there for a 60 day comment period and there’s a statement in there that I want to bring up.

It talks about making sure that whatever, its 1.9.2, in a Microsoft Word or Adobe PDF file formatted to protect the document from alteration.

So the point I’m trying to bring us is that during the process of this data, that sometimes there’s restrictions about what we want to do with common data format and if we lock it in the wrong place we cause other issues so later on in the election cycle that common data is lost into an unalterable format, and if we do it in the wrong step we may cause accessibility issues and other things like that.

So I just want to bring up the observation that let’s look at the testing certification manual to make sure that were in sync.  We may need to update that.  Thank you.
MR. WACK:      A brief history, back in 2005, 2006 and 2007, there were two major contenders out there for a common data format, Hart Inter-Civic had developed their own XML based format iliacs, and Oasis International Standards Organization had election markup language.

IEEE had a subcommittee, P1622 that was analyzing these formats, looked primarily at EDF’s and developed the draft, put it out in 2008 and for a variety reasons it was never advanced after that and the committee sort of went into a limbo status.

The committee became active again right around the end of 2009 and right now it’s much more active.  Hart’s format, something they’ve used across their product line, it was probably the first open published election data standard that I know of and Hart had agreed working with IEEE, that if IEEE adopted it as a standard Hart would waive its copyright.

And then OASIS, Organization for the Advancement of structured Information standards, election markup language, which originally started in the U.S., went over into the European framework, attempts to be a common data format for a number of direct nations as well as the U.S., has seen increasing use.  California had a number of contracts, a couple of other states, primarily in putting EMS data, you know, election results data into this common data format.
More recently EML has been revised to more specifically address the U.S. framework and the copyright issues are being addressed and OASIS has agreed to work with IEEE to produce an aligned draft basically, an IEEE/OASIS draft if IEEE were to decide to start going forth with EML.

IEEE PC1622, I’ve really talked about that.  The basic point here is that there is a lot of interest right now in working with the EML.  There are a number of different vendors somewhat involved right now, ES&S, Dominion, Hart.  More vendor participation would be a good idea and the strategy thus far is interesting.  It is to kind of bite this whole thing off in chunks starting with UOCAVA first.

So the idea is to get a mini standard of sorts, (unintelligible) out to address the UOCAVA needs for electronic blank ballot distribution but at the same time you would not want to put something out that wouldn’t jive with a larger, broader standard that would address voting systems in general.

So at the same time there’s work going on to decide which format out there would be used as the basis for development of more of these smaller chunks and we’re calling this basically use cases.

Some of the application area, some of the use cases, that we talked about thus far besides UOCAVA blank ballot distribution, E-Poll Books, event logging, election reporting, and others and I think in particular the election officials on the TGDC could be helpful in identifying what are the big priorities, where would it be best to focus development.
Some people have said basically it might be best to put out schemas that we could eventually use for election databases so that they could basically save in this particular format and the data coming into the voting system if it were a common data format could spread to other areas more easily.

So our strategy then is to continue working with IEEE and basically produce these standards and eventually reference a standard in 2.0.  And we’re right now working in developing some use case documents, right now working primarily with the UOCAVA area, and we need to decide soon on what format are we going to use basically for the basis for the development of these XML schemas.

We’re having a meeting February 8th and 9th and the EAC has graciously offered to host it.  We’re having it at that particular point because it’s prior to the NASED/NAF meeting downtown and at that point we are going to do our best to ratify basically the use case strategy and also to decide which format we’re going to use as the basis for the development of further schemas.  So I’d encourage anybody who could attend the meeting to get in touch with me and I’d be happy to help you out with information.

Last thing, the VVSG’s are set up around conformance basically, conformance to a standard, and there’s conformance testing and really with a common data format, we’re talking about interoperability testing.  That would be a new style of testing that the EAC would have to conduct.  And so it’s different from conformance testing.  It happens all the time in other areas but it would be something new to the testing strategies.

So conclusions, I think everybody agrees that we need a common data format, that things would improve in a lot of ways.  It won’t be an improvement right away.  It will take a while to get in the systems but it needs to happen.  The TGDC could be very helpful in deciding the strategy, what to attack first.
One of the things that I think is important is insuring that whatever format we use doesn’t end up -- causes the least amount of local work and by that I mean that a format is not going to be able to address all the different data scenarios in all the different jurisdictions in the U.S., otherwise it would be huge format if it took into account everybody’s needs.

So some fields will have to necessarily be somewhat general and will require some more processing or more specificity in local environments and so we’d want to come up with something that while general is still specific enough and doesn’t end up causing more people more work.

With that, any questions that I could answer?  Russ.

MR. RAGSDALE:     Russ Ragsdale.  Hi, John.  You mentioned it’s going to be a while before we really see any kind of benefits coming from a common data format.  In the category of managing expectations, realistically how long are we looking at before something like this, a comprehensive CDF is adopted, it’s implemented in the industry, and election administrators actually can see benefit from this?  Are we talking eight years, ten years?

MR. WACK:     Well, I mean I’ll point to Ed a little bit.  I’ll answer first and then Ed can probably correct me but I would think that newer devices coming out, if somebody were to come up with a newer E-Poll Book or some other specialty device, could write to that format.

They’d still have the problem of interfacing with other devices but that could be done.  Election management systems potentially newer ones could be modified to save as, you know, along that sort of technology but I would think Ed, that a lot of systems out there just aren’t going to have the capability for that sort of modification and it would be the next generation of voting systems.

MR. SMITH:
That’s correct, so from my perspective three to four years after a standard is solidified and on new or sort of new equipment.

For instance, EMS’s that are in certification at the EAC today, Dominion, and I believe the S&S’s as well, have at least the capability.  For instance the Dominion EMS can import and export XML but XML’s really not -- EML is the right answer so it will be fairly easy when we go for round two in the EAC certification to drop in the specifics for EML and go forward.  And I think that the EMS community (unintelligible) system is like -- or I talked to somebody from ES&S.
So it won’t be a hugely -- because we know this is coming and we’re already putting the (unintelligible) into the systems.

MR. BELLOVIN:     Steve Bellovin.  My experience with all the standards suggest that eight years is about the right time.  So you get two to three years to get the standard firm, nailed down, it gets everyone to buy in.

Another two, three years for design and co-test by the vendors, and then the replacement cycle, replacement/upgrade cycle, possibly new hardware, possibly -- even if it’s a software upgrade you’re not going to just do randomly, so you can bring it in, test it, get the time and money, and not do it right before say a presidential election and what have you.  So yeah, eight years sounds about right to me, plus or minus one to two.

MALE SPEAKER:     There’s seems to be maybe an intermediate approach.  I mean you have internal representations for all of your data in all of these systems.

The way that makes sense to me would be to simply provide simple tools to do translations and not necessarily make all of your systems natively deal with the common data format but simply provide a tool that says I’m going to system log, I’m going to convert to SML.

And it seems like that’s a wise thing to do because we could -- you know, if you spent five years implementing the standards and find out it was deficient in some way, maybe it’s better to just use it as an intermediate language until -- use those (unintelligible).
MR. SMITH:
This is Ed Smith.  Let me respond to that just real quick.  You’re hired because that’s exactly what the developers -- at least some of the Dominion EMS did.

(LAUGHTER)


Where its plug in, then it’s transformation whether it’s XLS, XSOT, XML, and later EML.  Because of the certification structure you’d need it to be something that you could keep the certified body of code and as different states allow, okay, well, if we had this EML plug in module, you know, we’ve got a (unintelligible) report that says it’s not malicious or anything strange, and in most states you can then install it and then I would give the benefit of EML to that jurisdiction.

MALE SPEAKER:     And I think it has the added benefit that we could learn as we’re designing the data format, we could learn even -- we don’t necessarily have to wait for certification.  We can try pilot studies.  We can take old logs and old elections.  It seems like there’s a lot of value in that and use that as the feedback to look into those standards processes.


MALE SPEAKER:     John, the one thing I heard you say is you had representation from Dominion ES.  And it’s been hard on the Dominion representation.  He was here yesterday.

So it’s 95 percent give or take of the tangible hardware based voting systems that are out there today and (unintelligible) Internet voting systems and whatnot, but I’m not hearing anything from the VR folks, the E-Poll Books folks, and the traditional Internet players, like Scytl for instance.

Is there any outreach going on to those groups of people to get their involvement or is that even needed or warranted at this time?

MR. WACK:     No, definitely I have been in contact with some of the other folks and have to continue that, and talk with the EAC as well, getting the contacts.  Talked with FVAP just yesterday actually about getting more information from the vendors they’re using and bringing them in as well.


MALE SPEAKER:     That’s a good idea.


MR. WACK:     And I think the interesting thing -- what I’m hearing is that a number of these other smaller vendors are already using EML and there doesn’t seem to be any -- I’m no encountering any opposition from any manufacturer’s about this at all.  Everybody seems to be wanting to move in this direction, which is a nice thing.


MS. MCGEEHAN:     Ann McGeehan.  One comment I have is in response to your comments that the format can at least in the beginning cover all components of elections and all data, a starting point might be the EAC post election survey.

Election officials are currently working on that right now.  They have that survey that goes out after each federal general election and so in our state we’re trying to gather data from all the different jurisdictions that all use different systems and there’s a lot of attention.

You know, the Pugh Trust, they’re trying to develop an election performance index so they’re trying to analyze data across and its apples and oranges.

So I just throw that out there as maybe that might be one thing to start with since we all have to report that anyway.


MR. WACK:     Yeah, I’ve heard the same comment.


DR. GALLAGHER:     John, let me ask you.  I wanted to ask a question that Steve had raised and you had promised to come back to.

We’re talking about format to enable exchange but there’s also the issue of standardizing the data you will exchange and that touches really directly on Ann’s point, you know, reaching a common agreement about what information you’re going to move.  You said you were going to comment on that.


MR. WACK:     Yeah, with regard to the audit related data, there was a report I think David Wagner did for the State of California that talked about this in general and I think Doug Jones did a presentation on this, was it the last meeting, and we looked at the 2.0 logging requirements and decided that they were fairly comprehensive.

But I would think that before we could start working on schemas for logging we need to revisit that and insure that we have the coverage we really want and so we’re going to have -- some of these areas are going to require some analysis of what data we want to represent and how we want to represent it, and that may have something to do with some of the points you mentioned as well with regard to the accessibility and the common data format.

In a lot of the other areas I would say we’ve got our data fields pretty much identified, at least in terms of the requirements in the VVSG and the data that the VVSG requirements handle in a sense, but certainly in the logging area, that probably requires a little more analysis upfront.


MR. WAGNER:
Dave Wagner.  Changing the topic a little bit, so what are the valuable things about the TGDC meeting?  Is it kind of a checkpoint and milestone and a chance to look and see how far we’ve gotten since the past six months and where we’re going to go in the next six months, and also a chance to provide feedback?  So just general feedback.

One concern I have is that the common data format is potentially a very large area, easy to get bogged down and I’m a little worried that there’s -- maybe not a lot of progress has been made or much of this talk could have been given at the last TGDC meeting, and in particular looking especially -- so really it’s a very broad area.

If we narrow in on the UOCAVA related aspects about how a common data format could best support UOCAVA I think they are on very short timeframes.  I think we’re talking about delivering something in the summer so I think there is a real need for something to move fast and to accelerate, and to focus in on a few specific areas.

And I like that you identified a couple areas to prioritize and one of those I saw was how to deliver blank ballots to voters and I thought that was a great one to prioritize.

Another one I think might be worth consideration is how to figure out what is the right ballot style for a voter.  Based on some of my discussions with folks who are trying to design and deploy systems for overseas voters, one of the challenges is the voter who shows up or goes to a webpage or what have you, they maybe enter their name and their address, and now how do you figure out what is the right ballot style, what is the right list of candidates for that particular voter.

It’s not a trivial thing to do and that information is imbedded in maybe the election management system, maybe the DR system, but maybe in a proprietary format so I think that could be another one to consider for the priority.

So maybe it makes sense, particularly since we don’t have a Working Group and it gives kind of continual meetings on this, to focus especially on those UOCAVA priorities and report back to the TGDC at some intermediate point between now and the Summit.


MR. WACK:     I will respond quickly.  Nelson is going to talk about some modifications to Working Groups and will address some of that.


DR. GALLAGHER:     Doug, you look like you were poised.


MR. JONES:     It’s just that’s a can of worms because the key databases that are used to determined which ballot each voter gets is the statewide voter registration database.

At least HAVA left us with 50 statewide voter -- actually 54 statewide voter registration databases if we include the colonies as well as the states instead of thousands of county databases, but each of those statewide voter registration databases was the product of an intense bidding process and a very difficult acquisition process from any of a number of different contractors, and there is no tradition of requirements for interoperability between these or in fact a tradition of our ability to have any regulatory say on their structure.

So this could be viewed by certain people in the states as a land grab if we started trying to talk about this and yet I think that the UOCAVA problem in particular really does require some integration with these databases.  This is going to be a big challenge.  It’s not a small thing.


COMMISSIONER DAVIDSON:
This is Donetta.  You know Doug, I would have completely agreed with you a few years ago but they are beginning to really see where common data format will help them all the way through their election process with their new statewide computer systems.  I think they feel that that’s less of a problem now then it was when every county had their own and everything else.

So I don’t see the states throwing up their hands and saying we just can’t do this, we can’t do it at all, and obviously the statewide database is one of the places they would start it and be able to accomplish everything because (unintelligible) the reports would come out the same way, you know, everything would just come and it will flow from there.

So I think you’re going to see them work a lot better with the group to accomplish that.  I just don’t see that being a real fight now.  It will be much easier.  Like you say, we have 54 instead of thousands.


MALE SPEAKER:     As a state official, I’d like to just follow-up on Donetta’s comments that I don’t think it’s something that we ram down their throats.  That’s not going to work, but the states are going to for the most part, welcome some form of standards.

We’re dealing with having to get out data often in a variety of different formats and if we can settle down and say this is the format we provide it in, it’s the same format that is accepted across the country, we would be delighted with that.  That’s the first point.

The second point is that many states went through this FVAP process this last year and one of the really critical issues in that, the FVAP, was how do we get the data out of our systems in a format that’s usable by the vendor.

And I used one standard and converted all of my counties to that one standard.  If we’ll (unintelligible) the county, but I’d prefer to have a standard that is commonly accepted and useful.

I’ve also commented on his slide earlier, not only could voter registration information be passed into voting systems using common data format, in Washington it is where we are taking SML files and having them imported into voting systems.  So these kinds of things of agreeing on a common format I think would be welcomed in the states.


DR. GALLAGHER:     This is Pat Gallagher.  Let me make a comment on the common data format question and in particular what I want to comment on is the relationship that the TGDC will have in this effort because I don’t want this to be treated too casually.  David has raised in my view an important point here.

We should be very clear why these standards are important to us.  There’s a lot of good things that happen with common data format but in and of itself, that’s not enough.  It is important because it facilitates the achievement of meeting requirements in these systems.

It basically is by favoring component based rather then turn key.  It enhances upgradeability, it drives market and cost therefore performance, and it’s fostering a level of innovation that I think the TGDC would think it’s beneficial because in many cases we’re looking at the need for new technologies to come in to address some of the issues that we would like for voting systems to be able to address.

So the reason I raised this is when you look at standards like this they have powerful affects on the market.  We shouldn’t be light handed about this and we should be very clear why we’re doing it, and the specific touch point is very important to sort highlight.

We are talking about a private sector led standards development effort through the SDO, through Standards Development Organizations, and yet there is potentially a reference in our guidance to those standards so this creates a symbiotic relationship between the standards organizations and the TGDC that we have to actually nurture and monitor because the Standards Development Organizations will want to develop standards that are responsive to what we need and there has to be this dialogue.

And so I think that we should not neglect both the priority setting that we can play with the SDO’s, with the Standards Development Organizations.  I think it’s imperative that we provide clear guidance in terms of the use cases that we think are most critical to address and I would say the timeframe we need them on.

There is a native pace that’s in standard setting but I know from experience that can be driven hard when circumstances require it and the Standards Development Organizations have processed these that can facilitate that.

We have to be clear to them when it’s an emergency and when it’s normal and I think we should be very careful about sort of identifying a pretty clear set of priorities maybe through articulating use cases with deadlines that we think would be imperative, and then they’ll know how to be responsive to what we want.

I think Dave’s right, we really have to be clear about that because our ability to recognize specific standards is a very powerful thing.  I mean that will really create a lot of the motivation here and I think that that’s a key responsibility here.

I also think that we can engage the Standards Development Organizations that are doing this on how they do it.  I think if we want widely adopted standards, interoperability standards to be deployed, we’re not going to achieve that if only two manufacturers or a small subset participated.  So it’s in our interest to draw a broad participation.

And I remind the states, you can participate in standards development and in fact I think we want to drive this so that all parties are fully engaged.  That’s what these processes are designed to do.

So I think we care about the priority setting and I think we care about the form of the standard setting.  And one thing we can do on the NIST I think is facilitate that.  We could lay out a Roadmap, bring it back to the TGDC members and say look, what about this and get your thoughts and then eventually your buy in, and that could be a key piece that we’re using to drive discussion with these Standards Development Organizations.

I think if we don’t do that when we take the step of recognizing a conforming standard, we will not have done sort of due diligence to make sure that that standard is maximally responsive to what we were trying to do, either both in time and content.

So I wanted to kind of raise that point.  And I’ve got some standards development members on the committee and one that has done a lot for the standards committee so I’d welcome your --


MR. MCDANIEL:     Patrick McDaniel.  So Pat, this is something that John and I have been talking about for the last few weeks, that it’s really important that this body have some representation at the table for that discussion and so I believe on the 8th and 9th, I think you mentioned next month, I’m going to sit in on those meetings and as much as possible report back to this group, I’m sure as will John, on what’s going on with those activities.

In particular I’ll bring up the importance of pushing something forward quickly, particularly since we have this summer deadline, even if that means getting some common data format that we can -- a preliminary format from that body that we can somehow forward to FVAP.  It might be worth it.

COMMISSIONER DAVIDSON:
Donetta Davidson.  Getting it to the election officials for them to see because it will be in their systems for FVAP to be able to use later, and our election officials have meetings coming up also.


MR. MILLER:
Paul Miller.  I believe the 8th and the 9th were identified as being right up in front of the (Unintelligible) conference and was one of the reasons why it was scheduled for that time.


MALE SPEAKER:     Yeah, my thinking was that if we had manufacturers that were coming in for those meetings and various other election officials that we could entice them to come a few days earlier.


COMMISSIONER DAVIDSON:
I think that’s a good idea because you’ll have manufacturers, you’ll have election officials.


MR. MASTERSON:     So the only thing I was going to add that I think echoes Dr. Gallagher’s point but is incredibly important, is the EAC’s participation and support in all of this.

Yes, we’ve assigned this to you but we remain extremely committed and involved in this process.  We’ll have several people there.  IEEE to its credit has been very responsive to us in making it transparent which is great.

We appreciate it because that allows for the kind of comment and response that we need in order for election officials that can’t be there or for vendors that can’t be there, whoever else, to be able to weigh in on response.
So far, and I don’t expect it to change, the relationship between NIST, EAC, IEEE, whatever, has been fantastic to try to drive this process and we’re going to continue to push it in that way as well.


DR. GALLAGHER:     This is Pat Gallagher.  I would amplify that, Matt.  This is an editorial comment.  We have probably underutilized this capability in the committee where we can drive a variety of standards organizations to move very specifically in a direction that’s responsive to the TGDC.

And one of the reasons I say that is it is the best form of parallel processing that we have to us because those communities get up and they’re developing these standards and in fact can release those standards long before the formal steps of adoption and recommendation take place here, in which case we’re recognizing already in place standards.

So we should keep this in our toolbox as a committee that this is a very powerful asset to us, and I think Congress recognized that when they specifically added the Standards Development Organizations on to the committee.


MR. WACK:     So what I’m hearing is we need your help and if you can’t help directly, anybody on your staff -- I know I talked with Linda Lamone recently or e-mailed with you recently, and you very graciously made available a few people to talk about databases so I’m looking forward to working with all of you.

And isn’t this a lot more fun than software independence discussions?

(LAUGHTER)


Okay, thank you very much.


DR. GALLAGHER:     John, thank you very much.  Moving on to our next discussion, we’re about 20 minutes behind.  The next session is likely to drive a robust discussion.  That’s fair warning, right David?

(LAUGHTER)


MR. FLATER:
Who says it’s not fun.

(LAUGHTER)


DR. GALLAGHER:     It will be fun and it will be very important.  We also have the break in the middle so let’s have the presentation, the discussion, see how it goes.

We may take the break and then come back to the discussion because this one will be important, otherwise our break will end right on top of lunch and that’s not going to help anybody and everybody needs probably a (unintelligible) break pretty soon anyway.  So let’s go ahead and start David with your presentation.  Thank you.

MR. FLATER:
Okay, I’m David Flater from NIST working with the Audit ability Working Group.  And I would like to thank the members of the Working Group for once again coming together, sharing the breadth and depth of their experience, and showing extreme patience in bringing folks like myself up to speed with the full history and status of where we are in this discussion on audit ability.


The current draft report from the Audit ability Working Group has been distributed prior to this meeting, is a direct response to this resolution passed by the TGDC in July which reads, the TGDC charges the Audit ability Working Group with the responsibility of drafting a definition of Audit ability and what characteristics an auditable system would possess.  This definition and these characteristics should be developed independently of specific technology and even a consideration whether or not the technology exists.

The Audit ability Working Group should also prepare a report that evaluates SI, meaning Software Independence and alternative technology, and their strength and weaknesses for meeting the audit ability objectives.

Software independence was a requirement that was included in the recommendations that the TGDC made to the EAC in 2007.  It’s a requirement that says essentially that a software (unintelligible) lead to an undetectable error in the election outcome that is reported by the voting system.


This resolution in turn was a follow on from a charge from EAC to the Working Group in which the EAC directed the TGDC to develop draft requirements for all the methods to achieve the goal of software independence without requiring a specific technology, using as the starting point work that was done previously by (unintelligible) alternatives to SI.


The definition of audit ability that the Working Group formulated is as follows.  Auditability is the transparency of a voting system with regards to the ability to verify that it has operated correctly in an election and to identify the cause if it has not.  Transparency can be interpreted as meaning the existence and observability of evidence that the voting system has operated correctly in an election.


Now we have discussed a built in audit ability and in UOCAVA the importance of having an error correction and recovery capability after an error is detected, however this was not included in the definition because it was felt that it would be too strong a statement because there can always be a catastrophe so severe that we’ve lost records and our recovery capability is compromised so we did not want to give the impression that if you can’t recover, that you haven’t done an audit.


We’ll now proceed to what characteristics of an auditable system would suggest and we should clarify that a voting system need not have all these characteristics to be called auditable.  It’s simply the case that when we write requirements on voting systems for their audit ability, these requirements would have as a consequence, a direct or indirect mandate for some subset of these characteristics.

The list includes firstly enabling the detection of errors whether it be through voter verification, comparison of independent records, integrity checks or event logging.  They are going to include diagnosis of faults enabling the correction of errors.  Again, there’s that recovery capability.  These first three characteristics form a strict hierarchy in which you cannot do the latter if you’re unable to do the former.


This ambiguity of voter intent can be seen as an orthogonal concern.  Our ability to audit to determine confidence whether the voting system is operating correctly is compromised if we’re not sure what the correct answer is so a voting system that prevents the introduction of ambiguous cast vote records into the system in that sense supports the goals of audit ability.

Preservation of records is a no brainer.  In order to audit records you have to have them and preserve, and of course we have the federal mandate for preservation of records already.


Finally, supporting sampling of post election audits as supporting audit ability.  This is strictly a cost concern in that if we can audit a sample as opposed to a complete consolidated report of all the votes, then we can get away with recounting a smaller number of ballots and still achieve the same level of confidence in the results.


Now the report includes a big table that surveys voting system architectures, or call them technologies if you prefer versus these adaptability characteristics that have been enumerated, and its strengths and weaknesses.


It also includes additional discussion of VDPAT, EBM, and vote by phone.  Because we received early feedback of the form, if there were issues with these approaches, for example when software independence was floated the first time the big objection came from the Standards Board and Board of Advisors over the form, that it conflicted with accessibility.

And so we had questions.  Well, what exactly do we understand the issues to be in reality for these systems both in terms of what are the consequences for election officials actually following these implementation tasks.


So the Working Group attempted to be responsive to that although to some extent we were doing some crystal ball gazing about what the regulatory risks are and would be, as well as what the unintended consequences might be and the costs to the jurisdictions.  But we did our best to respond to that.

Finally to provide a complete discussion, we also covered non-architectural approaches such as parallel testing and software assurance.  These procedures do not audit records that a voting system has operated correctly in an election, they instead -- auditing either the behavior of software or auditing the software itself to try to otherwise build confidence that the election ought to have been correct or the risk has been managed to a low level that it wouldn’t have been correct.


And we also mentioned the innovation class from the VVSG 2.0 draft.


Now to respond to requests for alternatives to SI, what the Working Group did was come up with five mutually exclusive options for sets of requirements that could be included in the VVSG and these sets of requirements are not differentiated by their goals because we always want every voting system to be secure, accessible, reliable, auditable, et cetera, and no one ever objected to the intentions of the requirement for SI anyway.  It was just trying to make systems secure and auditable.


So instead we focused on an evaluation of the consequences, intended, unintended, anticipated, predicted, of choosing one of these five options.  And as always we try to write requirements that are performance based that do not specify technologies, nevertheless as a consequence of choosing requirements, specific technologies could become un-certifiable.


The differentiating factors among these alternatives include naturally audit ability, also an overlapping and yet slightly different concern which is transparency to voters and observers although audit ability is a question of, is it possible for someone to establish confidence in the reported outcome of the election.

Transparency of voters and observers really addressed the question of when a voter is in the polling place or an observer is in the polling place watching the operation or system, what evidence do they get that votes are being correctly recorded and that the system is operating correctly.


Now the next three items, expected outcome for accessibility, social and political consequences, and future prospects for voting systems, again this is to some extent crystal ball gazing.
The Working Group tried to respond to these concerns which are very important to folks that are making decisions among these alternatives, but we are not on mission and we did our best.


Finally, complications for the VVSG, some of these options are easier to specify than others.  Some are more testable than others so we mentioned what the consequences would be in that respect.


Now what became apparent as we’re analyzing these options is that one, audit ability characteristic was dominant over the others which is the potential for undectable errors and the nature of that risk.

I mentioned earlier with that hierarchy of audit ability characteristics that if errors are undectable then it’s pointless to talk about can you diagnose the fault or can you correct the problem because by definition undetected errors are ignored.

From an audit ability perspective their detection risk is 100 percent.  There’s no substantive testing that an auditor could do to uncover errors that are in this category of undetected errors.

So if we’re going to live with this risk then we need to address it strictly from the prevention perspective.  We would have discussion about the inherent risk, whether that’s low, medium, or high, a discussion about the control risk, that we would have an assurance case for the system to the effect that based on the controls that are in place, we believe that we have managed this risk down to a certain level.

And what causes consensus to evaporate at this point is that once you have moved beyond detection, substantive testing, you step out of the completely objective realm where you can calculate the probability that an error would or would not be found, and you’re into an inherently more subjective realm where you can ask someone is the inherent risk low, medium, or high and get three different answers.

And even a question as simple as well, is the risk higher or lower in system A versus system B, is not easy to answer and you can lack consensus on that because quite often the risks aren’t directly comparable.

You have a risk of errors that sort happen at a constant rate versus errors that probably never happened but when they do it’s a doozy and it’s very hard to reconcile that (unintelligible) mismatch to come up with a number, what is the probability of an error if its really comparable.


So we have counter issues here because prevention without protection is a hard sell, particularly from the transparency to voter, and voter and observer standpoint because we may have a very good assurance case for an electronic voting system saying that the risk of there being an error could be as low as you want, and yet if someone is inclined to be skeptical of the work that was done, we can’t compel them to accept that assurance case.

If a person has lost an election by a narrow margin and they’re inclined to seek the remedy of challenging the validity of the election, they’re not obliged to accept that assurance case and they may have asked for evidence that the system did in fact operate correctly this time, as opposed to highly probable to operating correctly this time, or sure it was operated correctly this time.

So the different nature of the evidence that is presented creates a problem for us.

So first of the five options, software independence, this is what was recommended by the incarnation of the TGDC in 2007.

Software independence robustly mitigates the risk of undetectable error in the recording of votes, however our expected outcome of accepting a standard that includes this requirement would be a reinforcement of the existing trend for jurisdictions to deploy op scan, optical scan voting systems with the level of accessibility that is demonstratively less than what DRE systems were already providing.

And the issues there include issues of paper handling, limits to dexterity, and conversion of complete print content into accessible forms.  The compromise was made in 2007 -- there was essentially an asterisk on the requirement for software independence.

It created a loophole for paper verification or paper cast vote records to be translated into accessible forms or an accessible form in a software dependent manner so that compromise was made.


The requirements as written do not preclude the possibility of accessible paper which they felt that’s what they wrote at the time, and we since discovered that there’s additional complications to make it fully accessible, nor does this preclude the possibility of someone inventing a software independent and yet paperless system but we don’t have that example.


What Doug mentioned yesterday about if we’re going to write requirements we need at least a proof of concept there, satisfiable.  The “bad proof” of concept was we have a paper based system that we make accessible or what we thought was accessible so that was what we had.


Alternative number two, independent verification is an idea that actually was first discussed in VVSG 1.0.  Everything that is software independent also would comply to a set of requirements for independent verification but the independent verification or IV requirements are broader in that they would also allow for a paperless solution in which the evidence of the operation of the system, the election, may be software dependent and this of course introduces a risk of undetectable errors occurring because of a software fault.

Now the theory here was dual control, that if we have “independent devices” even if they have software in them, that the independence of the software would mitigate the risk that the same fault would exist in both and so our evidence, even though it was software dependent, we’d have high confidence and the error would be detected.

The argument that comes up is that the very theory of dual control which comes from cases where you have two different people essentially cross checking each others work, doesn’t apply directly in the case of software because whereas people do not share components of themselves, if different pieces of software can in fact be inside, internally reuse the same software components, reuse common libraries, which would not be obvious to an observer, but which consequently would introduce potentially an identical fault and to do ostensibly independent pieces of software.
And now if you’re building very simple highly controlled pieces of software you can engineer them to make sure that this doesn’t happen.  But when you’re looking at voting systems with rather complex software with rather complex requirements, it’s natural to assume that there’s going to be some DLL or (unintelligible).

So if there’s a fault in that DLL then the fact that we have two “independent devices” does not preclude the possibility of a common mode failure where you would have two separate boxes and both would say yes, this was the correct answer and they are both wrong.

Now from the perspective of transparency to voters and observers, we have a decrease from what’s provided with software independence, in particular if we have folks that are inclined to be skeptical that -- you know, a black box that’s presented to them is operating correctly and recording their vote, this was not responded to that because you’ve simply given them another black box.

On the other hand we anticipate as a set of requirements based on IV were adopted, a possible resurgence of electronic voting, and research, and development along those lines, and consequently better accessibility as the paper related issues are taken out of the equation.


And finally from the VVSG perspective, there’s a problem in writing requirements because independence is hard to specify and test.  As I already discussed, we’re talking about complex software, a requirement that simply says they shall never share common components might be a hard sell and even if we had that requirement it might be hard to actually verify that this is the case.


Thirdly we have an alternative called LOSSI SI or LOSSI software independence.  This came up because of a specific architecture that came up in conversation, LOSSI DVPAT.  We have essentially a DVPAT device which is a DRE with a printer attachment that produces a voter verifiable paper audit trail.

I mean instead of doing it for every single voting session, it only does it for a sample from an auditing perspective.  On the one hand you have a sample that you can audit, on the other hand the auditor didn’t get to choose the sample and if you discover that more substantive testing is indicated, well, it’s too late.  You can’t create audit records for those other sessions.

So from an audit ability perspective the argument is about mostly (unintelligible) but there is a discussion in terms of accessibility from the perspective of legal or regulatory risk, not in the sense of serving the voting population.

The argument was well, if we have a problem making paper accessible, making verification of paper records accessible, well, perhaps the problem can be circumvented if the ability to verify that paper record is not guaranteed to any voter, neither sighted voters nor blind voters.

So this is sort of non-intended, unintended consequence of accessibility mandates, as instead of increasing accessibility for all this, proposal actually decreases the functionality, takes something away in an attempt to provide equality and that’s not the way it was intended to work.

So I believe it’s safe to say the sense of the Working Group is that this is not a particularly good alternative but in the interest of brainstorming and completeness, it’s been provided.


Fourth alternative is to stand on requirements that are in VVSG 1.0/slash VVSG 1.1.  From the argument of doing no harm, there is still the possibility for harm to the relevance of the VVSG and that many jurisdictions are already finding themselves for one reason or another, migrating from electronic voting to optical scan voting.

And part of this argument had to do with either transparency of audit ability, and so the possibility is if the VVSG remains where it is it may simply be left behind in this migration, that it failed to respond to what’s been going on.

Finally we have an alternative called hybrid systems which is an easily misunderstood term.  Hybrid system that we’re talking about is one that takes an approach that was specifically called out in the Help America Vote Act where we have a voting system which is going to be paper based and we have done an add on to improve the accessibility of this voting systems by including another type of voting device in every polling place.


Now this extra voting device could be the PAT or EBM, both of which give you a way to provide an electronic interface for accessibility, however if we were okay with the mandate that said you have to include VVPAT or EBM with your op scan system, then we’re also okay with the requirement for SI because both of those are software independent.

In order for this to be an independent option we have to talk about having this extra device be one that is ostensibly accessible but not software independent.  This means either a DRE or vote by phone and there is an entire tangential discussion about the accessibility of vote by phone which I am deliberately sidestepping.

(LAUGHTER)


This is not an endorsement or recommendation from the Audit ability Working Group for vote by phone.  It’s simply a case that they have been deployed so they are high risk systems.


With this option we gave audit ability or rather we’ve robustly mitigated the risks of undetectable error for some voting sessions and for others we have sacrificed this capability to provide the best available accessibility.


Even with this compromise we still run into some issues having to do with equality, particularly if it starts to look like sighted and blind voters are being segregated from one another, that this system is only used by blind voters and this system is only used by sighted voters.


So there are different ways of doing this that can mitigate the equality issues but we are left also with the complication that it’s difficult to specify a double standard for both captured devices -- difficult or undesirable in the VVSG to specify double standards for vote captured devices.

It takes us away from component based certification because we have a requirement here that is satisfiable only by looking at the complete voting system.  You’ve got to deploy a system that has both these two different kinds of devices that meet different sets of requirements.  So again it would be implementable but it would be complicated in the VVSG.

So in summary, five options, software independence robustly where it mitigates the risk of undetectable error in the recording of votes, but with the world as it stands now has as a consequence effectively requiring paper records.

Independent verification does improve audit ability without necessarily requiring paper records, however there’s a discussion about the possibility of undetectable errors if your independent devices aren’t really independent.

LOSSI software independence, again there’s a possibility of undetectable errors for the sessions that don’t get a paper record and moreover we can’t say for certain that there’s actually a value add from it.  VVSG 1.0, again no change.

And finally hybrid systems, a compromise that has seen some use in practice but we would be writing requirements that explicitly require a combination of different kinds of vote captured devices in the (unintelligible).


So in conclusion, unfortunately the paper or plastic question here has not gone away.  If we have errors that are both undetectable and plausible then we have a risk that isn’t managed.  Ideally the errors would always be detectable, if they’re not we want to make them implausible.

We want to have an assurance case that would say, okay, the risk is low enough that frankly our feeling is that this isn’t going to happen on our watch.  You know, it might happen in some theoretical future but it’s sufficiently unlikely, that we have confidence in the system, and again because we’re talking about an assurance case that unavoidably has some subjective evaluations of risk in it.  Who’s this we?  It depends which (unintelligible) we’re trying to satisfy.

We also have the issue with dual control that I already discussed.  We have five alternatives and once the choice has been made we can proceed to actually write acceptable requirements for VVSG 2.0 or to improve the ones that were included in the previous draft of VVSG 2.0, and software independence is retained.

So the next steps were written on the belief that the EAC intended to make a policy decision between these alternatives.

Now yesterday Commissioner Davidson made some comments about setting the acceptable level of risk and evaluating the level of risk, that this might be something that was entirely within the scope of the TGDC.

So either it is or it isn’t.  I mean if it is a policy decision then the EAC gets to make it.  If it’s not a policy decision then the status that we’re in is a previous incarnation.  The TGDC made a recommendation for software independence and its incumbent upon this TGDC to either stand on that, modify it, or recommend something else to the EAC.


Finally, there is a draft resolution that basically just accepts the White Paper that’s been distributed and transmits it to the EAC.


I’m happy to answer any questions.


DR. GALLAGHER:     Let me suggest, because like I said we’re going to end up in an interrupted discussion here and I want this to be fruitful and not disruptive.

So we have two options.  One is we could do just quick Q&A on clarification of the talk right away while it’s still fresh in our head, and then take the break, and then have the broader discussion, or we could just take the break right now and come back and do both.

Is there any strong sense from anyone?  Break now.  Let’s break, and since we are falling a little behind, let’s do a ten minute break and plan on restarting at 10:30 a.m.  David, nice job.

(Short Break)


DR. GALLAGHER:     It’s now 10:35 a.m.  I’d like to reconvene the meeting. 

Obviously that talk stimulated a lot of discussion at the break and it’s hard to restart.  So what we’ll do is we’ll start right where we left off with the question session, so David, you might want to be ready.


I want to take the Chair’s prerogative here and thank this committee.  I think we gave this group an extremely challenging charge and I for one was -- you know, I don’t think that the answer that we’ve gotten, there was no free lunch that came out of this but I think it put very clearly all the cards on the table in a way that really shows exactly what tradeoffs are being made under these different choices.

And for that I think it’s an immensely helpful piece and I want to acknowledge the work that this group did.  I’m sure it was not an easy task.


So with that let me resume where we were and see if there’s any questions or discussions from the committee on the report.


MR. JENKINS:
This is Phil Jenkins.  David, hi.  Just a question on the statement about complicated to specify a double standard for vote capture devices.


It seems to be from an accessibility point of view it’s not about casting the ballot, it’s about verifying the paper ballot.  So if we have a ballot produced, there are accessible means for, and software independent means for verifying that the information on the paper ballot matches the intent of the voter in an accessible way.


So I don’t understand why that’s so hard to specify, what’s complicated about that.  It seems like it meets both accessibility and software independence.  If we’re talking about casting a paper ballot, meaning filling it out on paper, I understand the issue but I wonder if you could comment on that.


MR. FLATER:
My understanding is that to make an accessible verification and also software independent, we actually do not know how to do that, that this verification that’s on paper to be an audio or a large print, or a tactile, some form being provide for accessibility, it’s going to require the mediation of software.

You can get large print with a magnifying glass I guess.  If you have say a paper record and you just need to provide someone with large print, then you can magnify the paper.

But for most of the examples of accessible interaction that we’ve discussed, conversion to audio, or let’s say someone needs a special high contrast display, or whatever, all these different options for accessibility, most of them require us to have software in there and so there is the potential --


MR. JENKINS:
Phil Jenkins.  I thought the point was that the software doing the verification was independent of the software doing the -- you’re saying verify it without software.


MR. FLATER:
Yeah, the software independence refers to that a fault in software cannot resolve in an undetectable change in the election outcome and in this case if the voter is relying on software to verify the paper record, if that software gives them an incorrect verification and they say okay, cast vote, and leave the polling place then an error has been recorded and our opportunity to get ground (unintelligible) is lost forever.


MALE SPEAKER:     David, if I may, as I understand Phil’s question, I think his question refers to a system that would fall under the category of the independent verification system, namely that there is a way of verifying that the paper trail that’s independent, that is accessible and independent from the system that created that piece of paper.


And I believe that in your discussion of independent verification, the difficulty is defining the question of independence in a way that can be tested and can be shown that the two systems don’t share common DLL’s or common elements, that might fail in both and fail the same way in both, and therefore produce the same error in both.


Am I understanding this discussion correctly?


MR. FLATER:
If that’s a correct statement of the question then that’s the correct response.

With regards to the option of specifying independent verification, the concerns are not accessibility concerns because there can be a paperless approach that provides best available accessibility, problem solved.


And the concern there is from the audit ability perspective as you described, there is a risk of undetectable errors being introduced into the system, separate concern.


MALE SPEAKER:     And just again, just to be real concrete and make sure that I’m understanding the response, I think what Phil is referring to is something like, you produce the paper trail in the case of the DRE and that DRE can be read by an OCR device that provides back a audio feedback of what was on that piece of paper.


MR. FLATER:
That example was what was discussed in the 2007 timeframe, and the compromise that was made in the requirements for software independence in 2007 was specifically made to permit that approach to be used even though that verification would not in and of itself be software independent.


MALE SPEAKER:     I think I’m getting confused on the term software independence and independent of software.  It seems like the requirement is we want it to be independent of software and be dependent on someone’s eyes or --


MR. WAGNER:
David Wagner.  Yeah, I think maybe we’re getting ourselves a little tied up in knots here.  Let me tell you how I interpreted your question Phil, and then tell you how I think I would respond.


I think what you might have been asking about was the software independence requirements in the 2007 proposal.  So I think the question is well, doesn’t that require paper and can we make that accessible.  And my answer would be I think we can make that accessible.  And so let’s talk about how we would make it accessible, why you might be concerned about paper raising accessibility concerns.


One of the accessibility concerns that was raised about paper at the time was if we have a DRE with a VVPAT attachment, that’s a paper record.  How would a blind voter have any way to check it, what’s on that VDPAT record, and so the compromise in the 2007 proposal was that there could be a read back device.  You use the software to read back an audio to the voter, what’s printed on the VDPAT record.

Now technically we could argue about whether that meets the purist notion of SI but let me just call that -- you know, the 2007 SI said that’s fine so I think that addresses that one accessibility concern.


Another accessibility concern that’s been raised about paper has been paper handling.  There’s paper ballot that’s filled out by an electronic ballot marking device.  Do voters have to hand carry that ballot?  Does that raise concerns for voters with dexterity impairment?

And I think there are ways to address that and we’ll probably hear about some tweaks to the 2007 proposal to try to clarify and require that the device is accessible to the voters with dexterity issues as well.


So I think all those issues can be handled.  I think 2007 recommendations, what we call SI, you know, the 2007 SI, yeah, I think it can be made accessible.  That’s my interpretation.


MR. JENKINS:
This is Phil Jenkins.  That’s great.  And I think there’s also a red herring that says it will be lost forever.  That paper ballot is still there and the same software that was used by the voter to verify that it’s what was intended can be used to audit the paper ballot again later in life.

What we see and what we hear from the software that interprets the paper ballot, is that it’s still the same and an auditor later in life can check that again, yes.  So it’s not lost forever and it’s still accessible in my view of things.

MR. FLATER:
I agree, I missed that.  There is this independent paper record and someone can go back and audit that behavior that you described to see if in fact it read that correctly.


MR. JENKINS:
Phil Jenkins again.  Let me comment though that this eliminates the possibility for Internet voting in a sense.  If we’ve got to produce a piece of paper, then where is it produced and how does the voter get to verify it if it’s not there at their desktop, and then we introduce even bigger handling of the paper.  It’s almost like you’re doing electronic voting and then mailing the ballot back, I guess.


MR. WAGNER:
David Wagner.  The current VVSG guidelines don’t accommodate or permit Internet voting for a number of reasons.  UOCAVA is kind of a special case which will require a number of changes.  For instance currently I believe there is a prohibition of use of public telecommunications networks that would also stand as a barrier to use of Internet voting, certifying that under the existing VVSG.

So yeah, there’s like a gazillion reasons why Internet voting is not going to be certifiable under the existing VVSG and why we’re going to need to create separate standard guidelines for UOCAVA systems.  That’s just unavoidable I think.


MR. BELLOVIN:     This is Steve Bellovin.  Let me echo again, there’s such a very, very large can of very, very slimy worms for general vote from Internet voting that it’s -- orders of magnitudes worse than in many different dimensions.  It’s an entirely separate discussion.  Yet we can have that discussion if anyone really wants to spend a few days just on that argument.

But the DRE issue, the software independence issue is difficult enough even without going there and I don’t even want to start on the Internet voting one with the same context.

DR. GALLAGHER:     Everyone is pondering.  That could be a good sign or a bad sign.  I will point out as we move forward through the day, just before lunch we’re going through the resolutions.  The only resolution that we’re going to address today is accept the report and transmit.  I just want to make that clear to everybody.

What we are going to do with it in part is what Doug stated and I think both the EAC and the TGDC will be engaged as we go forward with what the ramifications are but our business today will basically be, are we happy with this report or are we sending it back for further revision.  So I just wanted to make that clear to everybody.


MS. GOLDEN:
At the risk of describing the elephant in the room, I’ll give it a shot, and I appreciate the discussion of kind of backtracking, back through software independence, and some of the history since Phil is kind of coming into this discussion from the other side of accessibility.


Software independence is what it is and it’s been on table for quite a while.  And from the disability community’s perspective the concern is when software independence was inserted into 2.0 in the 2007 version, accessibility was not guaranteed and as a result the consequence of the software independent standard going in a paper ballot was going to be mandatory and yet the accessibility standards or requirements did not insure accessibility of that paper record as an official determinative vote record.

So I would just say that if indeed software independence is the appropriate requirement and that’s for you security people to decide, I would be the first one to say that is not my area of expertise, I’m not here to argue for or against but I would say at the same time then if that is the requirement, if A then B, it is not a matter of a tradeoff.

We are going to do software independence and realize how difficult and challenging accessibility is and we’re going to make tradeoffs on accessibility.  Accessibility is a legal requirements and if A then B, if you’re going to do software independence then we’re going to insure accessibility.


MR. JENKINS:
This is Phil.  But I think it’s been, at least in my mind, it’s been proven that that’s possible, it’s been demonstrated.  It’s just whether it’s more of a policy issue now --


MS. GOLDEN:
It’s a cost issue.  Let’s put it on the table.  That’s what it is.  It means a retooling and a replacement of darn near everything out there so it is completely technologically doable.

I mean assistive technology has been delivering this for years but it’s not cheap and easy even on Matt’s side.  I mean we continue to battle textbook accessibility in classrooms.  I mean paper is just challenging but it’s not that it’s not doable.  It’s not cheap or easy but if security is important and this is important, then accessibility is important, so if A then B period.

DR. GALLAGHER:     It’s a better description of the no free lunch comment I made earlier.

(LAUGHTER)


Any other comments?


MR. BELLOVIN:     This is Steve again.  Accessibility is mandated by law but so is an inaccurate vote count and when you have things like Ed Felton’s pictures of voting machine tape in New Jersey, which the numbers on the tape do not add up.

It’s internally inconsistent, you know, that there are software problems and there will be more software problems and the question is what is the right cost benefit optimization.  It’s not that we have to do one and ignore the other.  We have to do both.  What is the sweet spot in cost?


DR. GALLAGHER:     Let me ask a question actually.  In terms of dealing with HAVA requirements though, cost is not on the same footing as performance, whether it’s accessibility or security performance.

So if we believe the right answer is an expensive system, I don’t believe that the HAVA drives us to generate, to optimize the cost curve on this.  Is that correct?  I mean that’s a consideration obviously, anytime you’re doing standards setting but there are functional requirements in terms of the guidelines we’re supposed to address.


COMMISSIONER DAVIDSON:
This is Donetta.  I’ll try to answer that but not answer it.


DR. GALLAGHER:     That’s why you’re the Commissioner.

(LAUGHTER)


COMMISSIONER DAVIDSON:
The cost is not in HAVA, it doesn’t speak to it, but the higher the cost goes up, the more that we see states joining in to do more mail balloting like you’ve got Oregon, Washington State.  Colorado has now got about 70 some percent of their people voting by mail.  Am I close, Russ?

MR. RAGSDALE:     This is Russ Ragsdale.  Yes, and I think you’ll find more states will start paying attention to the first V in VVSG.


COMMISSIONER DAVIDSON:
And Wyoming has got a proposal.  So there are more and more states looking at that.  So cost is not in HAVA but cost is on the minds of the election officials.  How’s that?


MS. MCGEEHAN:    Ann McGeehan.  This is in comment to Steve’s comment.  Your concern about maybe some bad programming or bad codes, I don’t know that software independence really gets at that.

I mean, I guess then you’ve got maybe proof later on, you know where to go, but I don’t know that the software independence really gets your concern.  I guess that would validate what your problem is but if the real problem is bad code, you need to handle that upfront with better requirements, better testing.


MR. JONES:
I’m Doug Jones.  Unfortunately bad code doesn’t go away just because you have better requirements and better testing.  Bad code is something that is just part of the nature of programming.

You don’t get good code unless you actually find the bugs and no matter how good you are at testing and all of that upfront, we know from sad experience that bugs get through and so we need to have ways to deal with them in production systems.  And it’s even worse in an era when there are malicious attackers who are deliberately trying to insert bugs and there are good examples of this.

The best one is one that Dave Wagner was involved with where one of his students created a direct recording, electronic voting system, and announced that there were bugs in it and announced roughly where they were in it, and then sent out the code for review by some of the best code reviewers in the country and one of those bugs got past all of the reviewers.

And that bug was a bug that was deliberately crafted in order to allow someone to swing an election after the fact.  And this was only 400 or some odd lines of code.  This was not one of these modern giant commercial electronic voting systems.

To be able to sneak something by in 400 lines of fairly well written code makes it inconceivable to me that we could hope in several thousand or closer to millions of lines of code that you see in a typical modern voting system software suite to guarantee bug freedom.  We just can’t.

MR. BELLOVIN:     This is Steve Bellovin.  Let me underscore that and add a little more context.

First, I know that some of the national laboratories in a national security context have repeated similar experiments.  Someone wrote code with a back door for a national security type application.  You’ll forgive me if I’m not more specific.  A team of really, really good national security, national lab’s great auditors couldn’t find the back door.  That’s one example.

Second, I once had the occasion to audit a code base for a major product where I was working.  I learned that someone working on the project had just been arrested for hacking so we had plenty of reason to be concerned about what this person had done.

I found one bug in code that he had worked on, one whole that was a combination of two independent bugs in different sections of the code, either alone were harmless.  To this day I do not know if it was deliberate.  I could make a plausible case either way.  Today’s an even numbered day so I believe it was an accident.

(LAUGHTER)


So the (unintelligible) developed really good code, the kind of code you used to run nuclear power plants, and fly airplanes, and phone switches for that matter, which get high reliability applications.


These pieces of code are not bug free by any means.  There are an awful lot that are -- you’re talking at least five times the cost of the software development.

Again, I worked at Bell Labs in the research arm of the phone switch development organization.  I had a pretty good software engineer research department.  I had pretty good handle on what it cost to develop code to this kind of standard.

You have to throw away all the code and start your development all over again because the existing code is not designed correctly for this kind of operation and it will cost you at least five times, and I would not be surprised at ten times development cost just for the code and a whole pile of other requirements.

Again, as Ann said we’re talking about cost.  We’re talking just to get a lot better code and still by no means perfect.  There have been airplanes that have fallen out of the sky because of software problems.  You have a very considerable cost increase there.


DR. GALLAGHER:     Before I go to Phil, just let me remind the committee, because this is a big discussion.  The report that we asked this group to do was designed to elucidate the consequences of these options.  So the report does not draw a conclusion that this is an acceptable consequence or a non-acceptable consequence.

And I don’t think we have time to actually now open that discussion and reach that conclusion in the committee so I just want to remind everybody, the decision we’re going to make today in that report is elucidating and defining audit ability and exploring it in these particular options, are we comfortable sending this report to the EAC.

As I said I think both the Commission and this committee are going to be dealing with the consequences of this going forward.  There’s no question in my mind about that so I’m trying to actually now temper the discussion a little bit just because we’re going to be dealing with this for a while.

And I’m really cognizant of the fact that we’re going to be into resolutions, that we want to hear about the usability and audit ability before we do that.  Phil, did you want to go ahead?

MR. JENKINS:
Just one more comment about it.  I accept the academic notion that software can have bugs.  I also believe though that HAVA was created because of “bugs” in paper and punched ballots that are physical.

I personally have written on paper and my hand had ink on it and you end up with two blotches on the paper and therefore my intent of marking the ballot was done with a splotch or a pen, who knows.  It’s not verifiable later.

So there are inherent bugs in all systems but there are ways we can reduce the bugs in software, and there are ways we can also improve accessibility and we can have independent or different systems of software that can do -- you know, we can compare each of the results with.

We can also have different software that can both look at a paper ballot, or a punched ballot, or whatever the other verifiable record is and get another opinion, whether it be someone’s eyes or for software.  So this notion that paper is the 100 percent proof is not true either and we need to accept that.


DR. GALLAGHER:     I have David standing here, but I just want to say, I think what I heard though was not that the paper eliminates bugs, it’s the issue of detectability of error.


MR. FLATER:     And that’s the point I was going to make is that the audit ability conundrum is that in the case of paper when the error exists it’s detectable, it’s discoverable.

In other examples of high assurance systems that have been discussed, phone systems, aircraft, you try very hard to make sure there isn’t going to be a failure and you’ve built a very sophisticated assurance case to say that the failure should be a very low probability but there is a validation.

The phone system doesn’t go down, the plane doesn’t crash, and in this case in the elections if we have errors that are potentially undetectable, we go in without the luxury of that validation.  So it’s a different kind of beast.

MR. BELLOVIN:     Steve Bellovin.  There’s one more point on these phone systems then I’ll let someone else talk.

In fact one of the ways that phone systems get their reliability is they decide what the question was that they wanted answered.  And the question was, can we build a phone switch that doesn’t crash, but they also took the approach that no one individual phone call mattered and if it detects the problem it will throw away a phone call.  
Have you ever had a call dropped on a land line?  I have, or even on a cell phone.  It’s not always oh, it’s the network, it’s the wireless network is in a bad mood.

It could very well be that the phone system decided I cannot complete this call.  There is a problem.  Let me throw away this call and keep the phone switch running because if I don’t throw away the call the whole switch will go down and all the thousands of other callers will be inconvenienced.

You can’t do that in the voting machine.  You can say well, there’s a problem here.  Let me throw away this voter’s vote.  That’s not an acceptable outcome.  The phone switch, you can do that.  And this is one of the things -- I mean like you have to design it this way in the beginning.


DR. GALLAGHER:     I’ll ask Ed to make the last comment and then let’s move on, and if there is still discussion we will bring it at the very end of the meeting.  Ed.


MR. SMITH:
Thank you.  This is Ed Smith.  Let me build on what David said earlier and what David just said. 

From the standpoint of an implementer it’s a slightly different take on software independence.  We’re looking at software independence as defined in this way and that is that regardless of unknown bugs or malicious tampering, software independence says that you can still confidently and truthfully define the outcome of the election.

And so hence all accessibility aside for a moment, an optical scanner, you end up with a stack of ballots in the box and someone can hand count the ballot.  So if the software was completely messed up, if the machine became a carcass, if it just vaporized, you could still say, here are the results of the election.

And there are systems now bringing accessibility into it.  There are systems that have been and are being developed, it’s been a very recent context, and are being

-- of course present tense, with that in mind that there’s either two bodies of code or there’s two mechanisms, or there’s two somethings, that generally you’ve got an optical scan as a basic and then you’ve got some other means to accessibly verify that paper.

And there are systems on the planet now, Paul and I were talking earlier, an auto mark to an optical scanner.  You can put the ballot back into the auto mark and it will be back to what it marked, which is not true verification.

At most it’s verifying that the auto mark can read the ballot that it just marked, but really by putting it into a second device that was developed probably by different people, definitely for a different purpose and in a different manner, and maybe they even share some code libraries because there are so many general purpose libraries out there.  It’s still independent.

You’ve still got something reading back the ballot to the blind voter to say yeah, this is how I read the ballot this other device marked and so that’s at least from a practitioners standpoint, a view of software independence that no matter if something vaporizes, or if something is later found out to be bad, buggy, maliciously tampered with what, whatnot, you can still define the election and say you won, you lost, this proposition passed or failed.

So it’s a little bit different then what David promoted in his first discussion in terms of the definition of software independence.


DR. GALLAGHER:     Excellent.  Sharon, I’m going to invite you up and as I said I’m not trying to suppress discussion.  We will have an opportunity at the very end if folks want to come back and discuss this some more.


MS. LASKOWSKI:     Good morning.  It always feels more difficult to brief hungry people and to brief when you’re hungry.

So I’m going to be talking about VVSG 2.0 and beyond, specifically the usability and accessibility requirements.  We’ve identified in the White Paper issues/gaps, and one of the issues that we continue to work on is performance tests.  I’m going to have a few slides on that as well.

The goal here in identifying these issues and gaps is to be able to prioritize NIST usability and accessibility research for VVSG 2.0 and to set a Roadmap for sort of beyond that.

So we’re going to have to prioritize, you know, given that we don’t have unlimited resources, which are the most important issues and gaps.  So I tried to pay attention to that and the level of effort for each of these.  There were 11 identified, 10 are technical issues and gaps, one is a policy type gap.

So a little bit of history.  VVSG 2.0 was delivered to the EAC in August of 2007, and this certainly, based on VVSG, was an improvement to prior versions but over the past two years voting systems, other standards, and our understanding of the needs of voters, poll workers, and election officials have evolved.

So I’m going to describe these issues and gaps that we’ve discovered since 2007.  The first one has to do with paper ballots and motor disabilities and we want to make it clear that the voting system must not require manual handling of the paper ballot.


So the implication of that is that there’s going to be some automatic paper handling mechanism for those people that have trouble handling the paper ballot.  And you’ll see in my slides that on my last bullet which I’ve rendered in gray, is kind of the level of effort.


This requirement is in VVSG 2.0 but there’s been some confusion so to address this issue is really a clarification of existing requirements so the level of effort is not that high.


Next, paper ballot usability and accessibility, this issue has to do with how to improve the usability and accessibility of paper records for voters and poll workers.  And we really don’t have any specific requirements on how the paper records look and how they are handled say by poll workers.  So the level of effort here is to research and develop new requirements and we’re going to have to decide on our list of priorities, how high that is.

Next is the accessibility of verification and we’ve just had a discussion on this.  An accessible voting system must enable a voter to verify the content of a paper ballot using the same input and output features used to generate that ballot.  So if they’ve used large print, you’d like the voter to be able to have a large print way to verify.  If they’ve used audio then they’d like to use audio to verify.

This I should point out is in VVSG 2.0.  The level of effort is the clarification of existing requirements, and by the way at the end of this talk there will be a resolution that will discuss this issue.


The next issue is alternative input.  An accessible voting system must provide alternative input for voters with disabilities and this must provide equivalent access.  So an example of this would be switch input.  VVSG does have requirements for this kind of alternative input so it’s some clarification of what these existing requirements mean.

I should also add that one of the EAC decisions was in 1.1 to also include an industry standard jack for someone bringing their personal assistive technology alternative input device.  I’ll be discussing that a little bit later on.


The next issue is to harmonize with new accessibility technical standards.  So we need to work with the Access Board to first update the wheelchair reach ability requirements to include motorized wheelchairs and also to harmonize with the 2010 ADA and Section 508, refreshed technical standards, as they apply to voting systems.

So this is an update of requirements.  I don’t think there’s research that NIST in particular has to do but certainly some effort to figure out which ones apply and how to word them and harmonize appropriately.


Next is access for a wide range of functional limitations.  To some extent we do this in VVSG 2.0 and prior, but we’d like to increase that range of functional limitations that voters may have.

So the goal here is to maximize the universal design requirements and increase personal assistive technology capability.  But we note that personal assistive technology for public kiosks such as a voting system is not a substitute but it’s an enhancement.


And there are four specific areas to address and these would need research, R&D for new requirements.  And let me list those four areas.


First one is to develop requirements for the industry standards which input jack and scanning interoperability.  So it’s not quite enough to just have an industry standard jack.  Does it scan in an equivalent way what -- is it obvious to a user coming in with their switch technology, of how to scan to a ballot and make selections.

Next is to research the range of manual dexterity capabilities and develop an optimized set of requirements.  We haven’t really looked at the range of manual dexterity and what set of switch input built into the machine is needed.


And for these first two bullets we have some context to start looking at these issues so we have some work currently going on with researchers.


Third, research the needs of aging voters and develop requirements.  There’s some research out there.  We have not really addressed that specific demographic in any great detail.


Fourth, apply the this research and universal design to voting systems.  Again, we have not sort of looked back to see sort of the newest developments in universal design and how we might improve our universal design requirements.

The next issue is the accessibility of precinct optical scanners.  We see the use of these optical scanners growing and with new technology they have more voter interface options, larger displays, paper feeding.

And it was our intention in writing VVSG 2.0, that those kinds of, for example visual displays, would be covered by the current requirements but we didn’t have examples at the time we wrote those requirements so we really do need to look back and see, do they apply or do we need to clarify or develop some new requirements, or do a little reorganization to make sure that they apply appropriately.

The next issue is a focus on access features.  The VVSG organization by disability area rather than access features helped to simplify the organization but it has led to some misinterpretation.

So for example, a classic one has been this idea of synchronized audio and visual.  That crosses multiple disabilities, learning disabilities, cognitive disabilities, poor vision kinds of things but that’s not clear from the organization.

And also because we wanted to include as much universal design for all electronic systems, we put in the usability section universal design requirements.  You know, for example, the ability to enlarge font.  So one might think of that as an accessibility feature but you want all those electronic machines to have those, and so here this is a clarification of the requirements.  We need to provide better clarification to make this clearer and a way to more easily identify and pull out those access features.  Question?

MR. BELLOVIN:     Yes, Steve Bellovin.  It’s almost more of a matrix organization to make sure you’ve got coverage.  This feature helps with different disabilities so I think a matrix organization for that might be better than either organization alone.

MS. LASKOWSKI:     Yes, you’d like to reduce redundancy in the standard because you don’t want to have to be changing things in two different places, hence why we have this organization, but I think some supplemental kinds of things like exactly what you said, are things we’ve been thinking about.  Yes, this is Phil speaking.
MR. JENKINS:     I have a question here.  Often there is normative information and informative.  Do we deal with that, I mean is that a concept that we say, here is the spec and then here’s additional information that helps interpret this so we could have --

MS. LASKOWSKI:     We do have discussion sections in the standard and that was specifically for those kinds of clarifications.

MR. JENKINS:     Phil Jenkins again.  The specific example is if we had this matrix but we also had each individual requirement specified, the matrix might be informative but the requirement is the normative specification.

MS. LASKOWSKI:    Yes.  Okay, now I’d like to talk a little bit about performance test modes so you need a little bit of an introduction before I can go into the description.

So the usability and accessibility requirements are for the most part design requirements based on Best Practice in user interface and human computer interaction research and development over the past 25, 30 years.

So we try not to specify that precisely but we did want to make sure our requirements reflected Best Practice for good user interface design again, and even performance test as well.  Design requirements form a bar, you’ve got to do better than this to even be considered to have these (unintelligible) usability and accessibility.

Now design requirements in let’s say (unintelligible) specified user interface are not sufficient to guarantee usability.  You can’t get at the axel voter interaction and you don’t know whether the interaction is going to flow smoothly just by making sure your buttons are big enough and your colors are right.
So to address this VVSG 2.0 has some requirements.  They’re tested for pass/fail conformance with test based on user performance.  That is, the test requires test participants and a very formal test protocol because you’ve got to wind up with a pass/fail decision at the end of this.

So basically a performance test is a usability test that’s well defined and repeatable for the following characteristics.  The test is performed using human participants and you want that test to detect errors that one might have gotten when voters or poll workers interact with the system.

You need a detail test protocol and test data.  We have a standard test ballot.  You need pass/fail criteria and that test needs to distinguish a system with good usability, some system with poor usability, and it’s got to be feasible in terms of recruiting the test participants and the cost, because otherwise the test plan is not going to be able to perform that test.

All these are necessary to get a nice repeatable test with high confidence that the pass/fail decision was correct based on requirements.

So the VVSG 2.0 has four performance tests so I’ll briefly describe them, and it also requires some usability test by the manufacturers and I’ll get to that at the end of this little section.
The first one that you’ve probably heard the most about when you hear about benchmarks is what we call the voter performance protocol.  Basically there are three benchmarks, two are based on the accuracy of the voters choices.  We tell the voters how to vote and the completion rate, that is actually casting the ballot.  It requires a 100 test participants.  We have a standard ballot that’s used.  It uses a narrow demographic.

The goal here was to distinguish those systems with poor usability from those with reasonable usability, so it doesn’t pass/fail.  So we use a rather narrow demographic and it does not use the accessible features.

So we have a fairly well educated, not too old, demographic, and we have shown face validity, that to experts it looks like it’s catching the right thing.  We’ve shown repeatability.  It does distinguish differences in usability levels between systems and we’ve started some reproducibility tests.

So what’s left to do is get some of the benchmark values for our NIST user interface which we call a (unintelligible) machine that we designed.  Part of that is because we want to make sure that the test protocol was filed correctly by a test lab so we want them to also in parallel run the test on a miscalibration machine.

If they get different values on that machine then you know something went wrong with their test protocol.  It’s not a valid test.

So to do that, we have a contract underway to do that and then we’ve got to have another group actually run the test, procedural validity of that test.
Now to get the kind of repeatability that we have for VPP for testing with a wider demographic such as the people with disabilities, would require a much larger number of test participants at high costs and impossible to recruit enough for a test lab.  You know, recruiting 100 blind people for the test and getting them outside, et cetera, we’re talking very difficult.

So this suggested to us a hybrid approach where you do a performance test with fewer test subjects so the cost is reasonable but you’re getting real interaction data, and an expert analysis of that data to confirm where there are major problems that would suggest a failure.  And again, we’re just trying to get show stoppers here, making sure that there is a minimum bar of usability and accessibility met.

Okay, so where are we applying this hybrid approach?  We’re looking at the requirement that calls for accessibility throughout the voting session.  That is, can a voter with a disability vote independently from the time they get to the voting booth to the time they submit and cast their ballot.  So we’re looking for again major show stoppers where, you know, they want to use their headset and they can’t find the plug because it’s in the back behind the panel you have to unscrew, things like that.

So the status here is that we’re verifying the repeatability and the procedural validity.  We have a contract underway to do this.  There is a gap in that we need to really figure out what range of people with dexterity disabilities, because they often have a combination of dexterity problems, so that we get the right demographics in this test.
The second test under the hybrid kind of approach is testing the documentation poll worker usability and the test basically is four teams with two typical poll workers each.  Can they open, run, and close the polls, and the status here is that we have the test protocol.  We’re verifying repeatability and procedural ability with another group.

Finally, we’d like a performance test like the VPP for the accessible voting system.  So I have a contract out now with some researchers to develop a test protocol that we’re going to tie with -- specifically for the accessible systems.  Again, dexterity, we still need to explore what is the right demographics for this test protocol for people with dexterity issues.
And then let me also mention that the manufacturers are required to submit usability test reports using standard ISO format for test reports that NIST helped to develop a number of years ago, and we actually have some templates and guides for the voting systems that we’ve developed.

And one issue is that the test must include a sufficiently wide range of functional limitations.  We’re seeing some of the test come back with some -- we think that it wasn’t clear enough into the demographics they were supposed to use.

Donetta, I’m sorry, you have a question.

COMMISSIONER DAVIDSON:
Yes, you talked about several different types of testing that’s going to be taking place.  Is this one contractor or several different types of people?

MS. LASKOWSKI:     I have four different contractors right now with researchers in several different usability firms and universities.

COMMISSIONER DAVIDSON:
Do you know kind of what time factors it’s going to take to --

MS. LASKOWSKI:     It’s this fiscal year.

COMMISSIONER DAVIDSON:
Pardon?

MS. LASKOWSKI:     This fiscal year.  The contracts were awarded at the end of September so they’re working on it currently.

Another issue that calls for clarification of requirements, the VVSG 2.0 is structured to require that the accessible system is one single integrated system and this has been misinterpreted.  So it’s structured not for separate components addressing different kinds of disability, its one integrated system.  So that requires some clarification.

Remote voting, we need some clarification of the scope of various legal mandates and there’s going to be a resolution to follow on this, and that’s basically what’s the legal basis for the accessibility requirements of these systems, the scope of HAVA, UOCAVA, ADA.  So Section 508 doesn’t apply directly to states unless they voluntarily decide to comply.

So what’s the scope for accessibility at remote voting systems as it pertains to the work we do here with the TGDC and NIST?  What specific technical requirements should be developed for the range of voting outside of a polling place, absentee, by mail?  So we just need clarification so we can make sure we’re concentrating our effort in the appropriate area.

So I’m about to go to the three proposed resolutions.  Before I do that, do we have any questions about what I just briefed?

MR. JENKINS:
This is Phil Jenkins.  I have a question about the integrated accessible voting.  It talks about that there must be one machine and you also talked earlier about sufficient use of people with dexterity issues.

And I don’t think you specifically mentioned but I wanted to highlight that there are also combinations of disabilities and so a person who is blind and uses a wheelchair, do they have to go to one machine because of height and reach accessible but they to use a non-visually accessible machine that’s not height and reach -- you know, I think we’ll talk about those kind of things here, correct?

MS. LASKOWSKI:     Yes, thank you.  And thank you for that additional comment because it really does point out another strong reason for wanting one integrated machine.

MR. JONES:
This is Doug Jones.  When I’ve observed elections and talked to poll workers, one comment I get and I’ve seen this from many different corners, is that in the average polling place the accessible equipment is never used, and where the accessible equipment is used it’s typically only one voter.

This means that the typical poll worker is not exposed to very much use of the accessible system and therefore the poll worker usability for setting up and instructing a voter in the use of the accessible system ends up being a particular problem because things you only do once are things that tend to be the hardest in terms of training because you only do them once.

And testing an accessible system where you get a crew of disabled people to come through one after the other and test the system, you’re dealing with people administering that test who become experts at it whereas the poll workers in a situation where the average poll worker sees maybe one, the poll workers never have a chance to have the expertise they develop when they’re instructing normal voters who they instruct by the hundreds and therefore become experts very quickly.  And I’m wondering if you’re dealing with that issue.

MS. LASKOWSKI:     Well, we’ve tried again to look at poll worker usability with some of our testing and making sure the documentation is easy but there is even a worse issue.  You’d like to also encourage say the aging population, you know, people with sort of not obvious disabilities might benefit from that machine and they’re not getting pointed to that machine either so that’s an issue.  We’re trying to address some of it.  Diane.
MS. GOLDEN:
Diane Golden.  That’s very unwise -- the problem with what we lost in moving from ubiquitous paperwork DRE’s that everyone would be voting on including people with disabilities, to where we are today with most people are voting in hard copy paper, and there’s a separate special machine for people with disabilities.

And, you know, when I go to vote, every time I ask to go vote on the accessible machine and typically they tell me I can because I don’t look disabled and I’ll go through my discussion routine, you know.

So it’s just part and parcel of the whole concept of, you know, where we were and what we’re going to have to deal with now.  It’s going to have to be a whole lot of policies and procedures.

And in some of the work I do in rural areas you go in and they’ll say oh, that’s Susie machine because they know the one person in a wheelchair that votes in their precinct is -- so I mean we’re just going to have to deal with that from a procedure and polity perspective.  And you’re correct, it makes it very difficult to insure privacy and confidence in all of those kinds of things.

MALE SPEAKER:     I want to emphasize something, that theories were just as much as a problem in the cases I’ve observed, that they weren’t one size fits all.

And the only one occasion where I observed a blind voter trying to vote on a DRE, because the poll workers had never encountered this, it took them half an hour to figure out to instruct him how to successfully use that DRE and it was not a simple matter because there were questions of how to navigate with your finger on the screen.  And this was a strange machine admittedly but the reports I’ve heard from others about this suggest that DRE’s were not a panacea.

MS. LASKOWSKI:     It does also suggest a need for these accessibility performance tests with the machines.

MS. MCGEEHAN:     Ann McGeehan.  Just a quick point and it’s a legal point.  Our disability advocates in Texas have said you can’t segregate a disability only machine that that violates the ADA and there have been some lawsuits.

Now they’ve been settled so I don’t know that it’s been ultimately determined, but at least some folks would argue that ADA says you can’t segregate those machines, that you have to allow everybody to vote on them.  Now in practice I agree with you guys, many jurisdictions do maintain that practice.

MR. JENKINS:
Phil Jenkins.  Another comment on that, this idea that one size fits all in a public kiosk type situation is really never achievable.  You can’t have all the machines low and you can’t have all of them high so there’s got to be some tradeoffs here and that’s my point.

It’s a physical impossibility to make everyone use the exact same device.  We can’t all drink out of the same low drinking fountain or the high drinking fountain and so this idea that’s there one universal machine is really a red herring in these policies that tend to promote this kind of stuff.

You need to be reexamined sometimes and use with some real data.  I think we’re doing that by these performance tests, looking at demographics, including cross disabilities but, you know, the idea that I get to use any of the voting machines is really not practical, it’s not possible.

MS. LASKOWSKI:     Ron, you have a question?

MR. GARDNER:
Yes, Ron Gardner.  Part of this same discussion includes that if you build it they will come theory because when we had no curb cuts, you know, you hardly saw anybody in a wheelchair anywhere.  Well, we started having more curb cuts and then they could get somewhere.

The issue still remains that the largest population, the aging population with disabilities has macular degeneration or low vision.  It is the biggest cause of disability among seniors.
They don’t want to self-identify largely.  They want to go use those machines that everybody else is using but when they get there and can’t really see it, their arthritis is bugging them, they can’t really distinguish this button from that or whatever, they’re just not going and so only a few people show up at that machine that Doug watched.  But when they’re really accessible, I think those people are going to come in droves and we’re going to have them voting all over the place.

COMMISSIONER DAVIDSON:
Sharon, this is Donetta.  One of the things that we’ve done because we’ve been out in the field and noticed the same thing, is we’ve done some quick starts and some material to help election officials because they’ve got to realize the in some areas that they only vote one person on a ballot, then that person’s secret of a ballot is being given away when they download that information.

So we’re trying to instill in the poll workers that they vote on that piece of equipment also so at least they get used to it and they’re voting there so obviously they’re can’t decide how many people or how people are voting.

But we continue to worry about that because people are segregating these machines and I guess we’ll have to start talking with the states that if they train their counties, that definitely they need to train their poll workers in those areas.  That’s what it’s going to really take is the poll workers being willing.  A lot of times when we go in the machine is not even set up until we insist that it be set up.

MR. BELLOVIN:     This is Steve.  Let me echo what Doug said.  A rarely used procedure, no one is going to get right.  In my limited experience as a poll worker when confronted with the rare exception, we had to take considerable amount of time -- it wasn’t just only -- no one ever came in a wheelchair so we never actually had to lower the machine.  I’m sure we would have had to go dig out our manuals on how to actually do that.  These machines were adjustable.

When we were confronted with someone coming in with a court order allowing her to vote on the machines, well, you know, the procedures -- we were never trained on that and in fact the forms were not set up correctly.  We had to go invent a procedure because we didn’t have the right little number to write down in the right box.

If it’s a rarely used path, people will not know how to do it.  And it may just be as simple as where is the 3.5 millimeter jack.  I don’t know.  Let me go look at the machine.  After someone has pressed the button to enable the voter, when you don’t really want the poll worker in the machine, it’s going to be a problem if it’s rarely used.

Ron, your point about there being more of it is certainly a good one.  I see many more people in wheelchairs on the D.C. Metro which is universally accessible than I see in the New York subways where only a few stops are accessible, but if it’s rarely used people won’t get it right.

DR. GALLAGHER:     Sharon, let me ask you a question.  Did you get a chance to preview the resolutions or is that where you were at?

MS. LASKOWSKI:    No, this is where I am.

DR. GALLAGHER:     Thank you.  I wanted to make sure you get through that because we’re going to move into those.
MR. BELLOVIN:     This is Steve.  I had one more point.  By the way, the same applies to code paths in software.  Code that’s rarely used is much less shaken down.

One of the things you do with software testing is use code coverage marking tools to make sure you’ve tested every code and I have personally seen examples where it was clear that no one had ever tried to run certain codes because it couldn’t run, let alone exhaustively tested it.

MS. LASKOWSKI:     I’m going to go over three resolutions, and then following this session we have a discussion of I guess all of the resolutions?  All the resolutions.
So the first resolution, I believe it’s a relatively easy one, it’s about this White Paper I’ve just discussed.  The TGDC accepts the White Paper titled VVSG 2.0 and Beyond, Issues and Gaps and the Usability and Accessibility Requirements for Transmittal to the EAC.

The background text is this paper responds to the directive of the EAC to the TGDC Usability and Accessibility Working Group to continue ongoing research and requirement updates to the VVSG to the usability performance benchmarks already contained in the draft version of the VVSG 2.0.

Because the usability and accessibility requirements work together and cannot necessarily be isolated and analyzed as individual requirements, the Working Group identified research gaps that apply not just to the performance benchmarks but across the set of usability and accessibility requirements in the draft version of the VVSG 2.0.

Any discussion?

Okay, during my talk I referred to two other resolutions.  The first one is titled Accessibility of Voter Verifiable Paper Ballots.

It states to conform to HAVA Section 301, there’s a footnote, the footnotes says that HAVA Section 301 requires that a voting system be accessible for individuals with disabilities and provide the same opportunity for access and participation including privacy and independence as for other voters.  It also requires that voters be able to verify in a private and independent manner, the votes selected by the voter before the ballot is cast and counted.

So again, to conform to HAVA Section 301, the TGDC identifies the following accessibility principles that will be used to guide recommendations for revision to the VVSG.

One, an accessible voting system must provide mechanisms for private and independent voting in all three phases of the voting process, generating a ballot, verifying the vote selection for that ballot, and casting the ballot regardless of the format of the ballot.

Two, accessibility requirements must not be lessened because the ballot format is paper and individuals with disabilities should not experience a decrease in their ability to vote privately and independently because of the use of the paper ballot.

And three, any vote casting process that leads to a determinative vote record, an official ballot of record or controlling record used in a recount must be accessible.  This affirms the decision of the EAC in adopting the VVSG in 2005.
(A), in particular if a determinative record paper ballot is voted verifiable, the accessible system must enable a voter with a disability to verify the vote selections on the paper ballot to the same access features as were used to mark the vote selection.  This affirms the Board of Advisors resolution.
(B), a voter with a disability must not be required to manually handle a determinative paper record, paper ballot in order to mark, verify, or cast a ballot.  This affirms the decision of the EAC in adopting the VVSG in 2005.

So it’s basically an acclamation.  Donetta.

COMMISSIONER DAVIDSON:
Donetta Davidson.  I’d like to ask a couple of changes on this resolution.  First of all on the very first sentence, the word will, I’d like to have that changed to, it really should or something like that.

And then second of all, the footnote, we know that upfront you mentioned Section 301 of HAVA, we would prefer really that we don’t have that put in.  You know, we know exactly what the law says so we don’t want to try to summarize what the law says.

MS. LASKOWSK:     Okay, so we should just remove the footnote but keep the reference to HAVA Section 301?

COMMISSIONER DAVIDSON:
Right, remove it, and you’ve worded that in your resolution so I think you’re fine.

MS. LASKOWSKI:     So just backing up here, you suggest removing the footnote, and then to conform to HAVA Section 301 the TGDC identifies the following accessibility principles that should be used?

COMMISSIONER DAVIDSON:
It really should or anything that you want to do there.  I mean we’re not -- just that will -- your belief that it should be done.

DR. GALLAGHER:     So let me raise sort of a point of order now.

So we’re about to move into the resolution phase.  The EAC has requested that we be more formal in our approval process for the resolutions.

So what we will do is I will ask Belinda as we start introducing the resolutions to read the resolution, then I would like to have a motion to formally introduce the resolution from a member of the TGDC, second it, and we’ll actually vote on that.

At that point during the debate if somebody is proposing a change, this would be the time to introduce for example the proposed change that EAC is suggesting and to discuss that and then we will make the changes and then actually vote on accepting the resolution.

So what I would be doing during this discussion is keeping track so that we can both discuss and propose those changes in the course of that.

And I’m hoping to do this pretty quickly.  We’re about to move into this right away.  Belinda, did you want to add something?

MS. COLLINS:
Yes, and just to help us we will be projecting the text of the proposed resolutions as we go along so you don’t have to remember them and we will be speaking them also for those who are not --

MS. LASKOWSKI:     So, any further discussion?

DR. GALLAGHER:     I’m sorry, David.

MR. WAGNER:
David Wagner.  Is this an appropriate time for further discussion the resolution?

If you could page to the next page on point three, I’m wondering if the phrasing at the beginning of point three captures the intent there.  If refers to any vote casting process must be accessible.  I’m not -- clearly defined what a vote casting process is, but for instance if I vote by mail, postal voting, that’s not accessible and it’s never been required to be accessible and that’s not an information --

MS. LASKOWSKI:     This is for VVSG which is electronic systems, not the mail and so maybe we need to clarify that.

MR. WAGNER:
Well, there’s central tabulators that are used for tabulating vote by mail.

Another example is if we go into a polling place that has an accessible voting station and another system, it’s another device that’s not an accessible voting device, all the voted VVSG has said that that’s allowable.  If you consider that as two processes, then one of those processes is not accessible.

I don’t think it’s intended to -- I suspect but you can tell me, it’s not intended to rule out those kinds of systems and so maybe just a -- if you agree with what the intent was, maybe it would be worth thinking about in the next couple of minutes about how we could revise that to make clear that this is --

MS. LASKOWSKI:     Yeah, your second point makes it sound encompassing everything which is not the intention.

MS. GOLDEN:
Diane Golden.  And I pointed at Ed because this was the discussion on the call and so I think actually at one point we had revised that to just say a determinative vote record, paper vote record or something, you know, so it wasn’t even about the process.

So this was a discussion point and it was never intended to -- literally the whole sequence of these was to layout first, you know, the general requirements and then if the paper ballot is a determinative vote record, you know, it needs to be accessible for someone who needs an accessible vote record obviously.  So yeah, if there’s a better way to word, that’s great.

MR. SMITH:
Ed Smith.  So maybe the answer is to remove everything that’s in front of (A).  So in other words, any vote casting process that leads to, would be removed.  And now the three point would say simply, a determinative vote record, (unintelligible) considerable comment, must be accessible.

MS. LASKOWSKI:     That a voter sees then as part of their process, right?  So there’s some record that’s internal to the system, but voter wouldn’t see that or handle that so -- I think we need a little bit more.

DR. GALLAGHER:     So in the interest of keeping us moving toward the resolutions, I’m going to ask my crack teams here who know about this to be thinking so as we introduce, we can bring a suggested change to the floor.  There’s one more, is that right, Sharon?

MS. LASKOWSK:     One more.

MR. JONES:
Doug Jones.  Two questions here.  One of them is what do you mean by the same access method because I could interpret that as being the same mechanism, which is to say if I’m using a DRE, the DRE itself must be able to verify my vote as opposed to an independent verification device, so access method is puzzling.

MS. GOLDEN:
Diane Golden.  That’s the access feature.

MR. JONES:
Access feature, I’m sorry.

MS. GOLDEN:
So if I generate the ballot using an audio tactile interface then I need to be able to use an audio tactile interface to verify it.  If you ask me all of sudden to use some other kind of interface and I’m unable to do that because I don’t have those functional skills, you’ve effectively said I can’t verify my ballot now.

And that’s been sort one of the problems, is the verification that was envisioned in 2.0 originally was literally just audio verification.

And if I’m an elderly person with macular degeneration who generated my ballot in a large vision format and I have really crappy hearing which is probably the case, I can’t verify it through an audio interface, and yet that was my only option because it didn’t give me the option of verifying it with the same input/output mechanisms that I used to generate it.

MR. JONES:
But the key is you’re not saying the same mechanism, you’re saying the access modality or something like that.

MS. LASKOWSKI:     Maybe modality is the better word.

DR. GALLAGHER:     This may in fact be something we need to handle in the glossary.  If we’re going to use terms like access feature, we could define that more clearly.  Now I’ll let you go to number three.

MS. LASKOWSKI:     Okay, the third resolution is titled Accessibility Requirements for Voting Systems Used Outside of a Polling Place and there is a whole paragraph of introduction.

HAVA Section 301 clearly -- and Donetta may chime in about how much of this we want to describe here, HAVA Section 301 clearly requires that a voting system be accessible for individuals with disabilities that provide the same opportunity for access and participation including privacy and independence for the voters.

It also indicates that this requirement can be met by providing one accessible voting system per polling place.  The VVSG requirements were developed for the one accessible voting system for polling place reference in HAVA.

The language of HAVA is less clear with regard to accessibility requirements of voting that occurred outside of the polling place such as absentee voting and mail in voting done as the standard procedure as a part of UOCAVA voting.

We assume that in general all voting systems must deliver some basic level of accessibility either under HAVA provisions or under the provisions of the ADA, and there’s a section cited there, Section C28CFR35149 and 35150.

Specifically the ADA requires equal program access which includes insuring that communications with individuals with disabilities are as effective as communications with other (unintelligible) delivery of appropriate auxiliary aids and services in a way that protects the privacy and independence of the individual with a disability.
Another section is quoted, C28CFR35.160.  The ADA definition of auxiliary aids is very broad and would seem to include extra for voting systems as developed to meet the VVSG requirements, Section 28CFR35.104, definition of auxiliary aids and services paragraph two, paragraph three.

So the resolution states that the TGDC recommends to the EAC that it provide clarification on the legal requirements for accessibility and specific direction to the TGDC to develop technical requirements for accessibility of voting systems used outside of a polling place including but not limited to mail in and UOCAVA voting systems.

COMMISSIONER DAVIDSON:
Whoa.

(LAUGHTER)


MR. MILLER:     I’ll comment.


COMMISSSIONER DAVIDSON:
Yeah, would you please.


MR. MILLER:
Paul Miller.  Being a vote by mail state, this has direct implications there and I can tell you that as written, I mean the issues are far more complicated than seemed to be addressed in here.

For example, we have counties who take their accessible units from nursing homes to other places where we can expect to find a population of people who might desire to use accessible unit.

We have other counties who don’t think they have any people with disabilities in their county and in fact in those counties it would require that a person who has a disability identify themselves because they don’t have nursing homes and disability centers and so forth.

And obviously a reasonable accommodation would not require an election office to go house to house to identify people, I don’t believe.  So I believe what it would require would be self identification of someone who said, I need something other than a mail ballot.

And I think you’ll find that there isn’t a single auditor in our state who wouldn’t hesitate if somebody identified themselves as needing something other than a paper ballot, who would take an accessible device to that location so that they could vote, but that really hasn’t been a big issue for us.

MS. LAMONE:
This is Linda Lamone.  I question whether or not this resolution is even within the EAC’s authority or a legal mandate.


MALE SPEAKER:     I’m not sure it fits the TGDC’s mandate either.


MS. LASKOWSKI:     Well, I think that’s the purpose of the resolution, to ask does it or does it not, what is the scope.


COMMISSIONER DAVIDSON:
I think when you really get into -- as you know, we have over 50 states and just as you’ve heard one state speak about what they do, every state, some vote -- either take -- facilitate and take something out to a car.  All their laws are completely different in every state.  I don’t know how we would ever accomplish doing something like this.


DR. GALLAGHER:     Donetta, let me interrupt because I’m very, very confused by this discussion.

As I read the resolution it is simply stating that the TGDC is asking the EAC for clarification.  I have not read any policy direction, any statement of new requirements anywhere in this, and I’m asking the question, have I missed the boat?  Ron Gardner.


MR. GARDNER:
As the subcommittee’s been working together, part of the struggle that we’ve had is working on a guideline, or a standard, or a technique, or a whatever, and butting up against the policy.  So then we talk about the policy and we hammer on the policy for a little bit and then we’re back over here.

What this is trying to do is say to the EAC, you guys set the policy and we’ll help you with the accessibility of that policy.  But this is simply asking for a clarification of the policy.  We talked about whether to throw in all the legalese and all the whatevers, and quite frankly I think it muddies it up.  If you take that stuff out we’re simply asking, what policy do you want us to apply.


MS. GOLDEN:
Diane Golden.  To clarify, for me it’s not even at policy level.  It’s truly a legal question and we even kicked around, I’m not sure the EAC, no offense to you guys, but I’m not sure you guys are the definitive answer to this.  I mean I think it may be a Department of Justice question but we didn’t know who else to pose the question to because we report to you.

From our perspective, what we’ve been doing and this is all related to future iterations of VVSG and the next iteration -- the current VVSG has been so singularly focused on the one accessible system per polling place which is part of, you know, the clear mandate in HAVA.

But there are much bigger mandates then that and obviously voting has gotten so far removed from the polling place that what we’re asking for in terms of accessibility technical requirements is do we just keep focusing on this little polling place thing or is there a bigger picture that we’re completely missing with technical standards.

So for me those technical standards are part of the TGDC’s role, that’s what we’re here to do, and have we scoped this wrong basically.  Have we scoped this so narrowly that we’ve missed the boat with these technical requirements for accessibility?

MR. ROBBINS:
This is Mark Robbins, the EAC General Counsel, and I’m going to exercise my inalienable right as a lawyer to be annoying.

(LAUGHTER)


I’m also going to very politic here.  I’m going to agree with both my Chair and with Dr. Gallagher.

(LAUGHTER)

Wow, this is a big assignment or potentially could be a big assignment.  But I just want to remind this group as I will eventually remind the two other Advisory Boards that we deal with as a Commission, that the way I view this is you’re an Advisory Board.  You’re just making advice.  The Commission is free to accept it, to reject it, to limit it, to narrow the scope, to expand the scope, whatever is necessary.

I don’t have a problem as the Commission’s lawyer receiving a recommendation to look into this issue knowing that one, we don’t have quorum.  Even if we wanted to take on all the issues in the world, we can’t adopt a policy position until we have a quorum.  We may have new members that have a completely different idea than the existing two members we’ve got.

So in terms of what a federal advisory committee does, I don’t have a problem receiving this as it’s written.  I will go again with what the Chair said, wow.

MR. GARDNER:
Ron Gardner.  There’s only one thing more annoying than a lawyer and that’s another lawyer annoying the first lawyer.

(LAUGHTER)


And I don’t mean to be annoying but there are a couple of things in what you said.  One, the EAC has an Advisory Board.  That’s not this.  The Advisory Board is a separate body.

This is, I mean the name of it is the Technical Guidelines Development Committee and we’ve been trying to work on guidelines.

The problem has been that as we work on guidelines, are we talking about guidelines for a voting system located in UOCAVA, or are we talking about guidelines for a system that’s in a polling place already covered by HAVA, or does none of that apply and we’re dealing with auxiliary aids and services required by the Americans With Disabilities Act.

All we’re asking for is as we as a technical guidelines development committee, not an Advisory Board, Mark, but as this development committee meets, could the EAC clarify what it wants us to do as we develop those guidelines.


MR. ROBBINS:
I don’t disagree with the substance of what you just said, and I’m sure not speaking for the Commissioners, I’m sure that the Commission itself would view it as appropriate, giving what guidance we can which is why I don’t have problem receiving this request, understanding what the purpose of it is.

But what I want to make sure is that you all understand that this is a rather broadly worded request.  You’re asking us to do some issues which frankly we probably couldn’t do in and of ourselves.  It would take the Department of Justice chiming in.  It would -- well, yeah, the court system eventually, and I just want to make sure you all understand that this is an incredibly broadly worded request for guidance.


DR. GALLAGHER:     This is even more annoying as a non-lawyer weighing in to a legal debate.

(LAUGHTER)


But I’m wondering whether the legal issue is in fact a red herring, and sort of going back to Ron’s point, what we’re really asking getting right down to the nub of it is are we to do technical guidance in what area?

It’s a scoping question and we can define the scope based on legal requirements and then you end up looking something like this, or we can get the scope as a request from the EAC.

So one way out of this is to basically say, we are asking for clarification from the EAC what our scope is in terms of developing technical guidelines for accessibility in these areas, and leave the question of the origin of that scope to the Commission, whether it’s some analysis of a legal framework.

But I think it’s a very fair thing for a technical committee to say, and in fact I would argue if you’re a state concerned about the TGDC weighing into this, you want their scope to be defined because without that being defined, why not weigh into it.

In other words, this I think is a fair question for us to ask.  I don’t know whether we need to ask it as, go do a legal analysis and give us the legal ruling.  We can simply say we would like guidance on the scope.

MALE SPEAKER:     And again, a fair statement.  As worded, it’s seeking sort of legal advice.


MS. MCGEEHAN:     Ann McGeehan.  I was going to say, you know what’s probably really scary was the slide that preceded this one.  That’s probably what scared everybody.


MR. ROBBINS:     And again, going back to my annoyance factor here, I shy away from summaries.  People read into them what they fear the most.  So that’s why we wanted to get rid of the footnote in the earlier resolution and why I would have problems with the summary that preceded this slide.


MS. GOLDEN:
Diane Golden again.  And I think Pat summarized it.  It is a scoping issue and that’s what drove the question or the rationale behind the question, and for us, people that work in accessibility, everything is driven by the statute.

I mean that’s the only thing we have to hang our hat on to ever get any direction and movement on accessibility so that’s where we go first and clearly that’s just because of the way we operate
So I agree completely, the underlying question is a scoping one and it could be answered outside of the legal framework.  Now of course from a lawyer’s perspective, I would think you might want to think about that because it’s going to impinge on your decision but it wouldn’t necessarily be the only consideration clearly.


DR. GALLAGHER:     So let me as the amateur non-lawyer make a suggestion to the committee in the spirit that we just did before.


One, I think the boiler plate slide that went before this is sort of unnecessary.  Basically it was background information, but this is the resolution and one way of doing this is right after the parenthetical EAC, is basically say that, and then drop, it provides, all the way up to specific.

In other words, it would read the TGDC recommends to the EAC that it provides specific direction to the TGDC to develop.  In other words, the provide clarification on the legal requirements for accessibility piece may not be a necessary clause in this resolution.


COMMISSIONER DAVIDSON:
I think we ought to turn to Bob with FVAP because we have no idea, the UOCAVA voting area and I would think that we would need him to answer that part of it.


DR. GALLAGHER:     Ron.


MR. GARDNER:
Ron Gardner.  Correct me, Diane, but FVAP has been exactly part of our discussion so you hit right on it, Commissioner.

DR. GALLAGHER:     I think that’s fine.  I actually think as we discussed, this could still encompass that since I believe our interaction formally with FVAP comes through the EAC so I think this is still consistent.  And I’m assuming all the legal and coordination is the magic the Commission is going to do when they provide guidance.


FEMALE SPEAKER:
I do want to remind our TGDC members of one underlying issue that we’ve been discussing and that is this notion of auxiliary aids and how much do you build in and how much do you provide accessibility to personal assistive technology, and I think that plays into this.  So you might want to consider asking whether that’s something that we make a recommendation on or do we get direction from the EAC on that.


DR. GALLAGHER:     This is Pat Gallagher.  It is 12:05 p.m.  I would like to begin moving immediately into the resolutions.

I am going to break us though when we get to the lunch point, and what I will do to accommodate because I want to make sure the full committee is here, is I will move David’s update on marginal marks which is really an update on the research.  In other words I may truncate our lunch but I want to start it on time so that we don’t go into a sugar depletion and then we just can’t get anything done here.


So with that, let me ask Belinda to be our reader and as I said, we’ll be a little bit more formal then usual but I’d like to more quickly so if you have thoughts and comments on each of these resolutions, if you can have your suggestive changes ready that would be most helpful.  Belinda.


MS. COLLINS:
I’m going to do it from here so I can read the screen.  And we have the resolution on a slide so the thought is I will read it and then ask -- I know the TGDC members have been identified for each of these.  I would ask you to introduce it formally and get a second, and then we’ll move right to a vote.


So the first resolution, the proposed resolution, the White Paper on Possible UOCAV Pilot Projects for the 2012 Federal Election.  The TGDC accepts the White Paper entitled Possible UOCAVA Pilot Projects for the 2012 Federal Election for transmittal to the Election Assistance Commission and Federal Voting Assistance Program.


MS. PURCELL:
Mr. Chairman, this is Helen Purcell.


DR. GALLAGHER:     Yes, Helen.


MS. PURCELL:
I know I offered this proposal yesterday, however in the discussion on it I noticed there was an awful lot of talking about 2012 and 2014.  If there would be no objections to having the 2014 to be a title event of the project White Paper.

DR. GALLAGHER:     So Helen, we’re going to do two things that you said.  One is you actually moved to introduce this yesterday.  I’m going to first ask if there’s a second.


MALE SPEAKER:     Second.


DR. GALLAGHER:     So the proposed resolution is introduced.  And then I’m going to take up the second thing you said.  Now we’re in discussion.  We have a suggested change to add, and 2014, which is as I understand it, a change in title recommendation.  Any further discussion?  Doug.

MR. JONES:
Since that’s just a motion to amend, I’ll second that too.


DR. GALLAGHER:     You guys all together quickly detect the limits of my Roberts Rules and Orders.

(LAUGHTER)


MS. COLLINS:
So move to a vote?


DR. GALLAGHER:     We’ll go ahead and do the motion from the Chair.  First we should vote on the amendment.  We have a movement to amend and change the title to include, and 2014.  All in favor say aye.


COMMITTEE MEMBERS:
Aye.


DR. GALLAGHER:     All opposed?  The motion is passed so the title is changed, and now any further discussion on the resolution as amended?  I hear none so all in favor of the resolution as amended please say aye.


COMMITTEE MEMBERS:
Aye.


DR. GALLAGHER:     Any opposed?  There being none shown, the resolution is passed.


MS. COLLINS:
Moving to the second resolution, has this one been amended?


MS. LAMONE:
This is Linda Lamone.  Yes, both this one and the next one have been amended and Mr. Miller will be proposing the amendment.


DR. GALLAGHER:     I think since we have not introduced them yet we can introduce then in whatever state so I don’t think that will be a problem.  So let’s proceed.


MS. COLLINS:
So I’ll ask Paul to read this since I don’t have the text.


MR. MILLER:
We don’t have a specific amendment to this resolution but I think rather it’s handled within another resolution that is going to be proposed, so at this point this resolution is withdrawn.


MS. COLLINS:
So if there’s no disagreement to withdrawing this, we will withdraw this.


DR. GALLAGHER:     Well, since nobody is moving to introduce I think we’re okay.

(LAUGHTER)


MS. COLLINS:
But if the record could simply show that -- we got a little confused following the July meeting as to what was a resolution and what wasn’t, so let’s make sure we’re clear, this is not a resolution anymore.


DR. GALLAGHER:     Since there has been no movement this is not an introduced resolution so the record should not reflect it as a resolution.


MS. COLLINS:
So moving to the second, I’ll go ahead and read it unless you want to read it Paul.

MR. MILLER:
No, you can go ahead and read it.


MS. COLLINS:
Okay.  Demonstration Project Guidelines, the TGDC directs the UOCAVA Working Group to prepare a narrative risk assessment comparing the current UOCAVA voting process to electronic absentee voting systems used in a Demonstration Project with military voters.

The TGDC directs the UOCAVA Working Group to develop high level guidelines taking into account the existing risks already accepted in the current UOCAVA voting system.

This is continuing the resolution, the TGDC directs the UOCAVA Working Group to focus on guidelines for a Demonstration Project for military voters only.  The Working Group should assume voters will have a Common Access Card and access to professionally administered systems with appropriate accommodations.

The Working Group should also assume that voters will be choosing between this method and other methods currently available to UOCAVA voters.  While guidelines should be scoped for a Demonstration Project for military voters only, consideration should be given to the ability to extend the guidelines to a broader segment of the UOCAVA voting population.  The Federal Voting Assistance Program shall be invited to participate in these efforts.


DR. GALLAGHER:     I’ll accept any motions to introduce this resolution.


MALE SPEAKER:     I move to enter this resolution.


DR. GALLAGHER:     Any seconds?


MALE SPEAKER:     Second.


DR. GALLAGHER:     It’s been moved and seconded to introduce so let’s open it for discussion.


MS. COLLINS:
Before we discuss, can I just let you know that I did share this proposed resolution with FVAP and they thought it met their concerns from yesterday.


MR. RAGSDALE:     Russ Ragsdale.  Can we clarify for me the professionally administered systems?  Is that as opposed to amateurishly systems?

(LAUGHTER)


MALE SPEAKER:     The assumption simply being that that computers that are using these Common Access Cards are on networks that are administered by the Department of Defense and therefore to the degree that they are able to do so, are free of mal-wear.


DR. GALLAGHER:     I don’t know if I would go that far but I think --


MALE SPEAKER:     Well, to the degree that they are able.


DR. GALLAGHER:     We may want to specify.  As I understood the discussion yesterday, the idea would be that this Demonstration is leveraging both identity management through the CAC cards, and also identifying this as a dedicated network and so you should probably say maybe a DOD network rather than a professionally administered system which is probably more ambiguous.  David.


MR. WAGNER:
Dave Wagner.  I’ll just give a possible justification for that.  I think there is a distinction here you could draw between an average person who has their personal laptop that they administer themselves as opposed to using a military machine that’s probably administered by someone who has some training and knowledge about system administration, and I think that does have an impact and has some change on this and so that’s how I view it.  I think this is a hopeful starting point for the Working Group’s work.

MR. MILLER:     But with Pat’s suggested amendment, I hear it as a friendly amendment to a dedicated network

that --


DR. GALLAGHER:     Be careful, mine was more narrow.  It may not be the same thing.


MALE SPEAKER:     I think you mentioned a few minutes ago Pat, that we could use a glossary to help disambiguate.

I mean, really what I see what is really important about this resolution is that it finally gives us some clarity on the scope of what we’re trying to accomplish and it gives us a place to start and do some real technical work because what I heard yesterday, all day yesterday, was we just couldn’t figure out exactly what it is that we were trying to specify
So I think it’s critical that we do this, otherwise we’re going to spend the next six months dancing around the same bush.


MR. BELLOVIN:     This is Steve.  I would not want to confuse a closed network like the Defense Department’s NIBER Net with a professionally administered machine.  They are separate independent threats that need to be counted.  I would actually prefer to say both a closed network and a professionally administered machine.

In theory of course work should not connect a personally own laptop to a closed Defense Department network.

As best I can tell that’s more honored in the bridge and I would rather restrict -- as was said earlier, dealing with -- we’re trying to distinguish this from the general Internet voting situation and these are two restrictions which would go some significant distance towards that differentiation, towards the better.  It’s not by any means the whole thing but let’s not go there right now.

MALE SPEAKER:     I was not involved in trying to draft this so as outsider reading this language, the reason I assume the professionally administered system was the right wording as opposed to a DOD administered system, was that there may be objections from within some part of the DOD to using the DOD system directly.

There are contractors the DOD works with who run networks for the DOD that use the CAC card and one could easily imagine them approving some contractor to run a CAC compatible network specifically that would support voting using machines that are perhaps at other times connected to other DOD networks, and enabling this if the DOD does not permit use of their own network -- having language that enables such an option if it becomes appropriate seems perfectly reasonable to me.


MR. MCDANIEL:     This is Patrick McDaniel.  I think hidden in this is that the exercise we would do in the next six months would be to define exactly what that means and trying to do it right now is a rat hole.


DR. GALLAGHER:     Andrew.


MR. REGENSCHEID:
Just give me a little bit of clarification please, David or Paul, jump in if I get this incorrect.


I believe when we were working on this resolution we intentionally did not choose -- we did not have a closed network in mind.

There is some significant implications of including that in this resolution in that you might consider the DOD provided computers that are on the unclassified network that can also access regular Internet types, or you might not interpret that then as being on a closed network.


MR. SMITH:
This is Ed Smith.  Similarly to build on what Doug and Andy just said, you may end up if you over specify the network closing out the ability for commercial vendors of Internet voting products who are the people developing products for this space, you may close them out because the DOD may not want to install their products on their computers.

DR. GALLAGHER:     Based on the discussion, are there any suggested amendments to the language or not?  Steve.


MR. BELLOVIN:     We already know that the law or regulation says you can’t use the general open telecommunications networks I believe, so in some sense it’s got to be a network that’s not the general open one anyway whether -- I don’t want to say NIBER Net or what have you in there because that’s getting too specific, but we also know that we can’t accept the fully open network because of other decisions so saying a closed -- is really adding nothing to what’s already been there.


DR. GALLAGHER:     There seems to be a general consensus on this.  I also want to share my sense.  I agree with Patrick that this is really a charge to our Working Group and rather then split hairs, I think the sense of this specific charge will be flushed out by the Working Group.


With that let’s move to a vote.  As written, all in favor?


COMMITTEE MEMBERS:    Aye.


DR. GALLAGHER:     All opposed?

COMMITTEE MEMBERS:
(Unintelligible).

DR. GALLAGHER:     The motion passes.  Phil.


MR. JENKINS:
Just a point of order, I don’t think you asked for any other discussion so I did have --


DR. GALLAGHER:     I’m sorry.


MR. JENKINS:
I apologize, you all voted.

I thought the term appropriate accommodations may need to be discussed here, and maybe we can do it in the glossary, but there are accommodations in there as auxiliary aids that were mentioned by Sharon, and whether the professionally administered system is providing that accommodation or whether the individual is bringing it, I think the TGDC needs to specify that.  So perhaps a better term then accommodations might be accommodations and auxiliary aids.


MS. GOLDEN:
Honestly Phil, that’s why I left it as appropriate accommodations, was just so it could be flushed out at the committee level because that is the broadest term of all.  I mean auxiliary aids are part of accommodations.

So I went with the broadest terminology and the appropriate is, again that’s just a term of ours in accessibility.  It’s not the best.  It’s appropriate which means it provides effective communication if you’re using an ADA legal standard.

So that was exactly why I left it as broad as that because that begs the question of defining then who’s providing it, is it personal assistive tech, is it built into the system.  All of those questions will need to be addressed.


MR. JENKINS:
This is Phil Jenkins.  So as the TGDC, we’re accepting that or we’re telling the EAC to tell us to do that.


DR. GALLAGHER:     No, this resolution is actually a charge to our own Working Group.  This has nothing to do with the EAC.


MS. GOLDEN:
Correct.


MR. JENKINS:
Oh, that’s right.

MALE SPEAKER:     I do want to comment on that though.  It’s not intended to be taken away from the EAC, it’s just simply -- it’s intended to be a resolution that clarifies what the Working Group would be working on so that we are all on the same page, but it’s intended to be following out an EAC directive.


DR. GALLAGHER:     This is direction, being responsive to the EAC and FVAP, but it’s really essentially as I read it, a direction to our Working Group.


MALE SPEAKER:     It is, but it’s also a way of clarifying to everyone what it is so that we’re all on the same page.


DR. GALLAGHER:     We have reached 12:22 p.m.  Doug.


MR. JONES:
I believe I heard one vote against this and I haven’t heard anyone speak up against it so I’m wondering if the person who voted against would be interested in telling us why they voted against this.  When I hear a dissenting opinion, when I hear that there is dissent and I haven’t heard an opinion, I’m curious.


DR. GALLAGHER:     Well, let me suggest in the interest of time that the --


MALE SPEAKER:     Was that time delay then and not --


DR. GALLAGHER:     It could be but I’m going to ask that we clarify our curiosity offline.  I’m going to adjourn the committee at this point.  I would like to reconvene sharply at 1:00 p.m. so please try to time your lunch for 12:55 p.m. because we do need to move through these resolutions.

(Lunch Break)


DR. GALLAGHER:     Let me go ahead and bring us back to session.  This is the home stretch here and I’m quite anxious to not just finish this work, I think this is going to be one of our more productive TGDC meetings, but I am also very much looking forward to Ann McGeehan’s talk that is coming up.

And we’ve got airplanes and we have schedules so I’m going to try to make sure we can pull this off.


We have one more UOCAVA related resolution and so I’d like to ask Belinda to read the proposal.


MS. COLLINS:
White Paper on Accessibility and Usability Considerations for UOCAVA Remote Electronic Voting Systems.  The TGDC accepts the White Paper entitled Accessibility and Usability Considerations for UOCAVA Remote Electronic Voting Systems for transmittal to the Election Assistance Commission.


I’m not going to read the fine print.


DR. GALLAGHER:     All right, so strictly speaking, we were talking earlier, this probably would be in the realm of a motion, not a resolution but it’s in the form of a resolution so I will take any motions to introduce.


MS. GOLDEN:
Diane Golden.  I move to introduce this.


DR. GALLAGHER:     Any second?


MR. SMITH:
This is Ed Smith.  I’ll second it.


DR. GALLAGHER:     Thank you.  So it’s been moved and seconded.  We have a proposed resolution on the table and I now open the floor for discussion.  This is as I understand it, basically an acceptance in transmission.


MALE SPEAKER:     I call the question.


DR. GALLAGHER:     Very good.  So it’s been moved and seconded and now we can bring this to a vote.  All in favor of the proposed resolution say aye.


COMMITTEE MEMBERS:     Aye.


DR. GALLAGHER:     All opposed?  Let the record show that the resolution is accepted as written.


And I’ll ask Belinda to move and read our next proposed resolution.  Now we’re moving into the HAVA related resolutions.


MS. COLLINS:
Proposed resolution, White Paper on Audit ability.  The TGDC accepts the White Paper entitled Report of the Audit ability Working Group Revised 2010-12-02 for transmittal to the Election Assistance Commission.  And again I’ll skip over the fine print.


DR. GALLAGHER:     So again, this would be a resolution to basically accept and transmit the report that was actually a request of the EAC to us, the tasking, and I would be happy to accept any motion introduce.


MALE SPEAKER:     So moved.


DR. GALLAGHER:     Any seconds?


MALE SPEAKER:     Second.


DR. GALLAGHER:     So it’s been moved and seconded and we have a resolution on the table.  I would invite any discussion of this resolution.  Question has been called.  There’s been no further discussion.  All in favor of the resolution as written please say aye.


COMMITTEE MEMBERS:     Aye.


DR. GALLAGHER:     All opposed?  Let the record show the resolution is passed.

Belinda, you can move to our next one.


MS. COLLINS:
This is the White Paper on VVSG 2.0 and Beyond, Issues and Gaps in the Usability and Accessibility Requirements.  The TGDC accepts the White Paper entitled VVSG 2.0 and Beyond, Issues and Gaps in the Usability and Accessibility Requirements for transmittal to the Election Assistance Commission, and again I’ll skip the fine print.


DR. GALLAGHER:     Very good, so this is the last of our accept and transmit resolutions, and I would accept a motion to introduce the resolution.


MALE SPEAKER:     So moved.


DR. GALLAGHER:     Any second?


MS. GOLDEN:
Diane Golden, second.


DR. GALLAGHER:     It’s been moved and seconded so the proposal has been introduced and I’d open the floor for any discussion on the White Paper.  Seeing none, I’ll call the question.  All in favor of the resolution please say aye.


COMMITTEE MEMBERS:     Aye.


DR. GALLAGHER:     All opposed?  Let the record show the resolution is passed and we can move to the next one.


MS. COLLINS:
Accessibility of Voter Verifiable Paper Ballots to Conform to HAVA Section 301.  The TGDC identifies the following Accessibility Principles that will be used to guide recommendations for revisions to the VVSG.

An accessible voting system must provide mechanisms for private and independent voting in all three phases of the voting process generating a ballot, identifying the vote selections of that ballot and casting the ballot regardless of the format of the ballot.

Accessibility requirements must not be lessened because the ballot format is paper and individuals with disabilities should not experience a decrease in their ability to vote privately and independently because of the use of a paper ballot.

This had a footnote referring back to HAVA 301 that Donetta had asked us to delete.  Do you want me to read that Pat, the footnote?

DR. GALLAGHER:     Let’s read the resolution itself since we’ve been neglecting the footnotes in the previous ones.


MS. COLLINS:
Okay, and is there a second page?  Any vote casting process that leads to a determinative vote record and official ballot of record or controlling record used in a recount must be accessible.  Affirms the decision of the EAC in adopting the VVSG into 2005.

A.  In particular for a determinative record paper ballot is voter verifiable, the accessible system must enable a voter with a disability to verify the vote selections on the paper ballot through the same access features as were used to mark the vote selections from Board of Advisors resolution.

B.  A voter with a disability must not be required to manually handle a determinative record paper ballot in order to mark, verify, or cast the ballot.  Affirms the decision of the EAC in adopting the VVSG in 2005.

Is there more?  So that is the full resolution.


MR. GARDNER:
Ron Gardner moves acceptance of the resolution.


DR. GALLAGHER:     Ron, let me back you up first, but I always hesitate doing this because I’m not a Roberts expert here but we haven’t introduced this yet and I did want to remind the committee that we had an earlier discussion that indicated that we’re likely to want to make some minor changes to this.

So what I’d like to propose is that we move and introduce the resolution and then change it via an amendment as we did earlier.  So I would accept a motion to introduce.

MALE SPEAKER:     So moved.


DR. GALLAGHER:     So moved.  Any seconds?


MALE SPEAKER:     Second.


DR. GALLAGHER:     Great, thank you.  So the motion is introduced and now I would open the floor for discussion.


MS. COLLINS:
Perhaps we could go back to the first page.


MALE SPEAKER:     Following up on the Chair’s suggestion I move we strike the footnote to make it clear that it’s struck.


DR. GALLAGHER:     It’s been moved and seconded.

MALE SPEAKER:     Second.


MS. GOLDEN:
Do we want to do all of these together or do we want to do --

DR. GALLAGHER:     We may actually be able to do this, to add on the amendment so we’ll do tabs, one part of the amendment will be to strike.  Diane.


MS. GOLDEN:
Other parts, changing the will in the first sentence, will to believe should, principles that believe should be.  I think that was the other change.  And then I took a shot at re-crafting three, if you want to scroll down.


MS. COLLINS:
Okay, can we move to three, thanks.


MS. GOLDEN:
To try to simplify this and I don’t know if I really accomplished it or not, but striking everything up to the determinative vote record in that first sentence so that it would read, a determinative vote record is an official ballot of record or controlling record used in a recount, so that that’s just a declarative statement about what is a determinative vote record.

And then (A), instead of saying in particular, it just starts with if a determinative record paper ballot is voter verifiable et cetera.  Does that help get rid of the extraneous pieces in there?  To have this make sense -- I’m seeing somebody in the back over there.


MALE SPEAKER:     Dr. Gallagher, I’m good either way.  I think the definition is important and whether you choose to handle it a glossary or whether we leave it here, I’m okay either way.  I just want your guidance on this.


DR. GALLAGHER:     I wish I had some clear guidance to give.  I think in this case since this is a resolution guiding our future work, we can leave it as a standup resolution, that’s probably clear and more consistent with the intent of the resolution.  Phil.


MR. JENKINS:
Phil Jenkins.  Are we discussing the term accessible features or are we discussing a different term --


DR. GALLAGHER:     I think the question was related to the first change that Diane mentioned which is to modify the first sentence in item three which is to say, a determinative vote record is an official record of ballot or controlling record used in a recount and must be accessible, I think is what it would end up saying, is that correct?


MALE SPEAKER:     Correct.


MR. JONES:
If that needs seconding, I second it.


DR. GALLAGHER:     So I think we’ve compiled a number of changes and I’m going to treat them together as the amendment so it sounds like we have a motion that’s introduced and a second.  Any discussion on the amended resolution?

MALE SPEAKER:     On the amendment or on the amended resolution?


DR. GALLAGHER:     Well, on the amendment, I’m sorry.


MALE SPEAKER:     I have a new amendment to suggest.


DR. GALLAGHER:     How do you want to handle this as a committee?  Why don’t you go ahead and just bring it in --


MR. JENKINS:
Phil Jenkins wants to add a parenthetical statement after the word access features to include something like e.g. modalities or such as modalities, or modalities to clarify the features are related to modalities not the system.

DR. GALLAGHER:     So this touches the issue that we discussed earlier on ambiguity about access features, is that correct?  So you’re suggesting a parenthetical statement after access features that would give an example?


MR. JENKINS:
Yes, sir.


DR. GALLAGHER:     Such as modalities, is that correct?

MALE SPEAKER:     I think modalities is the right word but I would rather simply strike the word features and substitute modalities.


MR. JENKINS:
This is Phil Jenkins.  I withdraw my --


DR. GALLAGHER:     So let me try to recap what we have in our proposed amendment going back one page.  This amendment strikes the footnote, replaces the will be with a should be, is that correct, that should be used to -- believe should be used to guide recommendations.

And then on the next page under item three, changes the first sentence to a declarative statement saying, a determinative vote record is an official ballot of record or controlling record used in a recount and must be accessible.


MALE SPEAKER:     That sentence was actually divided, so that sentence one, was the definition of determinative record, and sentence two was, if the determinative record is voter verifiable it must be accessible.  Do I understand it correctly?


DR. GALLAGHER:     Thank you for the clarification.  So as just read, and the final one was to strike the term

-- they’ve changed -- yes, with access modalities.


MS. COLLINS:
Pat, I’m confused.  Do we need a second sentence on number three?


DR. GALLAGHER:     Yes, so as it was just clarified, number three would start as the definition, a determinative vote record is an official ballot of record or controlling record used in a recount.  The next sentence is, Doug did you want to repeat what you had just said?


MR. JONES:
(Off microphone, unintelligible).


DR. GALLAGHER:     So the first sentence in (A) is if a determinative paper ballot record is voter verifiable the accessible system -- it must be accessible?


MALE SPEAKER:     Right.


MALE SPEAKER:     But then what happened to the rest of part (A)?  Oh, I see things have been combined up here in a way I didn’t expect.


MS. COLLINS:
I think that’s just in typing.  If you had put it back the way it was -- because when you read it Doug, I heard you add a sentence on the --


MR. JONES:
I think I was just repeating what Diane had said which was that if a determinative record of the paper ballot is voted verifiable it must be accessible and then (A) and (B) referred to that.


MALE SPEAKER:      That was my understanding of what you had suggested.


MR. WAGNER:
David Wagner.  Whatever you suggest is fine.  I think what I remember hearing you say the first time was in the first sentence, the first sentence began like that, used in a recount and must be accessible, something like that.


MS. COLLINS:
That’s what I thought I heard too.


DR. GALLAGHER:     And then I understand the next two sub-bullets basically flush that out as sub-bullets.

FEMALE SPEAKER:
You need to add back in the parenthetical, that was in number three, affirms the decision of the EAC in adopting this VVSG in 2005.


MS. COLLINS:
Now that’s still in (B).  Can you all put that so it’s fully legible on the screen?

DR. GALLAGHER:     Well, then they can’t edit it.  Okay, so on the screen now should be the compilation of all of our changes.  So let’s go back one slide and make sure we’re all on board. 

So this would reflect it as amended.  To conform to HAVA Section 301, the TGDC identifies the following accessibility principles that should be used to guide recommendations for revisions to the VVSG.

Number one, an accessible voting system must provide mechanisms for private and independent voting in all three phases of the voting process, gathering a ballot, verifying the vote selections of that ballot, and casting the ballot, regardless of the format of the ballot.


Number two, accessibility requirements must not be lessened because the ballot format is paper and individuals with disabilities should not experience a decrease in their ability to vote privately and independently because of the use of the paper ballot.


Number three, a determinative vote record is an official ballot of record or controlling record used in a recount and must be accessible.  (Affirms the decision of the EAC in adopting the VVSG in 2005).


Sub-bullet A, if a determinative of record paper ballot is voter verifiable it must be accessible system, must enable a voter with a disability to verify the vote selections on the paper ballot through the same access modalities as were used to mark the vote selections.


MS. GOLDEN:
(Off microphone)


DR. GALLAGHER:     Diane, you might want to use your mic.


MS. GOLDEN:
It’s after the comments, the accessible voting system must enable.


DR. GALLAGHER:     This is a battle with Microsoft and we’re going to see who wins here.

(LAUGHTER)


It does seem to have a problem with the word the.

(LAUGHTER)


Okay, so going back to the current slide and rereading item three, a determinative vote record is an official ballot of record or controlling record used in a recount and must be accessible.  Affirms the decision of the EAC in adopting the VVSG in 2005.


Sub-bullet A, if a determinative record paper ballot is voter verifiable the accessible voting system must enable a voter with a disability to verify the vote selections on the paper ballot through the same access modalities as were used to mark the vote selections.  (Affirms Board of Advisors resolution).


Sub-bullet B, a voter with a disability must not be required to manually handle a determinative record paper ballot in order to mark, verify, or cast the ballot. (Affirms the decision of the EAC in adopting the VVSG in 2005).


And I believe this would reflect the resolution as amended if we accept the amendment.  Any further discussion on the amendment?  Steve.


MR. BELLOVIN:     Yeah, I just want to clarify.  I don’t think it requires an amendment to the resolution.  I just want to clarify (unintelligible) think anything one or the other about software independence, that’s an independent requirement.  You just say here’s another constraint, correct?


DR. GALLAGHER:     So noted.


MR. BELLOVIN:     I certainly don’t see any point to adding that to this text.  It’s independent, it’s not changing that.


MALE SPEAKER:     My comment is actually a question and I’ve been trying to figure out why number two confuses me, and that’s on page 23.  And I thought that the best way I can ask my question is to simply get an understanding of what two covers, that one and three don’t already cover.


DR. GALLAGHER:     So in essence the question is, is number two redundant and I’ll leave that to my brain trust in this room to help answer.


MS. COLLINS:
It might be appropriate to show three again.


MS. GOLDEN:
Diane Golden.  I think it probably is redundant, philosophically redundant.  I guess I’m processing this but I think it’s there and it may be even out of order because it’s the philosophical rationale for why the paper needs to be fully accessible is because the standard -- and again I apologize but, you know, when you live and work in disability, accessibility, everything comes out of legal non-discrimination kinds of things.

And because the benchmark was paperless in the statute, I mean it specifically called out to be a (unintelligible) accessible system for good, bad, or worse, it’s that reintroduction of paper.

So yeah, it probably doesn’t do anything that isn’t covered elsewhere other then philosophically provide the rationale for why the paper needs to be accessible, fully accessible.  So I mean I guess I’m open to -- but this was kind of philosophical thing anyway about beliefs for driving the technical requirements.


MR. JENKINS:
Phill Jenkins.  I think the phrase, should not experience a decrease, is helping provide guidance to the TGDC on the scope of the accessibility requirements which is I think useful to be kept.

DR. GALLAGHER:     Just as a note, this is an internal resolution to us.  This is a resolution that provides guidance to our future work in developing guidance and should be viewed in that way.  Any further discussion?  Doug.

MR. JONES:
I’m curious about the manually handled restriction because just going to a regular polling place and watching a day’s worth of voting at a regular polling place, you see -- not learning all about disabled voters, just normal voters.

You see poll worker intervention required on occasion.  I’ve never taken statistics on what percentage of voters need poll worker intervention but those interventions sometimes involve the poll worker assisting the voter with for example, inserting the ballot into the scanner or other things, and if we set a higher bar for disabled voters then we set for non-disabled voters, I’m very curious if we have a reason for that.

Specifically I wonder about something like an auto mark which instead of delivering the ballot into the voter’s hands, delivers the ballot into a cassette which a poll worker might carry the sealed cassette to the verifier/scanner which the voter could then do an electronic verification stage with.

Is the poll worker’s handling of that cassette other than being perhaps inconvenient, is that an imposition on the voter’s right to a secret ballot or any of the other rights established by HAVA and would it violate this, or is this wording specifically intended to push us back to an all electronic modality?


DR. GALLAGHER:     Let me ask a question because I don’t think I understand the point.  As I read this one it seems to indicate it prohibits the -- it can’t allow a requirement that the voter handle.  So I don’t know that it touches --


MR. JONES:
That’s an interesting reading.  Okay, I hadn’t seen that reading.


DR. GALLAGHER:     Why a voter with a disability must not be required, so I don’t know if this precludes --


MS. GOLDEN:
I’m just smiling because we’ve been over this ground and I apologize honestly for folks who have not been over the ground as many times as we’ve been over this ground but they are old privacy (unintelligible) concepts and all of those things.

We’ve been down that road, you know, and around that corner and block 100 million times and it raises issues of independence.  No matter what the procedures are, no matter what you do, then you’re relying on human intervention and we just talked about poll workers and how difficult that is, on and on and on.

So I think in general those kinds of issues are going to have to be settled at the requirements level or you can be very, very specific and there probably are some places where you can parse issues.

Having assistance in getting the interaction set up, so getting the blank ballot into some sort of system before any marking occurs probably is no big issue, would happen for any voter or could happen for any voter, but once you get past that and you’re actually into the voting process it becomes a real interesting question.

And all of those suggestions you know, we’ve talked through those and those are things that would have to be determined in very specific requirements and standards.

DR. GALLAGHER:     Any further discussion on this point?  So let me again try to re-capsulate what we have.  The way I think I’ll put this is we have on the screen and what we’ve just read the as amended, so I will consider a motion to amend as presented this resolution and then we can move to the final vote.  Do I have such a motion?


MALE SPEAKER:     Would you read just that one portion again, please?

DR. GALLAGHER:    Yes, so let me read all of the item three.  I think that would be the best way to cover this.


Item three is a determinative vote record, is an official ballot record or controlling record used in a recount and must be accessible.  Affirms the decision of the EAC in adopting the VVSG in 2005.


Sub-bullet A, if a determinative record paper ballot is voter verifiable the accessible voting system must enable a voter with a disability to verify the vote selections on the paper ballot through the access modalities as were used to mark the vote selections. Affirms the Board of Advisors resolution.

Sub-bullet B, a voter with a disability must not be required to manually handle a determinative record paper ballot in order to mark, verify, or cast the ballot.  Affirms the decision of the EAC in adopting the VVSG in 2005.


MALE SPEAKER:     Thank you.


MS. LAMONE:
This is Linda Lamone.  I make the motion to accept the resolution as amended.


MALE SPEAKER:     Second.


DR. GALLAGHER:     So it’s been moved and seconded.  Any further discussion?  Lf not we’ll call the question and all in favor please say aye.


COMMITTEE MEMBERS:     Aye.


DR. GALLAGHER:     All opposed?  Let the record show this resolution has been adopted.


MR. SMITH:     Mr. Chair.


DR. GALLAGHER:     Yes, please.


MR. SMITH:     I’d like to enter in the record that I abstained from that vote because of a conflict of interest issue with the technology.


DR. GALLAGHER:     Okay, this is Ed Smith and the record will note that he abstained from the vote.  Thank you, Ed.

And I believe we’re up to a final, is that right, two more?  That’s wishful thinking on my part.


MS. COLLINS:
This is Belinda Collins.  I’m not going to read this given the discussion so if you could move to the second page.


DR. GALLAGHER:     That was the footnote that you’re not reading.


MS. COLLINS:
I’m not reading the footnote, yes.  Accessibility Requirements for Voting Systems Used Outside of Polling Place.  The TGDC recommends to the Election Assistance Commission, EAC, that it provide clarification on the legal requirements for accessibility and specific direction to the TGDC to develop technical requirements for accessibility of voting systems used outside of a polling place included but not limited to mail in and UOCAVA voting systems.


DR. GALLAGHER:     Thank you.  So this is another item where we had some discussion, mostly around the fact that this is a resolution telling the EAC to do rather more then what we want, which is asking for help from the EAC on clarifying our scope, but I would like to again ask for a motion to introduce this and then we can change it through an amendment.


MALE SPEAKER:     Moved to introduce.

DR. GALLAGHER:     Thank you.  It’s been moved to introduce.  Any second?

MALE SPEAKER:     Second.


DR. GALLAGHER:     Moved and seconded to introduce the resolution.  I now open it for discussion.


MR. JONES:
This is Doug Jones.  I’d like to move to amend, specifically striking the words, from legal requirements for accessibility.  Those go away and get replaced and they get replaced with, the scope of our accessibility mandate.  And that’s it, except there’s a double space between accessibility and mandate.


DR. GALLAGHER:     I will read it as it was proposed.  It would read, the TGDC recommends to the Election Assistance Commission that it provide clarification on the scope of our accessibility mandate and provide direction to the TGDC to develop technical requirements for accessibility of voting systems used outside of the polling place including but not limited to mail in and UOCAVA voting systems.  Any discussion?


MR. JENKINS:
This is Phil Jenkins.  I don’t think we want general direction on the accessibility mandated, only specifically to the technical requirements for accessibility of voting systems used outside the polling place.  I think we need to delete the and.


MALE SPEAKER:     Just a moment.  There was another issue and that is within the polling place whether our accessibility mandate extends beyond the one accessible machine of HAVA to the other machines.  I think it’s a fair question to ask the extent of that also.  In fact that’s a question Diane had asked and I think it’s quite appropriate to ask it.


DR. GALLAGHER:     This is Pat Gallagher.  This is probably one where I think the EAC knows what we’re after but let’s make sure we get it right.

MALE SPEAKER:     My comment would be -- I kind of went off earlier and part of it is because as it was previously worded, it appeared to be requesting direction that was beyond the scope of what TGDC does which is provide standards that can be used to evaluate and test systems.


So to the degree that we can make requirements of the UOCAVA voting systems that have direct access with people and mail in that can be tested and observed in the system, I’m okay with this.  Outside of that, how this system actually gets used in the field is not within the scope of what this committee does.


MR. GARDNER:
Ron Gardner.  I’m not sure I understood all of that.  I heard the words but I think the intent really is limited to a clarification or scoping of the requirements for accessibility, not the requirements for the entire voting system, but the voting system as it applies to accessibility or vice versa, accessibility as it applies to the voting system.

MALE SPEAKER:     And the comment that I’m making is that if you can bring that aspect of that accessible requirement of a voting system and you can bring it into a laboratory and test it at the laboratory, to that degree that’s a standard that we can work on at TGDC.


If it’s okay, we want to issue some kind of requirement to the states on how they provide accessibility we can’t do that.  That’s not within our area of authority, or expertise, or in fact our charter.


DR. GALLAGHER:     Well, let me ask a clarifying question to see if I understand your concern.  So this is a recommendation to the EAC.  We’re asking for clarification of our scope and if I understand what you’re saying, and I would have said in order to provide direction to our work developing technical requirements for the accessibility of voting systems, and it’s the systems that principally are used outside of a polling place, not standards covering the use of systems in the remote location.


In other words, we’re specifically asking because we don’t know, whether their voting system is designed to be used outside the polling place, are in our scope or not.  Does that make sense?  In other words, we’re asking about, and I’m saying it poorly but we’re asking whether this is covering certain types of voting systems.


MALE SPEAKER:     Well, going back to my earlier comment, we have systems that are accessible.  I’m in a vote by mail state.  We have systems that are accessible.  We do certain things in an attempt to provide accommodations and access using that equipment in a state that’s vote by mail but there is no voting system that’s specifically designed to handle mail in voting.  It’s central count.

And so I don’t -- that term mail in, and it’s going to disturb states that has some degree of absentee voting, is how does this relate to what they do with their accessible equipment.

MS. GOLDEN:
Diane Golden.  And I think that’s really the question, and the question to the EAC is A, is it within the scope, and B, would it be helpful for there to be technical guidelines about sending electronic file formats to someone through the mail to use with their own PC at home like Oregon does.  And I think that’s the question.

Is it first within the scope, are those kinds of technical guidelines within the scope, and is it something that would be helpful given the move to more and more mail in voting.  If there are no standards then -- I mean if it’s out of the scope then it’s -- yeah, so I think that’s the question.

I mean literally they would look very different from the accessibility guidelines that are in the current VVSG that apply to this kiosk type thing that you go to a polling place and interact with.

They would clearly be very different kinds of technical standards because you would be talking about file formats and interoperability with personal use assistive technology that people have at home or going to the library to use and blah, blah.  I mean I can rattle that off.  Is that within the scope and would that be helpful are the questions.


MR. JONES:
I think that passing this question to the EAC is the right thing to do and I think that if I were from a state like Washington, or Oregon, or one of the other states that’s moving towards a very high use of mail voting, I would be very interested in lobbying the EAC to tell us it’s out of scope, but I don’t think it’s our decision to conclude that it’s in scope or out of scope.  I think this is an EAC decision and I’m perfectly happy to let them have that question.

MALE SPEAKER:     With that clarification, could I suggest that rather than talking about mail in voting systems, that we talk about electronic ballot delivery systems because I think that’s what you are actually talking about because that’s what Oregon’s situation is and it currently -- we don’t see, the states don’t see. the delivering an electronic ballot to a voter as being within what is necessary to be certified.

It’s not part of the certification procedures so in a sense that would become the question, as to what degree should we become involved in the certification of electronic ballot delivery systems.


MR. GARDNER:
Ron Gardner.  This is the question with all due to respect to Doug, I’m hearing what Oregon not Oragon is saying, wow, but I do believe that this is the question and we’re asking the EAC to help us with that scoping and if they tell us no, it’s not, it’s out of the scope we don’t have to worry about this moving target, but each time we try to deal with guidelines then the question comes up what about mail in, so we just need to know, is it in the scope or is it not and I think EAC can help us with that.


MALE SPEAKER:     I think the courts are actually going to have to decide your ultimate question.


MR. MILLER:
This is Paul Miller again.  I think the point that I’m trying to make is that the electronic ballot delivery system is a system that could be looked at and standards could be applied to and tested against.  I don’t know that we can look at the mail in system and apply any standards or tests of how that works.


MR. JONES:
This is Doug Jones again.  It’s worth remembering that Oregon or Oregon, and Rhode Island were pioneers in the attempt to make accessible voting by mail and they were pioneers in deploying tactile ballots where the blind voter would be mailed a tactile ballot and a cassette containing the narration of it.


Now today we might laugh at that technology and still think it doesn’t work terribly well for general election ballots in the United States, but the fact is states have in the past done serious experiments in making accessible voting by mail and if some of those can be made to work it strikes me that it may well be within the realm of our mandate, and I don’t think we should forget that Oregon I think is actually the oldest state to do tactile ballots.


DR. GALLAGHER:     So let me try to bring this discussion to a point where we can vote.  I think there seems to be a strong consensus that it’s fair to ask the EAC, what do you want us to do?

The discussion seems to be hinging around what I was sort of viewing as a list of examples is advancing this discussion or not.  We’re really asking is it within our scope or not to look at the systems that are used outside of a polling place, but Donetta was going to jump in as well.


COMMISSIONER DAVIDSON:
Well, I’m only speaking for myself, on my narrow mindedness as I look at this.  Whether it’s in our scope or not, and I’m not going to try to determine that here and now, I want to look at it very closely and sit down with our attorney.

But when I look at it with common sense and knowing elections, is what I’m doing currently, a mail ballot and also a mail ballot that goes overseas, there will be mail ballots going overseas even with us doing electronic so whether we do electronic or mail ballots going overseas, we have no idea how they’re setting up polling places, how they’re setting up voting stations.

If they do it kind of like what the one resolution says today and using those systems, we’re all pretty much guessing this pretty well, you know, the computers are ready but using it right now were they being sent the ballot, copying those ballots and then mailing them back in their envelopes, we have no idea how the states are sending those, or how Bob’s companies are sending those, and what kind of locations they are being sent to.

My first thing that I think I would like to see done is send it to the Department of Justice and see if they have any suggestions.

MS. GOLDEN:
Diane Golden.  And we may be agonizing and spending far more time on this because I think -- and I understand limiting the fact of scoping and it’s not really a legal question, but in the end that’s what it bounces back to.

You know, just asking for clarification at least elevates the issue to the EAC level, and from a disability community advocacy perspective, the question is, is HAVA written so poorly because of its specific requirement for one accessible machine per polling place that was probably the right thing to do at that time, but has that now become a problem because of that very specific language, and does the community need to mobilize and either amend the language or, you know, actively recruit and do something to mount an ADA class action.

I mean that’s the kind of thing that is probably going to resolve this in the end finally, but in the interim I think all we were looking for as the Accessibility Working Group was, do you just want us to keep ignoring it over there which is what has been happening, or not and, you know, just kind of continuing to focus where we have been on the next iteration of the VVSG as if everything happens in a polling place or not.

So I think there are two separate issues.  There’s a very high level political advocacy legal issue and then there’s kind of a specific direction for right now.

COMMISSIONER DAVIDSON:
Well, I’m Chair for one last day and that’s today.

(LAUGHTER)

So today I probably will tell my attorney that I would like for him, if this passes, to take this resolution, I was going to say stuff it but --

(LAUGHTER)


But to take this resolution, copy it and send it to FVAP and to the Justice Department and ask them to respond and see what we come up with because I think that FVAP would probably like to weigh in on it, and for the Justice Department to give advice with them in mind.

MR. GARDNER:
Ron Gardner.  Commissioner, it’s a tough question and there’s only one person in this room I feel worse for then you and it’s your attorney.

(LAUGHTER)


But I truly think that’s the right course.  We have only one place we can ask and I think going to the Department of Justice and FVAP, I say go for it, get all you can.

But I mean as bright as Mark is I doubt he’s really going to be able to get the right answer without -- I mean it’s going to get kicked around but I think it’s a starting place, and just knowing you won’t need to look at it helps a lot.


DR. GALLAGHER:     Let me try to bring this to a point where we can act on it.  As I said, I sense a consensus that it’s fair to ask for this guidance.  The question before the committee is does the language as we’ve discussed which is on the screen now and I will reread it, convey what we want to convey or not.

As it stands right now it says the TGDC recommends to the Election Assistance Commission that it provide clarification on the scope of our accessibility mandate and provide direction to the TGDC to develop technical requirements for accessibility of voting systems used outside of a polling place including but not limited to mail in and UOCAVA voting systems.


MR. RAGSDALE:     Russ Ragsdale.  I have one more highly charged issue to introduce.  There’s an S at the end, elections, Election Assistance Commission.  Apparently Mr. Masterson is concerned with this resolution if adopted, would go to the wrong agency.

(LAUGHTER)


DR. GALLAGHER:     So noted.  Any other discussion?  I think somebody was going to make a comment about the example list --


MR. JENKINS:
Phil Jenkins.  The EAC could decide to limit their direction to us to say just consider electronic ballot distribution and the accessibility requirements for that piece of it.  So there’s still a possibility here where we can get win/win benefit to FVAP and the states that may want some guidance, and the TGDC does have the skills to provide that.

So it’s not only the political, legal issue, which I don’t quite see.  I’m looking more for technical assistance, guidance, which is our mission to provide it.  If you use electronic delivery of a ballot, here’s a Best Practice or here’s the standard for calling that an accessible electronic ballot delivery system.

So you know each of these -- the word system can be broad or it could be narrowed by the EAC, back to us on what to focus on.  And I think there are states in FVAP that are looking for that kind of guidance, otherwise we wouldn’t have had high level guidance in our UOCAVA system to begin with.  Thank you.


MR. MILLER:
I appreciate your comments Phil, and I think essentially that I agree with them.  I think the one piece of it is that -- and I certainly would very much welcome Best Practices in this area.

I think though it’s always been my understanding that the EAC develops the Best Practices and that we are providing simply technical advice on standards for systems that must be brought in and must be certified.
And so that raises the question here, are these systems that we have used to deliver ballots to voters electronically, now coming under the purview of being required to be tested and certified to standards that we developed?  So that’s an underlying question in that area for me.
MR. JENKINS:
This is Phil in response to Paul.  I think that’s still an EAC scoping discussion to us.  We could define the technical requirements for an electronic ballot but we may not have to certify it.

MR. MILLER:
Thank you, Phil.

MS. PURCELL:
Mr. Chairman.

DR. GALLAGHER:     Yes, Helen, go ahead.

MS. PURCELL:
If I might add a little bit to what Paul said, and also to respond to a comment that Diane made about ignoring it.

I don’t believe the election officials ignore this problem at all.  In the state where we are (unintelligible) our elections are by mail.  We certainly do not ignore making that system, whatever it might be, accessible and we work very hard at doing that in many different ways including the brail ballot if that’s what people would want.  We certainly do not ignore it.

DR. GALLAGHER:     Right, and I certainly as a non-partisan reader of this, I did not construe this as implying that anyone isn’t doing a good job in the states.  I think it’s simply asking the bare bones question which is do you want this committee to address that.

The very sense of Paul’s concern is does this telegraph a change in scope for what will be considered certifiable system and I think that’s one of the reasons we all agree it’s important for us to know exactly what the scope is.

I’d like to be able to bring this to a vote so if there are any questions or discussion that helps get us there.  Ed, you look like you’re ready to ask.

MR. JONES:
You know, I’m ready to say something.  I think this is a process problem to which we’re trying to apply a technical solution because for the life of me I can’t envision a technical system, a something, whether that be software or hardware, that the counties would deploy in response to these new requirements if they came to light.

So I don’t see a logical end or conclusion to this resolution assuming it goes forward and then comes back to us saying yes, develop some (unintelligible) requirements.  People have mail systems, they mail out the ballots, somebody fills them out at home and they come back, as is the primary modality by which ballots that would fit in this classification are fulfilled.
What are we going to do with that?  That’s a process issue.  That is a process issue at the county level and I know from before this meeting of many solutions to that issue, whether it be vote centers, vans and transit buses with devices in them, you know, campaigns to go hit the nursing homes which you heard about earlier today.

Some of those are even in state law to do that.  Illinois is an example of nursing home voting.  Pretrial detainees even, they go out to the prisons with accessible devices (unintelligible) to allow those folks to vote because they’re not incarcerated yet or found guilty, it’s their right to vote.  So I’m just not sure where this can go to reach a logical end or conclusion.
MS. MCGEEHAN:     Ann McGeehan.  One suggestion is what if we took out in the last sentence where it’s not limited to mail in and UOCAVA voting systems.  What if we took out the reference to mail in because I could see how some people would think we’re interjecting a policy issue here that’s not in HAVA.  HAVA doesn’t talk about mail in.  However UOCAVA, obviously the TGDC does have some responsibilities with UOCAVA.  Paul, does that help a vote by mail state just to --
DR. GALLAGHER:     Turn on your mic, Paul.

MR. MILLER:
Paul Miller, on the microphone now.  You know, this applies to any state.  Yeah, it’s particularly unique and affects us since we are vote by mail and our neighbor is vote by mail so, you know, I’m not sure -- I’d like to see mail in taken out but I would like perhaps some consideration of electronic ballot delivery that Neil was discussing earlier.

You know, if not requirements, Best Practices, so that when we implement these systems we do want them to be accessible and so if we had guidance on how to make them accessible, we would accept that guidance and we would talk to our vendors about making sure that it provides that.

Right now I think the thing that we require is that whatever this solution is it be 508 compliant and I understand that there are difficulties defining what that means and actually evaluating it as to whether it is in fact 508 compliant, but that is the state of the art as far as what we’re doing currently.

MR. JENKINS:
Phil Jenkins.  To address Ed’s 
miss-concern about systems, which I think has been defined elsewhere as the hardware/software, perhaps if we deleted the word systems at the end and just said UOCAVA voting then the EAC could tell us whether to focus only on the hardware system or whether we could talk about parts of the system or process which we could define technical requirements for such as the electronic delivery.

DR. GALLAGHER:     So I’ve heard a couple variations of a theme here that have to do with deleting various parts at the end of this resolution.

One is to strike mail-in, another one is to delete systems, and the final one and I think there was an earlier one that actually would leave out the examples and simply leave it at, provide direction to the TGDC to develop technical requirements for accessibility of voting systems used outside of a polling place, and don’t put anything about including, but not limited to.  That might take off some of the radioactive language.

MS. GOLDEN:
This is Diane Golden.  This is including anyways.  Anybody who has ever drafted statute language knows that’s meaningless anyway so just take off the whole including.

DR. GALLAGHER:     So let me read that --
MR. JENKINS:
Except the word systems is still in the first part of the sentence so I think the resolution is broader than the system itself and I don’t want to have the issue come up again from Ed that we only focus on the certifiable part of the system.

MS. GOLDEN:
For me that’s part of the direction from the EAC.  I think I’m fine with -- and part of that is just the nuance of accessibility itself doesn’t have to do with vote counting typically.

I mean there are different parts to the system and we’re talking about the voter ballot interaction piece because that’s where the accessibility comes in, not the other pieces so I mean I think that can be handled in the direction coming back from the EAC.

MALE SPEAKER:      Hey, for once we finally came up with a term that’s actually been defined already and that is voting system.

So voting system is in VVSG, the total combination of mechanical, electro mechanical, or electronic equipment including the software (unintelligible) and documentation required to program control and support the equipment that is used to define ballots, cast and count votes, report or display election results, maintain and produce any audit trail information and the practices and associated documentation used to identify system components and version of such components.  It goes on and on and on about testing and maintenance and such.  So this is the whole thing.

MALE SPEAKER:     I didn’t hear the process of delivering the electronic ballot, is that part of the system?

MALE SPEAKER:     Define ballots cast and count votes, report or display election results so you could say that delivery -- you’ve got to deliver to cast.  Just as if I walk in a polling place and put a Smart Card in a DRE, that’s the display.  David’s shaking his head no so I’ll turn off my mic.
(LAUGHTER)


DR. GALLAGHER:      Again, we may be flogging a dead horse here because I think the EAC knows what we want.  So let me read it as we just discussed.

The amendment if we adopt it would change the resolution to read, the TGDC recommends to the Election, no S, Assistance Commission, that it provide clarification on the scope of our accessibility mandate and provide direction to the TGDC to develop technical requirements for accessibility voting systems used outside of a polling place.  Any further discussion on that?  I don’t even know where we are at this point.  Maybe we can go right to a motion to --

MALE SPEAKER:     There’s another portion at the end.  Let me read it.  At the very end, and to make available any materials to the voter, and that has such as notices, instructions, forms or paper ballots, so and to make available so that’s in delivery modalities.


DR. GALLAGHER:     There you go, home run.

(LAUGHTER)


All right, if there’s further discussion why don’t we move right to a vote as amended I think in the issue of time.  Any objection to that?  All in favor of the amended resolution please say aye.


COMMITTEE MEMBERS:     Aye.


DR. GALLAGHER:     Any opposed?  Let the record show no opposed and the resolution is passed as amended.  And with that and with almost no introduction I’d like to ask Ann, because we have an airplane to catch, to share her thoughts, I’m very excited about this, on evaluating risk within the context of a voting process.  So Ann, thank you very much.


MS. MCGEEHAN:     Thanks for asking me to address the committee.  Belinda asked me to say a few words about risk and as you can see, we’ve kind of been permeating our discussions for the last two days so I’m going to sort of give you just a few thoughts sort of from the election official’s view on evaluating risk within the entire context of the voting process.


So the challenge that we’re looking at is creating standards that are secure and accessible but that are realistic within the context of the entire voting system.  So Ed, I’m glad you did find that definition because we are talking about the entire process.


And I think our goal should be that the standard should meet or exceed the level of risk that’s currently tolerated within the voting process.  You know, Director Bob Carey was talking a little bit about this yesterday.  I think we don’t just want to meet it, I mean we do want to do better.


But the software standards must also be assessed within the framework of external factors and human involvement so access to software, the policies, the procedures, the laws, and so I want to spend a few minutes talking about that.


Within the voting system there are many different components and all of those components entertain or tolerate some level of risk, within voter registration, certifying the ballot, printing the ballot, programming it, mailing ballots, qualifying ballots that come back in, counting ballots, certifying results, recounts and contests.  All these components have a level of risk that is currently tolerated in the current system.


Just to go real quickly, but like within voter registration there are a lot of risks that are tolerated.  Under HAVA, states have to qualify or verify the identification number, either social security, last four digits of social, or the driver’s license.

There are a lot of mismatches.  States, counties can register illegible persons.  It happens.  There are some bad actors out there that will submit false registrations.  States can have a hard time.  Now this isn’t always done on purpose but it can be hard to keep the roles clean.

You may have illegible names on your roles.  People die.  You may not have a good match on a social security number.  People are moving, felons, all of that comes into play and you’ve got to tolerate some level of risk.  State or county could register a voter in the wrong precinct.

With the advent of electronic poll books and that technology changing, we’ve seen some issues that can pop up there where you have some unreliable equipment out there.  In the category of certifying the ballot, we see lots of mistakes here unfortunately and for those of us in the election community we’re not proud of this but it is a very human process so mistakes do come into play.

We get illegible candidates on the ballot.  Sometimes a candidate’s name is omitted or is misspelled, that can be confusing to voters.  You can incorrectly code a precinct so whether you’re mailing out a ballot or a voter is voting a ballot in the polling place, sometimes the wrong ballot style is given to that voter so they vote on offices that they’re not eligible to vote on.
In the accessible arena sometimes the audio doesn’t correlate to the proper ballot and testing hasn’t, you know, found that out in time.

In the context of mailing ballots there’s been a lot more focus on this recently but we’ve got this new 45 day deadline to mail out ballots, not all entities, not all jurisdictions are able to meet that.

The instructions that go out to the voter on how to mark the ballot can be confusing.  That obviously has a very direct impact on whether that voter is going to be able to cast their ballot correctly.  There are occasional mistakes made when the ballot comes in.  Here again it’s a very human process.

You have a group of humans reviewing signatures on applications and on the voted ballot.  Sometimes they make the wrong decision and say that the signatures don’t match when in fact they do.  There are some very procedural things, ballot box gets overlooked, not get counted.  Unfortunately that happens every election, at least in my state.  There’s one or two jurisdictions that sometimes over look a ballot box.

And then of course in the context of mail ballots, you have the whole fraud component whether -- because you’re not in a polling place, you don’t have those protections of the polling place so ballots are sometimes marked by someone other than the voter.

I served on the Audit ability Subcommittee and this may be a strong word to talk about, stalemate, but I think it started out that way, then I think things got a little better.  But we had some interesting discussions about risk but unfortunately we kind of kept hitting that brick wall of accessibility and security or as David Flater says, plastic and paper.

And the summary there is that accessible solutions are primarily electronic and that’s --the security folks don’t trust a paperless system.


Security and electronic voting, what are some of our issues.  What is the level of risk that’s permissible?  The way I see it, software independence seems to tolerate no risk, that we don’t trust the process, we don’t trust the people or the machines so we need to have that vote verified.

There are concerns about the evil programmer out there.  There are concerns about what we called the black box tabulations, the fact that the software is proprietary so that there’s limited access or there’s less in transparency under how these systems work.


What I’d like to spend a few minutes on is talking about some of the risks on the voting system side, on the actual voting process.

If you go back to traditional paper, we tolerated risk.  Ballot designs could be confusing.  We have the option of fraud, you know, those paper ballots in a ballot box could be altered and have been altered.  We’ve had ballot boxes stuffed and I’m just picking on my state but we had ballot box 13 in Jim Hog, County, LBJ 1940, I mean historical stuff.  It happened.  It’s a risk.

Voter intent can be misinterpreted by the county team, and then of course there are just errors, people flat out counting the ballots wrong.  Now there are safeguards.  You know, if you do it right it works and if you’ve got a good ballot design that’s reviewed by candidates, party, voters, it shouldn’t have any mistakes.

If you have good strong state laws and local procedures well, all your ballot box should be locked with seals, you should have poll workers present watching what’s going on, other observers can be present.  Risks with paper ballots that are electronically counted, some are old punch cards, or optical scans.  Again you have issues with confusing ballot design, the butterfly ballot from 2000.

But also there are opportunities to tamper with paper ballots that are electronically counted and again I’m picking on my state.  Harriett County back when they still used punch cards, they had concerns that they might have some fraud going on with their early voting ballot board counting team so the DA’s office basically planted somebody to serve on the early voting ballot board who was reviewing ballots, punch card ballots with everybody else.

Sure enough that person was over voting, if it wasn’t a vote for the candidate that he supported he just punched in their hole for the opponent.  They caught him, you know, he was a criminal.  I’m not sure if he was actually convicted but they did pursue criminal charges against him.

And you also have the possibility that voter intent is not interpreted correctly by the humans or the tabulator, especially with optical scans.

I also wanted to note that Harris County had a devastating fire which you may have read about, where all their voting systems were destroyed in the warehouse so they had to come up with a disaster recovery plan for the November election and what they did was they borrowed DRE’s from around the country and then also printed ballots just kind of in case they needed to use some optical scan ballots.


There was a big backlash from folks that didn’t trust the paper, they didn’t necessarily trust -- a small group, but it was a vocal group that didn’t trust the poll workers and they wanted to limit voting only to the DRE’s.  They used the DRE’s primarily in Harris County.

So it’s interesting because you may go regional and you’ve got a lot of folks that don’t trust the electronic, well, here’s an example where they didn’t trust the optical scan, they didn’t basically trust their poll workers.

Safeguards with paper ballots electronically are pretty much the same with paper ballot.  You pay careful attention to your ballot design.  You do your proper locks and seals, your chain of custody, poll workers, observers, and then it’s important to do all your checks and balances between your count at the precincts and your accumulated count at central counting station.


Okay, now we get into our pure electronic, our DRE.  You still have issues with ballot design, the 2006 congressional race in Florida where you had that kind of confusing ballot design so voters just skipped that race.

There have been some issues with just limits within the software and I believe it was North Carolina where votes were just lost because election officials didn’t know maybe the materials, the documentation was poor, but they didn’t know that there were limits so after so many people had voted, stopped recording votes anymore.

And then this evil programmer scenario that’s thrown out a lot.  I’d like to know how realistic that is.  I mean it’s one thing to set that up in a classroom, it’s another thing to set it up within the context of the real world. When you certify a system in 2002, how does that affect something on the ballot in 2010, but, you know, we need to hear more about that.

In reviewing HAVA, which I did look at one more time, HAVA doesn’t mention security.  It requires that voters can vote in a unambiguous way.  They were trying to prevent the butterfly ballot from the year 2000 so no over voting notification of under voting, and give the voter a chance to review all their selections.

Has to provide an audit capacity and it must be accessible to voters with disabilities.  So HAVA doesn’t address security, not saying it doesn’t have to be sure.  Obviously it does but again just to get our focus, that’s not something Congress was actually emphasizing necessarily.

Next steps, we talked a little bit about the version 2.0 or the next iteration.  I think it’s critical that as we move forward we evaluate those standards within this context of what I would say more of a real world risk benefit analysis.  I think we ought to involve a larger community that maybe has been involved in the past.  Ed, I left out vendors but the second bullet needs to obviously include vendors.

(LAUGHTER)


How we do that, you know, that’s up to the committee and the EAC and folks but we probably need to get a bigger group involved to help us strike that right balance.


So that’s sort of a quick overview.  Happy to answer any questions.


MR. MCDANIEL:     Patrick McDaniel.  I think that is really interesting.  Is there a formal process say in Texas for evaluating risk?  Is there something the people at the county level maybe give you or the Secretary of State.


MS. MCGEEHAN:     That’s a great question Patrick and I meant to mention it so I’m glad you asked it.  No, there really isn’t but there is a tool that the EAC I guess commissioned maybe two years, a threat analysis tool.

I think it was a little bit complicated and difficult to use but it might be beneficial to kind of dig that back up and give it a shot.  I mean I took that back to my office and we sat down and did that for all the voting systems that we used in Texas and it talked about identifying risks, probabilities, safeguards, I found it pretty useful. 

MR. MASTERSON:     So I’m hesitant to get up here and comment on this for fear I might get something thrown at me.

(LAUGHTER)


But EAC did commission what was originally known as a risk assessment, became an election operation assessment on a request project that the goal of which was to help inform the TGDC, and NIST, and the EAC in assessing risks when making calls on requirements.

And it was completed and unfortunately can’t be voted on to be released now, whether it needs to or not I guess would be a question for the Council, but it is done and it has pod casts that can be used to help instruct on it.

I mean our goal was to try to address this.  We realized that -- I mean really the purpose of the tool isn’t going to solve problems, it isn’t going to answer the questions definitively, but what it will do is capture the assumptions that either this body, you know the NIST scientist, the EAC, all of us combined make in assessing the risk.

It has dialogue boxes and ratings and such so that you could capture the assumption.  So the TGDC could say just as an example, we want to require a hardware cryto module, we believe it both eliminates these risks and is affordable.  You know, this captures our discussion and that was really the goal.  We know that people will disagree but at least it’s documented, at least the conversation is documented.  So that was the goal.

I’m thrilled to hear that Ann used it.  You know, the intent based on feedback from election officials was a little scoped to the TGDC which is fine, but it’s going to be out there and if elections officials use it, I say more power to you on that.

But it was to facilitate the conversation.  That was the goal and so we can certainly talk internally about how or if we can release that product.  It’s something we paid for to get it done because we thought it would beneficial to at least feed the conversation.


DR. GALLAGHER:     Comments or questions for Ann?  Doug.


MR. JONES:
I think what Ann said underlines something in my mind about the importance of Best Practices.

When I was observing elections during the general election last fall I encounter a practice I’d never anticipated and it’s a practice that directly addresses ballot box stuffing on the one end and loosing ballots in the ballot box on the other end by forgetting to take them out.

And it was a remarkably simple practice that in my home county, I hadn’t known this, but when they ship, they’re using M-100s, when they ship M-100 to the precinct, the extension cords and telephone cords and the other supplies for the precinct are locked in the ballot box.

When you pack up the precinct at the end of the election day you have to lock the extension cords et cetera back where they were and that means you had to inspect the ballot box at the beginning to get the extension cord out and you have inspect the ballot box at the end to put the extension cords back in, and that way you’re going to notice that it’s empty at both stages which are both taking place in a context where observers are welcome.

So I thought this was just -- where did this practice come from.  It’s such a cool idea and so simple.


DR. GALLAGHER:     Anybody else?  Yes, Belinda.


MS. COLLINS:
Ann and I have been having a discussion about next, next steps and we were wondering if it would be worthwhile to have the TGDC bat around some of these ideas using that tool and perhaps come up with an additional product for our next meeting.  I just throw that out.


MS. MCGEEHAN:     And I guess the other thing we talked about too is how do we incorporate involving a larger group within the -- to go make a presentation at the Standards Board or the Board of Advisors, or how do we facilitate that.


DR. GALLAGHER:     Well, one suggestion given the audience that Matt identified, is certainly NIST, EAC, and we can reach out to some key TGDC folks, can talk about how do we get the maximum use out of this tool and try to use it to the best advantage to advance some of these discussions.  I think that’s something that can happen between now and the next meeting and maybe we can share what the fruit of those discussions are.


Any other comments?


FEMALE SPEAKER:
We saw it last December.  You might not remember but I believe it was last December we saw it.


MS. GOLDEN:
I just don’t know about anybody else but it’s a tad complicated and I’m just thinking there’s got to be a little bit simpler streamlined way of doing it.


MALE SPEAKER:     There may be.  I’ll be honest, having gone through and worked on the pod cast with the team, I felt the pod cast at least walked you through it well.

There is some questions on how effective the tool is, whether it captures everything well and those are all fair I think, but it’s at least a starting point so I think the clear task here is to find a way to get that tool in your hands as the TGDC and then you could tell us if it’s use able or not, you know, from that point.  So that’s clearly what we have to find a way to do I think.


DR. GALLAGHER:     Thank you, Matt.

The Chair is going to make a recommendation that our two flying members get to the airport and while they’re getting ready to go, Diane and Ann, I want to thank you once again.  Ann’s on the phone.

We inverted relationships so while we pack up, I’d like to ask David to come back up to the podium and give us a quick update on marginal marks.

MR. FLATER:
(Unintelligible) related to the risk assessment idea.  Last week we were having a meeting on the subject of risks that tend to get subjective.  If we’re trying to quantify the risk and we have one expert that says it is low and one expert that says it’s high, where do we progress there and the obvious answer I got was well, just put medium.
(LAUGHTER)


So that seems like a simple enough answer, is everything is medium then okay.


All right, report of the Marginal Marking Group.  Resolution or action item that we received a couple of meetings back, TGDC requested NIST investigate the development of a standard benchmark set of ballot markings representative of the types of marks real voters make on each common type of ballot which will allow the inclusion of a test requirement, test compliance with the above documentation requirement.


I’m skipping over a lot of details.  So the charter that the Working Group has is to investigate that development of that standard set of reference ballot markings with the goal of enabling VSTLs and acceptance testers to test the document’s responses of scanner but not to define what is a valid vote, which is a legal question.


So the data collection phase of this project, the actual scanning has recently been completed on the order of 100K ballots with square targets generously provided from Clark County, Washington.


Ballots with arrow type targets generously provided by Homage County, Washington, and ballots with oval targets also generously provided from Champagne County, Illinois.


In the process of this scanning, anomalies were noted through manual inspection of the ballot including stains, burns, tears, sticky tape, et cetera.  One of the interesting cases that’s been mentioned many times before is about glitter pen and as it turns out the rate of glitter pen occurrence for mail in ballots in the State of Washington was found to be 60 parts per million.


From Illinois, from ballots that were actually done in the polling place, there was 10 parts per million, one in the 100,000 ballots that were looked at.


Yes, someone actually took a glitter pen into the polling place.


MALE SPEAKER:     Actually they marked their ballot at home with the glitter pen.


MR. FLATER:
In Illinois?


MALE SPEAKER:     Oh, in the case of Illinois, I apologize.


MR. FLATER:
Yes, it was 60 parts per million for the ballots marked at home that were mailed in Washington, 10 parts per million for Illinois.


Other interesting issues, bleed through particularly from sharp (unintelligible) is a well known issue.  Less commonly noted is the issue of transference where storage ink actually can transfer from one ballot to another.  There were some ballot production imperfections noticed where for a small number of ballots the actual original printing of those ballots was just off in some in some sense.

Finally there were dust artifacts which aren’t in the original ballots, this is just an artifact of the scanning activity itself for paper ballots, particularly ones that have been stored for some time.  There’s a great deal of dust and it impacted the scanners that were used.  And Ed is smiling.


MR. MASTERSON:     Matt’s smiling too.  Did you find any of that dust to be dark gray or black enough that maybe a scanner would pick it up?  Did you examine any of the dust?


MR. FLATER:
I don’t have the specifics on that but what I do know is that it affected the optical bit map image scans that were done of the ballots.  It actually interfered with the operation of the scanners that were used so that we got vertical streaking in the bit map images.


MR. SMITH:
And maybe also even like you saw on the image, black dots where it wasn’t because the voter marked it but because there were black foreign matter pieces on a ballot.  Did you see any of that?


MR. FLATER:
Well, that wasn’t as blatant an artifact.


MR. SMITH:
Yeah, the streak meant that something attached to the contact image sensor and since the ballot went by this black thing, black stripe appears as an artifact because then every pixel of that location going down the ballot is not seen so it’s black.


MR. FLATER:
We would expect some amount of noise to be present because of dust that would be stuck to the ballot.  If as you say it was dark colored dust, then it could have introduced some kind of noise that would be different if you scanned it again but that wasn’t the issue that I was talking about just now.


MR. SMITH:
That’s fine, we’re just satisfying the curiosity that came up during one of the test campaigns.


MALE SPEAKER:     Just out of curiosity, were they white streaks or black streaks you were seeing because some people have suggested we should see one color or the other.


MR. FLATER:
In this case the artifacts were to darken.  No, wait, that’s not true, actually it was both.  They were more obvious on the dark background parts of the ballot, that what was black would show up as sort of not completely black but something a little bit greenish, and in the white portions it wasn’t as obvious but you would see a purplish streak.


MALE SPEAKER:     You may actually be seeing the color of the dust particle that got lodged on the scanner head then.


MR. FLATER:
My understanding was that it was probably interfering with one -- I mean if you’ve got several different colors of sensors if it stuck to one of them -- so it’s changing the color that being perceived by the scanner.


MR. SMITH:     For clarification David, these dust artifacts were dust artifacts from the scanners that were used on the ballots that were provided.  In other words, they’re not dust artifacts from what was used to scan them when the votes were counted.  These were dust artifacts during the process of scanning them during this research.


MR. FLATER:
Absolutely correct, and in fact the choices of the specific equipment was made largely because of our understanding for the dimensions of ballots we would have to scan.


Next steps, a report on this data collection step is in process.  It’s in the vetting process to be published.  Next phases of the project would be analysis and classification of the marks from the scans that were collected as well as the notes that were made during the actual scanning process for the manual review, identifying a test set of marks based on that analysis, and finally design and validation of a set of standard reference marks that could be reproduced reliably on different ballot stock based on that test set that was identified.


And that’s it.  I’ll take any questions.


DR. GALLAGHER:     Any final questions?  Thank you, David.


So I’d like to ask Nelson to come up.  This is our last item of the day and we are running late so we’d like to quickly hear from Nelson, basically a work plan coming up and some suggested items there.


MR. HASTINGS:     So I can really talk to the first two slides, the last slides are really a timeline.  So this first slide is to suggest some activities for the TGDC, specifically to address some of the issues and start the investigation on E-Poll Books, ballot on demand, and common data format.  We might want to establish a new working group or working groups to start to investigate the issues and house those types of efforts.


My thought was that those three particular topics could probably fall into one working group such as an Applications Working Group that would start to talk about those topics.  So that’s one suggestion.


The Audit ability Working Group could start to develop audit ability requirements based on feedback they receive if they’re ready for that, and the UOCAVA Working Group has the resolution and we’ll go back and start to work on those high level guidelines.


So this slide is really about what the working groups of the TGDC would be doing.


So the big question here is, is there support to have a working group that looks at common data format, E-Poll Books, to establish another working group to investigate that as we do our VVSG 2.0 type of investigation.  Belinda.


MS. COLLINS:
And to provide some further background, we were thinking in terms of person power and thought it might be more useful to have one working group as opposed to three and probably these might not all happen at the same time.

We’d probably begin with common data format and then move into other applications, but we really wanted to try to avoid proliferating working groups because we didn’t think we had the person power on either the TGDC or at NIST to handle that.

MR. HASTINGS:     Correct.

MALE SPEAKER:     Given the number of times we heard how important the common data format was and the urgency to get something done in the short term it seems like this is something really worth doing.

DR. GALLAGHER:     I think another advantage I’m seeing myself on this is that we really had little discussion about E-Poll Book, ballot on demand, in fact I heard active resistance to the idea that we go very far in that space at all.

So I would not see why you would set up a working group if there’s consensus on that at all, whereas in this case at least you have a group that’s tackling that and they could say, look, here’s what we see the issue is or not and it seems to be a bit more efficient.

Is there any other folks who have a sense of that?  Why don’t we go ahead and move on.

MR. HASTINGS:     Okay.  The next slide is kind of activities supporting the TGDC in terms of the VVSG 2.0.  So we talked a little bit about NIST preparing a baseline of VVSG 2.0 to be the starting point for the new requirements and things like that.

And then also in order to support moving forward past the baseline, the EAC and NIST can work to resolve the conflicts, public comments on the feedback they received and provide feedback to the TGDC on that.

Like I said, these next slides are just kind of timeline slides so we have a plan to try and get to high level guidelines.  I don’t know if in March we’ll meet that for completion, but we will at least start it.

Select high level pilot projects so that the UOCAVA Working Group could develop supporting material in the April timeframe, complete common data format in May to support UOCAVA systems.
In the June timeframe finalize the VVSG 1.1 and complete the Marginal Mark Analysis.  In July 2011, complete the baseline, also start to develop audit ability requirements.

In that timeframe also it looks like the current accessibility and usability research will be completed and we can complete some common data format high level requirements for E-Poll Books and voter registration databases.

October of this year we could have a complete common data format data model for E-Poll Books and voter registration databases, and in December have the VVSG 1.1 test methods integrated into the certification program, complete initial guidelines for E-Poll Books and ballot on demand.  All of this is contingent on how the working group shakes that stuff out.

Complete the identification of a marginal mark set of test set.  Pushing forward into 2012, have a complete common data format standard draft by February, in March complete material to support any UOCAVA voting system pilots.

In June have a complete draft of VVSG 2.0.  That will also be at the same time that the design for standard reference marks would be completed, and by December have a finalized VVSG 2.0 for public comment, and then by 2013 have a finalized version of VVSG 2.0 for EAC approval.

So that’s kind of a lot of information, a lot of dates and they are out in the future so those could change depending upon issues that come up but at least it puts some markers out there for everybody.

And I think that’s the end of my presentation.

DR. GALLAGHER:     My sense is that the timeline here is not an actionable item for us today at the meeting.  We wanted to give you a framework that is basically on the table.

I think the working groups have a lot to say about this and so I would suggest that we use the working group structure to provide detailed feedback on these timeframes and deadlines but we do need to have this.

This has been a subject of earlier TGDC meetings.  We do need to have game plan for how we keep a lot of different activities moving down these paths and this was an attempt.  If you recall, we had this discussion at the last meeting.  This was an attempt to provide that framework.

Any quick discussion?  If not, thank you very much.  And Belinda, I think we’ve canvassed on dates.

MS. COLLINS:
Yes.  This is Belinda.  I’ve done an informal straw poll and Karen will be putting out the proposed dates but suffice is to say that the date that seems to be agreeable for everyone although my colleague to my left Steven Bellovin may have to come in electronically, is July 26th and 27th of 2011.
And then in December it turned out that the earlier dates of the 8th and 9th caused serious problems for a lot of the academics on the TGDC.  In a quick canvassing of schedules, we are proposing instead December 15th and 16th of 2011.

DR. GALLAGHER:     So I don’t know how good everyone’s crystal ball or schedules are looking forward but unless there’s violent objection, let’s all hold the best we can, our calendars for the July 26th and 27th for the next TGDC meeting, and the meeting after that we will tentatively set for December 15th and 16th, and you’ll be the first to know if anything happens to that schedule but that will be our planning.  Thank you very much.

With that I think we are concluded with our agenda.  The public comment session was yesterday so we don’t have that today.  With that I will accept a motion to adjourn.

MALE SPEAKER:     Moved.

DR. GALLAGHER:     And I have a second and unless there is opposition we stand adjourned.  I want to thank everybody again for your effort and time.  This was a very productive meeting.  It is great seeing you all again and I look forward to seeing you again, and safe travels.

(Meeting Adjourned)

(END OF AUDIO CD)
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