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TGDC PLENARY MEETING
DAY ONE
JANUARY 13, 2011
(START OF AUDIO CD)


DR. GALLAGHER:     Good morning, everybody.  My name is Pat Gallagher and as Co-Chair of the Technical Guidelines and Development Committee, I’d like to call us into session.  I think we will start with the Pledge of Allegiance.
(Pledge of Allegiance)


Thank you very much and it’s good to see everybody back.  The east coast snowmageddon event didn’t affect too many of us but we do have two of our members joining by phone.  Helen Purcell and Don Palmer are on the phone, so hello to you.  And since we can’t see you please jump in audibly when you have something to say or we will likely forget that you’re on the line there.


MS. PURCELL:
Yes, thank you.


MR. PALMER:
We’re working through the sunshine here in Florida.


DR. GALLAGHER:     Now that doesn’t sound like a snow emergency there.

(LAUGHTER)


So very quickly I want to turn this over to my friend and colleague Donetta, but let me start as the host welcoming you back to NIST.  Once again if there is anything we can do to make your stay here today and tomorrow more pleasant, more productive, please let us know.


We always start our meetings kind of like getting on an airplane with how do you get off, and so if there were to be an emergency, the exits are in the back of the room and the easiest exit is to the right as you leave the room and you follow the exit signs on the way out.


The nearest restrooms as well, there are two small restrooms back in this corridor to my left but there are also restrooms over on this side here and back by the Webb Auditorium and they are not as visible so if you can’t see them please don’t hesitate to ask one of the NIST staff.


We have a busy agenda today with really in two major pieces.  We will start with the UOCAVA related issues this morning, wrapping up sometime at our afternoon break before moving into the HAVA related activities and that will continue through tomorrow.


In an effort to continue refining sort of how we operate, we’re trying to get more disciplined about our approach to draft resolutions to make it easier and clearer when the Committee speaks and votes.

And so what we’d like to do, you will see there are draft resolutions that have been brought already.  They’re in the back of your books and we’ve shared them I believe in advance on the website.


What we will do is bring those up at the end of the relevant part of the Committee meeting.  So I think there’s only one resolution dealing with UOCAVA.  We will probably bring that up at the very end of the UOCAVA and then all of the others would be at the end of the day tomorrow for the actual vote.

That gives the Committee the full chance to comment, discuss, and make sure that everybody has the actual wording in front of them when we actually take a vote and I think that will help everybody out.

Any questions on just housekeeping?

With that let me turn it over to Donetta.

COMMISSIONER DAVIDSON:     Commissioner Bresso will be here shortly.  She will be here along with myself.  And then we have Brian Hancock, and Matt Masterson is here with our Testing and Certification, along with James Long.  I see him in the audience.

And then we have our new General Counsel who is present today, Mark Robbins.  So he’s here, and Alice Miller is present, and my assistant is around someplace.  I don’t see her right now, but Mary Ann Bradfield.

So that’s the people from the EAC that are present in the audience so if you need any of us, please contact them.  Of course Brian’s section is here with the Testing and Certification Division.

So I want to give you an update on the EAC that I think is very important for you this morning.  First of all before I get into anything else, currently as I’ve kind of spoke just briefly here, we have two commissioners.

What does that mean?  Well, that leaves us without a quorum presently and therefore we cannot vote on policy issues such as accreditation of laboratories if we had any of those, or if we got through with VVSG update, we wouldn’t be able to vote on that.  And it can also affect the UOCAVA remote electronic voting standards.

It depends on how long we are without a quorum.  Obviously and I’ll say it upfront, we have no idea how long that will be.  It could be a month, it could three months, we have no idea.  Somebody had asked me that question and I know as much as you know, so just to be real honest about that.

But this does not affect our Testing and Certification program.  We will continue to test and certify voting systems.  We also will continue to work on our Quality Monitoring program and that means EAC is still receiving reports from manufacturers regarding the performances of the built EAC certified systems.
The General Counsel currently, Mark Robbins as I introduced, is working with the Commissioners and trying to decide what the lack of quorum means to the EAC.  So I don’t even have all the answers in that area but we have most of them.

Now the big thing is like everybody in federal government, EAC is being asked to take a hard look at its budget and make tough decisions.  These budget cuts will happen and I’m sure impact on the TGDC as well as everything else we do.  That could impact the amount of time and money that we can allocate to research.

EAC will need to sit down with NIST, our partner, and evaluate the resolutions that you prepared and will giving out today so that we can assess the task that is at hand and what is the highest priority.

We’ll look at the cost, we’ll look at the time that it will take so in formulating your recommendations of the plans of the future, please keep in mind that EAC simply may not be able to commit the staff and money to every project.

In addition, this could affect some that is always in progress.  This could halt some of the ongoing research that is being done because priorities have to be set.

One thing I can say for sure, the development of UOCAVA is still very high on our list and we will continue to work with NIST and TGDC on developing those requirements so we can submit them to FVAP.

Now to the good thing.  I also want to take time to congratulate the election officials that are sitting on the TGDC for a job well done of the election this last year.  I think that not only the ones that sit here but all of those election officials throughout the nation, throughout America, have done an excellent job in creating a successful election.

They have shown that they were prepared and met the demands for the voters and I want you to know that they did this on less funding than what they had in the past.  They had to make a lot of hard decisions, maybe cutting precinct sizes -- I mean making them larger in some instances so they could cut down on the number of poll workers.

The decisions the election officials made in their own jurisdiction, obviously they were right on top of making good decisions.  So good job everybody.  You did a great job in the 2010 election.

Finally I want to take time to thank all of you for the time and effort that you have put in to working on the products that we’re going to talk about today and tomorrow.

The reason we tasked you with these issues last December was because they represent the areas that EAC got the most comments on in our public comment period.  These were the issues that were the hardest, that we needed to come back and get information and additional work on.
We know these are not easy answers and easy issues to address.  I want you to know I appreciate your diligence, your commitment, and the respect that you show for each other as we discuss these things the next couple of days.  The tremendous progress thus far has been appreciated.  I look forward to listening to all of the comments and I want to thank you for the opportunity to speak before the group today.  Thank you.

DR. GALLAGHER:     Thank you, Donetta.

What I would like to do now is turn the floor over to Belinda Collins.  I believe I introduced her at the last meeting when she was firmly in transition but Belinda has now assumed the lead role within NIST in coordinating our activities with the EAC and with the TGDC, and she’s going to be sort of master of ceremonies today and keeping us moving through the agenda and helping us with any questions.  So Belinda, why don’t you take the floor.

MS. COLLINS:
I guess I will go ahead and speak from here.  It is a pleasure to actually meet the TGDC people in person.  I’ve talked to most of you on the phone but it’s great to put names and faces together.

I’m going to be running through the agenda.  Again, it’s a real pleasure for me to be engaged in voting and to get to know the issues and the people.  And a key part of that is the NIST team.

We’ve had some changes since the last TGDC meeting.  I’d like to acknowledge Nelson Hastings as the Technical Project Lead along with all the work he’s still doing in Security.

And I’ll run around the room, Ben Long, Karen Yavetz, Andy Regenscheid, Kristen Greene has just joined the team, David Flater, Sharon Laskowski, John Kelsey, John Wack, Mary Brady who has just joined us, Rene Paralta, and I think I’ve gotten the NIST team.  If you need anything from anyone at NIST, please don’t hesitate to contact us.
As Pat said, we’ve split the agenda into two focus areas.  The first is UOCAVA and we are introducing resolutions for discussion following the technical talks but we will reserve an actual vote until tomorrow and we’ve scheduled the voting right before lunch because we know Diane has an early flight.  Well, we wanted to make sure that we had a chance to review things properly, Diane, and we had come to a logical place in the agenda as well.

(LAUGHTER)

The second part of the agenda is bringing us back to the things that Donetta had charged us with back last December on HAVA related activities.

I’m just going to remind you, we have one resolution from the July TGDC meeting dealing with audit ability.  I’m not going to read this because David Slater will be doing that during his talk but we have responded to the charge and you have seen and will be discussing a report on that today.

The TGDC also made a number of suggestions.  The EAC developed Best Practices for log retention and use.  NIST developed a plan for developing high level non-testable guidelines for UOCAVA and that this plan should be circulated for TGDC members for comment.  Both of these activities are underway and I know many TDGC members have commented on these high level guidelines for UOCAVA.

And then you asked us also to consider whether there should be additional requirements in VVSG 2.0 for export archiving and collection of audit logs.  This is also in progress.

We realized that we should present early in the meeting some dates for the next TGDC meeting.  We’re not going to ask people to take out calendars right now and go through the exercise of trying to figure out when you can meet but please be keeping these dates in mind.

We picked three dates in July, the 12th and 13th, the 21st and 22nd, and the 26th and 27th.  At the moment these are pre-major election meetings and they’re free on both Donetta’s and Pat’s calendars.

And then we picked two dates in December, the 8th and 9th.  We had gotten feedback that many of you might be engaged in primary elections come January so we wanted to move it forward into December.

So if you’ll be thinking about these dates, Nelson and I will be circulating among you and maybe we can come up with a date for the July meeting and then hopefully this December date will work for you.

COMMISSIONER DAVIDSON:     Belinda, can I interrupt for one second?  We did look at these dates after I was out here and NAVSAD has one of those timeframes and NAS has the other.  The only date that’s not affected with either NASS or NASED is the 26th and 27th.  That’s two other meetings that are held in July and I want to cover those areas so if they’d really look at that 26th and 27th, that would be helpful because I think it would take several people out.

MS. COLLINS:
Thank you.  We will focus on those two dates and then we’ve got an easy decision made.

I’d like to turn now to the discussion of the UOCAVA activities and ask Nelson Hastings to give us a review of the UOCAVA Roadmap.

MR. HASTINGS:     Thank you, Belinda.  Good morning, everyone.

So I’m going to review the UOCAVA Roadmap and try to provide a context for the activities that the TGDC is doing in relation to the Roadmap.  I know at the last meeting there was some confusion and concern about all the different activities and who was doing what and the timelines for those.  So this is the purpose of this presentation.
Just to recap, the Defense Authorization Act requires the EAC to submit a report to Congress if Electronic Absentee Voting Guidelines weren’t in place 180 days after enactment.  They did that and that’s what is being referred to as the Roadmap.

The report outlines a deliberative and iterative approach to developing those guidelines and like I said before, this presentation is really to provide context for current and future activities that the TGDC will be doing in relation to the Roadmap.

So the Roadmap calls for four different organizations or entities to do activities, the EAC, TGDC, FVAP, and NIST, so I’ll step through the activities that are called out.

The NIST specific activities are related to the release of Best Practices documents related to Security for electronic transmission of electronic election materials as well as security Best Practices for UOCAVA supporting system and the security considerations for remote electronic voting systems.

And those went out for public comment in April and June of last year.

FVAP specific activities that are called out in the Roadmap calls for a report to detail the extent and nature of UOCAVA voter success and the applicability of historical programs that have been used to address the lower success rate.  My understanding is this information will be included in the 2008 post election survey report and the Roadmap has a date of May 2010 for that.

The Roadmap also talks about the Wizard pilot project.  The Wizard applications for the 2010 election, the postcard application Wizard, the federal write-in absentee ballot Wizard, and the online ballot delivery Wizard, those I believe were used in the 2010 elections and you’ll probably hear more about that when Bob comes up and gives his presentation.

It also talks about FVAP updating metrics to measure success of UOCAVA voters, and updating those success metrics were to be based on the outcomes of the pilot project that was conducted in 2011, as well as the UOCAVA voting workshop that was held as input for that.

It calls for lessons learned analysis of the 2010 election pilot projects and Wizard and things.  My understanding is that FVAP is in the process of collecting that information and the Roadmap calls for that to be out in the spring of 2011.

Pilot projects for the 2012 election are discussed. FVAP is in the process of identifying those pilot projects for the November 2012 election so that’s the deadline for that and subsequently another lessons learned analysis will be conducted on that.  I believe Bob may speak to these activities in more detail.

The EAC specific activities, development of testable guidelines for kiosk space in most voting pilot projects, those guidelines were completed by the EAC Working Group and that was in the Roadmap identified for April 2010.

Also it calls for the EAC to compile information on previous internet voting efforts done outside the United States.  The EAC has compiled most of that information.  A final report of that is scheduled for release in spring of 2011.  The original date that was cited in the Roadmap was August 2010.
There is a risk management activity called for to have the EAC work with its Advisory Board with input from NIST, risk management in UOCAVA space.  NIST and the EAC is developing an approach to work with election officials to meet the spring 2011 deadline.

Also it calls for identification of possible 2010 pilot projects so the TGDC can develop materials to support those pilot projects.  That is call out to be done by spring of 2011.  That will give the TGDC about one year to develop the materials for those pilot projects.

There are also joint activities that are discussed in the Roadmap.  NIST, EAC, and FVAP held a workshop.  In the Roadmap it’s identified as the UOCAV Solution Summit.  I’ll refer to it as the workshop on UOCAVA voting systems.  That was held in August of 2010.  I’ll be giving an update of that workshop and what the outcome of that workshop in more detail in the next presentation.

It also calls for those organizations to provide the EAC Advisory Board with information about legal, technical, and policy issues associated with remote electronic voting systems by March of 2011, and FVAP and the EAC to review 2010 election pilot activities that were conducted to support UOCAVA voters and that’s scheduled to be completed in 2011.

So the TGDC specific activities that are called out in the Roadmap have to do with the accessibility and usability considerations for remote electronic UOCAVA voting document.  The Accessibility and Usability Working Group has worked to address this task.

We’ll hear more about that in detail later on today, and the June 2010 deadline that’s identified in the UOCAVA Roadmap is actually for release for public comment and that document was released then for public comment.

There’s the activity that calls for the TGDC to help the EAC update its Best Practices documents related t UOCAVA.  The UOCAVA Working Group had some discussions with the EAC when they were prioritizing their tasks and the EAC said that they were willing to do the updates to those Best Practices without the assistance of the UOCAVA Working Group and the TGDC.

There’s development of high level non-testable guidelines for absentee voting systems.  The UOCAVA Working Group has been working to address that.  We’ll have a more detailed discussion later this morning on how that has turned out and the path forward for that.

The Roadmap talks about common data format specification for blank ballot delivery.  NIST has developed a proposed approach to that.  That’s to be completed in the fall of 2011.

There will be a presentation on common data format in the grander scale, I think it’s tomorrow when that’s scheduled to occur, and that presentation will provide more detail on the blank ballot delivery aspect of that.

We’re developing supporting materials for 2012 pilot projects.  The UOCAVA Working Group has begun to help identify possible pilot projects.  We’ll have a presentation on that.  They’ve developed the paper to help try and identify and scope what possible pilot projects could be done, and given that, those pilot projects, what types of materials could be developed for that.

The next to the last activity that has a date associated with it has to do with the TGDC providing technical support for analysis of the lessons learned from those pilot projects that are to be conducted in the 2012 election and that technical support is to be completed by spring of 2013.

Finally, the Roadmap talks about developing draft guidelines, promote electronic absentee voting systems.  There is no specific date in the Roadmap for that because the way the Roadmap was put together as being an iterative process, how many iterations we would go through different pilot projects to get to that point was left open.
So really kind of very quickly threw a lot of information out there, a lot of times and dates to kind of set the stage for the next presentations that you’ll hear on UOCAVA work that’s been happening since the last time we met.

At the end of the UOCAVA portion of this I’ll come back, give a recap of the presentations, and have possible suggestions for (unintelligible) on different activities that the TGDC could do.

At this point I’m open for discussion or questions about the Roadmap.

DR. GALLAGHER:     I’d like to open the floor for any discussion.  I realize this is sort of the overview talk.  It gives you the context with regards to the Roadmap and we’re going to probably keep hitting these themes throughout the day as we have more targeted discussions on each of these topics, but it’s probably an important piece of context to really lay out the agenda and the timeframes of these activities.  Any questions or follow-up?
MR. JENKINS:
This is Phil Jenkins.  Just regarding Donetta’s comment about the lack of a quorum at the EAC, does that affect some of these Roadmap dates in the future?

COMMISSIONER DAVIDSON:    It would affect an overall approval of anything that we did, you know, like the UOCAVA testable requirements that we send to FVAP.  It would definitely require a vote of the Commission in that area.

We’ve always voted on any requirements the Commission does but that takes some time.  After it’s all written we have to put it out for public comment.  You’ve got to realize, usually we put it out for at least 90 days, we’ve gone up to as much as 120 days to get comments from the public, and then we have to work with NIST on reviewing all those comments.

So it’s a timeframe that will take quite a bit of time even once we have the UOCAVA guidelines to present to FVAP.  So that would take time.  So we’re looking at a lot of months down the road, but just to give you a little bit of extra information.

DR. GALLAGHER:     So just for clarity, we could go out for public comment without the quorum?

COMMISSIONER DAVIDSON:
It does not take a vote of the Commission to put it to public comment so we could go out for public comment.  So we wouldn’t be held up until the very end.

DR. GALLAGHER:     Any other questions?  Okay.

MS. COLLINS:
And I will note that we are well on schedule.

MR. HASTINGS:     So the next presentation, I’m going to give a report from the Workshop on UOCAVA Voting Systems that was held in D.C. in August of last year.  It was cosponsored by the Election Assistance Commission, FVAP, and NIST.

We had about 100 attendees representing federal agencies, state and local election officials, industry and academia.  And the scope of the workshop was to explore technical issues associated with remote electronic absentee voting systems.

The original goal of the workshop was to establish a comparative threshold for an accessible level of risk by identifying the accessible level of risk of the current UOCAVA voting process and also to develop measures and/or criteria for comparing those risks of different remote electronic voting systems to those currently in use.

The first day had an opening address by FVAP on the challenges and issues related to UOCAVA voting.  There was a keynote and invited talk giving the technical perspective on UOCAVA voting systems.  There was a panel on maintaining effectiveness in a hostile environment, that hostile environment being the Internet.

Presentation from a UOCAVA manufacturer was given, two invited talks on lessons learned from previous UOCAVA pilot projects and these presentations set the stage for discussions during the breakout sessions on day two.

There was a lot of lively discussion, passionate discussion the first day, and what happened was the scope of the breakout sessions changed as a result of those discussions.

So it got re-scoped for the breakout sessions to evaluate the level of security, usability, accessibility, and access of UOCAVA voting process using postal mail to return marked ballots.

I’m just going to say, it’s kind of awkward to say accessibility and access, a little explanation for that.  Accessibility in this sense is what you would consider, you know, having accessibility for people with disabilities.  Access of the UOCAVA voting process, that was talking about do the people in the field have access to the process, so do they have access to a communication channel, do they have access to mail?  So that’s why there’s kind of two, access, accessibility there.
And then the next point was to identify desirable properties for future UOCAVA voting systems.

So the second day was set up to ask attendees to participate in one of three breakout sessions, day long breakout sessions, to explore specific areas in more detail.  The three areas were voter authentication and privacy, audit ability, and network, and host security.

The breakout sessions were structured to have three

co-chairs, one representing the election community, one representing the security community, and one representing the accessibility and usability community.

The voter authentication and privacy session discussed when authentication is needed, when it is needed and at what level in terms of obtaining a ballot from the election office as well as return.

It identifies different architectures for ballot delivery, a push versus pull model.  So the push model is when you send out e-mail or mailings, physical mail of the ballots out to people, or the pull model where a voter would go to a website and actually pull their ballot down from that.  So those are two different models that were identified.

Some identifying characteristics of ballot delivery systems were mapping voters to their ballot style, authenticating ballots on return, and ballot accounting.  These were just three samples of characteristics.  They talked in more detail on a lot of other things and I’m just giving you a flavor of some of the topics that they covered.

The audit ability session discussed audit ability issues in a current UOCAVA voting system.  One of the issues that they discussed is the transcription of voted ballots.  So in general my understanding is ballots that come back sometimes are transcribed on to another ballot in order to make sure it can be read, and what are the issues around audit ability with that.

It also identified end-to-end voting systems and a way to provide audit ability throughout the election process and it identified properties of auditable systems, so the performance of the system confirming ballots were counted correctly, the integrity of the records, and the public transparency of the process.

The network and host security session discussed the demographic of UOCAVA voters, who they are and where they’re located.  Because this session talked about the network or the communication channel, knowing where the UOCAVA voter is in access to a communication channel was of high interest.  They discussed risk to mail base, electronic mail based, and an electronic transmission of ballots.

There was a consensus that came out of this breakout group that timely delivery of ballots could be greatly improved using electronic methods.  There was also a consensus that ballots returned by e-mail was probably the least secure method to do.

This session brainstormed about 60 desirable properties or (unintelligible).  Inter-operability, audit ability, forensability, usually called forensics, forensics analysis of the system, but the (unintelligible) was added on.
So outcomes of the workshop; a report of the workshop is being developed.  A summary of the plenary session and discussions of the breakout groups have been captured.  A draft of that report has been circulated and reviewed by co-chairs of the breakout sessions.  It will be distributed to the participants for their comments and input and the final report is scheduled to be released in March of this year.

Two other things that came out of it is that there was interest to have a workshop on a secure ballot delivery.  I believe that FVAP is helping to coordinate that with some of the participants of the workshop.  It’s tentatively to take place in the San Francisco area, the west coast area, in the spring of this year, and the goal of that is to develop draft requirements for secure ballot delivery for consideration by FVAP, EAC, and NIST.

The other thing there was an interest in is planning a workshop on end-to-end cryptographic voting system for UOCAVA voters.  That is still quite in the development stage and organization.  NIST and EAC are looking at holding that in the August and September timeframe.

I know some of you were at the workshop.  I kind of captured what I took away from the workshop.  If you have any other additional comments I would open it up for discussion at this point.

MALE SPEAKER:     I have a question just to help me frame my thinking.  Your forensability caught my attention as it probably did other folks here.  How did the group define or did they, or maybe even how do you see the difference between audit ability and forsenability?

MR. HASTINGS:     I don’t think they made a distinction between the two.

MALE SPEAKER:     You started off the discussion of the workshop by stating one of the goals was to establish a comparative threshold for acceptable level of risk.

MR. HASTINGS:     Yes.

MALE SPEAKER:     So a lot of the results that I saw there were technical in nature, defining specific things that might be true.  This seems like it’s driving towards evaluation criteria.  I was just wondering, it sounds like the desire was to move towards some evaluation and I was wondering if it got there.

MR. HASTINGS:     We didn’t get there.  I mean, Diane who was there, Paul who was there, and David and Doug can also -- but I don’t think -- that’s why it was re-scoped for the second day.  There was a little passion between the participants there, it was pretty high and so we backed off a little bit on our goal there.
DR. GALLAGHER:     Sounds juicy.  Does anyone want to weigh in there?

(LAUGHTER)


MALE SPEAKER:     I believe some people called the first day an intellectual food fight.

(LAUGHTER)


DR. GALLAGHER:     For such a contentious meeting and interesting discussion we’re very quiet today.  Any other final questions on the workshop?  I certainly will be looking forward to the report.  I think it will be quite interesting.


Very good.  So we are moving way ahead of schedule here but that’s never something to complain about because we usually have the ability to manage to get behind schedule at some other point.
Do you want to make the introduction for the next talk on the EAC Wounded Warrior program?

MS. COLLINS:
Well, I’d like to introduce our second speaker from the EAC, Brian Hancock, to be talking about the Wounded Warrior Program.

And I would also ask that when you make a comment that you do identify yourself because we are capturing this.


MR. HANCOCK:     Thank you, Belinda.  Good morning.  I’ll apologize in advance for a bit of a raspy voice but we seem to be passing a little cold around the office so please bear with me on that.


I am here this morning to give you a brief overview of some work the EAC is spearheading related to accessibility in the area of UOCAVA voting and that is our 2010 Voting Technology and Accessibility Research Grant which we’re calling our Military Heroes Initiative.

As a brief overview and certainly a reminder, HAVA and more recently the Military Overseas Voting Empowerment Act certainly recognized the need for improving the voting process for people with disabilities and military personnel and we hope this Initiative furthers those goals.


Funding as you see came from the Consolidation Appropriation Act for fiscal year 2009, and what we did was make available approximately $500,000 in funds for a two year grant, focusing on research to improve voting technology and really the processes as well for recently injured military personnel.


Funds will go to support research to better understand the needs of injured military personnel in major hospitals, recovery and rehabilitation facilities related to the election process.


The EAC finally awarded the grant to the Information Technology and Innovation Foundation, better known as ITIF, in September of 2010.  ITIP is going to partner in this grant with the Georgia Tech Applied Research Corporation.  They are a leading research institute with very extensive experience working with military institutions and conducting accessibility research.

Also a part of the consortium there is the Operation Bravo Foundation who many of you are already aware of.  They have been a pioneer in developing voting alternatives for military and overseas citizens and conducted the Okaloosa County Voting project a few years ago.  So they are a great partnership I think right there between Bravo, Georgia Tech, and ITIF.


One of the grant outcomes that we requested from all of the grantees that applied for this was to look at a statistical analysis of the affected populations and some of those things would include location for treatment, different types of injures that might be involved, and the duty status during and after treatment, meaning are they active veterans, or reserves, or what have you.


We’re also looking for them to map the existing process, and the grantee should recommend a process flow which would include the personnel and technology requirements that they feel would be necessary to implement their recommended processes in addition to some control measures.  We hope to monitor the ongoing effectiveness of whatever process is recommended.

Third, recommended procedures and effective practices for supporting MOVE implementation and that’s of course as it relates to supporting military personnel with disabilities.


Fourth, an analysis and recommendation to support injured military personnel who transition from being UOCAVA to civilian voters using the Military Turbo Transition Assistance Program.

And finally five, hopefully dissemination of research findings, effective practices and research results through field tests of new processes and perhaps even new technology.


A brief update of the current activities.  ITIF has done reviews of DOD personnel casualty matters, policies and procedure documents.  It looked at the DDO Wounded Warrior and Military Service Transition Assistance office and program to identify appropriate policies and organizations regarding casualty operation.

They’ve also looked at the Department of Labor Transition Assistance Program and Department of Veterans Affairs Program as they currently exist.


They have reviewed the legal rights and legislative mandates for the Wounded Warrior population in general, have begun drafting a timeline as they see it for the movement of casualties from the battlefield to U.S. treatment facilities to get kind of a handle on how all that works.

Because of the Georgia Tech involvement, they are looking very heavily to work with the State of Georgia so ITIF has met with the Georgia Department of Veterans Affairs and the Georgia Department of Labor to talk about their roles in assisting military personnel as they transition from military to civilian status.

They’ve also met with the Georgia Secretary of State staff to begin to flow chart their procedures for military registration and voting and how they might be implemented in a hospital environment.  They are also looking at analyzing the Georgia election code and procedural rules for work in nursing homes and hospitals.


And finally they’ve begun a literature review of human factor issues involved in voting systems to identify potential problems for Wounded Warrior voters and certainly how they might potentially be different from what we generally think of as the disabled community in general for voting.


Again, we’re very early in the process.  There’s a lot more work to be done.  We have a lot of information on the EAC website at www.eac.gov, and for direct questions our day-to-day contact at the office is Pat Lahey and his
e-mail and phone number is up there.

I should also say we’re working in a cooperative fashion with the Federal Voting Assistance Program.  They have some similar work going on and I think Bob Carey will probably discuss that a little bit during his presentation in a few moments.

With that, I’ll be happy to answer any questions you might have.


MR. HANCOCK:     Wow, very quiet.  Yes.


COMMISSIONER DAVIDSON:
Brian, this is Donetta Davidson.  I don’t have a question but I think it’s worth noting that a couple of weeks ago we won second place for the best website in the government, so I think it’s worth noting.

I think you’ll like the new website.  We encourage all of you to review it and we do take suggestions so if you have suggestions on how it should be changed, there’s a place that you can do that but we’re very proud that we did accomplish that feat of taking second place.


MR. HANCOCK:     Thank you for that reminder.


MR. GARDNER:
Ron Gardner.  That sort of begs the question, who got first?

(LAUGHTER)


MR. HANCOCK:     I’m not sure.  The only thing I can remember is that we were among a lot of very large government organizations.  We were by far the smallest organization that was included.  Don’t think it was the IRS.
(LAUGHTER)


COMMISSIONER DAVIDSON:
I kind of think the Department of Homeland Security or something like that.  It wasn’t the overall, but it was some department and I can’t remember on that but we can find out for you.


MR. HANCOCK:
It’s important to remember that we’re number two, we try harder.  Thank you.  Yes, Paul.

(LAUGHTER)


MR. MILLER:
First of all, congratulations, Brian.  And second of all, I was just wanting to be sure I understood the kind of things that you were looking at in terms of the Wounded Warrior.

I presume that that’s going to obviously be physical

issues, loss of limb and so forth, are things that you would look at.  Will you also then be looking at post stress disability kind of things, and cognitive?

MR. HANCOCK:     Absolutely, as you probably know, a lot of the injuries are traumatic head injuries that would lead to those types of impairments and certainly the group is cognizant of that and it’s going to focus a lot of their work in that area so yes, exactly.  Other questions?  Thank you very much.


MS. COLLINS:
Brian, thank you very much.  I talked with Bob Carey and he is willing to do his presentation next before the break and so without further ado let me welcome Bob Carey.


MR. CAREY:
Thank you very much.

So last July when I appeared before you all I sort of went through many of our programs that we were planning on the 2010 cycle, and I appreciate the opportunity to fill you in on how that went, maybe answer some of the questions on the Roadmap timeline, as well as assess what we’re looking to do for the 2012 cycle.

The key initiative we’re looking for 2010 is one, try to change our perception of the voter and the state level to be an agency that provides services to a portal that assists the voter to liaison with the state and vice versa.

We’re not looking to run elections.  We’re not looking to run elections systems, we’re not looking to provide those type of election systems.  We’re looking to provide a liaison between the voter and the state and I’ll show you how we’re trying to do that.

We also want to incubate the development of those electronic absentee voting systems rather than provide a one size fits all solution.  Our philosophy is that if the state has a system we’d much rather drive the voter to that system rather than some system that we develop ourselves.


Our presumption is that all things being equal, the state and local systems can be far secure to anything we can ever present and so we want to help incubate that at the state and local levels.


And we want to provide that greater level of control by the states and (unintelligible).  We looked at the state and local participation in our previous projects and we thought it was very low.  Most you’d ever had was like eight to ten states, maybe 400 jurisdictions over eight to ten states.  In 2008 we had 120 ballots downloaded from our online ballot deliver systems.  In 2006 we had 17 ballots downloaded.

So I mean obviously people aren’t buying it.  State election officials weren’t buying our systems so rather than us trying to sell them a one size fits all system, we want to try to give them what they want and help them develop what they need so the UOCAVA voters can use it.  So if they don’t buy it our voters can’t use it.


And then also we’re really trying to increase the level of transparency and data driven operations both in terms of assessing our own program and driving the changes in our own program based upon those results or those assessments.  And then also making sure that people understand as much as possible why we’ve made the decisions we have and provide them the data for that.


If you go to our website now you can basically find every single one of our reports, every single one of the GAO, DOD, IG reports up on our website along with all of our data, all of our tabs from our previous surveys.

And on the post election surveys that we do, of the active duty military voters, the overseas civilian voters, the voting assistance officers and the local election officials, really do drive our program.

When I talked to you in July of last year, I led off with what our analysis was of the 2008 election and we found that the military voter registration rate was actually higher than as the general population for every age covert.


The military voter participation rate was lower than that of the general population overall, it was 53 percent compared to 64 percent, but the problem is that the military is much younger and much more male than the general population so when we adjust it for age and gender, the military voter participation rate was actually 71 percent versus 54 percent for the general population.


The only age covert where we had a lower voter participation rate was the 18 to 24 year olds where the military was 38 percent, the general population was 48 percent.  And this is all on the slides that I presented at the last TGDC meeting.  You can see those right in there.


What we found the biggest problem was, was that 91 percent of the absentee ballots returned in the general population, only 57 percent of the absentee ballots were returned by the UOCAVA population.


The most significant element of failure in the entire voting process was not registration, was not undeliverable ballots, was not ballots being delivered but rejected, it was ballots being delivered and never returned.  That was almost 300,000 ballots that were delivered and never returned.

And so that’s where we focused our efforts and so when I talk about the data driven operation, based upon results of our 2008 post election survey, we fundamentally changed the nature of the Federal Voting Assistance Program from really trying to stress registration to really trying to improve ballot delivery and return.


So how does (unintelligible) look like?  Well, we’re really trying to drive the voter, and as discussed in the July presentation, I showed you an extensive public communications program we did in order to drive the voters to our website.

You know, you’re in a forward operating base or a combat outpost in Iraq or Afghanistan, you know, you’re thinking to yourself okay, it’s July, I just saw in Stars and Stripes where I need to go to fvap.gov in order to be able to vote.

You know, they’re not going to use their 15 to 20 minutes of Internet time and say, how can I find my local election official and request an absentee ballot.  They just want it quick, dirty, and easy, so we’re trying to drive them to fvap.gov so we can make it seamless, intuitive, and easy.

We’re still going to drive them to state system or the local system if that system is up.  For example, rather than sending them to the federal write in absentee ballot Wizard we had, we drove them to the Maryland tax system and said, don’t use ours, use Maryland’s.  I’ll discuss that with you in a bit.

So if they click on one of those military overseas (unintelligible) what they’re going to get a map, what’s your state?

(Unintelligible) Virginia, well, we see it says get my ballot.  There’s three choices, request a ballot, get my ballot, track my ballot and, you know, we have the automated assistance to help them fill out the ballot.

We also have the online registration tool.  We had an online federal postcard application tool that I discussed in the last presentation as well.


And it provides them pre-filled output.  It gave them a preaddressed stamped envelope and filled out the form for them based upon what they did, basically turbo taxed the entire process.


The same thing with the federal write in absentee ballot, we actually had the federal candidates on the federal write in absentee ballot.  They pushed the radial button for the candidate they want or you can put in a write in ballot.  We did this only for the federal candidates.  For states it allowed for state and local election also put on the blog.  We provided them boxes for write ins as well for those.


We actually had really significant uses.  In 2008 we had about 20,000 downloads off of our automotive federal postcard application Wizard.  Part of the reason is that it really wasn’t that good.  We really tried to improve it in the 2010 election cycle.  We had dramatic increases in usage, 91,000 downloads of the federal postcard application Wizard, 20,000 downloads of the federal write in absentee ballot Wizard.


Now surprisingly for the uniform services, most (unintelligible) downloads are Florida, California, Texas.  The overseas citizens, California, Florida, surprisingly North Carolina.  A lot of overseas citizens downloaded the (unintelligible) from there.


What you see is overwhelming usage by uniform services members, about three quarters by uniform services members, two thirds and three quarters by uniform service members, and about a quarter to a third by overseas citizens.


We also saw a dramatic increase in the utilization of our online website, about a 100 percent, doubling of the utilization of the online website overall, but a 40 percent increase in the total use of the FPCA and about a 200 percent increase in the total use of the federal write in absentee ballot.


We also had an online digital advertising campaign along with associated social media on Facebook and Twitter.  That online campaign drove up our friends on Facebook from about 300 to about 4,000 in about six weeks.  Ashton Pritchard still has about 5 million so, you know, he’s not really threat yet but we’ll see.

So let’s say instead they wanted to actually get their ballot.  Well, Virginia had an online ballot delivery and marking Wizard that actually we helped fund but a lot of states had their own system.  We drove in the states that we didn’t fund as well.


So in the case of Virginia, someone says I want to go to the state system, it comes right up to here.  We send them right to the state system.


Now I will discuss in a bit, you know, some of the lessons learned.


Here’s actually the states that participated, the green are the FVAP funded states, the brown are the states that did their own.  Don’t have all the data from all these states yet but we had overall about 3,500 downloads, ballot downloads.  I mean that’s not anywhere near where we need to be.  We really need to be in the scores of thousands of downloads but hey, it’s a 16 fold increase over what we had in 2008.


What we’ve learned a lot about was the problems of data migration, that the federal contracting process is equivalent to the descending into the seventh layer of Dante’s hell and that, you know, maybe this is sort of cut and butter of the chain saw.  You know, maybe e-mail delivery alone is good enough.

But what we also found is that the longer a state had been doing online delivery options, the greater the utilization.

So Delaware sent out half of their ballots online using their online Wizard.  Illinois, Chicago Cook County has their own system and Chicago has long been e-mailing ballots.  They sent out 86 percent of their ballots by

e-mail.


What we also found was that there was very little correlation between many of the traditionally assumed variables in this and the cost.  There’s very little correlation between the total number of ballot styles in the cost, between the number of participating jurisdictions in the cost, the estimated number of UOCAVA voters in the cost, or the contract cost per UOCAVA voter and the initial contract award cost.  So just some regression analysis here.

You know, the big thing is that (unintelligible) not existent.  I mean frankly none of the regression equations estimate any amount of the variance and it’s a very flat line too and all the numbers are averaging -- the baseline is all about 65,000 which often matched up with our average cost.

We did a (unintelligible) regression and found that there is actually a very high rate of correlation.  What that says to me is that there is really -- its fixed cost.

Now this is only for online ballots, delivery and marking, over I think about 13 data points so not the best, I understand that, but basically there is no correlation.  It is all fixed costs.  It doesn’t matter how many voters you are going to have, how many ballots styles, it’s the development process that drives everything.

Now we had a lot of additional costs later on in the ballot data conversion.  That was a big issue and we need to investigate that further as to how we can reduce that problem.


As I said, the federal contracting process is by its very nature cumbersome.  We tried some unique -- instead of saying we’re going to hire a single vendor to provide a single solution that the states can adopt or not, we basically put out a broad purchase agreement.

We had six vendors that qualified and then we asked the states to provide their requirements for a system that we converted into an RFP and issued a delivery order upon those individual state requirements.

The states sent representatives to our source election process and participated in that and we drove the whole source election process to meeting the state requirements, and so a single vendor was chosen for each state but five of the six vendors won contracts over the 20 original states.


MALE SPEAKER:     Can you say something about what the data conversion problem is?  I’m not sure I understand.

MR. CAREY:
Many of the states and local election officials have existing election management systems, voter registration systems, that have either proprietary software or they’ve adopted turnkey solutions.

They don’t want to have you know a whole lot of control over their data.  They’re willing to basically upload their data to a vendor, let their vendor basically provide them a turnkey solution, and they develop these programs long before people are starting to think about, you know, online ballot delivery and they’re just thinking about poll site and maybe some absentee ballot training and so it’s difficult to often times convert that.

Now Joel Rothschild from SAF, he did some quick and dirty analysis on how to be able to convert the PDS into automatically PDS data, you know, the data is presented on a PDS into a database, but still it’s a laborious process.

MR. JENKINS:
This is Phil Jenkins.  You’ve mentioned the individual states, each with their own set of requirements.  Was there any analysis on the commonality of the requirements from the states, for example, accessibility of the system ever included or often included?


MR. CAREY:
Well, we put into these baselines that they all to be 508 compliant.  I meant that was in the broad purchase agreement.  So if there were additional state requirements for accessibility those would be put in there.  The bigger issue that we ran into was a language one, texting 203 language requirement.  That was a significant cost (unintelligible).


COMMISSIONER DAVIDSON:
Bob, this is Donetta Davidson.  We’re aware that there were a few states that had major problems with their vendor.  Are you doing an analysis of what those problems were and was it just maybe the vendor not knowing the magnitude of that state’s -- how many ballot types they had or whatever the cause might be.  Are you doing some analysis in that area or lessons learned?

MR. CAREY:
Oh, no, we’re definitely doing a lessons learned and this is one of our pilot programs, we’re going to move that pilot program for 2010 so we’re going to be doing a pilot program report upon that.


You know, there is also a lot of some of the states didn’t know what really the requirements were until after the contract had been awarded and so we had to do some revision work.

And so when the vendors bid on an initial contract based upon the initial requirement, and then the process starts and they’re like oh, actually that’s not what we meant.  It takes a lot of work on both sides.  We’ll be discussing this in our post pilot program report.


So even with us trying to incorporate the state requirements as much as possible in the federal contract, it’s still a federal contract and it’s still a federal decision and, you know, and that’s not optimal in my perspective.

So we’re looking in the 2012 cycle to try to convert this into a grant program and to allow states and local election officials to apply for grants, to incubate their own testalogic effort to serve the UOCAVA voter, that we’re going to focus online registration programs and also assist UOCAVA voters, because many of the UOCAVA voters that will be registered in the state will also have driver’s licenses in those states or other vital records that may be attestable in order to gain access to signature.


Online absentee ballot requests, online and extradited blank ballot delivery, and online voter ballot tracking.  We’re not looking at this grant program to have online voter ballot return at this point although we would not stop a state from using an online (unintelligible) blank ballot delivery program as a baseline and then adding on at their own expense, an online ballot return.

The key grant considerations we’re really looking at are probably going to be number of voters assisted, projected improvement in UOCAVA voting success, and return on investment and length of system availability.  Yes, sir.

MALE SPEAKER:     Just a question.  I thought the biggest problem was the ballots getting returned and that’s the one we’re not working on.  Is that what you said?


MR. CAREY:
Well, at this point we don’t know enough what is going to be the necessary requirements, security requirements, for an online ballot return system for the federal government to be involved in that or the Department of Defense to be involved in that.


One of the things that I brought up at the July TGDC that I guess was sort of thought of as a rhetorical question but was actually not and that the TGDC could have examine because this would very helpful from our perspective, is there security in the balkanization of the election system in and of itself, or is the nature of the Internet such that it doesn’t matter if you have one server receiving ballots or 7,800 servers receiving ballots, is it still way too easy.  I don’t know.

And so if that analysis could be done, that could be very informative because that’s fundamentally -- you know, it’s one thing for the Department of Defense to run servers, or voting over the Internet project, it’s another thing for 7,800 election jurisdictions to each run their own program, or if there is security given in balkanization in and of itself, you know, maybe centrally sponsored programs can still just distribute their servers, distribute their e-mail addresses.

I don’t know how that would work.  You could basically effectuate the same thing as having 7,800 different programs just by having a plethora of different ways of the ballots being returned on line.

One of the things we also want to look at in the 2010 cycle is, so we had the online ballot delivery, not only in our 17 states but in a lot of other states.  We also had the overseas military ballot, expedited ballot return, express mail ballot return.  That ran about $8 million.

So the question is going to be a cost benefit analysis.  How well did online ballot delivery and marking coupled with expedited ballot return lead to absentee ballot return rate?  If those in and of itself have substantially resolved much of that issue, well then we need to take into consideration in that overall cost benefit analysis, especially in the efficiencies environment we are in now.  Yes, Mr. Bellovin.

MR. BELLOVIN:     Steve Bellovin.  Just to follow-up, the response to that question about ballot return rates being the big problem, you said you didn’t know about the security, but I want to know, do we even know that online return would actually noticeably improve the return rate given the comment made earlier I think by you, that some of these folks out in forward bases in Afghanistan and so on have very limited Internet time.  Is this what they’re going to want to use for actually casting the ballot?


MR. CAREY:
Well, we presume that the military is representative of the American population and so we’re not looking -- some people want us to have 100 percent voter registration rate.  Well, if the general population has a 71 percent voter registration rate, why are we expecting the military to have a higher voter registration rate?

So too for ballot return, only 91 percent of the absentee ballots in the general population are returned.  We’re not expecting every single ballot to be returned.

We’re also trying to measure in our post election surveys, voter interest.  Larry Stavoso from the University of Virginia has said actually the military voter participation rate is likely going to be far less than the general population in off year elections because the Commander In Chief is not on the top of the ballot.  That’s an interesting hypothesis.  It needs to be measured.

And so we want to look at what the actual voter interest is.  We can break that out between overseas military voters and domestic military voters.  Our initial analysis is that the voter interest amongst military voters is pretty similar to that of the general population.


MR. BELLOVIN:     I agree, but why do we think that being able to return online would be the thing that would really increase the return rate?


MR. CAREY:
One of the things that we want to look at is the return rate of the local election officials that have various electronic returns right now and see if that actually led to a greater return as well.

So, you know, the states that allow fax or e-mail return or had their own online return system like Arizona, you know, or West Virginia as their pilot project, did that actually lead to a higher return rate.


MS. MCGEEHAN:     Ann McGeehan.  Another I think important factor here is that MOVE required those ballots to be sent out by the 45th day before the election so that may really help the return rate even though you may not think initially that makes a difference, but when those ballots were sent, you know, if the voter gets it early enough and has enough time to send it back either by mail or online, that’s makes a huge difference.  So that may be an interesting analysis.

MR. CAREY:
Yes, and we had a lot of variables that have been introduced in multi-variable regression analysis of the 2010 election cycle and it may be difficult to control for all those variables at one time.

Antidotal example, Jackie Colaman from Barrett County down in Texas, you know, she sent up the ballots on the 17th, she e-mailed out her ballot on the 17th of September and on the 22nd of September she’s e-mailing me going, I just got five ballots back from Korea.

They were e-mailed out on Friday, they were put in the express mail on Saturday, they were back in her office on Tuesday.  But antidotal doesn’t prove the overalls.  That’s why our post election surveys are going to be so important.  Yes, Linda Lamone.


MS. LAMONE:
Hi, Linda Lamone.  One of the things that I think we all need to keep in mind is when we e-mail the ballots out, when they come back they have to be duplicated onto paper stock so they can be scanned and that’s a huge cost and time consuming effort by the local election officials.

And I think if you were reading some of the newspaper articles from some of the states, there were a lot of mistakes that were made.


MR. CAREY:
And maybe one of the things we could look at also, maybe we should look at expanding the focus of our grant program to also the possibility of things like barcode scanning for those online prepared ballots.

You know, they are printed out.  An online marked ballot could then generate a barcode that could be put on there that may very well allow for the -- so you’d still have the eligibility because you’ll have the full ballot.  It would have a barcode on the bottom.  The barcode scanner guns it and then automatically loads it into your tabulation systems.  Maybe that would help as well.

And that’s why I’m talking about the grant program.  We’re going to be hosting a meeting with state election directors before the NASAD meeting in order to be able to explore what should be going into a grant program like this in greater detail.  Yes, ma’am.


COMMISSIONER DAVIDSON:
Thank you, Bob.  Donetta Davidson.  How soon will you have your analysis done because I think it would really help the TGDC on what they need to be moving towards, because as you heard me say, money could be an issue with the first things.

I mean obviously pushing the ballots out, security for that whether it’s a pull or a push as you called it, and where you’re really headed after you do those analysis, I think you’re going to have more insight for us in giving this what you’re talking about for 2012.


MR. CAREY:
Which analysis, our post election survey or the analysis of the 2010 online ballot delivery and marking --


COMMISSIONER DAVIDSON:
The online ballot delivery.  I mean if that was really successful and you feel you’ve reached the goal that you think is there and because of security problems of getting ballots back.


MR. CAREY:
Well, I was going to go over that in just a second.  I mean that is an area where I think that making sure that we’ve examined all the issues in online ballot delivery would be very useful for how we frame those things in our grant consideration.

I mean if the states are going to be able to use these systems for the 2012 primaries they’re going to need to have the grant awarded by August/September of this year which means we’re going to need to be putting out our grant announcement this late spring.

So if we want to incorporate any of these types of online ballot delivery security concerns into that grant application, you know, we need to make that announcement probably in the May/June timeframe.  So that would be a timeline.

I don’t know if the TGDC can meet that or not but sometimes, you know, I forgot the general from the Civil War, but you know firstest with the mostest, is the bestest.  You know, sometimes it better to have something now rather then the perfect later.

We’re going to be hosting meeting with some of these state election directors on the 9th of February.  Yes, Paul Miller.


MR. MILLER:
Yes, I was particularly interested in your comments about the barcode report and being able to use that to produce a scanable ballot.  I think you probably are aware that we did that in Washington.

But kind of tacking on to that, one of the comments that I would make, at least in the case of Washington, that we got that in place, that was very important to King County because of the size of King County but we really didn’t get it in place where we have a really good sample to be able to say, this is how well it worked for us because as things worked out, as you know, the timeline for that thing was incredibly short and we really didn’t feel like we got a good test this fall.  So I would ask you to take that into consideration.


MR. CAREY:
You know, we want to basically be writing up our VAA after this meeting in February so that we can get it out on the street in time that people can figure out what they want to do, incorporate it in their 2012 cycle, get their applications in, in time so we can award the grants in time to be able to have it available.  Doug Jones.


MR. JONES:
This is Doug Jones.  On the barcode issue, I know that the scanners that Fiddler developed back in 2000, and that Avanti then patented properly and properly, and that our prototypes for what Hart and Dominion currently have in principle at least, can scan non-standard sizes and correct for the scaling of the laser printers and things like that.  So these should make the transcription much less necessary.

So this is a technology that we’ve been on the edge of for a decade and I think it’s within reason to expect the vendors to be able to eliminate the need for transcription for a laser printed, remotely laser printed copy of a ballot.  And I think basically the technology exists, it’s just not necessarily what’s currently deployed.


MALE SPEAKER:     I’m hearing two things that are aesthetical in my mind.  On one hand there are a small hand full of groups that are developing standards and ultimately a certification program through the EAC.  That certification program, it’s implementation, the ability to actually bring systems into it, get them certified, is probably some few years away.

You’re offering grants and as you said earlier, incubating state level activities so you have one effort that would centralize so called approved system, certified systems, and you have a near or term effort that is bringing about state by state so ultimately you could have 56 development activities going on.  You’ll have some that are fewer of course.

How do you reconcile that in terms of the economics for vendors who want to sell these systems, UOCAVA voting systems?

MR. CAREY:
I think I remember reading something yesterday where there’s approximately 3,400 different election systems deployed in this country right now and I think Verified Voting wrote that.

MR. MILLER:
That’s probably configurations.  There certainly aren’t that many manufacturers.


MR. CAREY:
No, no I understand that.

(LAUGHTER)


Harvey Justice told me about that.


MR. MILLER:
That’s probably true in terms of configurations depending on how they define it.


MR. CAREY:
Okay.  I don’t see the development of UOCAVA voting assistance systems to be contrary to the development of final electronic absentee voting guidelines that EAC needs to produce as part of the 2005 National Defense Authorization Act requirement.  In fact I would think that would feed into it.

I mean the whole purpose of the Roadmap is to do these iterative steps in order to be able to examine what works, what doesn’t work, and try to get ourselves closer to the development of those final guidelines.


MR. MILLER:
But if jurisdictions implement systems that are compliant with the law, let’s say they implement them the day after you give them grant money, which of course isn’t feasible but for purposes of our discussion, then why would they move to an EAC certified UNCOVA system three years later?


MR. CAREY:
I guess I’m not seeing how the two would be contrary to each other.  I mean if the lessons learned out of the grant pilot program were to help feed the development of the EAC guidelines, why would that be contrary to each other?


MR. MILLER:
So I’m State X and I purchase a system I developed for my state with your grant money in early 2012, and I utilized it in my 2012 primary and the presidential that’s following.

And in 2015, let’s say three or four manufacturers of UOCAVA systems come forward and are granted certification from the EAC.  That’s nice, and there’s cache and there’s value associated to the certification, but if I’m State X, why would I necessarily move, and then underlying that is there’s at least six competitors in this marketplace.

If you have grants going out to a number of states, what’s the economics for those manufacturers to then enter the EAC certification program and have systems later.  You know, are you essentially going to saturate the market with these initial grants and now there’s no impetus to develop the EAC certified systems later on?

MR. CAREY:
So you’re recommending that we not do the grants?


MR. MILLER:
No, not at all.


MR. CAREY:
Okay, what are you recommending?


MALE SPEAKER:     May I respond to his question, at least in regard from a perspective of one state official?  When I talked about the barcode earlier, I was talking about a system where we get back a piece of paper that just reports what choices that person made and there’s a barcode on it.

You zap the barcode, it produces a ballot that can be scanned by the system and you have two people per our current process -- when you duplicate a ballot you have two persons checking that what was on the original is correct on the copy version.  That we see as being a process that doesn’t need to certified because it’s basically an automated version of what we currently do manually which is duplicate ballots.

The step that we would consider requiring certification before we would use it is something that went automatically into our tabulation system and got updated votes counted because we wouldn’t have that opportunity to do.

So, you know, I think where we start talking about ballots being returned electronically and counted, included in the tallies, we certainly want certified systems in that area to deal with that area.

MS. MCGEEHAN:     Ann McGeehan.  I was actually going to make the same point as Paul.  And so the way I understand the EAC’s program is would that system where it was totally integrated, that you’d be sending the ballot out electronically, it’s coming back in electronically and being tabulated, as opposed to the SLANT program.

What I’ve hearing from FVAP is it’s more concentrated one way, just getting the ballot delivered electronically to the voter either through a Wizard or something like that but it doesn’t include necessarily how it’s returned and whether it’s integrated into the tabulation system.


MR. CAREY:
Our presumption right now is that -- I mean if a state has its own online, or e-mail, or fax ballot return system, we’ll provide the voter the instructions on how to be able to take advantage of that.  We’re not looking to actually fund programs that would do that at this point.

And so we’re presuming that the voter is going to take advantage of the expedited ballot return that we provide to the military postal system with hard copy, white signature, postal mail return.  If the state has their own system, we’ll provide the voter the instructions on how to use that, some of them take advantage of that on their own if they want to.


MALE SPEAKER:     I want to clarify this issue of where certification matters.  I think the key is, with all of these systems where the ballot comes back and then there’s a transcription step, even if it’s a semi-automated transcription step such Paul Miller described, and he is semi-automated because there’s still one democrat and one republican inspecting the result of the automatic transcription and verifying that it correctly reflects what they saw on the return paper.

It’s a machine that’s helping them do it so they don’t have to get writer’s cramp from copying from bubbling things in but that step breaks the direct connection with the vote counting system.

If the returned paper or returned electronic information goes directly into a scanner which processes the data into the vote count without that human intervention and transcription, then I think it needs certification.

It doesn’t matter whether it’s expedited mail coming back or an electronic delivery.  If it’s going directly into the vote tabulation system then it ought to be through a certified tabulation system.


MR. CAREY:
And in the, if it was a snake it would have bit me, I now see that I have clicker.  Sorry for asking you to do the advancing.

(LAUGHTER)


So EAC discussed the Wounded Warrior program.  You know, they approached us last year saying hey, we have a new disability grant program and we’d like (unintelligible) Wounded Warrior.  Great idea, really appreciate them bringing that forward.

We had already been doing some stuff with Wounded Warrior (Unintelligible) Transition Policy Office so we got everyone together and white boarded out basically a strategy, okay, so EAC did this research, FVAP does this research of Wounded Warrior.  It feeds into some analysis of how we’re going to analyze the EAC pilot testing requirements and then also see if we might be able to do some national level threat analysis.

So this is basically a side by side of some of the research that we were looking to do and the testing and evaluation we’re looking to do.  So first is that research with the assessment of the combat related disabilities, trying to catalogue that and look at the associated voting challenges.  Wounded Warriors, EAC is doing that research.

Given the Paper Reduction Act requirement for surveys of military personnel, we’re taking the lead on the actual surveys of the military personnel to reduce the Paper Reduction Act requirements and the licensing requirements.  EAC grantees will be involved in those surveys with us but we’re going to be leading that and trying to do that.  WYI is not a game, it’s wounded, injured or ill, and so we’ll be doing those surveys of those wounded, injured or ill personnel.

We’re also trying to research the processes and the procedures.  We’re basically trying to see if there is a need for a separate voting assistance guide and voting assistance procedures for Wounded Warrior personnel and if so implement that.


We’re looking at our forms, the postcard application, federal write in absentee ballot.  We’re having to do a general redesign anyway because of some of the MOVE Act requirements.

We’re also looking to do some focus group and redesign efforts in order to test them for usability and accessibility, and we also want to try to do that national level threat gap analysis, specifically on voting system vulnerabilities and some of the cyber security measures. 

We’ve been reaching out with the National Security Agency and the Secretary of Defense, Cyber Policy Office in order to be able to figure out we can best approach that.


On the testing, we’re looking to do independent VSTL testing.  So the two concerns we’ve raised on the initial requirements, the one that we thought -- you know, given the revolutionary nature of much of this technology admitted to the independent VSTL testing on major requirements other then vendor funded.

When we had the Working Group the vendors that were participating in that Working Group were saying well, it will be difficult for us pay for the full testing absent a guaranteed market on the back side.  So we said okay, what if we pay for the testing.  That’s what we’re essentially doing here, trying to pay for the testing.  Actually it’s going to be a full test with the full EAC requirements on two man kiosk systems.

And then we’re going to do a security section, we’re going to do a EAC requirements security section requirements and test those for all five of the participants in our online ballot delivery and marking Wizard.  And then they’ll also provide us a bit of an opportunity for comparing the results between different VSTLs on the same system.

And so once we get all this research together, then we’re looking to conduct a mock election for us to test some of the usability and accessibility ideas that were brought out in the analysis, and to do a mock election either down at Brook Army Medical Center, or Walter Reed, or a combination thereof using Wounded Warriors in a mock election to assess those usability, accessibility, and privacy issues.


But also national level penetration testing is probably a little bit strong.  Cyber man is not going to be coming in.  We’re working with the Air Force Institute of Technology in order to be able to do some of their penetration testing in order to be able to see if we can replicate as much as possible, some of these national level threat issues.  I don’t think at this point we’re going to have the capability to do that full national level penetration testing.


So that’s basically how this whole Wounded Warrior project is working.  We’re basically leveraging the opportunity that we have with the mock election to also do some of this additional work that we said we thought is necessary in our comments on the EAC and pilot testing requirements.


On the demonstration and pilot projects, most of you were at the Summit that we had in August.  You heard how we view the 2002 mandates deployed and the electronic absentee voting demonstration project where military voters are allowed to cast their ballot in a federal election.  It can’t be a mock election and it has to be an electronic system.

And if you look at some of the guidance that was in the committee reports, in numerous committee reports and follow-on logs, it talks about remote PCs over the Internet but the department has availed itself of the allowance to wait for the EAC certified guidelines.

And so I brought up in the past some of the issues, the concern that we were working to develop pilots before we knew what those pilots should be addressing and so I very much appreciate the Roadmap process that we’ve been going through in order to be able to develop a coherent plan for moving forward.  I appreciate EAC taking the lead on that.


So what are some of the NIST proposed pilot projects?  I appreciate the draft report, the TDGC proposed pilot projects, electronic ballot delivery, we did that in 2010.  We’re looking to expand that in the 2011 and the 2012 cycle.

As far as the kiosk based voting systems, I mean the VSTL testing that we’re looking to do will be part of it.  Premature is probably too strong as well.  We’re doing a separate analysis on trying to define the overseas civilian population.

Those estimates arranging anywhere from two to five million as to how many overseas Americans there actually are.  It’s pretty tough to figure out a rate, a voter participation rate when the denominator varies by 250 percent.  So we want to make sure that we have a pretty good idea.

Granted Census tried this in 2000, but post 911, the American government has had -- and American industry has had much more interest in making sure they know where all the Americans are in order -- they’ll provide some force protection.

So we may have some opportunity to have a better idea of how many Americans there are overseas.  More importantly we may be able to figure out how they’re distributed.  You know, you look at the distribution of UOCAVA voters, 85 percent of the UOCAVA voters are 15 percent of the jurisdictions nationwide.  The jurisdictions that have 25,000 or more voters, 1,500 jurisdictions that have 25,000 or more voters, had 85 percent of the UOCAVA ballots transmitted in 2008.

So there may very well be that same level of concentration.  I mean the world is organizing and so if they’re located -- if they’re concentrated in let’s say 20 or 25 cities, maybe a kiosk solution is the best solution.  You set up polling places, multi-jurisdictional polling places in some of these concentration areas.

If the overseas citizen population is very distributed, then it may be problematic because logistically this is difficult and the kiosk based solution for much of the overseas military is also going to be problematic logistically just because of the nature of deployment of military personnel.

As far as domestically, actually having polling places on military facilities is going to be very difficult from a policy perspective because then you get into issues of access and campaigning.

Many states have laws that say you can campaign within 50, or 100, or 200 feet of poll site.  You have a poll site on a military facility, do we really want Party X and Party Y having placards leading down the main drag on Fort Bliss.  I mean I don’t know if we really want to politicization of military facilities like that.

And then also the standard ballot format and the CBS to the MS integration, we’re very interested in that.  As we saw, that was an issue in the electronic ballot delivery, in the online ballot delivery and marking Wizard and if we can figure that out -- I talked about a Wigit, that’s basically a data migration tool.

Maybe at this point it’s too soon to actually have a common data format that we can all use, but if we can have an export tool -- you know, with my limited technical knowledge, I don’t know, why can’t they just say that, you know, say that as XML, says that as XLS.

And, you know, some people have said well, it should be that easy so maybe we can figure out a data migration tool so that you can make it say that -- you know, put it in and it comes out in the format you want.
So if I was to talk about what FVAP could probably use for the 2012 cycle in terms of assistance in support of our pilot projects I would say the common data format issue, and again firstest with the mostest is the bestest.

I mean if we’re going to try to get this online in time for the grant support of the 2012 cycle, late fall of 2011 may be too late, but if we could concentrate probably on the candidate data migration and the voter registration systems, that’s probably the areas of greatest need.

Second would probably be ballot delivery security and the ultimate ballot security in that the voter looks over their ballot before they put it in hopefully, and so we may not need to make that gold plated like we may need to make ballot return.

The demonstration project requirement for the Department of Defense to do the (unintelligible) absentee voting system is required to only be for military.

Well, we have the Defense Information Systems Network, DISN.  It’s a known quantity of known computers, people are (unintelligible) protected, the computers and the communication systems are, but we try pretty darn hard to protect our computer systems.

Having a DISN only system using the common access cards and the public, the infrastructure associated with those may very well be a lower cost, higher security method of quickly deploying an online voting system.

So maybe that’s an area -- instead of looking at overall ballot return security maybe we could look at it in terms of a DISN only environment.

And that would also allow overseas citizens that overseas federal employees to also participate, or overseas federal contractors.  I mean there’s a lot of overseas U.S. citizens that are federal contractors that operate within military facilities overseas.
And then the broader issue of ballot return security, and then finally that issue of balkanization.  That was not a rhetorical question on our part last time.  Does balkanization provide security in and of its own self?

As you probably saw last week, the Secretary of Defense talked about the efficiencies that the Department of Defense is going through, $78 billion efficiencies.

And so just as with the EAC, the fact that we continue to operate under a Continuing Resolution authority, and the FVAP FY10 research development test and evaluation funding was $9 million.  The President’s budget request for FY11 was $39 million.

Under a Continuing Resolution we continue to operate at FY10 funding levels rather than the FY11 level so that’s a significant difference in the amount of research development testing evaluation money available.

The other issue is we want to play as hard as we can but if these pilot programs are in support of the electronic absentee voting guidelines, then should those that are doing the electronic absentee voting guidelines be taking the lead on some of these pilot projects.  That’s an issue we probably need to work out here as well.

Last time I talked about what the GAO said.  I think we’ve met a lot of this with the Roadmap.  And you’ve heard me talk about risk before.  People say I’m being a Pollyanna to think that we can define risk as a probability of a bad thing happening times the impact of that bad thing happening.

But the fact of the matter is that a third of the absentee ballots are not returned now, and whether it’s by design or by default we’ve accepted that as the level of risk in our current voting system.

That’s been a pretty constant rate of about a third of the ballots not being returned, so to demand a greater risk avoidance out of future UOCAVA system when the current system has this level of risk associated with it, I think is unfair to the UOCAVA voter.

So to that extent the articulation of risk in the current voting system, UOCAVA voting system, would serve as a very useful baseline in my opinion for future electronic absentee voting systems.  And if that current level risk could be articulated I think that would really help us frame this issue much better.
So if I were to say a path forward, first articulate that current risk and maybe we use the post to mail UOCAVA absentee ballot system as the baseline.  Find those comparable system threats and then try to develop those comparable measures for future voting systems.

We talk about the (unintelligible), establish those properties.  I very appreciate the TGDC draft of listabilities.  I think that is something we really need to pursue because otherwise -- when I heard people at the Summit say that will never work, that test of Internet voting will never work.

What I think they were thinking in the back of their head is that will not work because a voting system should have a level of security reliability, audit ability, anything ility you want of X, and Internet voting does not meet that level of X.  Okay, what’s that level of X?  Show us the level of X and let’s work to that.  And then establish interim policy after that.

But again that focus on the -- as I talked about before, common data format, and data migration ballot delivery, DISN only ballot return, overall ballot return, and then balkanization.  Those are the areas that I ask for analysis.

That’s about it.  I appreciate the questions I’ve had so far.  If there are additional questions --

DR. GALLAGHER:     We’ve been asking questions through the discussion but are there any other questions?  Bob, thank you.
COMMISSIONER DAVIDSON:
I’ve got one.  Are you going to be able to stay and hear some of the presentations later on?  I think there’s going to be a presentation on three reports that we’ve asked to have done for quite some time and there’s going to be a presentation and I do see that those might be of assistance to you before you do --

MR. CAREY:
Yes, I’m staying and I’ve actually read over most of the stuff that’s on the website already, so definitely looking forward to that as well.

COMMISSIONER DAVIDSON:
Hopefully you guys will make comments to those reports.

MR. CAREY:
If it’s appropriate for us to be able to do so, we can.

COMMISSIONER DAVIDSON:
I think it’s appropriate for everybody to do so.  I think that’s what NIST wants, that’s what we want when we put things out for comment.  So I’m speaking for you, if I’m speaking out of turn please let me know, but I think it would be very helpful if your organization would look at that.

MR. CAREY:
Myself and Joel Rothschild are here.  I believe this afternoon we’ll be here as well, and more than happy to make comments as you see appropriate.  Thank you.

DR. GALLAGHER:     Any other questions?

MR. CAREY:
Thank you very much.

DR. GALLAGHER:     Great, thank you, Bob.  So we need to take a break I think for everybody.  Let’s adjourn and maintain a 15 minute break and we will restart again at 10:35 a.m.  That still keeps us ten minutes ahead of our schedule since we moved one of the talks up.  So a 15 minute break.  Thank you.

(Short Break)

DR. GALLAGHER:     Breaks are always hard to come back from.  I understand that and I want to thank everybody for coming back, but we’d like to hold the schedule because your next break, we don’t want to miss that, that would be lunch.

And with that, we did rearrange the schedule a little bit.  We moved Bob up before the break for that great talk and I want to thank Bob for that once again.

And now we’re going to move into really a series of talks on our UOCAVA reports and pilots and it starts with a couple of presentations by Andy.  So Andy, you’ve got the floor.
MR. REGENSCHEID:
Thank you.  I’m Andy Regenscheid from the Computer Division here at NIST.  Director Carey’s presentation was very timely.  It’s a good introduction to what I’ll be talking about right now which is the report from the UOCAVA Working Group on possible pilot projects for the 2012 federal election.

So you heard from both Nelson and Director Carey this morning about the EAC, NIST, FVAP, and UOCAVA Roadmap.  This Roadmap outlines the deliberative and iterative approach for guidelines development and implementation.

An important part of this Roadmap is the phase approach with excessive pilot projects.  These pilot projects are intended to test new technologies and procedures and make substantial immediate improvement in the UOCAVA process.

In particular, the Roadmap called upon the EAC, and states that EAC in competition with its Advisory Board will structure interim pilot projects that takes into account existing technology including limitation into account.  The pilot will have a specific set of stated goals that advance the guidelines in existing technology towards the goals and objectives stated in the previous section of this Roadmap.

Possible interim pilot projects could include unmanned kiosk remote voting systems, remote electronic voting systems with specialized hardware such as a common access card for Smartcard readers, and remote electronic voting systems without specialized hardware and software.

The Roadmap outlines a very aggressive schedule for the implementation of these pilots.  The Roadmap calls upon a decision to be made on which pilot or pilots should be pursued in spring of 2011.  The implementation of this pilot then is to take place in the November 2012 federal election.

The TGDC and the Roadmap is tasked with developing any supporting materials that may be necessary for these pilots.

But the first step is really outlining the options so the EAC and FVAP can set a course for what pilots should be considered both in 2012 and beyond.

The UOCAVA Working Group began working on a White Paper that helps outline some different options that the EAC and FVAP can consider.

So the first thing the Working Group did was come up with a set of goals for these pilot projects and we came up with the following six goals: to continue possibly the CLOTIS system in time for the 2012 election, the pilot could test new technologies or processes necessary for remote building.

Jurisdictions and manufacturers involved with pilots should document the performance of the system during the election and prior to the election.  The system should provide an immediate benefit to the UOCAVA voting process and use existing proven technologies.  In addition, the pilot should be an incremented step beyond past efforts in UOCAVA voting.

So with those six goals in mind, the Working Group identified five different pilot projects that could be considered.

The first of these is electronic ballot delivery, next is attended kiosk based voting systems, unattended kiosk based voting systems, and then two common data format related pilots, one of a standard ballot delivery format and one is a more ambitious common data format integrating UOCAVA systems with jurisdictions existing election management system.

So just like we did in the report, I will step through each of these five options and describe what the Working Group had in mind.

The first of these is electronic ballot delivery, in particular the conception the Working Group had in mind is what’s been described before as the pull model providing websites where voters can go to either download their ballots or potentially mark them on the website.  These ballots are then -- the intent is that they be printed and returned via mail to local election officials.
A pilot such as this could immediately improve ballot transit times compared to delivery over the postal mail.  In addition, the pilot could study usability and accessibility issues of a ballot marking Wizard, so the interfaces the voters could use on the website to mark and print the ballots.

In addition, large scale pilots along these lines could study the logistics of handling multiple ballot styles in multiple jurisdictions.

There has been significant past work that you just heard about from Director Carey in this area already.  Nearly all states this past year did some form of electronic ballot delivery and some states used e-mail or fax, but a number of them did also use websites and allowed voters to either download and sometimes mark the ballot.  In addition you heard about FVAP phone systems and marking Wizards.

So if we went down this route, guidelines development is possible.  We talked about this in the Working Group.  We could either focus on all encompassing requirements like we did in the VVSG that would cover everything from security, to usability, to accessibility, or we could focus on a very narrow area such as work in a common data format and the particular work on a common data format comes up in one of the later proposals for a pilot project.
So the second pilot that was discussed in the White Paper that was developed in the Working Group is the attended kiosk model.  So the idea here is deploy staffed kiosk voting stations similar to what we have domestically with early voting stations, but to remote locations overseas.

Voters would go to these stations to vote and would either authenticate electronically using some sort of digital credential or could authenticate to the staff at the kiosk location.

Kiosk systems on the backend, on the server side, are quite similar to the architecture of the Internet voting system.  It’s still a backend server that has a ballot style that’s collecting votes and tabulating the votes.

But a kiosk system provides a safer environment for testing many of those same technologies that would be used in an Internet voting system.  This is because we have control over the climate the voters are using to cast their ballots from, as opposed to the Internet voting case where voters are using their own personal computers.

So again, this could provide a great deal of information about what sort of challenges we might face in deploying an Internet voting system.

In addition, we could investigate challenges of supporting multiple jurisdictions within a single system as well as studying usability and accessibility issues of a kiosk.

There’s been some past efforts in this area.  Notably Okaloosa County and Operation Bravo conducted an attended kiosk pilot in 2008, where they deployed three kiosk locations overseas.  And this was a single jurisdiction and the pilot that we thought about doing in the Working Group is to have one system that will fit multiple jurisdictions as a way of taking an additional step beyond what previously has been done.

In addition, the EAC as you have heard at previous TGDC meetings, established the Working Group which drew up requirements for attended kiosk based voting systems.  Little additional work may be needed in this area by NIST or the TGDC since the EAC already has these requirements in place.

A variance of the attended kiosk pilot would be an unattended kiosk so in this case we would deploy un-staffed kiosks to remote locations.

These kiosks could use hardware that is cheaply built using off the shelf, you know, (unintelligible) off the shelf technology or potentially we can imagine kiosks where we only need to distribute the software that’s used in the system, and they would use the existing hardware that’s already present at those locations for the voting terminal.

This provides a very similar learning opportunity to attended kiosks but may have a lower operational cost because you may not need to staff the kiosk location or necessarily send out hardware for the kiosk.
In preparation for this, one of the things that we could do is collect information regarding no accessibility issues in off the shelf technology for this Internet tablet that might be used as the voting terminal, and then try to come up with ways to address those accessibility concerns.

Another element to this kiosk would be dealing with voter authentication so one important issue that’s going to come up in Internet voting systems is having the mechanism for authenticating the voter and this could also be an important part of an unattended kiosk, a pilot, since there wouldn’t be anybody present at the kiosk location to authenticate voters in person.

At this time the Working Group knew of no other unattended kiosk pilots that had been done.  The only pilot related to kiosks that we know of is the attended kiosk pilot that was done by Okaloosa County in 2008.  So this is an area that would be something new.

We may develop some new guidelines for unattended kiosks potentially using the EAC guidelines for attended kiosks as a starting point, but I think we would need to develop some new requirements for things that weren’t dealt with in those requirements.  Some areas include electronic voter authentication which was virtually out of scope in that effort.

We may need to develop new accessibility requirements for these systems because we’d be dealing with an unattended kiosk versus an attended kiosk and we may want to develop requirements for tamper resistance of kiosks.  Voters wouldn’t be supervised as they’re interacting with the kiosk.

The next two pilots that were proposed in the Working Group are related to common data format issues.  The first of these is a ballot delivery format.  The idea is to develop a common data format for electronic blank ballots for inputting ballot styles into either ballot delivery systems, or kiosk systems, or potentially remote voting systems.

As you just heard from Director Carey, this was a challenge when they ran their pilots this past year for the states and the vendors involved in their effort, so this sort of work is intended to help deal with those issues.

We think this is going to be a very important step in implementing future pilots in UOCAVA voting.  Already OASIS has been working on the market language and the IEEE has their own efforts for a common data format and that gives us a starting point in this area, and NIST has already begun working with the IEEE on a justification for blank ballots.  And some more about what NIST is doing in this area from John Wack tomorrow morning.

So a more ambitious goal for a common data format with UOCAVA systems is to try to develop a common data format for integrating UOCAVA voting systems with jurisdictions existing election management systems.
So the idea is we could develop a common data format for exporting election information second ballot styles from election management systems, then also importing results from UOCAVA systems back into election management systems.

So one challenge that also came up in the Okaloosa County kiosk project was once they had the results in their kiosk system, they wanted to get those results back into their jurisdiction election management system for reporting purposes.  They were able to find -- kind of worked around that problem, but a common data format such as this could really help streamline that process.
So in summary of these five pilot projects, electronic ballot delivery pilots are likely to have the greatest impact because they can really reach the most number of voters of the ones that we described, but they provide fewer learning opportunities because so much work has already been done in this field as you just heard from Director Carey.
Attended and unattended kiosk voting systems offer significant learning opportunities but they may not be practical for deployment in time for the 2012 election.

And I think everybody in the Working Group agreed that common data format related work is necessary but not sufficient for the success of future UOVACA voting pilots.

So we just heard from Director Carey about FVAP plans for 2012 and beyond, and I think it’s important to keep what their plans are in mind as we discuss pilot projects.

As you heard from Director Carey, FVAP is already moving forward with additional electronic ballot delivery projects for 2012 and NIST just committed to developing a common data format for blank ballots that would support this effort.

You also heard that FVAP is studying the logistics of kiosk based voting systems for possible deployment in 2014 and beyond.

So what are the next steps?  Well, you saw in the material that we sent out prior to this meeting that the Working Group developed a White Paper that outlined these five different pilot projects that I just described and we’d like this Committee to consider a resolution that would approve the pilot projects paper and send it to FVAP and the EAC for consideration.

The EAC and FVAP will then take that information and make some decision on what pilots will be pursued both for 2012 and 2014 and beyond, and if necessary in the future the EAC may come back and task the TGDC on developing supporting materials for whatever pilot projects are selected.

So with that, we have drafted a resolution in preparation for this.  So we can either move straight on to that draft resolution or I can take any questions that the members have on the five pilot projects that I just outlined.
DR. GALLAGHER:     Let me pause before we move to the resolution and make sure that we have a full opportunity to discuss this.  This is one of those situations where we have multiple roles, the TGDC role, the EAC, and we have Director Carey here who had comments on FAVP, and in fact Director Carey commented on further initial read of this in his presentation as well.

So as we said, we’re going to do final votes on these resolutions tomorrow so this is our chance to really have a discussion, and if we want to make changes to the resolution this would be the place where we would set the stage for that so that we know what decision we’re making tomorrow.

I have one question and I don’t know if it’s for you Andy or if it’s generally for the group, but as I was listening, and looking at the Roadway, looking at the pilot White Paper, and thinking about time, you know, these pilots are happening in a very short cycle. 

There’s open questions about how extensive the TGDC’s supporting role is, whether these are full guidelines or whether these are narrow, and given the choreography of the process that this White Paper goes to FVAP and EAC and then they come back and tell us what we’re doing, I’m a little concerned about the doability, add another ability on here, of this process.  So I would like any comments from anyone on that issue.

MS. COLLINS:
Belinda Collins.  It seems to me that one possibility is simply to accept the White Paper as written and then possibly to -- I guess the real question though is whether or not there is time for us to develop guidelines to inform the pilot projects before 2012.  I guess that’s really the crux of the question.

COMMISSIONER DAVIDSON:
And I think I heard from Bob Carey in his presentation that that’s going to be out early this spring so it can be put into your RFI’s or their grant selection, however you’re doing that.  So the timeframe is very short so I don’t know -- and I think that Bob could add to that probably so that it’s really --

MR. CAREY:
Bob Carey.  Another way to take a look at this, especially on things like common data format or ballot delivery security, you know, look at the (unintelligible) thing we have, what the possible product could be that could be delivered in that timeframe and see if that is sufficient.

I mean on the ballot delivery security, one of the questions is if the (unintelligible) really needs to take a look at, or does the nature of ballot delivery with postal mail return, you know, provide enough security that you don’t have to apply as much security to the ballot delivery side of things as you do to the ballot return side of things.

I realize there are gross variations between states in how they allow people to have access to absentee ballots but maybe we define, under this circumstance, this is the level of security you have under this circumstance, this is the level of security you need to have, and that can be sort of quick and dirty, and it may be sufficient in order to be able to frame the grant program.

And the same thing with the common data format.  You know, what do you have to watch out for in terms of developing a data migration tool or in having some type of common data format.  You know, you don’t have to have everything right, just enough to be able to learn from it.
MS. PURCELL:     Mr. Chairman, this is Helen Purcell.
DR. GALLAGHER:     Go ahead, Helen.

MS. PURCELL:     I think given the history of the TGDC in setting standards and the fact that these are merely recommendations for pilot projects, I would not think that we would have the time currently if we’re looking at the 2012 election to set any kind of standards, but if we could go ahead with the pilot projects even though there are a number of pilot projects or projects already out there, I think that would be helpful to everyone.

COMMISSIONER DAVIDSON:
Andy, this Donetta Davidson.  To add to that, those three documents that you have on UOCAVA, don’t you think that those would be useful in the efforts FVAP is doing?

MR. REGENSCHEID:
I think they could be.  Some of them are more process oriented documents than documents on the systems themselves but I think there is some opportunities to use those.

I’ve had some discussions with contractors who have already been looking at those documents, the drafts that we’ve produced, and they’re looking to try to integrate them with the pilot projects, so then moving forward.
We can potentially formalize that process and involve them both in the development of the documents as they move from draft stage to final stage and try to make sure that the requests for proposals that FVAP puts out lines up with what’s in our Best Practices documents.
COMMISSIONER DAVIDSON:
To continue, I know you’re presenting on that after lunch so I think that’s a real valuable conversation, hearing where you’re at with those and what’s going on with your presentation after lunch that really ties into this discussion so I see that being all one.

I don’t know how soon those are going to be completed.  Until just this last week I wasn’t aware two of them were up on the website so I don’t know if you’ve announced that to the TGDC members, if they’ve had an opportunity to look at those, to give comments.  I know they’re up for public comment.

MR. REGENSCHEID:
We did announce that at the last TGDC meeting that all three documents were up on the website.

One of the things that this Committee could consider as well is that NIST already has a number of activities, both the security document that Commissioner Davidson is referring to as well as the common data format activities that are ongoing right now that might be in a better position since that work has already been started at supporting the 2012 pilot projects.

But one thing that we can keep in mind is that 2014 isn’t really that far away either so now is probably a good time to start considering what role the TGDC is going to have in the 2014 pilot projects.

DR. GALLAGHER:     Pat Gallagher.  One of the reasons I asked the leading question about timing is that it goes to the heart of how we will interact in this period.

So in my view it comes to the degree of formality.  If you’re in the formal mode where the TGDC will develop a work product a little bit to completion, vote on it, it goes to the EAC, they make a decision, I don’t see how those logistics are compatible with certainly the 2012, maybe the 2014 certain timeframe.

If we’re talking about information sharing and maximizing flow so the FVAP folks and EAC are aware of ongoing working drafts and the work product is available, that’s a different issue.

But we should be cognizant since the White Paper is not clear on the degree of formality issue, what we’re really talking about because I think the White Paper is sort of setting the stage for how we will maximize information flow, at least that’s what I was seeing there, and I was just interested if there were viewpoints on the Committee about this and what our role really is in that case.

MR. WAGNER:
David Wagner.  I think that’s a great framing and maybe it just has a little bit of which, if any of these pilot project activities that were mentioned in the White Paper are pursued.

I think for instance we heard from Director Carey about a focus on voter registration and blank ballot delivery and ballot tracking, and I think of all three of those as voter services that normally would not require EAC certification for the systems.

And so for example, for that direction I don’t see a need to be in a formal mode where we are producing standards, guidelines, requirements that are adopted by the TGDC and recommended to the EAC and adopted.  I don’t see a need for all of that to enable those pilots to go forward.

For the kiosk, both the unattended and the attended kiosks solutions, I think that that’s something we would need to hear, if anyone decided to move forward with that, from those customers.

The EAC already has pilot guidelines designed for running pilots with attended kiosks so I think that would provide a solid basis if those customers decided they wanted EAC certification.

If there are customers who wanted to run an unattended kiosk pilot then they need to decide whether they want EAC certification and if they do, we’d really need to get on the ball and that would require some more formal working mode.  And I think there’s a real question in my mind about whether we could have that ready for 2012.  I don’t know that we could.

For the common data format, I think maybe there is a little more opportunity to make some more rapid progress, maybe even in time to maybe have some impact on the 2012.

And I don’t know how other committee members feel but maybe it’s not even necessary to have that quite as formal as some of the other processes we’ve used.

Maybe if NIST was able to identify a draft common data format specification, if it had just that much stamp of approval, even if it didn’t go through the full formal process, maybe that would be enough that it look useful, that vendors and customers could start to adopt it.  So maybe there’s a chance there for something more informal.

MR. MILLER:
Paul Miller.  I think David identified some useful ways of looking at those different pilot projects.

In terms of the manned kiosks as David said, we’ve had a Working Group that developed some standards for manned kiosks.  Now I think from a state’s perspective that doesn’t feel like a lot of progress towards the ultimate goal of a PC based system.

However, I think there are a number of issues that the manned kiosk, logistical kinds of issues that are addressed in that process, that are important in terms of moving up toward that ultimate goal.
As you’ve indicated, David, certainly the common data format -- but I would also comment that a lot of that work, not the work toward a common data format but the work of taking existing state data, existing jurisdictional data, and being able to get that and deliver that as an online ballot to voters, was done with the FVAP ballot delivery system this past fall.

So I think what the (unintelligible) approach really offers us is the opportunity to see what issues there are in delivering ballots from multiple jurisdictions, from multiple states to the same location, and allowing people at for example, a military installation if it’s in the United States, the opportunity to allow the voters on the base to go to a polling place type location and vote their ballot there as opposed to having to return it by mail.

And that deals with having to figure out how to put together the formats from multiple states, multiple locations, and deliver them in a way to a single location that works and getting it back.  And those are some of the kinds of issues that would be addressed before we get to the PC based.

So I’m just suggesting a reason why it might be worthwhile, and particularly to take a look at the manned kiosk approach in 2012, because we have standards for them and there are technological and logistical types of issues that are worthwhile taking a look at, and studying, and resolving.

COMMISSIONER DAVIDSON:
This is Donetta Davidson.  Well, I see several hands go up.  But I think any time that something is tested, you, just like -- what we’ve done in FVAP this year -- he’s going to give a paper of what was learned.

I mean these are pilots and we’re going to learn from a pilot so if there is a pilot done in 2012, it would benefit the capability of moving forward to the next step.

So that’s only my feeling in this, that we continue this move that we’re trying to accomplish to see how far we can go.  It’s kind of unknown of what we can accomplish, how far we can go, but the manned kiosk as we always thought gave a lot of capability.

Especially if we can get some common data format things set up, it definitely would help in a lot of areas in elections other than just in the UOCAVA.  So it’s an important task that should be accomplished and it would definitely be a move to the future that would be of assistance to our states.

So I think we’re going to hear a lot more in the next two days, and then our last day of discussion, I think you’ll all be discussing the resolutions and everything, and how we should be moving.

I saw Dr. Carey’s hand up also.

MR. CAREY:
Dr. Carey, my mother would be so proud.

(LAUGHTER)


The manned kiosk approach as the Working Group progressed over time is that the manned kiosk approach is a good test platform because it provides the security of being manned and has a controlled system rather than as a solution in and of itself.


My concern would be that the logistical concerns aside, absent maybe highly concentrated overseas civilian population when the two cases match, it would be a preferable solution.

But the other logistical concerns aside, there may be difficulty in getting state adoption of a manned kiosk system as a solution in and of itself because the testing requirements basically require a uniform image to the manned kiosk system which is basically one of you’re (unintelligible) single one size fits all solutions.


So as we’re moving forward on this, you know, and again we’re looking at 2011, basically 2011 pilot program for the kiosk system with the VSTL testing and that in and of itself may very well provide us a lot of data, not only on the different systems and how they may be able to operate, but also on the adequacy of our -- help advance the requirements in and of themselves by identifying where we may need further refinement of those testing requirements.

But that’s how we’re approaching this and I just wanted to make sure that I was in sync with where that whole process with the manned kiosk system would be going.

Am I wrong on that or is that the case for both the TGDC and EAC perspective?

COMMISSIONER DAVIDSON:
From the EAC perspective, it’s a pilot.  I mean it’s not anything that we’re trying to --

MR. CAREY:
Okay, and it’s a test platform.

COMMISSIONER DAVIDSON:
That’s right.

MR. CAREY:
Okay, good.

DR. GALLAGHER:     This is Pat Gallagher.  Bob, before you step back I want to take advantage of you being on the podium.  I wanted to raise this question as well.  I was struck both reading the White Paper and listening to your presentation on two things.

One, there’s discussion in the White Paper about the kiosk approach.  I didn’t sense a lot of enthusiasm on your part in terms of your initial reaction in terms of the practicality of this as a solution.

MR. CAREY:
As a solution, but as a test platform it may very well be great.

DR. GALLAHER:     So one of the concerns I also have when I hear that is that we fall in love with our own ideas because a kiosk laboratory is compelling and it may not in fact be a very attractive route and I’d like to hear about that.
And then you also raised something that I didn’t see in the White Paper which was remote voting on a protected Internet, DISN, so a very different sort of approach that is -- and the question I have is, is that another laboratory that’s also on the path towards PC based voting that should have been considered in some way because it offers a different type of protection against certain --

MR. CAREY:
Or maybe it’s another version of an unmanned kiosk system.

DR. GALLAGHER:     I just wanted to hear a viewpoint.

MR. CAREY:
The DISN doesn’t mandate a single image, you know.  I mean we have thousands of different networks over the military that are all part of the DISN, but one of the common things is that they have a common IA requirement and almost all of them use CAC card access, Common Access Card access with the public key infrastructure and the password protection.

So I mean I think one of the things that we’re trying to tell the election officials about is maybe trying to take advantage of the digital symmetry capability that comes along with our Common Access Card.

I’m signing all of my documents with my PKI digital imager rather than with my chicken scratch and so, you know, maybe that also provides a level of voter authentication that could be helpful as well, because now whenever I sign a document I also have to put in my PKI password, and I have to flash my PKI certificate, and my PKI card has to be in my computer and that’s the norm.  I mean you lose you common access card, you know, you’re dead on the Internet.

So this is sort of the thing that came out after the Summit, after the August Summit.  Well, if the concern is so much about you don’t know what someone’s computer is going to be like, well, we have a pretty good idea what our computers are like and maybe that in and of itself might be able to merge in with the unmanned kiosk approach.

I don’t know if that’s necessarily a one for one exchange and maybe that’s a stretch to be able to call an unmanned kiosk -- but maybe we can take some of the things out of the unmanned kiosk and put that into a DISN -- we’re at the research stage on that right now, but we don’t know what we don’t know, and so maybe some help from the TGDC in helping us learn what we don’t know so we can know what we don’t know, rather then just not know what we don’t know.
COMMISSIONER DAVIDSON:
This is Donetta Davidson.  I have a follow-up question.  You speak about all the different networks that DOD has.  Have you really reviewed that with DOD to see if they will allow voting on those?

MR. CAREY:
We’ve had preliminary staff level discussions with the CIO, with the Office of the Department of Defense, Chief Information Officer at the staff level.  We have not taken this up any higher.  There is interest and again, we’re at the research level right now.  I see no way that if we’re even able to define a system that would work over the DISN, that we’d be able to point it to the 2012 election.

But I mean it may very well provide us -- the (unintelligible) may provide us a lot of knowledge that could then feedback into the unmanned kiosk solution or any other general Internet voting solution.

COMMISSIONER DAVIDSON:
Well, I just see that really being an important aspect for this organization or this group, to be able to say we’ve got that capability so we need to move in that area or if we don’t have that capability then -- you see what I’m saying?  So having information from you is going to be very useful to the TGDC.

MR. CAREY:
Well, and as of December, FVAP is now participating in the TGDC Working Group.  As of December, we’ve been coming to those so we are very much looking forward to continuing that relationship.

And you know, there may be a lot of expertise here on the TGDC about the use of PKI or the use of PKI within the DOD concept that would very beneficial to our research effort in trying to figure out what the art of that possibly is besides the policy issues.

MR. JONES:
This is Doug Jones.  I have a question and I think you should stay at the podium.
MR. CAREY:
I have to go.

(LAUGHTER)


MR. JONES:
Listening to Linda Lamone commenting about the expense and nuisance of duplicating these overseas ballots, on the day after the election day here, I spent most of the day at the election office watching the processing of late absentee and military overseas ballots and I saw some of that duplication going on and I became very sensitive to just watching this, the effort and complexity involved with postal ballot processing in general.

One thing I wonder is right now the federal uniform overseas ballot, I think I got the term right --


MALE SPEAKER:     Write in absentee ballot.


MR. JONES:
Yeah, the federal write in absentee ballot is not constrained to be machine processable, and it’s interesting to wonder whether we could standardize the form of that ballot enough that the vendors that offer these modern digitizing scanners could read it directly.

And the other thing is, we have this ballot perforation Wizard and of course if it’s a ballot perforation Wizard provided by a vendor to a state, it’s very natural that that same vendor’s product could read it.

But if it’s a federal absentee ballot Wizard, again right now that ballot Wizard’s output isn’t really constrained by compatibility with anything because we assume that this paper is going to be duplicated, but if we standardize the form of that paper then vendors would have the opportunity to offer products that could read it directly.

And this is really in the common data format realm but in this case it’s common data format for the piece of paper that comes back from the voter.
MR. CAREY:     In the 2009 Virginia election, a few (unintelligible) the states put together an online gadget for the federal write in absentee ballot that basically had a pull down menu, is basically auto filled in the different races on the blog on the left hand side and this had a pull down menu of candidates on the right hand side.

So it was printed out, and maybe as simple as OCI, in order to be able to read the candidate names, and as I said, we’re going through a blog redesign effort anyway.

We should probably try to integrate the possibility that’s in that.  You know, all things seem to be equal, that would be a great idea.
MR. JONES:
And it wouldn’t have to be paper.  If you provided the vendor base with, here’s the format of this electronic cast vote record.  We’d like you to set up your election management system to be able to intake a series of these, then there you have it.  That would be the way to do it and you break this need to have a semi-automated or manual bar coding or similar process.
DR. GALLAGHER:     We’ll let you sit down now, Bob.  Thank you very much.
Any other further discussion?  Can we put the resolution on the screen?  And Andy, you weren’t quite ready for us, right?

MR. REGENSCHEID:
This is the resolution that has been discussed in the UOCAVA Working Group.  I’ll read it for the Committee.

The TGDC accepts the White Paper titled Possible UOCAVA Pilot Projects for the 2012 Federal Election for transmittal to the Election Assistance Commission and the Federal Voting Assistance Program.  This White Paper responds to the request in the report to Congress on EAC’s efforts to establish guidelines for a model electronic absentee voting system for the TGDC to develop supporting material to the 2012 UOCAVA pilot projects.

So with that we’ll leave this resolution open for the TGDC to consider.

MS. PURCELL:
Mr. Chairman.

DR. GALLAGHER:     Yes, Helen, please go ahead.

MS. PURCELL:
Yes, I would like to officially offer that resolution to the TGDC.

DR. GALLAGHER:     Thank you, Helen.  The resolution is offered.  As I stated yesterday we’re going to leave this on the table and formally vote on this tomorrow so this will remain open, but I would like to open the floor for discussion on the proposed resolution that’s now been offered.

MR. JENKINS:
This is Phil Jenkins.  Just a question, when we propose this, does the White Paper -- based on what I was just hearing it’s not clear to me that -- we’re not picking a pilot right now nor does this resolution pick a pilot so I think we still have a lot of flexibility.  I’m trying to make that observation so that we realize -- you know, I don’t see the issue with this right is what I’m trying to say, there’s enough flexibility.
However I’d like to ask one question.  It seems to me that in order to do the attended kiosk and achieve the benefits we want we really need to do a combination of some these, like the electronic data format is a critical part I think of doing a one size fits all kiosk.  Whether manned or unmanned, whether in 2012 or 2014, we’re still going to need to have some way to put the data together so I’m just kind of stating the obvious because I want to hear myself.  Thank you.

(LAUGHTER)


MALE SPEAKER:     And I guess my question to follow on Phil’s comments was is there a need to or a desire to provide a more focused recommendation then simply presenting these five options like some kind of a framework or method for implementing or recommendations on how to proceed with these.  And that’s an open question and one that would factor into that final resolution tomorrow that you’re talking about.


DR. GALLAGHER:     This is Pat Gallagher.  I’m going to invite Andy or anybody else to jump in right after me to clarify, but Phil, I think to your point, my understanding is the same as yours.  This resolution is in essence a transmittal resolution.  We’re agreeing to transmit this report to FVAP and the EAC.

And I agree with you.  I don’t think it shuts or opens a door and in fact there may be subsequent action in the form of prioritization or other frameworks that we would need to discuss separately that would support this.
Andy, do you want to add something?

MR. REGENSCHEID:
The White Paper as it stands does not have a specific recommendation for one or anymore specific pilot projects.  The idea of the White Paper was just to get input to the EAC and FVAP on what some of the options are.  It might be interesting to hear from either EAC and FVAP if they desire just to make a recommendation.

COMMISSIONER DAVIDSON:
I think it would be important to hear from FVAP.  I think EAC -- giving him as many options as he has right now, I don’t see that being a problem.  I think it’s important to hear from them.

MALE SPEAKER:     Sorry, I didn’t exactly hear what you were saying but I think I did, because I was talking to Joel about common data format.

So we’re looking to try to build this data migration tool, basically a save as Wizard.  The question is save as what, and right now I mean we can make it save as, you know, everything, the type of money for that, so maybe we can do two or three different formats.

And to do it off the top of my head I’d probably SML, EML, and SOS, or SML, EML, and separated value.  I mean save as what.  And I guess what I’d say is what will -- the save as what, that will best support the development of your common data format properties in the future.

This is where Mr. Smith, you know, so we save as SOS and then SOS dies, you know, well, Microsoft would never let that happen and so we don’t want to hesitate and have data when it was going to VHS or BLU-RAY anyway.

COMMISSIONER DAVIDSON:
I think the question that Andy really has for EAC and for FVAP Bob, is the White Paper, delivering that -- this resolution is having them deliver that paper to both of us and they wanted to know if giving us a lot of options, which they have done in this White Paper, talking about different types of pilots that could be accomplished, my feeling was that gives you more flexibility as we move forward, how far do we get with we’ll say common data format.

I think after we hear John’s presentation tomorrow, seeing if he’s got a calendar developed, how quickly we can get to something that will really help whether it’s ‘12 or whether that’s going to be ‘14.
But to give you some really flexibility is what I see this White Paper doing, and I just wanted to hear your perspective, if you thought that was good or bad.  I think tying your hands one way or another, not knowing all the answers today is difficult.

So I like the idea of saying here are several opportunities for pilots in the future, not saying it’s going to be ‘12 or not saying it’s going to be ‘14 but it’s just a White Paper.  So that is what we were asking.

MR. CAREY:
I’ve got you.  And we appreciated the opportunity to participate in the early analysis of that White Paper last year and so we were able to get some ideas at that point as well.

Yeah, I mean I guess I’d say that, you know, the devil is always going to be in details.  I mean, yes, it’s helpful in that it provides us some background to how things are but what I’m trying to say, what we could really use is the follow on steps to that, even if it’s not official, even if it’s informal, give and take, you know, based upon the White Paper.  I mean everything the White Paper talks about are great ideas and many of them we’re probably pursuing.

One of the things I didn’t talk about in my presentation is we’re also doing a logistical analysis of a kiosk based program.  So who knows, maybe my hypothesis is wrong.  Maybe the kiosk solution is great and it’s not that difficult logistically.

And maybe we should be looking at or maybe we can look at, you know, domestic military and overseas civilians because they’re highly concentrated and just do something else for the overseas military that are deployed down range.  So that’s why we’re doing that logistical analysis in order to be able to figure if that does make sense.

So I don’t have any objection to the White Paper moving forward but we could use the additional help of the (unintelligible).

MR. WAGNER:
David Wagner.  I thought that was a great suggestion from Director Carey, and I feel one of the things that would be useful for us at the TGDC would be to be customer focused, and it seems like the FAVP is a very important customer here.

And so I wonder if we ought to do any kind of reorganization of the way we do business in the Working Groups to insure that we’re meeting this kind of need from FVAP, that they would really like to hear this kind of informal in some cases guidance.

I wonder if we ought to set up a FVAP liaison Working Group where we regularly meet and maybe this is done under auspices of the UOCAVA Working Group where we could have a regular meeting where part of the agenda could be driven by FVAP where we’d hear every other week -- maybe FVAP has some questions, here’s what our needs are, you know, could you please do some informal work on this very specific need, this kind of question that we’ve hearing from Director Carey.  I don’t know if that would be helpful to FVAP but if it would, maybe we ought to consider something like that.

DR. GALLAGHER:     Great.  Thank you very much.  So I’m not hearing any discussion that says we have a problem with the White Paper going forward so my expectation will be tomorrow we’ll be looking at this resolution for a vote and in some ways this is the formality part.  They’ve already been reading the White Paper so it’s not like this is a secret and they won’t see it until we make this vote.

I think in the larger picture stepping back, David, you raised a valid point here, a very important point, let’s not get caught up in this.  We were trying to be helpful.  We provided this input.  We’re providing that.

You know, based on what they decide to do with pilots, our task is to be supporting, in fact that’s in the role, and so if we could as the UOCAVA Working Group, which seems like the right point, think about how do we create that formal touch point so we can be as responsive as possible.  I think there’s something to that and I would agree that would be very beneficial.

So I think that’s an excellent suggestion and I would encourage that group to think about that and maybe let us know how we can sort of bake that into the process.

With that, we’re 20 seconds past our break point.  Let me go ahead and adjourn the Committee until 12:30 p.m.  The cafeteria is across the hallway here.  That will allow you to beat the NIST crowd which kind of rolls in a little bit after 12:00.  We will convene at 12:30 p.m. sharp and resume our agenda.  Thank you.
(Lunch Break)

DR. GALLAGHER:     We’re about five minutes past our starting time but as meetings go that’s not too bad.
So I’d like to welcome Andy back to the podium, got his voice after the last session, with our next talk, this time on one the next UOCAVA documents which is the high level guideline or goal-oriented requirements for the UOCAVA voting systems.

MR. REGENSCHEID:
So this is the second presentation on work that’s coming out of the UOCAVA Working Group on high level guidelines for UOCAVA voting systems.

So as I’m sure you all remember, when the TGDC resumed meeting just a year ago, the EAC tasked the TGDC with the development of guidelines for testing and certifying electronic absentee voting systems and the TGDC established the UOCAVA Working Group to work on this effort.

And largely the Working Group has been focused on tasks in the EAC’s UOCAVA Roadmap that was submitted to Congress.

One of the items in the UOCAVA Roadmap was an item to develop high level non-testable guidelines for remote electronic absentee voting systems by spring of 2011.

In particular the Roadmap states that the EAC and the TGDC with technical support from NIST and input from FVAP will identify high level non-testable guidelines for remote electronic absentee voting systems.

This effort will focus on the desirable characteristics of such systems and serve as a needs analysis for future pilots and research and for the purposes of guiding industry to implement solutions.

So the UOCAVA Working Group tackled this problem by first looking for existing documents that could serve as a baseline for our own high level guidelines document and the Working Group identified the Council of Europe’s recommendations, legal, operational, and technical standards for e-voting as that starting point.

Now their recommendations include legal and procedural items that were out of scope for our purposes and also lacked comprehensive security, usability, and accessibility guidelines.
So the Working Group started by first reviewing the Council of Europe’s recommendations and extracting a subset of recommendation that were relevant for our task, recommendations that related to election administration, and election law.

Instructions for election officials were left out in this process but recommendations related to the technical aspects of the design, implementation, and deployment of election systems were included.

The Working Group began by first modifying the subset of these requirements but a point was quickly reached where the group needed clarity both about the scope of the high level guidelines and knowing how they were going to be used by FVAP and the EAC, or whoever the customer was.

So the Working Group asked the EAC to take a path on modifying the subset of the recommendations to get some more clarity on scope and purpose and the result of that was that EAC prepared a second document with high level guidelines based on the VVSG, the EAC’s existing pilot testing requirement, the Operation Bravo requirements from the Okaloosa County kiosk voting pilot, as well as SERVE and a few other sources.

So that’s really kind of where we got to in the process and there’s been a lot of discussions on some of the recent UOCAVA Working Group calls about the best way to proceed in order to meet the deadline for the high level guidelines.

So in the Roadmap there is a spring 2011 deadline to have these completed and the proposal that’s being discussed in the UOCAVA Working Group thus far is to have the EAC and NIST complete the document that’s been looked at by the UOCAVA Working Group while the Working Group focuses on other activities.

So after the presentation we have a draft resolution to this affect.

So then that begged the question, what would the Working Group work on and there’s been some discussion about this in is the Working Group teleconferences as well.
And one proposal that was suggested by David Wagner was that rather than having the Working Group focus on high level non-testable guidelines, we may be in a position to start looking at low level testable guidelines today, particularly in the areas where’s there’s differences between the requirements that you would need for polling place systems and UOCAVA voting systems.
Some areas we think are unlikely to meet substantially new requirements other than what’s already in the VVSG.  Some examples are the core requirements in the VVSG on the core functionality of voting systems, some of the software requirements on how systems -- the software architect did in the (unintelligible) he mentioned, as well as a usability requirements, the existing usability requirements, for DRE’s appear to transfer fairly well to the interfaces used in Internet voting systems.

There are some other areas that are likely to need more substantial changes.  Both the security requirements and the accessibility requirements in the VVSG really weren’t written with remote voting in mind and we think that we’ll need substantial updates in those areas.

So the idea here is to develop testable requirements in a piecemeal fashion.  We discussed this in the Working Group and we think that some areas are already right for guidelines development.

Some examples that we’ve come up in the Working Group include electronic voter authentication which would be certainly an important aspect in any remote voting system, communications channel security, so protecting information with the use of cryptography as the information is transmitted over the Internet, as well as updating the accessibility requirements.

And Sharon Laskowski will present later on today about some of the analysis that they’ve been doing on what sort of unique issues come up with accessibility in remote voting systems.

So those are all the areas that we think that we know enough from a technical perspective today that we could start writing requirements in those areas.

That doesn’t mean that it will necessarily be easy to write requirements in those areas.  We think that there will be some potentially difficult decisions that will have to be made regarding say the strength of the authentication mechanism for voter authentication, and decisions regarding how much accessibility can be built in versus relying on inter-operability risks of existing personal system technologies.  We think those are all things that we can address.

There are other areas that are likely to require additional research and possibly technological improvements.  Some examples of this are audit ability of remote electronic voting systems and one idea that we can explore is the use of end-to-end cryptographic voting systems as a way of working on this.

And Nelson Hastings this morning talked about some plans to have a workshop on how end-to-end cryptographic voting schemes could be leveraged in there in that voting.

Another thing that has been discussed is dealing with the endpoints if there’s a problem.  So dealing with, how do you create a secure remote voting system even if the terminal the voter used might not necessarily be trustworthy.

The idea here is to start with the problems that will need to be addressed that we know how to address today and then work on research on the other areas.

So with that, does anybody have any questions on either the proposal for how we move forward on the high level guidelines development or this new idea of having the UOCAVA Working Group work on low level guidelines?

MS. MCGEEHAN:     Ann McGeehan.  Andy, can you kind of explain how this relates to our earlier discussion with the pilot projects, the White Paper, you know, how do these interrelate?

MR. REGENSCHEID:
These are two separate deliverables under the UOCAVA Roadmap.  The Roadmap has this long term iterative process to do pilot projects and so the White Paper that was presented this morning was part of that process.

And in addition to that, there’s also this earlier deliverable for high level guidelines and as was shown in the statement from the Roadmap, this is partially supposed to feed into that pilot project, the effort, and having goals for the systems that would be used in the pilot projects.

COMMISSIONER DAVIDSON:
Also don’t you think the purpose of these are to help states immediately in what they’re looking at doing themselves if they’re on their own?

MR. REGENSCHEID:
I think it can certainly serve as kind of a target that manufacturers of UOCAVA voting systems can try to meet so they can make sure, and the election officials can make sure, that the systems they’re procuring are doing something to try to meet each of those goals that are identified.  But this is going to be very different than say a standard like the VVSG with very specific requirements that can be easily testable.  Testability of these high level guidelines was not goal.

Are there any other questions?
MR. JENKINS:
Phil Jenkins.  Just a comment or a question.  Often there are other similar requirements in other areas and I’ll use accessibility as one.

So the Department of Justice just recently issued a notice of proposed rule making on kiosks to be added as part of ADA guidelines and interactive machines and things, and many of the requirements that are in there are very applicable to the voting kiosk type situation.

And I’m wondering, are there other situations like that where there are overlapping technical requirements if you will, that are already available that manufacturers use or that could be applied in the UOCAVA situation?

I mean I think you’re kind of seeing that from bottom up, but I’m thinking from the top down, you know, like the Department of Justice may have other regulations where there are situations just like that.

MR. REGENSCHEID:
I think we’ve been approaching this problem that many of the VVSG requirements, the polling place voting systems, may be able to directly apply but I think you raise an interesting point, that there may be other sources of requirements outside of say the voting realm that may be relevant and at this time we haven’t done an analysis on what things there might be related to that.

There’s a great deal of information coming out of the NIST Computer Security Division for guidelines for federal IT systems and I think there’s an opportunity to leverage those existing guidelines.

MR. JENKINS:
And another example might be as was mentioned earlier by Director of FVAP for the DOD systems where you have the ID cards and things and can that be leveraged to the voting system, using that same network.

MR. REGENSCHEID:
Right, those are certainly things that we can consider, especially in the one example that I gave with voter authentication.
MR. JENKINS:
But the question was really, are there some that are required that we’re really not considering that are already in the system?  I wonder.

MR. REGENSCHEID:
But by required, you mean legally required from federal law?

MR. JENKINS:
Not from the narrow sense of election systems required by federal law, but do they actually apply in the voting situation when we’re looking at remote voting?  Just an observation on seeing some of these things.  So sometimes when we make these statements about whether they’re right for rule making, I think we need to really look outside as well, not just the detail data that we’re doing.

MR. REGENSCHEID:
And I think in the particular area of accessibility that’s something that’s going to come up later I think in the next --

MR. JENKINS:
And security?

MR. BELLOVIN:
Steve Bellovin.  I would very strongly urge the inclusion of software correctness and not just security on the list.  You know, while most security problems are due to buggy code, there are plenty examples of buggy code in the electronic voting machines that have nothing to do with an adversary.  They just do the wrong thing all by themselves.

The more we move towards Internet voting where you’re trying to run something on basically random computers, the less likely it is to really work because you get all kinds of weird, bizarre environmental influences triggering bugs that were there all along but didn’t exist on the test systems.

But even without that, again we have plenty of examples of commercial off the shelf voting machines doing the wrong thing and sometimes we notice this and I think many times we don’t, but how many undetected errors have we had lately.
For correctness I think we need to include it as a requirement up there with security.  I’m much more worried about the accidental bugs then the security attacks in fact.
MR. REGENSCHEID:
I agree.  I think that’s not only important for UOCAVA systems but also polling place systems as well.

MALE SPEAKER:     The difference with the UOCAVA systems is that you’re dealing with many more different machines out there unless you’re shipping out standard kiosk configurations, different machines, different operational perimeters, so you don’t want to neglect that as a strong issue.

DR. GALLAGHER:     Any other discussion on this topic?

MALE SPEAKER:      Yeah, it’s a question, and I’m probably being just really dense and slow, but I think what we’re being asked to do is these specific resolutions are asking us to tell the EAC and NIST to continue to do these things, to continue to do the high level guidelines that we’ve already been working on, and in addition begin looking at where there’s not adequate guidelines that have already been developed.  Am I basically understanding?

MR. REGENSCHEID:
I think so.  We haven’t actually shown what the resolutions are yet.

MALE SPEAKER:     Oh, I’m sorry.  I’m reading ahead.

(LAUGHTER)


MR. REGENSCHEID:
We can move there if there’s no other questions, but I want to make sure that everybody understands the points that I made during the presentation.


MALE SPEAKER:     As far as moving ahead, but nonetheless that’s a summary of what we’ve gone over.


MR. REGENSCHEID:
Right.  I think you’re on the right track but to get everybody on the same page, let me move forward and read the first of the proposed resolutions that came out of the UOCAVA Working Group.  This is on the High Level Guidelines for UOCAVA Voting Systems.

The TGDC requests the EAC and NIST complete the high level guidelines for the UOCAVA voting systems initially started by the UOCAVA Working Group.  This responds to the request and the report to Congress on the EAC’s efforts to establish guidelines for remote electronic absentee voting systems, for the TGDC to assist the Election Assistance Commission in identifying high level non-testable guidelines for remote electronic absentee voting systems.

And in response, this means that essentially the responsibility for completing these would go from the UOCAVA Working Group now to NIST and the EAC.

DR. GALLAGHER:     And let me ask a question of the UOCAVA Working Group members.  What’s left to be done?  I mean what specifically is the completion?  Is this a polish and grammar, or is this content, or where are we at?


MR. REGENSCHEID:
It’s more than just polish.  We have a draft.  We actually have two drafts that we would need to update and I think what we need to do at this point is kind of merge those two, bring in some of the work that’s been done in places like the Audit ability Working Group where they’ve identified high level guidelines for audit ability, and I think once we bring all those pieces together we’ll be in pretty good shape.


MS. GOLDEN:     Just for clarification, and I have to confess that I didn’t probably read both those versions in total, but refresh my memory because my last recollection was we really hadn’t resolved anything on accessibility because it basically said something like it shall be accessible, which while is a very high level guideline, I’m not sure if that might be a little too high level.  Did we ever resolve anything past that or are you guys just going to take that on?


MR. REGENSCHEID:
So we do have your comments on the Council of Europe’s recommendation.  You edited the accessibility section for us and I think that gives us some input that we can use when we update those high level guidelines.  And then we’ll also look back at the VVSG and those requirements and kind of use those sources as we develop high level guidelines for both usability and accessibility.


DR. GALLAGHER:     Andy, let me re-ask my question even more pointedly.

I can imagine a Working Group like this making this recommendation, actually for two different reasons.


One is that they feel they can make a bigger value add, starting to dig in to some of the testable specifics and there’s a sense of that in your presentation, that look, while we wanted to move forward quickly with the non-testable, high level stuff to signal the direction, we can now start digging in and that’s where the committee, the Working Group can make the biggest difference.

But the other reason for specifically kicking it back to EAC and NIST, and put the EAC on there, is that they’ve reached an impasse and some of this may reflect a desire for some direction setting maybe from the EAC.

Again I’m asking really a sense of the Working Group, this is based on ignorance, what was the real motivation for this move here?


MR. WAGNER:
David Wagner.  I can’t speak for the Working Group.  I can tell you my feeling about why I think this would be a good move which is I think there is an opportunity to add some value, like you said, by starting immediately on the low level testable requirements.  I feel like those are the ones that are going to be most directly useful.  We’ve got a lot of work to do.  We should get in gear and get started on it right away.


I also feel like a secondary reason is that the high level guidelines -- it’s not clear to me that we have a customer or a clear use case for them.

And so I feel like from my perspective, it’s kind of a challenge to make useful progress when we didn’t really know where they’re going.

So, you know, they kind of ended up either stating these high level generalities at a level that everyone can agree with but doesn’t have much specificity, or is very difficult to get into specific tradeoffs because they’re supposed to be high level and, you know, that would be getting into the testable.

And so my suggestion would be that I think it would be a very positive thing if we started working to move to the low level testable requirements because that will be of more value and because it will help us be precise about what we mean when we get to these kind of tradeoffs.

COMMISSIONER DAVIDSON:
My question, that either one of you can answer, or anybody can answer, is with EAC tasking this as really our top priority in December of ‘09 when we did that, -- I mean how the committee thinks that they get to meeting the goal, then they give us testable requirements to give back to FVAP, why do you feel that you need a resolution receiving our blessing whether it’s low level or high level?
MALE SPEAKER:     What Donetta is saying is that in fact we have been commissioned to produce testable guidelines.

MR. WAGNER:
David Wagner.  I don’t know.  Maybe we don’t need a resolution.  My sense was that the high level guidelines were on the Roadmap and so someone was on the hook to do it and I don’t know what the motivation behind the resolution was, but maybe the motivation was to try to formalize a kind of a handoff.
DR. GALLAGHER:     And so if this is a Roadmap issue and since we still have Bob Carey here, Bob, you want to step up and comment.

MR. CAREY:
We asked that the high level guidelines be placed in here.  And this goes back to my presentation when I talked about, you know, figure out the illities first, even if you don’t think they’re technologically feasible, because behind every statement of what won’t work, is the belief of what is necessary for an election system to have a level of security and reliability, to not call into doubt the results of the election.  And so we asked that the high level guidelines be developed so that we can flush those out.

I mean effectively with the SERVE project, FVAP sort of established those initial guidelines.  People found them wanting.  And until we define it seems to me what the baseline requirement is at the high level that we’re talking about, we won’t have flushed out these issues sufficiently so that people will accept the testable guidelines when they come out.

The testable guidelines need to flow from these otherwise we’re going to be in a (unintelligible) because if you -- I mean the voter authentication, the accessibility, the fact that they are easily testable, or apparently easily testable now, may lead to a false sense of security that we haven’t addressed the issues that some people say are impossible to address, namely audit ability and endpoint security over an electronic voting system.

And my concern is that if we haven’t flushed these things out with the high level guidelines first, then we’re going to have the development of the testable guidelines for the low hanging fruit.

There’s going to be a demand to move forward and people may want to move forward with the issuance of final guidelines before those broader issues are addressed and the technology community may very well reject them out of hand and now we’re right back at the same place we were after SERVE.

So this is the whole idea that we were trying to raise in the Summit.  There are many that say this is the equivalent of a perpetual motion machine.  Others say I’ve got it solved now, but no one has come together to define what is it and what are the baseline levels of requirements.  So that’s why I thought the high level guidelines would be useful.

So I don’t personally have an opposition to developing the testable guidelines if we can right now but I think that we need to develop those high level guidelines in order to be able to make sure that we don’t find ourselves back in October of 2004 all over again.

COMMISSIONER DAVIDSON:
This is Donetta.  Since the EAC delivered the Roadmap and I think that we were tasked with the Roadmap going to Congress, Brian would you like to add anything, or Matt, about this resolution?  I think Brian was in the room and I heard my comment.  Does your department feel any different from what I had to say?

MR. HANCOCK:     I guess in this instance I kind of agree with Bob in that I do think there is a need to have a completed set of high level guidelines to guide the work of all the organizations in this committee moving forward, not that there can’t be some work done at the very same time with some more detailed testable guidelines on some things, but I do personally think that a fairly detailed set of high level guidelines needs to be advanced.

COMMISSIONER DAVIDSON:
Do you see that they need a resolution to be moving forward with our task that we gave them in last December?  Do you see that that is necessary?

MR. HANCOCK:
Not necessarily because I thought that was the direction that you gave actually.  So my personal opinion.
COMMISSIONER DAVIDSON:
Thank you.

DR. GALLAGHER:    This is Pat Gallagher.  Let me attempt to harmonize two very distinct things that I’m hearing from the UOCAVA Working Group and from Bob Carey.

And I’m wondering whether this is a shadow of a discussion we’ve had before.  This would surprise all of you I’m sure.

(LAUGHTER)


Where we have a technical Working Group looking at UOCAVA requirements that feel in some sense that there’s an impasse, or at least confusion about the task in the sense that what we might actually be dealing with is a policy position, where the requirement floor should sit, in other words, where is the what is it question that Bob keeps raising.

And that the fear is that we get into one of these cycles where we’re developing technical guidance in absence of sort where does the line have to be drawn.  And I’m wondering whether the suggestion that EAC and NIST have to engage is almost as much a signal that there has to be some clarity in terms of where the technical requirements need to be set.

I mean that’s the only way I can really interpret the fact that we really need some high level positioning in terms of defining, you know, what is the expected performance level in this different areas, the abilities, and then cut loose, in that context, begin the very detailed testable requirement development stage underneath.  But I may be misreading.  I’m trying to just harmonize two distinct messages that I’ve been hearing.

That was a rhetorical question.  Does anybody have any thoughts on -- and the reason I asked this is the resolution is an interesting one because it actually doesn’t define what’s happening.  It’s really defining what’s not going to happen.  It’s saying this Working Group is not going to do this anymore.  And so I want to know where the other shoe is going to fall.

And so what exactly are we asking NIST and the EAC to do.  And I think it really comes down to what was the purpose of these high level guidelines, and I think they had a purpose and maybe that’s what we should be talking about, is what’s missing to sort of fill that out, and then we can define the process around that.

MR. CAREY:     In my presentation, what I said we needed to do sequentially, although it may not have to be total sequentially, before the development of the high level guidelines, is articulate the risk of the current system because to the extent that the policy is set that UOCAVA voters should have equal opportunity to successfully cast a ballot by the legislation, the policy is set that the UOCAVA voters should have an equal opportunity to successfully cast a ballot, then by that inference, by policy, the successful level of risk is what the risk is in the current system.

COMMISSIONER DAVIDSON:
(Unintelligible), is that what you said it was?

MR. CAREY:
Well, right now in the absentee ballot return rate, you know, a third of the absentee ballots are not returned, whereas 91 percent -- so the percentage point difference is about 24 percent, 91 percent of the general population returns their absentee ballot, 67 percent of the UOCAVA voters return their absentee ballots.

And in other stages of the election process, there is a higher UOCAVA failure rate than the general population, but the absentee ballot return rate is the most significant in terms of that proportion of the overall failure.

So getting back to articulating the current risk, if we don’t articulate the current risk, we have no way to be able to define what is an acceptable level of risk.  I mean I say by design or default, we’ve already sort of accepted the current system as the acceptable level of risk.
COMMISSIONER DAVIDSON:
This is just for me, but are you saying to this group, that we’ll say the security risk should be at 24 percent or 30 percent, whatever you’re saying, and that they meet the disability requirements at the same level, that that’s okay?

MR. CAREY:
I don’t know what the overall level of risk is with the current system.  I don’t know if anyone does, and I don’t know if necessarily the current election system standards define an accessible level of risk but somehow it seems that this whole process is going to be chronological unless we define that.
MR. MCDANIEL:     Patrick McDaniel.  Suppose we go through the process of enumerating all of the ways that the current system can fail.  I mean people have tried this for different voting systems for a long time and this is something that certainly in the technical community we do pretty frequently.

So we develop essentially a threat model for whole systems as it exists today.  What then?

MR. CAREY:
Well, to the extent you could articulate what the risk is, and my poor man back at the envelope equation for risk is probability of something happening times the impact of it happening.

You know, from a military perspective, the probability of insurgency work there is pretty high but the impact may be low.  The probability of nuclear warfare may be very low but the impact will be devastating, existential.  So I mean that needs to be taken into consideration.

Some have argued that Internet voting presents an existential risk to the democratic process.  If that’s the case then that means we take it into consideration, but I mean at first somehow it seems to me that the current level of risk needs to be articulated.
MALE SPEAKER:     So there are two things going on here.  One, is understanding what can go wrong, and then there’s another issue of understanding what the probability that’s going on, and I’m pretty sure that we can do a fairly good approximation of the former.

Understanding the probabilities is potentially unknowable and probably not within the expertise in this room.  Certainly you’d have to know so many things about what’s going on in the field and about what the expected environment it’s going to be in.

You know, we were discussing at lunch today, we were trying to figure exactly how this would work out in the field, what’s going on in Afghanistan for example.  So I’m not sure, if you’re asking us to come up with probabilities, that’s not something that is just going to be within our knowledge base.  And we could pick numbers out of the air but it’s not going to be particularly useful.

MALE SPEAKER:     Can’t probabilities be estimated from empirical analysis of the current system?

MALE SPEAKER:     Just so long as it’s a representation of what is going to happen in the future.

MR. CAREY:     I see the two being separate.  First articulate the risk in the current system, than try to develop empirical measures for future systems based upon the illities.  There’s a high level guideline.

So it seems to me that the first thing is to articulate -- that there may be an ability to articulate through empirical analysis, the risk in the current system.

If the biggest threat of an electronic absentee voting system is the threat of the equivalent of voter fraud, or the equivalent of disenfranchisement, denial of the ballot being cast, or the ballot being amended in transit, then I would think that there would be some equivalent -- and there is also an overall risk.

I mean I think Dr. Wagner, you called the current system the equivalent of a denial of the service tech as well, and denial of service is in the mail delivery process to remote combat deployment areas just because at that point it’s competing -- you know, mail bags are competing with blood, and bullets, and beans, and replacement troops in that last mile.

So I mean I don’t know if that can necessarily be -- from a risk analysis perspective, it seems like that -- first either if that was the current risk, you either find out comparable measures to measure that risk and then you need to define the (unintelligible) in order to be able to get the technical community to buy-in, at least we accept these as the high level guidelines, and then put it out to the industry.  Prove that you meet them.

Maybe the (Unintelligible) Foundation will actually say hey, we’ll give a million dollars to the first precinct that uses these high level guidelines to this level of risk.
MR. BELLOVIN:     This is Steve Bellovin.  I think that trying to understand the future risks is a really difficult problem.  My problem is trying to understand the impact.  Let me give you a thought example that I regard as plausible, perhaps not likely but certainly plausible.

Suppose that all of the UOCAVA machines were uniform designed, uniform implementation, so there’s a vulnerability or a (unintelligible) one, there’s a vulnerability or a (unintelligible) all.

And come Election Day, when you drive through the county and discover that every single vote cast on the UOCAVA system ended up being cast for Mickey Mouse.  You know something was wrong.  You may not know or have any idea who actually did it or if it just happened.

Mickey Mouse could have been test data left lying around the system and that sort of thing is amply documented in the software correct as literature.  What is the affect on the people’s confidence in the result of the election?
That’s my point.  If you want to go to deal with a more subtle part of this, we’ve all seen very, very close elections where a handful of changed votes in one or two states changes the outcome of the election and then think about -- well, there have been adversaries in the not very distant past who have done hostile things to manipulate election results.

Think of the Madrid train bombings just before the Spanish elections which probably changed the results and think about cyber attacks to change the results.  We’re dealing with great numbers of implausibles here and I don’t know that just looking at the current system which doesn’t have this catastrophic failure mode, gives us that good guidance on the future.  But we still don’t even know what the risk is of the current system.

MS. MCGEEHAN:     Ann McGeehan.  And I think I’m going to talk a little tomorrow about risk but I’m not sure I would agree with that, Steve.  I mean there are catastrophic failures of the election system.  I mean we have them.  There are ballots that go out with (unintelligible) missing and this happens for some federal overseas voters.

So maybe it’s not on a grand scheme because we do have so many different jurisdictions and they are all in control of their own elections, but these mistakes do happen under the current system.

I’m not sure we’re going to be able to quantify within percentages, but I think the point is that are catastrophic failures in any voting system so we’ve got to learn to live with at least some chance of that happening or we’re never going to move forward.

And I think that is one of the points that you’re trying to make Director Carey, is that there’s risks in any kind of voting system.  Maybe we don’t like the guarantees or the remedies election time test recount, nobody likes that but that is part of the process.

DR. GALLAGHER:     Let’s have one more question and then we’ll move on to the next one because I think the issue of risk is very much in our discussion tomorrow and I think as we go through that discussion this will probably come full circle and we can address the UOCAVA question.

MALE SPEAKER:     I think the military context is actually quite useful in talking about the history of risk assessment because I don’t think you can do large scale planning without it and at the same time I think that when you do it and you rely on it, you end up always fighting the last war.

And so someone coming out of the Civil War doing risk assessment in order to pick weapon designs might not have anticipated that the machine gun would change the whole picture, and we’ve been dealing with this ever since the Industrial Revolution began.

The risks that we anticipate based on recent history tend to become obsolete very quickly because of the rate of technological change.

I think that risk assessment involving issues of computer security is not at all different from these other domains that we’ve dealt with for a century and the fundamental problem is that your adversary ends up inventing something new and what’s the risk -- how can you quantify the likelihood that your adversary will invent something new.

I think all we can say based on a historical track record is they always seem to manage to do it in a place we didn’t anticipate.
DR. GALLAGHER:     Well, thank you everybody.  It seems like this will be a discussion we will continue.  As I said, we’ve had variations of this discussion so I fully expect we’ll hear this again.

I would like to move on since we’re falling behind our schedule now as I also predicted.  I didn’t know how to predict it but I predicted it.
(LAUGHTER)

I would now like to call Sharon up to talk about

our third report which is on the usability and accessibility considerations for UOCAVA


MS. LASKOWSKI:     Good afternoon.  I will be talking about the White Paper that we wrote on accessibility and usability considerations for UOCAVA remote electronic voting systems.


The goal for this paper was to provide guidance on Best Practices for usability and accessibility when designing and implementing remote voting systems.  It parallels the security considerations report and its scope is electronic remote voting systems.


The issues and recommendations in this White Paper organized by technology, there’s 35 recommendations.  In my talk I’ve got about five general categories of recommendations.  I’m not going to go through all 35 but I’m going talk about some critical points.


But we structured these documents by technology paralleling again the security consideration documents so we included general accessibility and usability, web browsers, web ballot repository, online ballot markers and electronic form filled, e-mails, kiosks, telephone based interfaces, and fax machines.


Now let me go on and just highlight some of the general considerations.


We had some general guidance in the form of referring to existing standards.  Those would be the VVSG 1.0, 1.12.0, the Section 508, accessibility standards, and since we’re talking about web and remote access for the most part, the W3C web accessibility initiative guidelines, in particular the web context accessibility guidelines, otherwise known as the WCAG 2.0, certainly are relevant to be considered depending on the architecture that you’re designing.


I have not included Section 508 refresh, or the advance notice of public rule making from the DOJ and ADA because those are not in place yet as existing standards.  Certainly in the future one would consider them.


And the other general guidance is to test with voters.  Do usability testing including voters with disabilities in a user set of design process if these systems are implemented.


Now let me talk for a moment about web based approaches.  General guidance for paying attention to usability and accessibility in web based approaches is first to consider browser compatibility.  People are going to come in remotely with different kinds of web browsers.  You need to test and consider the majority of the type of browsers people will be using.


Also again, the WAY guidelines, the WCAG 2.0 guidelines are critical here to look at.  If there’s any kind of authentication, security considerations, pay attention to accessibility there.  So for example, often to authenticate a user you’re asked to look at a visual, what’s called a CAPSHA and type in what it says.  Not acceptable, so you’ve got to pay attention to things like with respect to accessibility.

And you need to design to make sure that you’re compatible with screen readers.  You need a clear focus of attention for screen readers.  If you’re painting something in a window that is not the focus of attention, the screen reader can’t read from.  And in general universal design, plain language for example is critical in these designs from both a usability and accessibility point of view.  Phil.


MR. JENKINS:
Phil Jenkins.  Just a comment for the audience here.  When we say WCAG 2.0 guidelines, actually level A includes 25 testable success criteria so it’s very specific.  If you test, you know, there’s a success criteria specified to meet level A of those guidelines.  There also AA and AAA and one of those deals with captions for example.

And the second comment was we specified screen readers.  I think we mean also other assisted technology like magnifiers that people use on their computers so it’s a compatibility type statement.

Even though you may test these 25 requirements that personally have a down level, or an older, or one we didn’t clear so the systems you use to do the compatibility test is quite critical.  You can’t test them all but you’d want to test the popular one.


MS. LASKOWSKI:     Thank you.  Another ongoing discussion that kind of evolved as we were writing the paper is thinking about how much accessibility do you dope in to voting systems versus what you can (unintelligible) in accessibility with personal assisted technology.

So web based systems can achieve some accessibility just by design for compatibility and personal assisted technology, and this also refers back to Phil’s remarks, not just seniors but other kinds of personal assisted technology and you have to make sure you test for compatibility with those.

And with Section 508 for example, in an office setting federally purchased systems and federal government web sites for example, just making sure you decide for compatibility, goes a long way towards meeting the requirements.
However for voting there’s many different kinds of voters with disabilities and in particular for UOCAVA recently injured soldiers for example, they probably don’t have access to experience with personal assisted technology, or UOCAVA voters may vote from a public location such as the public library.

So the general consensus as we were writing the paper was that accessibility should be built in where possible.  So not only should you be compatible for example with a browser that allows you to increase the font size, you have to make sure the voter is aware that a browser could provide that if that’s what they’re relying on, but you probably also want to add some built in accessibility or built in audio and try to maximize that as much as possible.

And certainly if you’re just talking a kiosk system and you (unintelligible) VVSG, there’s already some requirements for built in accessibility certainly with the VVSG.

Next I’d like to talk a little bit about ballot repositories and here the issue was electronic versus paper.  Where does paper come into the process?  The general consensus is that to maximize usability and accessibility, you should minimize handling and marking a paper ballot.

So if you’re going to have a ballot repository, one should make use of techniques for online ballot marking following Best Practices and standards for electronic form filling.  The (unintelligible) for example and others have lots of advice of Best Practices and standards for form filling.

And the advantage of that is it’s easy to make accessible and you also get from a usability standpoint, checks for over and under voting et cetera, and an ability to kind of verify before you print out or in a future world send out your ballot electronically.

And if you’re making use of PDS there’s a bunch of requirements that one needs to follow to make sure that PDS is accessible, that’s it’s readable by a screen reader, and form fillable.  And if the ballot is being marked, the screen reader needs to be able to read those marks obviously.  So the message here is to minimize the handling and marking of paper ballots wherever you can do so in your ballot repository.


And there are a couple of issues here.  This is my last slide.  For telephone interfaces you should certainly follow the Best Practices for the menu kind interactive voice response system but we note that because a lot of voters are overseas -- there are telecommunication standards to support accessibility but they might now apply overseas.  We don’t have control over that so this is certainly an imperfect solution from a usability and accessibility point of view.

And fax machines in general will not be accessible once (unintelligible) -- 508 purchased by the federal government has some minimal degree of accessibility but nobody can believe UOCAVA voters would be even using those systems so I just point out that these are kind of two degenerate cases of architectures that really are not all the usable and accessible.


So now I’m going to bring up a resolution to accept this paper but first I’ll take questions about what I just briefed if there are any.


Okay, so we have the resolution that Diane Golden, because she was on both the UOCAVA and the Usability and Accessibility Working Groups is going to offer for voting tomorrow and we will have any discussion here today.  And so let me read the resolution.


The title is White Paper on Accessibility and Usability Considerations for UOCAVA Remote Electronic Voting Systems.


The TGDC accepts the White Paper titled Accessibility and Usability Considerations for UOCAVA Remote Electronic Voting Systems for transmittal to the Election Assistance Commission.

The background is, this paper responds to the TGDC resolution requesting that NIST conduct a short term, several months research study on Accessibility and Usability for Considerations for Remote Electronic UOCAVA Voting, similar to the research document on security considerations for remote electronic UOCAVA voting.


So is there any discussion on this proposed resolution?


DR. GALLAGHER:     I think in this case it’s probably a good thing.
(LAUGHTER)


MS. LASKOWSKI:     So we’re on schedule now.

(LAUGHTER)


COMMISSIONER DAVIDSON:
I have to ask because of what we brought up this morning because of funding and everything, can you give us the goal and the purpose of this study?  What is this going to accomplish, the study?  I didn’t really see that in the resolution.  Maybe it’s in the White Paper.


MS. LASKOWSKI:     The goal was on the first slide so let me bring that up.  It was a guidance document to say what are the Best Practices, what should you consider when you’re designing and implementing remote voting systems.  So the (unintelligible) here would be anyone who’s implementing a UOCAVA remote voting system.  So it’s really for the design and implementation.

Now one could imagine that this feed into some requirements in the future but the goal of this particular paper was just to provide guidance.


COMMISSIONER DAVIDSON:
Another question for you, Sharon.  This is Donetta again.  In looking at that, when the committee is making all the decisions of the resolutions tomorrow, can you give us an idea of the cost of this and the timeframe?  You said several months.  What do you mean by several months, is this six months, seven months?

MS. LASKOWSKI:     In terms of writing this paper?


COMMISSIONER DAVIDSON:
Of the study.


MS. COLLINS:
This is Belinda.  The study was the preparation of this White Paper so there’s no resource implication to accepting it.  The work has already been done.


COMMISSIONER DAVIDSON:
Okay, very good.  That helps me a lot.  Thank you.


DR. GALLAGHER:     We can put our checkbooks away, (unintelligible) in transit.


COMMISSIONER DAVIDISON:
You can see where my brain in.


DR. GALLAGHER:     I think all the feds understand, we’re in budget shock but I think my state colleagues have been there for a while.

So I think we’re back on schedule here.  We have two final talks to sort of wrap and close our UOCAVA portion of our agenda and Andrew, welcome back.


MR. REGENSCHEID:
I think this is my last presentation for the day.

(LAUGHTER)


Third time is the charm.


So this time I’ll be giving you an update on the status of some of the security related UOCAVA documents that NIST has been working on.

There are three documents.  The first is the security considerations for remote electronic UOCAVA voting that just came up during Sharon’s presentation.  This was a document that I presented at the last TGDC meeting, as well as two additional security Best Practices documents.  So I’ll just describe again for the TGDC what’s included in these documents and give you a status update on where they are.


So the first of these is the security considerations document.  I gave an in depth overview of what’s included in this document.  To remind you, the report identifies potential benefits of remote electronic voting systems, identifies desirable security properties for these systems, identifies major security threats, as well as current and emergent technologies that may be capable of mitigating some of these threats, as well as some open issues that may need additional research or investigation.

So a draft of this document was released in June of 2010, on time in the UOCAVA Roadmap and I presented this document at the last TGDC meeting.  I made minor clarifications to this document based on public comments that I received, and I’d to in particular thank Doug Jones for the comments that he sent in.

Right now the document has already been updated and it’s going through the internal editorial review process so it can be published in its complete form and we’re hoping that it should be going through this in the very near future, towards the end of this month.


In addition, there are two security Best Practices documents that were described at the last TGDC meeting.  The first of these is NISTIR 7682, Information Systems Security Best Practices for UOCAVA Supporting Systems.  This document is aimed at IT professionals charged with implementing, selecting, or administering IT systems used to support UOCAVA voting and by general computer security Best Practices based on NIST existing guidelines for federal IT systems.

In addition, its companion document is NIST IR7711, Treaty Best Practices for Electronic Transmission of Election Materials.  This document is more oriented for election officials that are considering the use of e-mail or websites for transmission of registration materials or delivery of blank ballots, and it identifies some security issues that election officials should keep in mind and provides some technical mitigation.

A draft of the information systems PD Best Practices, our document was first released in April of 2010 in line with the UOCAVA Roadmap with the security Best Practices for electronic transmission, and the draft being released in June 2010.


Right now we’re undergoing extensive updates to the security system PD Best Practices document based on both public comments received as well as comments the EAC technical reviewers that studied this document (unintelligible) and we’re making the changes both to clarify the scope and improve readability of this document.

Once this is done we’re going to harmonize changes that were made in this document with the security Best Practices for electronic transmission document and then release the pair of these documents for public comment hopefully in February with the final completion date being scheduled for May of 2011.


So something that came up this morning was how can these documents be used with FVAP pilot projects for 2012.  That originally wasn’t in the scope of these documents but one idea that’s been discussed is that FVAP through the contractors that they’ve been working with, have been studying the draft documents that they released.

And I think we can formalize that relationship if you will, and work with them closely as they’re developing their requests, the proposals for the pilots and as we’re updating these documents.  And I think that would give us a good opportunity to do information sharing across the two agencies.


With that, does anybody have any questions regarding these three documents?

MR. JENKINS:
This is Phil Jenkins.  I have a question.  If the choice of the pilot changes between manned or unmanned kiosks, do these things change any at all, any of the -- no.

MR. REGENSCHEID:
So these documents don’t include requiring (unintelligible) for kiosk systems really.  They had more in mind ballot delivery systems and we heard from Bob Carey this morning how FVAP is moving forward with their plans for more electronic ballot delivery pilots.


I think in the case of say supervised kiosk systems, the EAC’s existing pilot requirements I think put us in pretty good shape for dealing with those types of pilots.


MS. COLLINS:
Following up on a comment that was made this morning, I want to clarify that FVAP is now participating directly in the UOCAVA Working Group and so is benefiting from the discussions as they go along, and that Andy and the NIST team are working with FVAP to make sure that the NIST documents are as helpful as possible in their grant proposals.  So I think we’ve closed that loop.


MALE SPEAKER:     The nature of this update to let us know where you’re at with this stuff.  Is there anything that you need back from us?  For example, I read both of these two documents.  I have some feedback but I haven’t provided it to you yet.  But there’s no resolution here to pass this on to the EAC?


MR. REGENSCHEID:
No, we think that part of the reason for doing this update is to make sure that the TGDC members know what is going on so they can review the documents and submit comments.  Certainly I would love to see what comments you have on those two documents.


COMMISSIONER DAVIDSON:
These documents we felt like could be a lot of use.  I mean this has been an ongoing process, trying to get these three documents out to election officials as well as the old procurement process that Bob will be in, in the future.

So in anything that you’re doing within, it’s kind of Best Practice type document and so it’s important that you look at these and give comments so that they can incorporate comments if they feel that it’s necessary.  So definitely your review is very important of these documents.


MALE SPEAKER:     May I piggyback on that.  I’m not sure you specifically addressed that to election officials but I think it’s particularly important for election officials.  The line between what is Best Practice and what is policy is a difficult line to navigate and it’s important to look at particularly the 7711 in that light.


DR. GALLAGHER:     Some guidance is taken differently than others so that’s an important point to make.  Andrew, thank you very much.


Let me invite Nelson back up for a discussion on the path forward for FY11 UOCAVA.


COMMISSIONER DAVIDSON:
Before you start Nelson, I just want to add to that.  Remember when it goes to us and we put them out, we’re an assistance.  These are not mandated so that’s -- the important thing about remembering the EAC is our middle name so definitely we want to be more of a Best Practices in that area.


DR. GALLAGHER:     Donetta, you can probably clarify this but remember these are going out as NIST publications so I think that was done intentionally to try to illustrate the distinction between those types of technical guidance or something coming out formally to the TGDC through EAC would be viewed in a very different context.  Is that right?

COMMISSIONER DAVIDSON:
Boy, I’d have to go back because I know we paid for these separate, it wasn’t through our normal pass through, so I don’t remember how we really went through that process.  I’d have to go back and look at that agreement that we made with NIST.  Sorry about that.  I don’t have it off the top of my head.

MR. HASTINGS:     Okay, I’m going to talk about possible path forward for the UOCAVA activities for FY11 for TGDC.  And the purpose is to summarize the presentations on UOCAVA and provide context for the activities for the upcoming year.


So this NIST activity slide is really a rehash of what Andy just presented so I’m really not going to talk to that unless anybody has any questions about the scheduling for the documents that Andy just described.


The FVAP specific activities, again the lessons learned from the 2010 election, they’re in the process of collecting that and that’s also being presented at the Fifth Annual UOCAVA Summit in February.

There are pilot projects that FVAP is in the process of identifying and once they identify those, research, and development, and implementation can begin for those pilot projects.


The EAC activities, again the risk management, I think we were touching on that a little bit in our previous discussion.  NIST and the EAC have developed an approach to work with election officials to discuss risk.  That’s scheduled to be looked at in the spring of 2011.

Other activity is the selection of pilot projects by the spring so that TGDC can develop supporting materials for those pilot projects.

The joint activities, finalization of the workshop report in March, as well as providing the EAC Advisory Board with information about legal, technical, and policy issues associated with remote voting.


My understanding is we’re trying to get on the agenda for the March meetings for the Standards Board or the Advisory Board.


COMMISSIONER DAVIDISON:     (Off microphone).  Sorry about that.  We’ll work with Commissioner Bresso.  We’ll have you work directly with her about getting on the agenda.  It’s February 24th and 25th.

MR. HASTINGS:     February 24th and 25th, okay.  Thanks.


FVAP and NIST will participate in the workshop on secure ballot delivery in the spring timeframe of this year.

The EAC and FVAP will complete their review of state activities for UOCAVA voters in the April timeframe, and NIST and the EAC will hold a workshop on end-to-end cryptographic voting systems in the August/September timeframe.

The TGDC specific activities, the accessibility and usability considerations documents for remote electronic UOCAVA voting will be finalized in February.  Assisting the EAC in updating their Best Practices, the EAC will do that without the assistance of UOCAVA Working Group or the TGDC.

This last bullet which sparked a lot of discussion previously is the development of high level non-testable guidelines for remote absentee voting.  I guess we need to figure out what that is based on the discussion of the resolution.

Common data format for blank ballot delivery systems to be finalized in the summer of 2011.  And development of supporting materials for 2012 pilot projects, the UOCAVA Working Group has identified some possible pilot projects and once those pilot projects are selected the Working Group will start developing supporting material.

So that’s really just a summary of what was said.  This was a very short presentation and I don’t know if we want to discuss any further the high level guidelines and how that might be addressed.

DR. GALLAGHER:     Given the time, let me open the floor again for discussion.  This is actually a good time to wrap up any discussion we want to have on the UOCAVA because after this we’ll have our break and then I really would like to move into the HAVA agenda.

So let me open the floor up both for the points you raised for the work plan going forward, and for any residual discussion over topics that were raised this morning.

MR. JENKINS:
Phil Jenkins.  I do have a comment about during the accessibility guideline section.  I think we may want to consider adding to the White Paper references to the ongoing standards development at DOJ, at the Section 508 refreshed so that as things move forward with the UOCAVA, that they look at the current thinking of what’s going on with accessibility, usability, and even security guidelines so that we look at the freshest stuff.

We don’t want to keep looking at only the accepted guidelines but get a hint about what’s coming so that the manufacturers for example can be, you know, looking at where things are going and be prepared.

I think there’s some new development in hand held devices so if we’re looking at trying to deploy some kind of an app on a hand held device out in the field, that we look at some of the thinking there that’s going on, not just at the old 1.0 2008 guideline type stuff that’s out there.  I don’t think that’s specifically in the White Paper, maybe it’s an amendment we can make in the resolution.
DR. GALLAGHER:     Let me ask anyone in that group to amplify.  My thought as you brought this up earlier, was anytime you’re talking requirements or guidelines, you sort of have a responsibility to harmonize with the broader universe of similar requirements, otherwise you create a real problem where you can create inconsistencies and it’s bad for the market, it’s bad for people participating, and so forth.
So it struck me as yes, the core is sort of reaction but I’d be interested in anyone working in this area whether there’s any problem with that sort of idea that we would be harmonizing with these changes that are happening in related areas.

MS. COLLINS:
Sharon you can correct me.  I just wanted to get the paper to actually pull it out and look but I don’t think we decided anything.  It says Section 508, it doesn’t cite current or new.  I mean I don’t know for sure, I’d have to read through the whole paper.  It’s a little lengthy, but I think we’ve said anything in the paper that would lead you to believe that --

MR. JENKINS:     I was going by her presentation so maybe we can clarify it.

MS. LASKOWSKI:     You know, we can look it over and certainly add, you know, a paragraph with reference -- I think I mentioned the 508 refreshed, but I’d have to go back and check.  It’s easy enough to put a paragraph in.

MALE SPEAKER:     Yeah, there’s a whole list of references and it’s referencing the current Access Board webpage that has the current and the refreshed discussions so I think it’s probably covered it.

MALE SPEAKER:     But more specific to your question, Dr. Gallagher, the risk is that if we point at future things that aren’t stable, you could implement it one way and it may change slightly.

An example I’ll give you right away is keyboards.  The older requirements say you have to have a keyboard on everything but some of the newer technology with the touch feedback that you get with a touch device with a screen gives you feedback.

It’s not a keyboard and so the thinking that it has to be a keyboard is not quite the same in 2011 as it was 2008.  So the requirement that there has to be keyboard, that could change a little bit.  It’s more like there has to be feedback tactilely, an audio feedback, so that’s an example of a risk perhaps.

MS. GOLDEN:
I just have a question.  On one of your slides you’ve got this risk management thing in the spring of 2011, you may see NIST developing an approach to it.  Help me with that.  Did I miss a discussion at some point, very possible?

MR. HASTINGS:     No, there’s actually going to be a little discussion, a presentation in the HAVA section that talks to this a little bit.  Belinda, go ahead.

MS. COLLINS:
This is Belinda Collins.  Some of these agenda items actually pertain to both UOCAVA and HAVA and that one in particular straddles both so the presentation is coming after the UOCAVA discussion so you’ll just have to take it on faith until tomorrow.
MS. GOLDEN:
That’s all I needed to know was that I didn’t miss something that’s coming later.  I’m good with that.  I’m perfectly content to wait until later to understand it.  Thank you.

DR. GALLAGHER:     Yes, go ahead.
MS. GOLDEN:
Diane Golden.  For lack of anyone else bringing the issue back up about high level guidelines, aspirational guidelines versus concrete sort of thing, I think my dilemma in trying to cognitively process this is we had so many unanswered questions on the accessibility side of things.

The paper that we ended up writing doesn’t even say guidelines, it says considerations.  I mean we’re not even at the black pearl level of high risk guidelines.  We’re at considerations.  We’re not even at --let alone guidelines and standards.  We’re so far away from that.

But I think what’s difficult for me is without having some clarity on some outstanding policy issues maybe, I think it’s going to be a struggle to move forward on either plane.

So I guess that’s what I’m sort of struggling with, some of these huge outstanding questions about who’s the end user and what do they have when you’re talking remote voting.  Do they have their own terminal, do they have their own assisted technology, do they not, and until you know the answer to that question I don’t how you write standards or do you write two sets of standards, one if you do have that and one if you don’t.

There are just so many kinds of big umorphous questions that are unanswered that that’s where I’m having trouble figuring out how we’re going to move forward either direction.

Unfortunately I don’t have solution.  I’m just reiterating I think the circular discussions we were having, and later on you’ll see one of our resolutions which has to do with what is the legal basis anyway, you know, because we’re so used to the HAVA standard of one accessible machine or polling place, and when there’s no polling place you’re thrown into this tailspin of then what does that mean, what is accessibility when you have to take that clause because there is no polling place.

And are we driven by HAVA requirements or are we looking at ADA requirements, and we had a long discussion about that.  So we’re kind of at a place where without some direction, I’m not sure we’re going to either be able to move forward on high level or specific technical.

MALE SPEAKER:     I guess I’m dealing with that.

(LAUGHTER)


One of my questions related to this is we’re talking about developing standards for accessibility and I’m not sure where that mandate comes from in terms of the work that we’re supposed to be doing right now.


You know, I read this no response to -- the research study that what we had done so far is a research study on accessibility and it sounds like to me that what we are asking for is a policy direction now on what we want to develop standards for, accessibility standards for, correct?  Have I asked that in an intelligent way, an understandable way?


It sounds to me like the basic problem is, I don’t see a policy request for us to develop accessible standards for any specific system -- I’m sorry, testable standards for any particular system and actually what our current problem issue is there.  It’s an open question.  I don’t know the answer.


MS. GOLDEN:
I think the discussion in our group had to do with the request for high level UOCAVA that’s just an overall guideline and as part of that guideline you would have security issues and accessibility issues and all of those things that you would have in addressing a voting system.

So with part and parcel of that whole UOCAVA directive, high level guidelines specific testable, and when you start folding the accessibility piece into that the questions become a little confusing because we were so locked in to polling place, accessible voting system and --


MALE SPEAKER:     And we don’t know if we’re dealing with kiosks or whether we’re doing remote PCs.


MS. GOLDEN:
Bingo.  It’s the circumstances and the contextual information becomes so complicated that it makes it very difficult to even envision moving forward without resolution to a lot of other questions.


MR. MASTERSON:     This is Matt Masterson, from the EAC.  I sat here until two o’clock without saying anything which I thought was pretty good.

So I’m going to try to clarify that for you, and perhaps we should have done a better job.  And I think you heard Bob Carey say it this morning, but when we talk about the high level guidelines, those are intended to feed into this end product that is the testable requirements that will be submitted to FVAP under the Defense Authorization Act.


And as Bob said this morning and I think you reiterated his view, that the law under the Defense Authorization Act envisions a military based project that uses remote PCs. 

So to clarify it, we’re not talking about a kiosk in the context of those standards according to what I think Bob said this morning.  And that’s what the high level guidelines feed into so when we talk about whether it’s accessibility or security in that realm, I think that’s what we’re talking about.

I think the policy decisions that we’ve, I don’t know, all kind of covered or danced around are that you all are wanting answered and I think probably fairly are one, what level of security do you want in this system and then we get into the risk conversation.

And two, it’s a two-parter, but is accessibility required and if so what level of accessibility, right?  And that’s another fair policy question and one that hasn’t necessarily been addressed.

So I don’t know if that helps shape the conversation but that’s always been our view of it as far as looking at the remote requirements and how to view it, and I think it’s fair for you all to be asking those questions.

And, you know, it’s a question we asked FVAP when we were developing our pilot requirements, was basically to say in the long term how do you view the level of security, and then FVAP correctly came back with the risk conversation and so we’re all kind of talking around those but that’s the decisions that are holding us up I think.


DR. GALLAGHER:     Ron, go ahead.


MR. GARDNER:
Thank you.  I agree with what Matt just said with one exception, and that is that he used the word if before the word accessibility, and I think that’s been established.

You know, we’ve had the ADA for a long time and whether it’s on a military base or not, or whether it’s manned or unmanned, or whether a lot of these other things, accessibility is still a requirement so it’s not if it is, it’s to what level, and that’s what Diane articulated I think well, and that is we need to know at what level that needs to be.

There are several different requirements.  There’s ADA, there’s 508, there’s by 508 refreshed, and I think they are all going to apply but those aren’t all necessarily the same level.  And so I think that really becomes the question, clarifying that issue.
COMMISSIONER DAVIDSON:
This is Donetta.  I think that just like we asked Bob what level of risk that he wanted to consider, I think that we need to ask him again then about the accessibility because it’s going to be on their basis and I think that that question has to come from them or their answer has to come from them.
DR. GALLAGHER:     Very good.  Diane.

MS. GOLDEN:
This is probably a Matt question, sorry.  So I’m going to try to summarize here for my own edification.

We’re talking PC based remote voting in terms of this exercise for UOCAVA.

MR. MASTERSON:     Based on the comments I heard this morning and have heard before, but I think it’s important we kind of recognize and I think Bob Carey recognizes also, that it’s military based and whatever extra -- whatever that provides, we’re talking strictly military here for those requirements.

MS. GOLDEN:
Okay.  Eventually we’ll need clarification, military families or just military.  Again the context shifts dramatically if you’re talking about children, and on military bases, and, you know, family members.

MR. ROTHSCHILD:
This is Joel Rothschild from FVAP.  The law says for military service members and their families.

MS. GOLDEN:
Okay, see that’s still going to open up -- it’s not going to be as simple as federal employees or something like that where you could tell them -- them having their PC with their own accommodations because of the employment setting.  So it’s going to be a little more complicated but this is helping, at least clarified.

Second question which is more to you, are we talking about HAVA requiring accessibility or ADA requiring accessibility, or both from a purely legal standard?


MR. ROBBINS:     This is Mark Robbins, General Counsel to the EAC.  I could try to answer but I might get kicked.

(LAUGHTER)

Actually staff here -- because you’ve got more experience in this then I do.  That’s actually a very good question and it begs an answer, what is controlling.  Generally you have to read statutes so that they agree, so that they’re not conflicting.
The question would be and it has not been answered legally, does HAVA, does UOCAVA, do any of the voting statutes preempt ADA. I don’t think as a (unintelligible) they do, but it’s a question that needs to be addressed.

MS. GOLDEN:
I would tend to agree with you and I think that’s the discussion we had and because of the new ADA regulations that have been issued, not quite yet effective, March or something, I believe that’s a pretty high standard that we’re going to have to figure out how to craft standards to address, and it is a pretty high standard, let me just say it that way.

It’s very clear to me that they have incorporated the effective communication requirement and expanded and made it crystal clear, that that means not only verbal communication but interaction with things like point of service sales machines, and ATMs, and voting systems, et cetera, et cetera.

And I think the standard we’re going to have to meet to conform with the ADA requirements is going to drive very significantly to what we end up crafting.  So that may solve the question of what the high level standard is because I think it may have been solved for us on a purely legal basis.

MR. ROTHSCHILD:
This is Joel Rothschild.  I’m sorry, I was incorrect.  It’s military service members.  It does not include their families for the demonstration project.
MS. GOLDEN:
That will simplify things a bit, for the demonstration, yes.  In the long haul it won’t but for the short term it will at least make it a little narrower scope perhaps.

COMMISSIONER DAVIDSON:
This is Donetta.  And just as reminder, that is what the MOVE Act and everything else is requiring us to give them guidance on so that helps.

DR. GALLAGHER:     Nelson, did you have something?

MR. HASTINGS:    Well, I’m just (unintelligible) off of the change there that was in the context of accessibility, if what was discussed helps from a security perspective to scope down the high level guidelines that the UOCAVA Working Group has been looking at.

MR. WAGNER:
Dave Wagner here.  Some of this discussion may have helped.  I think one of the challenges that I was facing was I didn’t feel like we had a customer for this and it wasn’t clear what the use or the purpose of this was.  And without knowing what the audience of the high level guidelines was, how they were going to be used, it was very difficult to know what would be useful to do with them.

I think for the first time today I may have heard a story about what the use of them is.  The use of them is if I understand it correctly, let me try to repeat it and correct me on the parts I got wrong, was to establish a basis that sets a high enough bar that the technical community and the other communities who were concerned, would be happy with the voting system that met that bar, and it is measurable enough and provides enough guidance that then industry could try to achieve it.  And that if industry thought they had a solution it would be possible to measure the industry solution against that bar.
Maybe that’s enough that we could get started.  Would people be happy with a bar that was so high that we don’t necessarily know how to achieve it today?  And I’m sure if it can be achieved, is that constructive or is that a destructive -- you know, caused a train wreck that prevents progress on UOCAVA?
DR. GALLAGHER:     David, let me add a muse to that.  I heard something similar that what seems to be implied here, is can we establish a do no harm point, in other words, a requirement floor that represents no departures when we look at new technologies, and then some basis for developing testable requirements under that.

I think stepping back from that for a second though, in terms of what this document is and who it was aimed for, I think that’s actually one of the key questions because Diane was struggling with the same question.

And I want to remind the committee that information is flowing between us and the EAC in both directions.  The EAC will task us to develop technical guidelines.  We also, informed by our understanding of technology and practice, will ask EAC to consider policy positions.

This is the point that I’ve raised before.  We cannot develop technical guidance in the absence of knowing what the requirements are because it raises exactly your question David, which is well, fine, we can draw a line here and set the standard at a point that may not be achievable.  Is that helpful or not.  That’s actually a policy question and I think that’s really what Bob Carey was saying.  We’ve got to sort of have that discussion where this is what we’re aiming at.

So I don’t see how the technical groups can move forward in a substantive way without hammering that out and so as a working matter, we should be cognizant of these work products.

They may actually be the TGDC framing a question to the EAC and I think we have obligation to properly frame the question well.  I don’t think we do the EAC actually any good at all if we just punt it back over and say, hey, we’re having a hard time with this.

I think we should put it in context.  We should explain why this is a critical issue.  We can explain the consequences of different options and we can say look, it is really imperative that we get to the bottom of this and push this in some way back to a policy point.

Other times the policy umbrella is going to be clear and that may be why in certain cases it’s pretty obvious how we move forward on detailed testable standards, there’s a policy question there, and in fact it’s pretty straight forward for technical groups to get together and start hammering these things out.  At least that’s the sense I’ve had repeatedly as we’ve run up against some of these key questions.
MR. MASTERSON:     This is Matt Masterson from the EAC.  I think I have a question back to the group and you on that because it’s an issue we’ve run into in that idea with the technical community, and that is, and I think it’s an ethical one, what if we set the bar so low that you don’t feel comfortable with where we set the bar.

And I’m not suggesting we do that but a lot of times what we hear is, you know, like Bob Carey suggested, you know, we’ll match the level of risk that’s currently in the system and what we get back technically is, that’s too low, you’re accepting too much risk, and we as technical experts are telling you that is too much risk to accept and so ethically we feel you need to know that, and the question back is, I guess that’s an un-acceptance of our policy decision or --
DR. GALLAGHER:     Let me give you my knee jerk reaction and then ask the full group to weigh in on this because it’s a critical question.

What makes the TGDC so interesting to me is it has two functions.  It is acting as in essence a federal advisory committee.  We have an obligation to give the EAC our best technical advice and if we think the EAC is setting the risk wrong, I’m counting on this committee to say so and explain why.
I think it’s imperative.  I think we put the EAC in a very bad position if we don’t provide from our technical knowledge, the best possible advice.

But we are also a work product group.  We develop the technical guidelines and those two modes of operating, we should keep in mind, they are different.

Okay, so we’re a technical group developing guidance documents according to a policy.  In another case we’re a technical set of experts providing advice to the EAC, and that’s why I raised that.

I think in the end, you know, the EAC has the authority to do what it does.  That’s why it was constructed.  It really has the power and authority to collect all input and to make decisions in the policy arena on voting standards, and in fact to accept our work product.

Our job is to both support that by developing the technical guidelines, is it compatible with your policies, but it’s also when we know, is to provide guidance and to frame some of the key decisions you have to make.

I sort of see them going hand in hand and I think sometimes these work products that we generate are trying to do the two different things and that’s sometimes why we get into these on the fence arguments about, you know, we’re feeling uncertain, and those are usually telltales for me that those are the most interesting part of the question because they’re touching one of these key issues.

But that’s my personal view and I’d actually like to open this up for other folks to weigh in.

MR. MILLER:
Paul Miller.  May I weigh in?  At least from my perspective, Matt, I think the response that I hear from more technical people on this committee is that you’re saying let’s set something where we do no harm.  That’s certainly what Bob Carey’s presentation was this morning, was let’s set a standard that does no harm.  And I think that’s a very fair, reasonable way to proceed with this.
And unfortunately I think what we’re hearing from the security experts in this room is that there is no way that we can predict whether a system will do more harm then what is currently happening or not.  Is that a fair comment, David?

And I absolutely understand where this struggle is because we’re trying to figure out a way to move ahead on a mandate we’ve been given by Congress in a way that we can all do it with a sense of integrity.  It’s not easy.

I personally have wondered whether or not we can deal with some of the concerns of computer security people by making it clear that this project and that our position is that this use of Internet is not an acceptable media for elections in general, that our efforts in this UOCAVA area have no applicability to be using in a broad market but because specifically of the issues that we have, disenfranchising our military people and our civilian overseas, that in places where they’re not going to be able to get ballots to them and returned on time, that we are going to explore this technology and make it available for them.

And we limit the focus and reduce the risk by making it very clear that this is not -- my understanding has been at least that part of the concern is the slippery slope, that we will say a-ha, it worked in this environment, let’s just open it up for everybody.

And if we can limit it and say with very clear policy perimeters, that this is for a specified situation because we don’t have better solutions, if that can be a grounds on which we can move forward on this issue.
MR. BELLOVIN:     This is Steve Bellovin.  I’m reserving comment on specifics of that proposal.  I want to think about it a little bit more.

But the way security people would phrase it is, and always there’s a risk benefit trade off and the benefit here is very much greater because of the difficulties, and therefore it makes sense to accept greater risk and then you have standard security -- now whether or not it actually comes out that way, I want to think about it a little bit more but the proposition you put forth is not a priority unreasonable.

COMMISSIONER DAVIDSON:
This is Donetta.  I’m going back to the statement that Dr. Gallagher made about sending it to us and having us define the risk or defining -- and when I look at HAVA, it’s set up as a committee with expertise and experts on it, and election people on it, and gave then to our committee the goal of giving us guidelines.

They didn’t give the EAC that capability because we don’t have the knowledge.  So for us to try to set what kind of -- whether it’s high or low risk, I don’t know how we’d ever come to any type of -- even if we could, I don’t think we have the authority to do so.

On one hand, I’d have to turn to our attorney for that but on the other hand I don’t see that we have the knowledge to try to accomplish that.  They knew we didn’t have the knowledge, the right guidelines.  That’s the reason why the TGDC is there.

So that’s the reason why we asked Bob Carey what did he need because he does have expertise and more people in his element, and has been through this type of process before and knowing security and accessibility and knowing those areas that we really need to go to.  I don’t know how we could ever do that for you.
FEMALE SPEAKER:
I may be off base here but if we’re talking about the UOCAVA project that Bob Carey talked about today, which we’ve gotten more information, we know it’s for military members, I mean haven’t those policy decisions already been made by Congress and Congress has said we want an Internet system.  Now we can advise of the risks but it seems like that choice has already been made.

So I mean Paul, I appreciate your comments, I think it makes people feel more accessible, but I thought that was exactly what was on the table, was that, you know, we need to come up with an Internet pilot for military overseas.  We can explain what the risks are but that’s the charge, the policy choice has already been made and it’s limited to that group, right?


MS. GOLDEN:     And again, this is not my area of expertise, I’m the first one to admit that, but that was sort of my question halfway through the UOCAVA meeting, are we rearranging chairs on the Titanic, while the Titanic is not sinking, but it’s sailing away over on the other side.

People are moving ahead with Internet based voting.  You know, Paul and I had this conversation.  I mean people are doing this and yet we’re focusing these pilots over here, trying to avoid what was actually the directive it appeared to me, and, you know, I was just saying that very honestly.

It appears to me we’re sort of missing the ship sailing and we’re focused over here, and if indeed that’s the directive from Congress and it’s limited to UOCAVA voters, then I’m not sure why there wouldn’t be something in the pilots immediately that addresses this or tries to, otherwise it appears as if the pilots are only going to superficially take care of this little portion and the big unanswered question is still hanging out over there to the side.


MR. HANCOCK:     Brian Hancock.  And that’s exactly what I was going to say.  I mean these policy decisions are already being made outside of this group, they’re being made by state legislatures, they’re being made by state and local election officials all the time.  So it’s happening, whatever this group does or whatever the EAC or FVAP does, it’s happening so you’re exactly right.

DR. GALLAGHER:     Very good.  Nelson, do you have anything?  I was going to actually bring this part of the session to a close.  Do you have anything final on UOCAVA?


MR. HASTINGS:     No.


DR. GALLAGHER:     So with that, we are at our 2:15 p.m. break.  I’ve been paying attention to the schedule all along but I’m going to pay close attention because we do have a public comment period scheduled to start at four o’clock.  This is part of our public announcement.  I don’t want to miss that timeframe.

So let’s break.  I will start trying to convene the group, coming back after the break is always the hard one, but start trying to reconvene the group at 2:30 p.m. with the hope that we can get started shortly after that.  Thank you.

(Short Break)


DR. GALLAGHER:     Thank you, everybody.  We’re now going to change gears.  That was the easy part.

(LAUGHTER)

So that was our warm up.  Now we’re going move into HAVA.  And again we’ll start with some stage setting and I think the right stage setting here is with the Roadmap and so we’ve asked NIST and the EAC to tag team to give us a presentation of the Roadmap.  So Nelson, welcome back.

MR. HASTINGS:     All right, so I’m going to talk a little bit about the HAVA Roadmap.  It’s not a formal Roadmap but it’s a Roadmap to get to address the voluntary voting system guidelines.


So what this presentation is, is to provide context for current and future UOCAVA -- and future TGDC activities to support HAVA.  I did that mistake when I was practicing this as well.


So the HAVA activities are really focusing on VVSG requirements, so 1.1 requirements and associated test method, 2.0 requirements and associated test methods, and research to support guidelines and test method development, so a framework for evaluating risk, common data format research, marginal marks research, usability performance testing research, and open ended vulnerability testing and research.


Some of the goals related to HAVA and the VVSG is that for FY11, to complete the common data format standard for a voting system so that completion is really beyond even UOCAVA common data format.  So that’s the goal that we’ve set out for FY11.


We want to finalize the VVSG 1.1 for EAC approval, noting that the EAC lacks a quorum at the Commission.


Develop initial guidelines for E-Poll Books and ballot on demand and start research to develop a standardized set of marginal marks.


I think the first bullet got in here by mistake because it’s related to UOCAVA, but in FY12, complete materials for UOCAVA pilot projects.  Complete draft of the common data format standard and finalize a draft of VVSG 2.0 for public comment.

And then in FY13, resolve any public comments that are received on the updated VVSG 2.0 and then have that finalized for EAC approval in that same year.


So I’ll get into more detail, particularly on VVSG 1.1 and 2.0.  So VVSG 1.1 incorporated requirements from 2.0 that were not controversial and didn’t require hardware changes.  It also incorporated requirements of the request for interpretation that the EAC had issued.


The technical areas from the VVSG 2.0 that were included were the accessibility and usability requirements, the operational temperature and humidity requirements, electronic records, security specification, software setup validation, and VVPAT requirements, core functionality and reliability, and (unintelligible) requirements.

The public comments associated with those requirements were resolved and factored into the VVSG 1.1 requirements.  1.1 was released for public comment and the requirements for hardware security accessibility and usability requirements have been updated based on those public comments.  We’re still in the process of finalizing the reliability accuracy and core function requirements text.


The goal is to have this VVSG 1.1 finalized for EAC approval in the March/June timeframe of this year.


VVSG 1.1 also has a test suite based on the test methods that were associated with the requirements back ported from 2.0 and the goal there is to complete the test suite validation in the October timeframe and to have those test suites into the certification program in December 2011.


So moving on to 2.0, at the December 2009 TGDC meeting, the EAC asked the TGDC to provide assistance in developing and put forth 2.0, and they call out specific areas, alternatives for software independence, common data format, open ended vulnerability testing, accessibility and usability research, E-Poll Books, ballot on demand, vote by phone, and registration databases.


Some current activities are going on to address some of those requests.  For the alternatives to software independence, the Audit ability Working Group was formed.  This has resulted in the report of the Audit ability Working Group and this report sets the stage for the development of new audit ability requirements for 2.0.  David will be giving a presentation on that tomorrow and so I won’t go into any more detail on that.


Common date format, work has begun to develop a common data format to support UOCAVA ballot delivery and that’s part of a larger common data format effort to address all voting system interfaces, and John Wack will give details on that project.


The accessibility and usability research is being conducted.  The Accessibility and Usability Working Group was formed.  Gap analysis was performed on the accessibility and usability requirements of 2.0.

Research is being conducted in areas of manual dexterity and switch technology.  There is a validation of the test methods including work flow analysis and the result of all these activities will influence the accessibility and usability requirements in 2.0, and Sharon will be giving a talk on that probably tomorrow.

Open ended vulnerability, there’s been some work in this area.  Open ended vulnerability testing has been part of the EAC’s UOCAVA pilot project certification process.  NIST is conducting research in the applicability of software assurance case methodologies and how that might help with open ended vulnerability testing and we’re working to look how to incorporate the test method into the VVSG certification process itself.

In terms of finalizing VVSG 2.0, there’s been technical modifications that need to be included since the release of the VVSG in 2007.  So the notion here is to do a two phase approach.  First develop a baseline incorporating those technical modifications that are based on or added -- developed since the release, so typos and those types of things.


Lessons learned, as the test methods were developed for 2.0 we got to a point and we noticed that requirement really wasn’t specific enough to define a test specification that needs to be folded back in.


Public comments with simple resolutions and lessons learned from 1.1 development.  The goal is to have that baseline 2.0 completed by July of this year.


So after that baseline is done we move into the finalizing phase of 2.0 and that would include incorporating technical modifications based on complex comments -- that had complex resolution and research results on the research that’s being conducted right now.


Also new technical areas to be added to the VVSG 2.0, common date format requirements, audit ability requirements, E-Poll Books requirements, and ballot on demand requirements.  The goal is to finalize VVSG 2.0 for public comment in 2012 and for EAC approval in 2013.

So that’s just a quick overview of proposed VVSG activities.  We’ll have some detailed discussions on the specific areas that I pointed out and I’ll come back much like I did with the UOCAVA at the end, and talk about possible path forwards for the TGDC to address those activities.


So I’ll open it up for discussion.


MS. GOLDEN:
Diane Golden.  Can I just clarify, 2.0 completed by July 2011,that really is July 2011?

MR. HASTINGS:     Yes.


MS. GOLDEN:
Like six months from now?


MR. HASTINGS:     Yes, that’s the baseline, that’s the baseline.  Rather that’s already been collected.  This is really incorporating data that’s been collected as a result of just going through, working with 2.0 and developing 1.1 from public comments, simple public comments.  There’s a typo on page 53, line 30, that kind of thing.  So that’s what the July deliverable is there.


MS. COLLINS:
This is Belinda Collins.  The thought here was we didn’t actually have a stable version of 2.0 against which we could make additional technical modifications so this was just to get us essentially a clean version.


MR. HASTINGS:     Thank you, Belinda for that clarification.


DR. GALLAGHER:     Any other comments or questions on the Roadmap, the activities?  Donetta, anything from your perspective from the Commission?  Okay, thank you very much.


COMMISSIONER DAVIDSON:
The only thing I would add while we’re waiting is I think the Roadmap will really help and I appreciate that.


DR. GALLAGHER:     I think this is something we’ve all shared about sort of moving forward and having a game plan for something we discussed pretty extensively at the last TGDC.


I’m very excited actually that we’re beginning to put out committee members to work in these meetings and we have two talks at this meeting by our committee members themselves.

I’m delighted we’re doing this because we really are starting to exploit the deep talent we have on this committee and so our first of these is Ed who is going to talk about the role the VVSG plays, something we all need to be aware of in the product development lifecycle.  So Ed, thank you.

MR. SMITH:
Thank you, Dr. Gallagher.  So I was asked to speak to how VVSG influences system development from the voting system manufacturers.


So as you might imagine, VVSG has some of the most important requirements associated to voting system development.  It certainly forms the bedrock of how you’re going to skin this cat of the voting system.


And it’s interesting that when you look under the hood of the existing voting systems as well as use them from both a voter and a poll worker standpoint, and supervising jurisdictions like our folks at the various states represented on the TGDC, there really are only a few ways to skin the cat but there are some very important differences and there are certainly ways that we as manufacturers can competitively differentiate ourselves and we have and we do.


But certainly on the flip side of that, poorly executed requirements management, the VVSG and managing VVSG in a development organization is really a requirement management game.

It’s a big cause of project failure, project and product failure, meaning you didn’t develop it on time, you didn’t develop it to cost, you couldn’t get it through certification, or you have a product failure.  You marketed something and nobody wanted it and that happens quite a bit, look at the Apple Newton, perfect example, the Ford (unintelligible).

All these little pieces of silicon we carry in our pockets, today’s PDA’s and Smart Phones, and such, a product kind of before its time that failed.

So requirement solicitation is important, going to folks that are in this room, going out to your possible customers, talking to voters, surveying groups like National Federation for the Blind, all of those things to where you actively pull requirements is also important because VVSG is not complete.

You can’t just develop a system with VVSG.  You’ve got to go out into the real world and get requirements.  I’m going to speak a little bit to the difference between verification, meaning does it match spec and validation, meaning does it work in the real world in a moment but that’s where requirement solicitation comes in.

It’s not enough just to go and collect what exists, you go out there and pull from the marketplace what needs to be in a system.


And then how you organize certainly affects how effective you are, and how you avoid the project and products failure, how you organize the system around the product, how you develop it.  Do you use an agile model, a waterfall model, all these different ways that you can actually affect the development of a product and that product contains software, hardware, and voter and poll worker interfaces.  It’s not an easy job.  It’s a pretty complex thing.


So David Wagner pointed out that any presentation is good when you start with Dilbert cartoon so I’m going to hang my hat on that.
(LAUGHTER)


And he’s right.  If you don’t have requirements your project is doomed because you don’t know what you’re doing.  If you don’t control and manage those requirements and continuously elicit them out of the marketplace and avoid scope creep and stay on task with developing what you set out to develop, your project is doomed as well.


So VVSG, we’ve had the 1990 Federal Voting Assistance Standards.  They were the first.  They were followed by 2002 Federal Voting Assistance Standards, 2005 VVSG which has been in effect for a long time, and of course we’ve talked enough about 1.1 and 2.0 that you know what those are.


So they are introductions.  They’re introductions to both volumes.  They are about the same.  If you look at volume one and volume two, the introductory material is the same but in volume one there is also an overview and it’s very important.

And one of the things that we do when we have new developers come in is to walk through these introductions and understand some of the history and some of the intent of the people who wrote VVSG and what was on their mind because as I’ll speak to a little bit later, it really takes quite a lot of time, effort, and experience, in fact experience is about the only way to go about it, to calibrate your developers as individuals and your development organizations and really even your field service organizations with respect to what the EAC expects to see.

These guys are not easy to get through.  They have a particular set of things that they want to see, based on VVSG, based on the Certification Program Manual, from the labs, out of the laboratory program manual.  All those things come together to form a mindset that you have to get across to the people in your organization in order to get something certified.  The bar is set fairly high.  It’s not easy.


So after you walk through the introductions and the glossaries of VVSG, one of the things you start doing before you put resistors to boards and screws to sheet metal is you derive a technical data package.

The technical data package is described in volume two.  It has a number of sections that I’ll go through here in a little bit.  Also before you start turning screws or even writing code, you have requirements in VVSG for two portions of your management systems and those are the quality assurance system that you’re going to utilize and configuration management system that you’re going to utilize.


Quality assurance is pretty much what you think it is, how are we going to make sure that we’re doing what we say we do, and also from TDP, how do we say what we’re going to do.  So there’s a kind of circular logic there.


Configuration management is how do we maintain control over what we’re trying to vend ultimately once we get certified and then take that all the way back through the development processes down to the piece of software.


You have to define what are called configurable items, do I want to track the configuration and know exactly what sort of screw is going in to hold my chassis together, all the way down to modules of software and including third party accessories like compact flash cards.

I have to know what I believe is in that device.  I have to know that I tested it and I have to know what sort of configuration I can put into the test labs and also know if the EAC is going to work with me to control the configuration, and to understand the configuration, and to only label and mark as certified those configurations that actually certified and tested by the lab.

So it’s a very telescopic thing both in chronology meaning from the time you start development to the time you’re post certified and deployed, and it’s telescopes up and down.

Full systems, how the whole machine looks and how it even is integrated with servers, client computers, networking devices, the vote capture devices out at the polling places, central count units at election central that are scanning ballots.  All of those things.

So how it looks on a very macro level like that, down to once again those modules of code that are buried down deep inside the machine that really define a lot of how it’s going to operate.

So one of the things you do now at this point since you understand the requirements placed on you for quality assurance and configuration management is to select the development method.  I’m not going to get into all those.  I mentioned a few earlier, agile is one, waterfall is another.

You have phases and all these different things but you as a management team over your development process has to define then how you’re going to develop the product and that’s what this is all about.

And then as I mentioned earlier, you educate the developers with respect to these requirements and attempt to calibrate them with respect to where the bar is set in their area of development.

Then you actually get to develop something.  So now it’s time to go buy those screws, start coding something and you actually get to do something.

But before you do that, you’ve got to know what it’s going to look like.  So these documents that I have listed here are part of a typical development shop output.  I don’t believe they are exactly mentioned in VVSG.

There’s some implications that you want to have at least a subset of these but this is a typical sort of documentation set that you would find if you followed an IS090001 type of method or if you followed a capability maturity model CMMI type of method, and in fact you’ll hear me speak to -- if you’re familiar with these standards, you’ll hear me speak to some requirements that you know came from those standards.
So you start with a requirement specification.  What is it supposed to do?  Then you go down to a functional specification that says how is it going to do it.  Then you’re actually going to develop something.

So there’s the engineering document, there’s technical solutions.  So the engineers keep a notebook that says okay, I put eight screws evenly distributed around this chassis top to hold the top on the unit and make sure it wouldn’t come off based on let me see, the guys at the EAC, they make me throw out this from 1 meter off the ground 26 times, and yes, they actually do that.

If you can carry it by hand you have to drop it 26 times.  You count, that’s every corner and side of a unit, it’s every combination that you could test something on and it’s sad to watch that happen when you go to --
(LAUGHTER)


Or now SLI.  It’s very sad for a manufacturer guy to watch this unit get dropped like that but it’s what you have to do.


So now I’ve wandered into testing.  So yes, you test and test.  Boy testing is its own whole game and there are specialists and really, really good testers out there and test managers.  And you have to have all the above.  You have to have people who can write good test cases at the bottom and then you have to have people who can specify and plan tests at the top.

So what I mean by test specifications and test plans, I’ll give some specific examples later.  If you’ve already looked at the slides you’ve seen them but it’s like a big funnel.  You know, I want to make sure this thing works to getting down to press the red button and hold it for two seconds, no more than three, and see that the unit turns on.  And that is part of a test script which is even on a lower level than a test case.  And I’ll go through what some of those mean.

And then you also have to get the thing built so you have a manufacturing specification and maybe that manufacturing specification then boils down to factory assembly methods, put a number 440 screw an inch long in this hole and torque it down to four inch panels.  That would be something that you’d see in an assembly method.


And then of course you have project plans.  So I mentioned earlier about doing things to time and to cost and so those are project plans.  You want to make sure that your hardware and your software are done at about the same time.

You want to make sure that along the way you’ve trained the test lab, that you’ve filed paperwork with the EAC, and that you actually can have everything kind of finished when you think it ought to finish and at a cost that you think it ought to cost.  And so that’s the project planning part of development.

So let me stop here for a moment.  Any questions?  Okay, I’ll continue.


So one of the concepts out of the capability maturity model is traceability.  They use a big word, bidirectional traceability, it’s actually two words, and that is that your requirements, your functional spec and your test specification can be bi-directionally traceable.

So for instance if there is a requirement that the unit is blue in color, then maybe in your functional specification you’ll put a particular pantone color, a pantone is a book of colors, they’re standardized.  And you say I wanted pantone number whatnot, and so in your test plan you would have underneath that a test case that says, put a spectrograph against the unit and see that it measures to pantone color X.


And so now I can also walk back up from -- I checked the pantone color with a spectrograph to the functional spec which said it would be this pantone to the requirement that said the unit would be blue, and so you can walk up and down bi-directionally to see that what was in the requirement specification was actually tested and everything on this test, there’s an (unintelligible) specification.

It may not be a one to one correlation.  Some requirements may take five test cases to cover and some test case may cover five requirements but you should be able to map every single one.


So some people learn visually and so here is a chart that I will attempt to explain for the folks out in TV land.  So I have to the right a little bit the requirement specification and I have that circled because the requirement specification is a very basic document.  It is the anchor from which everything else flowed.

The VVSG form is part of that anchor but as you see on the chart I have a customer preference so they’re not even written down.  It’s just that I wanted to work like this, and by the way Chinese in Chicago, Chinese is a required language for the city of Chicago, and Chinese in San Francisco is not the same so it’s a customer preference thing.  It’s not written down anywhere.

You just have to learn it and the way you learn it is like I mentioned earlier, you go talk to people and find out what they need.

VVSG, I put it up there in the upper left because it’s a pretty fundamental document.  The Certification Program Manual published by the Election Assistance Commission, also the Lab Program Manual, how the lab operates and how you interface with them is important.

You have some external references.  There are references in VVSG.  There are some different --International Electrical Commission, IEC.  Test methods, there’s some other mil standards and such.

Then there are various state statutes.  Every state does things differently and every state is better than the state next to them and across the country and everywhere else.  And you have open primaries, and closed primaries, and pick a party and top two, and all those.  And those are just flavors of primaries.  I could go on and on all day.

But state statute is very important, probably just as important as VVSG because once again if you don’t design what the states -- and if don’t design the customer preference, you can’t get it state certified and then nobody is going to want to buy if you do.  So all of those things are very important.

You see to the far most upper right, you see implanting the QA plan, configuration management and quality assurance and they bounce back and forth.  That’s a bidirectional arrow there with your requirement specification because they work together and they form part of your system.
Then as I mentioned earlier, you go down to a functional spec, then the engineers go to work so you get some prototypes and at the bottom, and notice that’s a bidirectional arrow between the prototype and the test documents, you have test documents because if you test it and it doesn’t work, you’ve got to go back and modify the prototype, right.

So once again that bidirectional traceability shows up so I can see what’s in the requirements and that they all got tested because you want to make sure you have that sort of coverage because the EAC is certainly going to make sure that the lab has covered everything so you should cover it before the labs get a hold of your unit.

So every section of VVSG provides input to documentation.  Quality assurance, a little bit about what’s in your quality assurance.  You have audits so you’ll go and check developer’s notebooks and you’ll se if they are following your plan, your quality assurance plan.  It goes to the developers.

You’ll see that the test organization, your internal test department which is doing quality control, meaning they’re actually testing something, they’re verifying something at some low level, but through quality assurance you make sure that the test department tested everything that they said they tested and that they tested it correctly, and then you have some things that are normally seen in the quality assurance world that are associated to your testing.

So gosh, we talk a lot about illities today.  Well, here’s some more, reliability, accuracy, durability, and in the real world validation versus verification.  So verification means something meets a spec.  Validation means it actually will work in the real world.  The two are very different and that’s a very, very important distinction.

So for validation, the other day I got a report and it is that a bunch of engineers took a product and they went down the elevator, out of the elevator on to the street, and they walked the unit around the sidewalk that the office building is in and along the way they bounced it against some curbs and they bounced it against some fire hydrants, thankfully nobody got arrested, but what they were doing was performing a validation.  Yes, you can verify.

If VVSG says I can drop it like this, I can put it on a shake table and shake it like that, but on the other hand people who are deploying equipment on election day run things into curbs, they run things over thresholds, they take it up and down elevators, they pick it up if they’re big enough guys and gals and take it up the stairs and all those things.  So you have to do real world validation testing to know that it’s really going to work.  If you just do verification and check that things passed VVSG, you very well can feel the system, it doesn’t work.  VVSG is not a panacea.
So there are sections in volume one that say here’s a categorization of all the things we expect the system to do and so I’ve listed what’s in VVSG from the overview down to section seven which is the security requirements.  There are a number of clauses and sub-clauses in each and as developers and developer organizations, we train developers on what these really mean and we go through and access that the system really did all the things that are there.

So here’s an example.  I took my prior slide and just cut off the inputs to the requirement specification.  So requirement, voting machine allows access to a range of needs.  Sub-requirements … including low vision and lack of motor control of hand.  Sub-requirement, machine will have a tactile box with buttons for, and a three and a half millimeter input jack.

That three and a half millimeter input jack is a requirement of VVSG so normally you’d actually cite the clause number to make it easy on the developers and a tactile box is certainly implied by VVSG.

Brail shall be embossed on each tactile button.  That’s not in VVSG but it is in many cases a customer specification, a customer preference.  So now you have a functional spec so you see that there is a requirement for a tactile box so now you’re starting to describe in that functional spec the tactile box.

It will have a button for left and right, up and down, volume and speed.  And speed control and volume control are in VVSG so as a sub-requirement under that you would have something that said it will read speech at a rate of 50 percent and 200 percent of nominal at least.  And for instance, you’ll electrically specify what that three and a half millimeter jack can do, that it’s five volts, three and a half millimeter stereo.  And the brail box, there are standards, they’re external standards.

I talked about external references earlier, on what a brail box looks like and I don’t know that it’s really one millimeter hemisphere, don’t put the hurt on me accessibility folks and folks who know the spec, but I know it is some millimeter size and I know it’s the spherical so you would put that in there and you would reference that external specification so that if the engineer wished he or she could go back and look it up.
So there’s that functional spec again.  So now the functional spec derives into a prototype, something that contains these things and you have a test spec so at the test spec level which is a higher level document than a test script which I have below which is the lowest level, you have thing that would start off a statement that says with an election containing.

So maybe you code up a primary election or you code up a general election, it doesn’t really matter for this.  You would insure the function of all the tactile buttons so that’s something you’d want to check.  You would insure the promotion of the three and a half millimeter input thereby you can satisfy that clause in VVSG, and the readability of the brail is important.  If you’re going to put it on the unit you’d think you want to have somebody check that it was readable.

So now we have made sure that this system works and however you want to define that, that a VVSG clause was fulfilled and that a customer preference that we constructed into the system actually is usable by those who would wish to use it.  So those are some different examples of what you’d find in a test.

So now you’ve got a test script so you’re going to go out there and describe to a tester what he or she is going to do.  And so you would give them detailed instructions about coding and election, and maybe that’s in a different manual, maybe that’s in a user’s guide which also can help you test your documentation.

You put somebody who has never coded an election before, you give them a guide and a computer with the software and say here, code an election.  So now you’ve also tested your user’s guide.

Attach a tactile box, so a very tactical single action there.  Scroll through the ballot using -- so in this case since the tactile box shall allow for left right, also up and down, and select and help, all of those are VVSG requirements, you’ll have them scroll through the ballot using them.

And then you may test something very directly, attach a power supply, an input five volts to the three and a half millimeter input in some manner to see that it met that spec that said it shall accept the five volt signal.

So those are some ways that you get down from a requirement to a very deep action by in this case a tester, and I didn’t even go into how the developers then attempt to fulfill these different things that they see in the requirement spec and the functional spec.

So from a requirement standpoint, so now a little bit turning the mirror on us, the folks responsible for writing VVSG, the people in this room.

A requirement should specify what is needed but not the solution, and granted because the requirements are so comprehensive of voting systems it turns out the cat is only skinned so many ways in the marketplace but that doesn’t hinder innovation.  There are certainly innovated systems out there in development and even in certification.
They need to be complete to an engineering level of detail so what this is really saying is that the developers, manufacturing organizations spend a lot of time gathering requirements.  They have to be concise and precise and the biggest requirements are not at all helpful, they’re ambiguous.
Wherever you put limits, measurement tolerances are useful.  Self consistent, meaning requirements don’t contradict each other.  The environment is characterized so that people understand what’s going on around the units and around the requirements, and that you have completeness and then relevant external references.

Like I mentioned earlier if you don’t control those requirements and both from our end on TGDC and in the manufacturers organizations, you get scope creep and you develop the wrong product as manufacturers here and on the other hand, we publish the wrong product, something that’s not useful as it could be.


Requirements can be interpreted by different ways if you allow them and write them in such ways that can be interpreted.  So this bottom one is appropriate viewer, so the unit shall contain an appropriate viewer or appropriate viewers.

So the person writing the requirement had the intention of a special purpose viewer for each different document type so an election management system can output PDF, it can output Excel, let’s say (unintelligible) I’ll put Word.  So that’s what they wanted, a special purpose viewer for each different document type, meaning you have in my example, three different viewers in the system.
But on the other hand the engineer looked at it and said, you know, I can code up a text viewer and it will show you what’s in those documents, whether it’s PDF, Excel, or Word.  And that’s what they did because that’s in their opinion, better, cheaper, stronger, faster and that’s what the engineers are going to strive for.

So you have to be clear, if you say the system must contain appropriate viewers, that it really says one for each document type, or you’re going to get one omni viewer because that’s better, stronger, cheaper, faster.

So that’s all I have today.  Any questions?  It’s a real, real skinny wide overview.  It could go much deeper.  I think Doug had his hand up first.


MR. JONES:
Well, thank you for the overview and it rung several bells with me because of my time on the Iowa State Board of Examiners for voting machines and the various TDP’s I’ve reviewed since then.


One thing which struck me as very significant is this comment about customer preferences and differences between the states, when I got into this business I thought voting system salesmen were just salesmen but I’ve come to the conclusion that the sales force of the voting system vendor is extraordinarily important as a source of specifications.

And that in fact if you look at the history of the marketplace, for example Sequoia’s purchase of ADM Corporation’s Voting System Division, that wasn’t because Sequoia really wanted lever voting machine technology.  I think it’s because Sequoia wanted that sales force that knew the marketplace and knew those strange variations from state to state.

The other comment I have on what you said is that there’s a problem where I think we don’t do very well and that is having to do with products which already exist.

When we add requirements to our voting system standards that weren’t there in an old standard, frequently those requirements are fairly straightforward to incorporate into the development process.  We envision a development process comparable to the one you presented.

The trouble is there are a lot of old voting systems out there which are pretty good and when you think about the market lifetime of products like the Model 100 precinct ballot counter, which dates back to 1997 or the --

MALE SPEAKER:     The Sequoia advantage was 1987.


MR. JONES:
Well, the EF-2000 also which then became the Acu-vote 0S, that’s about 87 also.  Those products existed before revisions to the voting system standard yet they were good enough that they could be moved forward to new versions of the standard.

The problem that I saw, and I saw this particularly viewing technical data packages after the 2002 revision of the 1990 standard, is that the revision started to require documentation of the development process as part of the technical data package.

We started to see things like well, you actually described the development process the way it is now but documentation of the development process for a product that already exists and that was developed a decade ago, the developers many of them have retired.  We don’t really have documentation of the development process.

We have an existing product which can be brought into conformance with the existing standards in terms of its performance but the standard also requires this documentation of a development process.

And so what I saw in TDP’s after 2002 were these strange documents which were obviously the product of someone looking at an existing product and producing the document because the document was required, but that document was utterly irrelevant because it wasn’t the specification of the product, it was an attempt to reconstruct or meet the requirement for a document and basically to document that could be evaluated by weight and not by content.

In some cases it looked like technical writers had been hired to simply create this and I understand why the vendors did it.

The product was good enough to bring forward under the new standard, but it was really annoying to read these empty documents that didn’t really describe the development process, weren’t really specifications to which the product had been developed but were attempts after the fact to meet a documentation requirement.

I think we need to think as we move forward not only about motivating the development of new products, but I think we need to think as we move forward about how to make sure that the standards we have don’t require jumping through meaningless hoops by vendors for products that are pretty good and worth recertifying under new standards.

I don’t know that we, in terms of the whole software engineering community, I don’t know that we know how to do this and yet the result of not doing it makes vendors spend money on empty documentation and I never want to read that stuff and the vendors shouldn’t be writing it.

MR. SMITH:
Well, Doug I agree with you.  We may have inadvertently solved that problem though in that products out there, deployed products even though they were NADSAD qualified as late as 2006 to the 2002 FEFS, are generally not able to make 2005 requirements.

You’ll note that the products that the EAC has certified in the 2005 VVSG and the products that are in the 2005 VVSG, and correct me if I’m wrong, are all new, VS200, Microvote product, (unintelligible), those two never had 2002, and the VS200 is completely different from an M100.

They’re all new and the way VVSG 2.0 is written I suspect strongly that most if not all of the ‘05 developed products won’t make the cut and the organizations will (unintelligible) completely new products to satisfy that standard or that guideline.


MR. JONES:
But in the long run is that economically sustainable?  If we keep shortening the product lifecycle we end up turning the marketplace in a manner that’s very uncomfortable, particularly for states that wrote into their election laws that the machine has to conform to the most recent standard, and there are some states that wrote election laws like that.


MALE SPEAKER:     I also wanted to say thanks for the talk.  It’s probably one of the more interesting talks I’ve heard in my time in the TGDC.


MR. SMITH:
Thank you.


MALE SPEAKER:     So one thing that occurred to me particularly in the latter part of that talk was that there seemed to be a lot of institutional knowledge between all of the vendors about what makes a good standard, what makes a bad standard, so maybe such a thing already exists but in each one of those bullets where you had these principles of good standards, I’m sure there’s a hundred stories behind it about (unintelligible) trying to react to certain statements in some of the VVSG.

Is there any document or has there been any substantial critiquing by the vendors of the previous VVSG beyond just sort of in some sort of consolidated format?  I for one would love to read that and understand what makes a good VVSG 2.0.


MR. SMITH:
The public comments are really your source for that.  I know Matt is coming to join me.


MR. MASTERSON:     The public comments, particularly the public comments to 2.0 that we received offered a lot of insight into concerns from the vendors.  The vendors commented heavily on 2.0 and saying their concerns.

In addition to that a good source of that information is to look at our interpretations that are up on our website and you’ll see very clearly areas that the vendors or the labs have said this is unclear, how do you interpret this, why is this standard so unclear in that way?

MALE SPEAKER:     I guess it would useful for us to have some -- maybe I just need to go through all of the public comments but just have some idea of what makes good policy or good standards versus bad standard.

I’ve certainly have had some experience in ITF in dealing with some people downstream who have developed it so perhaps if we had somebody who has spent a lot of time with those standards to maybe summarize exactly what pieces needed to be reviewed and what didn’t.


MR. SMITH:
There is a clause in either 2002, I think it’s 2005.  It’s in 2002, that says essentially the system will be developed to the highest possible performance standards and still have a feasible cost.  That’s essentially what it says.

And so then just a myriad of questions coming from that, how does the lab evaluate that, how does anything -- well, I see it, that becomes a big mess.  And sure the lab can interview developers and say, did you think about performance risk, and of course they’re going to say well, of course I did.  So it’s just kind of a silly requirement, those sorts of things.

If you read through a clause and you can’t figure out very quickly how you would test it, or how somebody would say yes, this is how you can verify, that’s a bad clause.

MALE SPEAKER:     (Off microphone, unintelligible).


MR. SMITH:
That’s an all day affair.


MALE SPEAKER:     That’s a three beer conversation at minimum.

(LAUGHTER)


MALE SPEAKER:     Curious how one tests security requirements.  That’s a very, very difficult problem in the field.  You can say, let’s not have buffer overflows and you may or may not actually be able to test that so you can learn to accommodate (unintelligible) explosion, trying to, but let’s assume that you can and then someone tries an SQL injection attack.  Well, that’s what took out the D.C. Internet voting trial a few months ago was SQL injection attack.  That wasn’t a spec, you can’t test for it.  You can say can’t be penetrated but that’s completely untestable.

MR. SMITH:
Yes, you can.  New York state law says the ballot box cannot be penetrated so you can say that.

(LAUGHTER)


MALE SPEAKER:     You say it.


MR. SMITH:
Absolutely you can say that.


MALE SPEAKER:
There was actually (unintelligible) SQL injection attack on handwritten paper ballots and I thought that was absolutely marvelous.  So I figure if they hand wrote that, got data entry, that that was not going to be a pass validity check but it was.  I admire the Swedish programmers who prevented that.

But what do these requirements look like and how do you specify the testing process.  I might add that the security committee generally accepted that testing, especially adversarial sort of red team testing, is a good thing but by no means is a sufficient way to do a security analysis of the system.


MR. SMITH:
There are a number of tools (unintelligible) by the manufacturers, number of tools employed by the labs and even sometimes states.  I mentioned New York in there and (unintelligible) the ballot box but they required use of (unintelligible) for some static code analysis on their New York test campaign and they had an organization do a hand code review of anything related to cryptographic implementations as well as sequel injection attacks and those possibilities.

They also put together a database of known vulnerabilities similar to what the EAC has done with their clearing house, in fact they used the EAC clearinghouse and other sources of (unintelligible) papers and news articles and such, put together a TV known vulnerability database and then test against that.  So there are a number of ways and that gets pretty esoteric too.

You know, as Patrick mentioned, there’s a cabal of developers out there, be it Dominion employees, the S&S employees et cetera that understand VVSG and the requirements and such.

You’ve also got a cabal of folks that’s even smaller and they really understand security testing and so oft times you end contracting out for that sort of service because you can’t afford to keep them on fulltime.  They’re very high paid people and very high caliber, and also you want a separate organization that has a group of people so that you can see different facets of it.

And you may also hire in third part organizations to help you in the first place to properly design your boot loader for instance and other portions of your system to make sure that they’ve designed security and it’s built in, in the first place.  That’s probably the best and least cost approach.

But yes there’s always testing you can do and there’s some testing you probably end up farming out.  There’s different tests that the labs do and states may do as well.  So it’s a big ecosystem of security testing.

MR. JENKINS:
Ed, this is Phil Jenkins, hi.  We talked a lot about process and product lifecycle and when I look at that manufacturing product development lifecycle, something -- it varies whether it’s the first version or a revision and it also depends on requirements of course.

But if you looked at what the states -- when the states need a system to roll out for an election and you kind of back up to when the manufacturer has to develop it and there’s a test cycle, is there any outlook on when we need to have these VVSG’s like out there?


MR. SMITH:
Yesterday.  The market is crying for 

a VVSG or VVSG revision and you can’t -- it’s years.  It’s years for a VVSG to be developed.  It’s years then from the time you can really pull the trigger which is probably when the VVSG is in final draft.

Maybe it’s sooner for some kind of non-controversial areas and such but as I think someone put it earlier today, they’re usually not the most -- you put it Dr. Gallagher, they’re not the most interesting areas where it’s controversial, what’s in a draft VVSG.
And then it’s a few years to develop the system, especially with the first revision which as I mentioned earlier is likely, because these standards have radically improved over the years.  And then it’s some period of time to get the labs ready to go and get a system in the lab and out of the lab, and to the Commissioners for a decision.

So what we do cannot really in my opinion be pinned to a specific election.  Maybe arranged, maybe we can say if we got going now there could be some systems out there for the 2016 presidential but even that, that’s kind of a hokey prediction.  That’s not easy to say.

So the sooner the better from a lot of perspectives but it’s hard to pin that and even once you have VVSG and you say look, okay I’m going to upgrade, I’m going to do this, I’m going do that, sometimes that’s not easy to pin to okay, this will be ready to be used in theses jurisdictions on this date or for this election.

MALE SPEAKER:     Just a comment on that, some of my experience here when we’re setting federal guidelines, often we look at existing implementations.  This doesn’t seem to be quite the case.  The committee is more forward looking, but aren’t the states already adopting some of these things that we’re kind of looking at contact technology, and isn’t a lot of this already available?

So I’m thinking it should be quicker.  It shouldn’t take four years, six years, but maybe I’m wrong.  I mean did it take four years to implement 2005?

MS. GOLDEN:
You really have to get a whole different mindset here.  There’s no --


MALE SPEAKER:     So December ’05, the ‘05 VVSG was gaveled by the commissioners and the first system under that came in, in early ‘09.


MS. GOLDEN:
And Phil you have to understand there’s no mandatory upgrades so there are still systems out there certified to ‘90, to 2002.

MALE SPEAKER:     Or not certified at all.


MS. GOLDEN:
Or not certified at all.


MALE SPEAKER:     That cycle time date is an excellent one if -- you know, the first one to be certified was three years --


MALE SPEAKER:     No, that’s when it entered.  No you’re right, sorry.  It took three years to get certified from a standard.


MALE SPEAKER:     But the developer had a system ready to be submitted to be certified in ‘06.


MS. GOLDEN:
It depends on our definition of ready.

(LAUGHTER)


MALE SPEAKER:     I mean it did take three years to get certified, right?

MALE SPEAKER:     And a lot of that was (unintelligible) for redevelopment.


MALE SPEAKER:
(Off microphone) I mean it’s one thing to have your paperwork in and another thing to really be ready.  And the EAC is addressing that in their new program manual so yeah, there’s a lot of time and there wasn’t anything going on at the test labs and the manufacturer was bringing that up to the (unintelligible) and then they went at in earnest.


MALE SPEAKER:     And Phil, to directly I think answer your question, that’s why we sort of pursued this idea of updating the ‘05.  Like Ed says, there’s a lot of -- the manufacturers have said, look there’s areas to improve.  We need these improvements and then you can look for it and let us develop these next systems.

So we’re trying to stabilize a little bit with that upgrade to the ‘05, to stabilize the testing, stabilize the -- you know, the other part of this is, the election officials I think sit there and tell us don’t -- stop, don’t put anything new out because we can’t afford anything new and you’re changing the bar, you’re changing the target on us.  So that’s the other community that speaks up in this realm and says stop it.  You know, we’ve got to survive on what we’ve got right now.  There’s no money for us to upgrade.  And that’s the other side of the coin for us as we look at that.


DR. GALLAGHER:     So let me -- go ahead.


MALE SPEAKER:     Just following up on that.  Exactly, that’s a good point.  The voting systems are not like a normal IT system that you think has a refreshed rate of three of four years.  Election official again can’t afford that, don’t really want that. I mean even if you could afford it you probably wouldn’t want to retrain your poll workers on a new system every three or four years, right.

So this is very different then what you would normally think of in the commercial realm.  You know, the requirements are the same or more stringent but it’s a very different environment.


DR. GALLAGHER:     The counter argument then is when a change is made in the standards there has to be an appreciable change and improvement in the performance of the system to make this tradeoff worthwhile so that’s built in I think and we’ve  sensed it in the 2.0 discussion.


Ed, I really want to thank you once again for agreeing to do this.  It was enjoyable, it was fascinating, and I think now everybody on the committee knows they’re on the hook because if they’re that good, we’re going to ask all of you to jump in.


MR. SMITH:
Thank you very much.


DR. GALLAGHER:     It also sets the stage for the last of our agenda today.  I’m going to ask Matt to come back up and we have sort of in the context of the VVSG 1.1, a discussion on the guidelines document, and then Mary Brady from NIST will follow-up talking about test suites.


MR. MASTERSON:     Thank you very much.  There’s no slides in there for you because I’m going to make it very quick.  I promised Nikki Trella that she wouldn’t have to listen to me talk about 1.1 for about the fifth time in five meetings.


So I just want to provide an update on the update to the 2005 VVSG and segway it into the test suite discussion.


As Commissioner Davidson noted at the outset, VVSG 1.1 can’t be adopted without a quorum of the Commission.  That’s in HAVA and so the Commissioners have to vote on it.  We are finishing work on 1.1.  There’s a couple big items to finish up and clarify and then it will be ready to go for whatever point we do have a quorum and the Commissioners can vote on it, and they’ll make the policy decisions that need to be made and we’ll have an update to 1.1 done.

In conjunction with that update will be these test suites that they’re going to talk about and we’re very excited about those and how they’ll help stabilize the testing, you know, incorporate some consistency into the process that we’re excited about.

So I don’t know if there are any questions about 1.1 or any of that, but that’s sort of the glass that we’re looking through as we start into the test suite discussion.


So I guess Mary’s up next.


DR. GALLAGHER:     Any questions for Matt?


MR. MASTERSON:     I thought I was going to sneak away.

(LAUGHTER)


MS. GOLDEN:
No, not quite.  Diane Golden.  I have to follow-up on that one item in 1.1 with the synchronized audio video, and if you can walk me though the rationale because I know we’ve had discussions trying to figure out what the intent is going back to the existing 1.0 wording versus the 2.0 that was back ported.


MR. MASTERSON:     Sure.  So to give background to those who aren’t familiar, there was a requirement in the 2.0 that was considered for 1.1 that had to do with the requirement of synchronizing --


MS. GOLDEN:
Synchronized audio to convey the same information as displayed on the screen so it would be synchronized audio, most likely large visual display.


MR. MASTERSON:     Right, and so the consideration that was talked about and commented on by election officials on our Boards was a concern for the possible impact on vote by phone and possible implications for vote by phone.

And so in an attempt to address the concern and look at how best to answer that critique, we went back and looked at VVSG 1.0 with NIST and felt that the requirement in 1.0 accomplished the same requirement.  It still requires if there’s a video display, audio must be synchronized with it, accomplished the same goal without having the possible impact on voter by phone.

Now the reality is the odds of us ever seeing a vote by phone system submitted to us for certification are very, very slim but we are attempting to address the concern while still maintaining the same level of accessibility for a system that’s submitted and we did that because there’s still a requirement for audio and visual to be synchronized together.


MS. GOLDEN:
And I think I understand except I don’t understand -- even setting aside the fact that the odds of vote by phone system coming through because I don’t know how you’d certify since there’s no end unit et cetera, vote by phone doesn’t meet other requirements anyway so I’m not sure what you gain other than a very superficial -- an appearance of doing something that really doesn’t accomplish anything.

And the concern is that’s one of the statements in 1.0 that has that traditional -- an accessible voting station using an electronic image display implying that you don’t have to have an electronic image display in order to be an accessible voting system, which is one of the misunderstandings because of this convoluted word against standards, it’s unclear.

So I guess our concern was by going back to 1.0 you’re actually not accomplishing anything on either direction and could be reinforcing misinterpretation of the fact that it is -- an electronic visual display is required and the synchronized audio and video is required, visual display is required.


MR. MASTERSON:     Well, I mean I think you’re hitting the nail on the head in the -- one, I don’t agree that we’re not accomplishing anything.  We’re maintaining what we had there right, so we’re not going backwards from what was there.  The goal was to respond to the comment so we didn’t want to lose the requirement to have the synchronization so we wanted to keep that in there.

What I’m hearing you say is what we’re losing is an out and out requirement for a video display or visual display.


MS. GOLDEN:
Well, what you’ve lost is the clarity that that is a requirement, and that’s one of the other problems with the back porting of 2.0 into 1.1, you lost that whole structure of 2.0 which was the fact that the accessible voting machine must be an (unintelligible) interface, whatever that terminology was they used in 2.0, and you’re losing that by the back porting and then going back to this wording, you’re losing the clear definitive statement that it must provide both, not if you have a visual display and find that you don’t have to have one, which is not the case if you read the standards in total.

So I know what you were trying to accomplish in responding to request but what I think I’m saying is the person requesting that didn’t understand that the vote by phone isn’t going to meet the standards anyway even with this change so you really didn’t accomplish anything going back to this wording.

MR. MASTERSON:     I think I hear you loud and clear and I think in working with Sharon on that we can take a look -- I mean that’s the first time I’ve heard it put that way to be quite honest.  The impact of that was never expressed to me in that way, that that strict requirement for visual display that existed in 2.0 wasn’t in 1.0.


MS. GOLDEN:
That’s that whole structure thing that was lost with the back porting and I’ve said it a million times, I never liked that structure because of that reason.  You really had to be on the ball to realize there was a piece here that influenced this whole thing over there and to me that’s far too confusing.

People need something very clear, one place that is all the access requirements because that’s a legal mandate and of course my real concern is we have had example after example of misinterpretation of the access standards and what seems so perfectly clear can be so grossly misinterpreted.  I’m just very, very cautious of going back to this wording which we have a hole that a truck can drive through unfortunately.


MALE SPEAKER:     Just clarification, does this mean assuming a deaf person wouldn’t be able to use this system, could be certified to the specification because there’s no visual information for the audio?


MS. GOLDEN:
Well, those jurisdictions that are using vote by phone as the accessible voting system, that’s it, yeah, its vote by phone.


MALE SPEAKER:     Are they disenfranchising the deaf users, are they compatible with TDY or --


MS. GOLDEN:
Well, most of those users are using paper ballots if they use a opt scan or something so no, the voters that are actually -- that have a problem are low vision voters who need a large visual display and many of them elderly, can’t use an audio so that’s -- and people with physical motor limitations because it’s a standard phone at least in my experience.

We weren’t able to figure out how to use any other kinds of adapted phones with switch input or anything so unless you can manipulate a key pad and a phone you can’t use it either. So it’s those groups, the low vision populations and people with dexterity issues that don’t have any accessible way to vote.


DR. GALLAGHER:     Thank you, Matt.  The last presentation today, Mary Brady on the test suites.


MS. BRADY:
Okay, as Pat indicated I’m going to give a status on the VVSG 1.1 test suites.  And I have to say Ed, I have to thank you in advance because you really set me up and in fact I’m hoping that by your own slides that you all will realize that we’re actually -- although Ed and I have never spoken to each other, we are in sync with each other in terms of what’s needed and in terms of specifying requirements, specifying test methods.

And it does appear as though the test suites hopefully help you out, in fact you indicated that gathering these requirements can take up to 30 percent of the time and if we actually give them to you upfront that will hopefully cut down some of the time.


So as Nelson pointed out the status quo, the labs have been testing the VVSG 1.0 using proprietary custom tooling and review processes and in the 2007, 2008 timeframe, NIST developed a set of public test suites for VVSG 2.0.

Subsequent to that there has been this discussion of back porting, that we back ported the test methods for the new and changed material from 2.0 back to support 1.1.  But an important part here is it is only those methods that were in 2.0 that were back ported for 1.1.  The status quo (unintelligible) for everything else.

Why do we want public test suites?  Well, we’d like to achieve some consistency across testing labs and flow transparency of the testing process.  We’d also like to review the VVSG for ambiguities, completeness, and correctness.
Nelson did indicate that as we put together this baseline document that lessons have been learned through this process of going through and (unintelligible) will be incorporated back into VVSG, into the VVSG documents.  We’d also like to assist manufacturers by providing precise test specifications and we’d like to lower the overall cost of testing for the laboratories.


This is a visual timeline to give you an indication of where we are in this process, that’s back in the 2007, 2008 timeframe when the VVSG 2.0 tests were internally vetted.

Subsequent to that they were put out for expert review in the summer of 2008, and following that in the fall of 2008 they were posted to the general public, posted on the website for a public review.  After that in 2009 we moved to writing the subset for 1.1 from the 2.0 test suites.

Again, we put them out for expert and public review and in the June timeframe there were comments back from the EAC which were incorporated or are in the process of being incorporated into the 1.1 test suites and this is kind of where we are in the process.

At this point we do want to make sure that we’re creating test suites that are usable by the labs so Ed brought up this notion of verification versus validation.  We’ve done a pretty good job of verification up to this point.  We still have more to go in some of the procedural verification but we do also want to make sure that they’re usable in this process.


And finally, we won’t go over as part of that process, in addition to working with the labs we will have a separate independent procedural validation on all the test suites.


Okay, so Nelson indicated what was in VVSG 1.1 and that’s the requirements here, were in the accessibility and usability, operational temperature and humidity, electronic records, specifications and VVPAT, core functionality realize (unintelligible) inaccuracies.  And there was a new test out developed for updated software set of validation requirements.

So for accessibility and usability, there was a set of independent tests, specific independent tasks with a pass/fail criteria.  There was also work done here on pulling together a common industry format for reporting results and a set of how to for manufacturers and the test labs.


So as I said this is kind of where rubber meets the road.  Here’s an example test case, (unintelligible) usability and accessibility.  In this particular case we’re testing accidental activation so in accident activation we want to make sure that the input mechanisms are designed to minimize any kind of accidental activation.

If you look at the actual requirements that are covered, this is in the specification.  We call out the requirements that are covered.  This can happen in terms of when you look at the size and separation of touch areas and it can also happen if you have a routine fee.  So we don’t want a routine fee.  You don’t want to press anything and to have it to continue to activate.

On here as part of the specification to see the actual requirements that are covered, and you can see that there’s a (unintelligible) so here you have a minimum height of .5 inches and minimal width of .7 inches.  Vertical distance is specified and the horizontal distance is specified.

If we continue on in the test method we actually have a method for bringing it up, making sure that those touch areas are separated by the minimum distances and making sure that the pedals are far enough apart so there’s an actual test method that tells you how to go about testing and in fact there’s a -- and if in fact it fails and it tells you what should you do in the case of a failure.


And it comes with hardware, there’s operational temperature and humidity.  Again we have a similar requirement here.  I guess in the interest of time I don’t want to go through each one of these but it’s similar.  We have relative humidity from 5 to 85 percent and we have temperatures from 41 to 104 degrees.


In this case as Ed pointed out, sometimes you have to do a trace back of the standards.  There are no standards that are actually referenced here and we have to do the trace back to old standards to find out exactly how we should go about testing.

If we go up to the test method, the actual test method is a total of 15 steps covering three pages but this is just an excerpt from it.  It says to set it to the highest degree, 104 degrees and the highest relative humidity 85 percent, and essentially try to break it.

So you set it to those operating capture humidity conditions and then you perform a status check to see how well the system is performing.

Security, again electronic record, security specifications VVPAT, and then you would test method developed.  Here as an example, around here you can see the requirement is covered is 7.9.3C, and in this case we’re trying to insure that -- this is for electronic paper record structure and we’re trying to ensure that the electronic ballot images were visually signed by the voting system.

It goes on to say that the visual signature shall be generated using a NIST approved visual signature algorithm which is security (unintelligible) of at least 112 bits implemented with 6140-2 validated cryptographic module.  So we have to call that back, follow that trend back and find out what does it mean to be 6140-2 validated and we do provide that information right within the spec.


Then the test method provides the procedure for (unintelligible) build out testing, whether or not the ballots are properly signed with a visual signature using a NIST approved algorithm.


In core functionality we have something that we call vote-test and essentially its intent is to provide testing for the basic essential voting system logic.  Here we’re testing things like the ability to define elections, to capture a count, to report votes, the various voting variations.

There were 92 tests.  They are relatively simple, 89 of these tests you use a phone number, ballots, ten ballots.  Three of them used a larger number of ballots, 100, but they do exercise the complete election (unintelligible) and voting process.

So if we look here at an example of tests case to print a report, we’re trying to count the report of contests including votes and under votes and over votes.  And the particular requirement is I.2.4.3.D.  It indicates exactly what it is we’re trying to test and hopefully tell that we built the right kind of a test (unintelligible)

For all of these tests it was a general procedure where you initialized the system to an initial trait and make sure you have a (unintelligible) system that you’re operating with, run the national election and inspect the report.

So this particular test had 38 steps.  You go through.  If you find -- you complete the absolute value of the difference between reported number of votes in the contest and in a particular precinct and with a particular value and if you have a certain condition then you’ll report the error.


We also have I guess what’s part of what’s in VVSG 1.1 is we have a reliability accuracy in the speed rates and here there’s an improved test method that it’s in place because it replaces material that was destroyed, included in the specification, so therefore it’s also included in the draft.


The major difference here is prior to this it was evaluated using a single isolated test and now we’re now looking at the whole selection of tests and making a determination on reliability, accuracy and this would be based on all the data that we have.


So the question always comes up if you’re going about and you’re developing these test requirements and test methods and ultimately doing the test, who tests the testers.  Who makes sure that we’re doing a good job?

So in terms of validation, throughout this process there has been a number of internal reviews.  There’s been external reviews and public reviews and for each test there is this (unintelligible) traceability that Ed referred to up and down the entire path.


So you’re working from specification to test requirement, ultimately to test method and to test case.  So for each test requirement, for specification there is a set of tests requirements and for each one of them there is at least one test case, so it can be one or more test cases.


And going back up the chain, for each test case you have, you can trace it all the back to the specification and you understand what part of the specification you’re testing, what’s going wrong, what’s broken if you do indeed find a failure.


In addition to that we are going to proceed with what we’re calling procedural testing and what Ed refers to as validation and this has already been conducted for the operating test or humidity test.

So actually what we’re doing is taking all the tests methods that we have and having an independent party sit down, run them through various voting systems to insure that they are exactly what we intended.

So that has already been done for operating tests for humidity and there are some comments back from the folks who did this validation that we need to take into consideration.


In 2011 we do expect to look at the test suite components and do some more type of procedural validation for those components.


So as I indicated the next step is to continue with the procedural validation.  The other part of the equation that I think Matt referred to is the testing laboratories.

We have begun discussions with the testing laboratories.  We want to make sure that we round trip them and we figure out how it is -- I mean they’ve been doing their own testing, their own independent testing.

They have their own ways of doing business so we’re suggesting that maybe there’s a whole new suite of test methods that they need to take into consideration.  We need to try to make that easy for them so we need to take those test methods and help them realize them inside the actually testing laboratories.


And here as (unintelligible) because everything is back ported to from 2.0 -- back ported to 1.1.  That success here will pave the way for the rest of the VVSG 2.0 test suites so if we can actually achieve some level of success which I believe we can then the 2.0 test suites should be an easier road to hoe type thing.  So we will continue to work with all of the parties because really this is a process.

There’s the specification, there’s the manufacturers, the testing practices are already in place and the test suites and we all sort of have to come together, learn from each other as we’re going through the process and feed back in.

So if you’re writing tests and you find that there’s problems in specification, then we need to get those specs into the specifications and if there’s problems with implementation (unintelligible).

And sometimes we have problems with the tests.  We don’t get everything right from the get go so if there’s a problem with the test or there’s areas that we flush out just by due diligence, then we certainly want to improve on the test suites as well.

I think with that, two minutes over.


DR. GALLAGHER:     Any comments, questions?


MALE SPEAKER:     I have a question.  I’d appreciate, and this may involve Ed as well, Ed makes a comment that must specify what is needed, not the solution, and then complete to the engineering level of detail.


And I know that one of the things that we’ve wrestled with as we sit around and discuss, well, it could be done this way but we’re not engineering the solution as we’re trying to do this and I was wondering if you could comment on the difference, and I’m wondering if sort of what we wind up with is a fairly precise statement of the requirement and then what seems to be done here is getting it down to the engineering level of detail.

If you could correlate your language and description of this process with what she’s describing and what we do, I’d appreciate that.


MR. SMITH:
Well, I’ll take a stab at that.  I need an example.  Bottle shall be gripable by a person with normal hand dexterity.


So let’s assume for a moment that that’s an unambiguous statement, what’s normal hand dexterity, right?

(LAUGHTER)


No such thing as normal.  All right, better yet bottle shall be gripable with five Newton’s force because somebody somewhere figured that that was the normal hand dexterity, so five Newton’s force.


So that is unambiguous.  I can measure.  I can get a (unintelligible) force gauge, I can measure, I can check.  But it doesn’t tell me, well, I’m going to put kind of a (unintelligible) design up here, maybe I’m going to put serrations in the middle here to help.  So it doesn’t tell me how to solve the problem.

It tells me what it needs to do and it’s sufficient that I can actually measure, and one concept I didn’t put forward is that the developer can go away confident that their solution will pass.  And we lose sight of that sometimes.

Whether it’s the person turning those 440 screws at 4 inch pounds making the chassis go together on the manufacturing line, that person needs to be confident that when they bring the chasses to the next person that what they did was right and then there needs to be factory structures, management structures around them to make sure that that happens.
The engineer also needs to be able to say, all right, if my company gives me a force gauge and I have proper design tools I can submit this and know that the line is going to pass this for that requirement that I’m responsible for.


MALE SPEAKER:     (Off microphone, unintelligible).


MR. SMITH:
That would be a representative clause in the design requirement whoever publishes that for a (unintelligible).


MALE SPEAKER:     And then coming back to the question that was asked earlier about security, is that achievable in the area ultimately of security?

MR. JONES:     This is really back to the question that Ed was answering.  One of the elementary things we teach when we’re teaching software engineering and the art of writing specifications is that when you write a specification you are responsible for knowing that specification can be met somehow and therefore the person who writes this specification has to have some solution in mind.

But the other responsibility you have is not to constrain people to use your solution.  You’re telling them when you write the specification that you want to job to be done and you have to specify the job to be done, not how to do it, but if you specify that this job must be done without having a solution in mind, then it may not be possible.

You have to have some solution in mind, some minimal solution, some demonstration of possibility before you can convince people that the specification is worth doing.

And this applies to security as well.  We shouldn’t be writing specifications for security that we don’t’ believe can be done but it may well be that the solution we have in mind for how to do it isn’t the best one.

And in fact we’ve had trouble with this, for example the digital signature requirements where we specify what must be signed and not what that signature is accomplishing.

This is actually a potential source of difficulty because it may be for example, but for the purpose of things, we don’t really want there to be a cast vote record for the whole ballot that allows you to discover that Lizard Man also voted for some candidate, that the person who wrote Lizard Man for sheriff also voted for some particular candidate for president.

This may be a bad idea but if we start mandated cast vote records we need to be able to trace what we mandate back to actual requirements just as much as the manufacturers need to know what requirement caused them to put a 440 screw here, actually what requirements because it’s very hard to trace a screw to a particular requirement but that screw is there to partially meet a number of different requirements and the same thing should be true of our requirements on cryptographic methods.

MALE SPEAKER:
I’d like to build on Doug’s comments.  You have a verification and validation issue too in that -- so you can write specifications that say you will use a key length that’s this much and this has guidance on that.  You have to do this.  You have to construct it this way and whatnot and then when you take it out for a test drive it still breaks down.

You know, I just got through reading in some country they could (unintelligible) enable traffic lights in their infrastructure so they had SIM cards in the traffic lights.  The thieves were stealing the SIM cards so they could make free cellular phone calls.

(LAUGHTER)


MALE SPEAKER:     It was noted that that was not part of their (unintelligible).  I didn’t anticipate that.

(LAUGHTER)


MALE SPEAKER:     So the traffic signal out mid (unintelligible) but it didn’t pass validation when the thieves got a hold of that.


That’s a difficult one, security and accessibility they’re difficult ones with the questions that you posed.  You know the manufacturing pieces, hardware design, and to some degree even software design, it’s a lot easier to answer those sorts of questions because it’s something I can hold.

If you say the paint can’t peel I can go and there’s an ASTM test method for peeling paint and I can do what it says which is to cut a bunch of scratches and a grid on the paint, take a piece of tape and try and rip it off and see how much paint comes out on the tape, it passes or it fails.  It’s easy.

But security and open vulnerability testing, you know, a lot of that -- one of the chief criticisms I hear of it is that it’s very dependent on the talents of the tester and it may not be necessarily repeatable so those areas as Dr. Gallagher said earlier are the more interesting areas because they aren’t easy answers.


MS. GOLDEN:
I’m going to sort of piggyback.  So do you have drafts of this stuff out?


MS. BRADY:
Yes.


MS. GOLDEN:
It’s been a while since -- I mean it’s been literally probably 18 months ago since I’ve seen any of this.

MS. BRADY:
It goes out on the website for both 1.1 and 2.0.


MS. GOLDEN:
Okay, and there’s been substantial additional work since -- how long ago did these first come out?  Hasn’t it been a long time?  Am I the only one remembering?  It’s been like 18 months or something since I saw a draft.


MS. BRADY:
There has been some work in the -- there was a back port for 2.0 to 1.1 and then at the EAC’s request that they were actually developed in the security area, the software area and used the accessibility.  We all have our own ways of doing testing and, you know, the bottom line is we test similarly but we use slightly different nomenclature.

So there was a request to actually make sure that the nomenclature was consistent across all the test suites and to make sure that the traceability was there from the -- that it was serialized essentially from the requirement straight through the particular test method.  So we did that and that report is available.

In fact it was delivered to the EAC so that was yet -- we went back through and made sure that each test was actually traceable in this fashion and that we were all tracing back in the same exact way.

So there are some comments.  I guess the tests are under consideration at this point but I don’t think they’ve changed significantly, but I’ve been on the job a couple of weeks so I may be wrong but I don’t think they’ve changed significantly since they were initially put out.


MS. GOLDEN:
So it’s been a long time.  If they haven’t changed significantly I think that’s probably answered the question.


And if I remember correctly there were at least for some of the accessibility protocols, I’ll use that word, they sort of ran into that discussion of -- they didn’t go a whole lot further in clarifying what would need to be done unless you really have a lot of internal expertise yourself in understanding and interpreting.

You know, some of the accessibility standards are pretty objective and measurable and, you know, speed of speech, whatever it is, 50 percent, 200 percent.  Those kinds that have metrics and are fairly measurable and pretty straightforward, but the flip side of that, there are many others --


MS. BRADY:
That are more subjective.


MS. GOLDEN:
Yes, being very -- so I guess what I’m saying is without a whole lot of additional depth and breadth being added, you’re probably not terribly far ahead.

And the other area that I know screams out to me that I remember in some of these are the usability tests, and even understanding that means using people that actually have those functional limitations, not somebody imitating someone who has those functional limitations which is kind of an out of the shoot’s a problem for those of us who work in accessibility.


MS. BRADY:
So Sharon, do you have anything to add there in --

MS. LASKOWSKI:     Well, I’ll just add, there is some ongoing research that’s already under contract to improve the (unintelligible) of the demographics for both the manufacturer usability tests and the lab (unintelligible) test and some validation, so we’ll get some good feedback to make sure there’s clarity this fiscal year.


MS. BRADY:
I think probably what we’re looking for through this fiscal year is being able to work very closely with the testing laboratories to make sure that they are in fact usable and that they are valid.


DR. GALLAGHER:     Mary, let me make a comment myself.  You know, walking this careful constraint, this balance that Doug talked about, one of the ways I’ve always heard about this is that ideally to not constrain a design.

You prefer performance specifications, performance standards are better, and in fact we saw that temperature standards are clearly performance standards.  They don’t say anything about how you make something.  They specify you put it under those performance conditions and see whether it fails.

But we clearly have cases where you cannot do that or it is very difficult to do that and some of these accessibility and security examples are clear examples.  The specifications say for example use a (unintelligible) compliant cryptographic module.  That’s a design specification not a performance specification but it’s a design specification based on an understood performance of using that component.

And I think the warning for us as we do this is to be careful when we cross from performance based to specification based and know why we’re doing that in those cases.  I think in some cases we have to do that because that’s the level of our understanding or ability to test or quantify, but realizing you’re making in many cases a tradeoff in the design flexibility when we do that.  So that’s one of those balancing acts so I think (unintelligible) standard setting group is working on.

MS. GOLDEN:
And I think from the accessibility side of things, we’ve dealt with this for years whether it’s ADAG or Section 508 and the answer is -- the performance measures alone won’t cut it because just saying usable by people who have limited vision, oh, heavens you are so far at aspirational level that you get really nowhere. 

We tend to again write something that’s more like a technical requirement or a design standard with the caveat that it’s that or equivalent so that there’s always the out for doing it a different way and innovation is never squashed but you don’t deliver something at a lesser level than this because we know you can deliver this.  That’s available and out there.

We know this level of accessibility can be provided.  If you’ve got a way of delivering that better, cheaper, faster, stronger, great but you don’t come in with something that delivers a lesser level.  So I think that’s the way we’ve dealt with it for years.


DR. GALLAGHER:     Specification or equivalent, and this is pretty common too so, you know, I think this group would never say shall be encrypted so it can’t be broken.  I mean that would be a crazy specification.

We’ve embedded that performance in you shall use a proved system like a (unintelligible) compliant encryption algorithm and there’s the other case too where you put out a Best Practice specification and then allow the equivalent or superior performance to allow -- yeah, so it was a fascinating discussion and Ed really highlighted for us once again the ramifications of what we say.  There’s really a lot under the hood in this.  Mary, thank you very much.


My understanding is we have not received any request for public comment so I will open the floor.  Is there any quick discussion?  I have also not heard from any of the committee members on new resolutions being added at this point but if there is anything that I’m not aware of, this is the point to raise it.


Again, we’re not moving to the votes on the resolutions until tomorrow afternoon.  Anything from the committee?  If not I will adjourn us for today.  I want to thank everybody once again and look forward to seeing you tomorrow morning at 8:30 a.m.

(Meeting Adjourned)
 (END OF AUDIO CD)
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